PHISHDESTROY / TIENG VIET

Steam Luu trit cac truong hop tur chéi ho tro va
cau tra 16i mau — HO so “Steam”

Nguén: https://phishdestroy.io/steam dossier/vi/support canned refusals
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PHAN NAY CHUNG MINH DIEU Gi

Kho luu trir nay ghi lai cadc dnh chup man hinh goc duoc luu gilr tai 137 va cac don khiéu nai
cla nan nhan da dugc ki€m toéan tai 1,505, trong dé néu chi tiét quy trinh x& ly phiéu hé trg tu
dong cua Valve. Piéu nay chirng minh rang khi cac tai khoan bi xam pham théng qua chuyén
hudng OpenlD hoac viéc tao khda API trai phép, bé phan HO trg cla Steam dé c6 hé théng sur
dung cadc mau tir ch6i chudn héa ma khong ti€n hanh diéu tra ky thuat. Bang céch tlir chéi mét
cach dut khoat viéc kho6i phuc vat phdm hoac tiét 16 nhat ky ki€m toan, nén tdng nay chuyén
toan b trach nhiém phap ly vé cac 16 héng xac thuc mang tinh cau tric sang cho chi sé hitu
céac tai khoan bi xam pham.

What this means — OpenID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not
receive the password, Steam confirms the identity to it. openid.realm is the field carrying the
address of the site asking for the sign-in, and openid.return_to the address Steam is to send
the user back to. Steam receives both on every request and prints the realm on its own login
page — which is why this dossier can name the host each platform authenticates through.

Section 3 — the observed routes —»

Tat cd cac dnh chup man hinh déu la cac ban chup do bén thi ba thuc hién. Ban quyén va ndi
dung thudc vé céac tac gid va nén tang tuong (ng (nguodi dung Reddit, cac tac gid cla cong
dong Steam, ngudi danh gia trén Trustpilot, X va nhitng nguodi dang tai trén YouTube). Cac anh
chup man hinh nay dugc sao chép lai chi nham muc dich nhan dién va dua tin vi lgi ich cong
cong; chang téi khong tuyén bé sé hitu bat ky quyén nao déi véi chdng. Méi tai liéu minh hoa
déu co lién két dén ngudn gbc ban dau cua no.

Figures reported on the source page

Measure Reported value Scope

H6 so dugc luu trit 1505 Céc bai dang khiéu nai cda nan
nhan da dugc xac minh va céc
chudi bai vé vé

Cac 4nh chup man hinh dugc luu 137 Ban chup vé do phan giai cao dugc
gitr luu trit cuc bo
Ty I& phuc hoi 0.0% Céac quyét dinh hay boé da dugc ban

hanh trong cac vu chiém doat tau
chd dau mang tén “API”

Sao chép méau 100% Tai sir dung kich ban nguyén van
gilra cadc nhan vién (llya, Roger,
Maverick)

Chiing ct phap y: Ba tru cét chinh cua viéc tu chéi ho tro
TRU COT 01 - TUYEN SINH Tai liéu R-014
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https://phishdestroy.io/steam_dossier/vi/support_canned_refusals
https://phishdestroy.io/steam_dossier/vi/#proxy-bypass-explainer

Loi thira nhan cta Roger: Xac nhan vu tan cong MitM trén API

Trong phan héi yéu cau hd trg s61cp582i, Steam, nhan vién hé trg “Roger” thira nhan bang van
ban rang nhitng ké tadn cong huy cac giao dich hgp 1é théng qua API va thay thé ching bang
cac bot gid mao chi trong vai mili gidy, nhung tir chéi khéi phuc cac vat pham va yéu cau nan
nhan tim dé&n moét “ky thuat vién may tinh dia phuong”.

Ki€m tra gidy nhap hoc ~
TRU COT 02 - THAM QUYEN XU LY Tai liéu R-012

7-Giao dich trong ngay - Giit vi thé - Khong thuc hién hanh déng nao

Mot nan nhan da cung cap SteamID64 cla céac tai khoan thudc vé hacker trong khodng thoi
gian tam ngung giao dich trong ngay cla su kién “7-". Nhan vién ho trg “Artem” va “llya” da tu
chdi khda cac vat phdm bi danh cap, véi ly do vat pham ao nay rat hi€ém, va da déng phiéu yéu
cau bang mét mau tra 1oi tu dong.

Xem bang diém ctia nhiéu nhén vién 2
TRU COT 03 - CHINH SACH Tai liéu R-002

Tinh trang khan hiém trén thi truong so véi quyén sé hitu tai san

Chinh sach hoan tra vat pham chinh thirc cGa Valve néu ré rang vat phdm sé khéng dugc hoan
trd vi viéc hoan trd ching sé “lam gidm tinh khan hiém va théi phong nén kinh té, tir dé lam
gidm gid tri cla cac vat pham trén Thi truong Cong dong”.

Xem anh chup man hinh Chinh séch ~

Nguon géc lich st - 22 Thang 3 nam 2018 dén 2026
Phu luc H -003 - 8-Dién tich tan céng chua dugc va trong nam

Truong hop thay thé hang héa dugc ghi chép sém nhat (22 March 2018)

Chinh xac mét tuan trudc khi Valve ap dung quy dinh gay tranh cai vé thai gian chd 7-doi véi
cac vat pham trong Counter-Strike, cong dong giao dich da phat hién nhing truong hop dau
tién trén thuc té vé viéc Steam L6 héng khai thac chuyén huéng giao dich trén trang
web API. Nhitng ké tan céng da chi€ém quyén diéu khién cac phién truy cap web dé tao ra mot
khéa API trdi phép tai steamcommunity.com/dev/apikey khOng can xac nhan tlir ing dung di dong 2FA,
cho phép céac bot hiy va hoan déi giao dich theo thoi gian thuc.

Théng bdo canh bdo cta PSA thang 3 nam 2018: "Nhing ké lira ddo c6 thé tu déng phat
hién dé nghj giao dich nay va sé tur chdi nd trén tai khoan cua ban, bdi vi ching cé khda Steam
API cda ban. Ldc nay, bot Itra ddo sé gui cho ban mdt dé nghi giao dich vdéi nhiing skin tuong
tu... va ban sé khéng nhan ra su khdc biét nao ca!"

Con duong Dau vét Lich su

22 2018: thang 3 Lan dau tién dugc ghi nhan vé viéc hoan dai API

2019: H6 tro tiéu chudn hda viéc ngan chan “phan mém déc hai”

2020: Tang cudong bao mat cho tap 1énh "DPdng yéu cau trg gitp"

2022-2026: Ty dong hda lra ddo qua BitB va ma QR

M& chu dé goc trén Reddit vé “2018" ~

Primary sources

137 gallery cards refer to 78 distinct primary URLs. Images and repeated exhibit captions are omitted from this
reading edition.

Full visual archive and original captures
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https://www.reddit.com/r/csgo/comments/1cp582i/i_got_api_scammed_what_do_i_do_now/
https://www.reddit.com/r/DotA2/comments/1e5ovy4/my_account_was_hacked_and_steam_support_refuse/
https://www.reddit.com/r/Steam/comments/3b2abd/steam_will_no_longer_restore_scammed_items_item/
https://www.reddit.com/r/GlobalOffensiveTrade/comments/863tk1/psa_urgent_huge_scam_happening_read_here_how_to
https://phishdestroy.io/steam_dossier/vi/support_canned_refusals#gallery-grid
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