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LUAT KIEM TOAN PHAP Y: Valve Steam Trang
web API Hé sinh thai & Khai thac thuong mai
(Tham khao: VAL-REG-2026-09)
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phishdestroy.io - Lién minh Nghién c(ru Phap y - Co s& dir liéu céng khai toan cau
HO SO: VAL-REG-2026-09-EVID

NGUON GOC: phishdestroy.io/steam_dossier/

QUYEN: TAT CA CAC QUYEN PA DUOC NHUONG LAl CHO NHAN LOAI

Luit Kiém toan Phap y va Phu luc Quy dinh

Viéc cung cap dich vu “API1” cé hé thong tir bén th ba, kién tridc bd qua tu dong va viéc khong
thuc thi cac diéu khoan hgp dong trong hé sinh thai Valve Steam

Céap tén mién phishdestroy.io

Nén tang muc tiéu Valve Steam / Steamworks

Vecto xac thuc chinh Steam OpeniD 2.0 / Trang web API

Loi tri an phép ly Tat ca cac quyén danh cho nhéan loai (CCO)

Phan I: Ban ghi nhé cdia Ban diéu hanh va cac két luan vé thuc té SO THAM KHAO: BAN TOM
TAT -01

Tai liéu nay la mot bdo cdo ki€m todn phdp y chinh thirc nham phén tich su tuong tac trong
hoat déng gilra cac diéu khodn thuong mai da cong b6 ctia Cong ty Cé phanValve, cac diém
cudi xac thuc ky thuat cha céng ty nay va cac nén tang thuong mai ctia bén thr ba da dugc
quan sat. Cudc kiém toan dugc thuc hién thong qua viéc quan sat mang thu déng, khong can
xac thuc, xac minh dang ky tai RDAP va dit liéu do ludng tlr cong cu Link Filter cong khai.

Nodi dung cét 16i dua trén su that: Quan sat thuc té cho thay su khac biét cé hé théng gilra
cac tuyén bo cong khai trong hgp déng cla Valve va co sé ha tang san xuat cta ho. Trong khi
Théda thuan Nguai dang ky (SSA) clia Steam nghiém cam viéc khai thac thuong mai trai phép (§
2.G), tuong téc tu dong bang bot/script (§ 4.C) va chuyén nhugng tai khoan (§ 1.C), Céng ty
Valve van ti€p tuc cung cap co sé ha tadng xac thuc OpenlD theo thai gian thuc va truy van kho
hang cho it nhat 175 thuc thé thuong mai, tao ra khéi lugng giao dich thr cap 1én dén hang ty
do la.

175

Céc don vi kinh doanh da dugc kiém toan
44

MAay chu xac thuc mién riéng biét

26

Cac cap proxy chia loc

100%

Cac diéu khodn chua dugc thi hanh ctia SSA: § 2.G/§ 4.C
0

Viéc thu héi quyén truy cap bat budc
Khung phap ly va hop dong ap dung

Diéu 2.G cla B0 luat An sinh Xa hoi (SSA)
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Cam st dung cho muc dich thuong mai: Nghiém cam viéc khai thac N6i dung va Dich vu
cho muc dich thuong mai ma khéng c6 su cho phép truéc bang van ban tir Cong ty C6
phanValve.

Diéu 4.C cta B0 luat An sinh Xa hoi (SSA)

Han ché vé tu déng héa: Nghiém cam sir dung cac tap Iénh, bot giao dich, macro hoac cac
hé thong khong do con nguoi diéu khié€n dé tuang tac véi cac dich vu va thi trudng cla Steam.
Diéu 1.C cta Luat An sinh Xa hdi (SSA)

Quy dinh vé st dung ca nhan: Gidi han viéc s dung tai khodn chi cho muc dich ca nhan;
nghiém cam viéc ban, cho thué, chuyén nhuong hoac trao déi tai khodn ngudi dung Steam.
DSA cua EU (Luat vé cac dich vu sé clGa Lién minh chau Au - 2022/2065)

Panh gia rai ro hé théng (Piéu 34/35): Cac nén tang truc tuyén quy mo rat I16n (VLOPSs)
phai chd dong phat hién, danh gid va giam thiéu cac rai ro hé théng phat sinh tir viéc lam dung
tu dong va khai thac thuong mai trai phép.

Phan Il: S6 dang ky Phu luc A — Céac cap lién két dugc ghi nhan da qua bd loc (Cac tuyén dudng
26) SO THAM KHAO: EX-SPLIT-LEDGER

Phan tich phap y vé ky thuat né tranh bang cach tach mién: Trong hé théng loc lién két
“Steam” () cla Valve (steamcommunity.com/linkfilter/?url=...), khi ngudi dung cudi nhap vao mot
lién két dan dén moét nén tang cd bac hoac chg den dé bi gan co, trang Valve sé hién thi mot
canh bao nadi bat ("Lién két bi chan! ... da duoc bao cao la cé kha nang gay hai"). Tuy nhién,
qua trinh truy vét nguon goc theo phuong phap phdp y cho thay cac nén tdng thuong mai 26
dang hoat déng trén mot kién tric mién phan tach: trong khi tén mién thuong mai chinh bj
CHAN trén Bo loc lién két, tén mién phu luu trit diém cudi trd vé OpenlD cula Valve lai dugc
danh d&u 13 AN TOAN. Cac may chii OpenlID cla Valve chdp nhan cac yéu cau xac thuc tir cac
mdy chu proxy nay ma khéng bi gidn doan, nhd dé vo hiéu hdéa canh bao an toan danh cho
nguoi dung déng thoi van tiép tuc x{r ly cac thao tac dang nhap.

# Tén mién Bé loc chinh Mién may Bd loc xéc RDAP Pba Co s6 tinh
thuong mai chu trung thuc dang ky thué
chinh gian xac
thuc OpenID
01 rollbit.com BLOCKED rbsnin.com CLEAN 2026-09-18 PASSIVE_CAPT
URE
02 skin.club BLOCKED sc-auth.net CLEAN 2019-04-02 PASSIVE_CAPT
URE
03 howl.gg BLOCKED howl.uno CLEAN 2026-08-11 PASSIVE_CAPT
URE
04 duelbits.com  BLOCKED switchflips.co CLEAN 2020-04-21 PASSIVE_CAPT
m URE
05 csgofast.com BLOCKED steam- CLEAN 2026-06-30 PASSIVE_CAPT
login.authtofa URE
st.com
06 farmskins.co  BLOCKED steam.kobal.c CLEAN 2017-01-07 PASSIVE_CAPT
m C URE
07 cobaltlab.tech BLOCKED cobaltauth.co CLEAN 2025-01-07 PASSIVE_CAPT
m URE
08 csgo.net BLOCKED cn2.easylot.n CLEAN 2016-09-03 PASSIVE_CAPT
et URE
09 ggdrop.com  BLOCKED ggauth.com  CLEAN 2023-05-03  PASSIVE_CAPT
URE
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

Tén mién
thuong mai
chinh

rustchance.co
m

skin.fans
skinport.com
skins.cash
tf2hunt.com
daddyskins.co
m
key-drop.com
clash.gg
c5game.com
swap.gg
shadowpay.co

m

€Sgocases.co
m
csgogem.com
gamdom.com
12cs.fail

skinsnipe.com

csgobig.com

Bd loc chinh Mién may

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

chu trung
gian xac
thuc OpeniD

hgfuihd.com

auth.skinfans.
com

skinport.app

skinscash.live

rstspcl.com

go-go-
daddy.com

kdauth.com

clggauth.com

www.imbastar
.com

swapauth.co
m

thelogins.com

log-1n.com

api.csgem.co
m

login.gambldo
m.com

fail.games

pricing.tradeu
pspy.com

letmeinbig.co
m

B0 loc xac
thuc

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

RDAP ba
dang ky

2019-01-27

2018-07-16

2020-06-20

2019-12-05

2020-08-08

2019-01-26

2026-05-13

2024-09-16

2016-02-27

2018-10-06

2018-01-22

2017-11-27

2014-03-08

2017-09-24

2021-08-24

2020-03-11

2023-01-20

Co sé tinh
thué

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

* Luu y: Cac kiém tra thu déng dugc thuc hién déi véi cac diém cudi bo loc lién két (Link Filter)
chua dugc xac thuc tai Steam trén cac trang 2026-09-19 va 2026-09-21.. N6i dung phan hoi

HTTP tho va céc gid tri bam SHA-256 dugc luu gilr trong b6 dir liéu kho luu trir
(steam_tos_assets/linkfilter-2026-09-22.json).

Phan lll: S6 dang ky B — Diéu tra toan dién cac don vi thuong mai dd dugc ki€m todn thudc
Chuong trinh “175” SO THAM CHIEU: EX-175-MASTER-CENSUS
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Bang dang ky sau day liét ké chi tiét tat ca cac nén tang thuong mai cia bén thi ba thuéc 175
d& dugc xac minh tich cuc trong co sd dit liéu ki€m todn. M6i ban ghi néu rd tén thuc thé, tén
mién thuong mai chinh, 16 trinh xac thuc OpenID dugc quan sat tai Steam, phan loai hoat déng,
cac truong hgp vi pham hgp dong (SSA § 2.G, SSA § 4.C, SSA § 1.C) va truong hanh dong duoc
ghi lai trong tap di liéu nguén. Nhan "Xem bang chiing c6 ngay thang" huéng ngudi doc dén
cac hd so hd trg; nhan nay khéng khang dinh rang Valve da khéng thuc hién bat ky hanh déng
nao. Trudng hanh déng bi thiéu dugc bao cdo la "chua dugc xac dinh".

Tai liéu trung  Tén thuc thé & Tuyén xac thuc Phan loai Vi pham hop Valve Hanh
bay tén mién chinh / Proxy duoc doéng déng
quan sat
EX-001 CSGOROoll www.csgoroll.co  Skin Gambling SSA §2.G,SSA§ See dated
csgoroll.com m 4.C evidence
DIRECT
EX-002 CSGOEmpire csgoempirelogin  Casino SSA § 2.G, SSA§ See dated
csgoempire.com 4.com 4.C evidence
SPLIT PROXY
EX-003 Rollbit rbsnin.com Crypto Casino SSA § 2.G, SSA § See dated
rollbit.com SPLIT PROXY 4.C evidence
EX-004 500 Casino fivezerozero.co  Licenced Casino SSA §2.G, SSA§ See dated
500.casino SPLIT PROXY 4.C evidence
EX-005 CSGOBig csgobig.com Roulette/Slots SSA § 2.G,SSA § See dated
csgobig.com DIRECT 4.C evidence
EX-006 CaseDrop casedrop.com Case Opening SSA § 2.G, SSA§ See dated
casedrop.com DIRECT 4.C evidence
EX-007 RustReaper rustreaper.com  Rust Roulette SSA § 2.G, SSA§ See dated
rustreaper.com  DIRECT 4.C evidence
EX-008 BanditCamp banditcamp.com Rust Casino SSA § 2.G, SSA § See dated
banditcamp.com DIRECT 4.C evidence
EX-009 SkinBox skinbox.com Case Opening SSA § 2.G, SSA§ See dated
skinbox.com DIRECT 4.C evidence
EX-010 TastyDrop tastydrop.com Case Opening SSA §2.G, SSA § See dated
tastydrop.com DIRECT 4.C evidence
EX-011 CSGOPolygon csgopolygon.gg Roulette Casino SSA § 2.G, SSA§ See dated
csgopolygon.gg  DIRECT 4.C evidence
EX-012 MagicDrop magicdrop.ru Case Opening SSA § 2.G, SSA § See dated
magicdrop.ru DIRECT 4.C evidence
EX-013 CSDice csdice.com Dice Casino SSA § 2.G, SSA§ See dated
csdice.com DIRECT 4.C evidence
EX-014 Rustly rustly.com Rust Casino SSA § 2.G, SSA§ See dated
rustly.com DIRECT 4.C evidence
EX-015 SkinOdds skinodds.com Upgrader Casino SSA § 2.G, SSA§ See dated
skinodds.com DIRECT 4.C evidence
EX-016 CSGOWin csgowin.com Skin Roulette SSA §2.G,SSA§ See dated
csgowin.com DIRECT 4.C evidence
EX-017 CSGORun csgorun.net Crash Casino SSA § 2.G, SSA§ See dated
csgorun.net DIRECT 4.C evidence
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Tai liéu trung
bay

EX-018

EX-019

EX-020

EX-021

EX-022

EX-023

EX-024

EX-025

EX-026

EX-027

EX-028

EX-029

EX-030

EX-031

EX-032

EX-033

EX-034

EX-035

EX-036

EX-037

Tén thuc thé &
tén mién chinh

OpenSkins
openskins.com

RustBet
rustbet.com

CSGOMagic
csgomagic.com

CSGOBounty
csgobounty.com

EZSkins
ezskins.com

RustCases
rustcases.com

CSGOReaper
csgoreaper.com

CSGOCases
csgocases.com

CSGO-Skins
csgo-skins.com

CSGONet
csgonet.com

WTFSkins
wifskins.com

CSGOFast
csgofast.com

Duelbits
duelbits.com

FlameCases
flamecases.com

Farmskins
farmskins.com

CSGOLuck
csgoluck.com

Gamedom
gamedom.com

Skin.Club
skin.club

DaddySkins
daddyskins.com

Insane.gg
insane.gg
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Tuyén xac thuc
/ Proxy duoc
quan sat

openskins.com
DIRECT

rustbet.com
DIRECT

csgomagic.com
DIRECT

csgobounty.com
DIRECT

ezskins.com
DIRECT

rustcases.com
DIRECT

csgoreaper.com
DIRECT

csgocases.com
DIRECT

csgo-skins.com
DIRECT

csgonet.com
DIRECT

wtfskins.com
DIRECT

steam-
login.authtofast.
com

SPLIT PROXY

switchflips.com
SPLIT PROXY

flamecases.com
DIRECT

steam.kobal.cc
SPLIT PROXY

csgoluck.com
DIRECT

gamedom.com
DIRECT

sc-auth.net
SPLIT PROXY

daddyskins.com
DIRECT

api.insane.gg
DIRECT

Phan loai

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contra

ct

Skin Roulette

Case Opening

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

Roulette Casino

Crypto Casino

Case Casino

Case Opener

Skin Casino

Crypto Casino

Case Battles

Case Opening

Skin Roulette

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-038

EX-039

EX-040

EX-041

EX-042

EX-043

EX-044

EX-045

EX-046

EX-047

EX-048

EX-049

EX-050

EX-051

EX-052

EX-053

EX-054

EX-055

EX-056

EX-057

Tén thuc thé &
tén mién chinh

Rustix
rustix.gg

Skins.Club
skins.club

CSGOHouse
csgohouse.org

SkinRave
skinrave.net

BloodyCase_G
G
bloodycase.gg

CSGOClicker
csgoclicker.com

RustBet_GG
rustbet.gg

CS_Drop
cs-drop.com

HellStore
hellstore.net

RustLoot
rustloot.com

CSGO_Case
Csgo-case.com

CS2Skin
cs2skin.com

Juice_GG
juice.gg

GGDrop
ggdrop.com

CSGOGem
csgogem.com

Rainbet
rainbet.com

Howl GG
howl.gg

Chicken_GG
chicken.gg

CSGOCasino_G
G
csgocasino.gg

Hunt_GG
hunt.gg
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Tuyén xac thuc
/ Proxy duoc
quan sat

rustix.gg
DIRECT

skins.club
DIRECT

csgohouse.org
DIRECT

skinrave.net
DIRECT

bloodycase.gg
DIRECT

csgoclicker.com
DIRECT

rustbet.gg
DIRECT

cs-drop.com
DIRECT

hellstore.net
DIRECT

rustloot.com
DIRECT

Ccsgo-case.com
DIRECT

cs2skin.com
DIRECT

letmeinjuice.co
m
SPLIT PROXY

ggauth.com
SPLIT PROXY

csgogem.com
DIRECT

services.rainbet.
com
DIRECT

howl.uno
SPLIT PROXY

chicken.gg
DIRECT

api.csgocasino.g

g
DIRECT

api.hunt.gg
DIRECT

Phan loai

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

Case Opening

Skin Casino

Skin Casino

Case Opening

Skin Casino

Crypto Casino

Skins Casino

Skin Casino

Skin Casino

Skins Casino

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-058

EX-059

EX-060

EX-061

EX-062

EX-063

EX-064

EX-065

EX-066

EX-067

EX-068

EX-069

EX-070

EX-071

EX-072

EX-073

EX-074

EX-075

EX-076

EX-077

Tén thuc thé &
tén mién chinh

CSBattle
csbattle.com

SkinRave_GG
skinrave.gg

CSDouble
csdouble.gg

RustChance
rustchance.com

RustClash
rustclash.com

CobaltLab
cobaltlab.tech

Raided_GG
raided.gg

RustNeo
rustneo.gg

Splits_GG
splits.gg
Upgrader_Pro

upgrader.pro

SkinFans
skin.fans

HotPizza
hotpizza.one

G4Skins
g4skins.com

12CS_Fail
12cs.fail

TF2Royal
tf2royal.com

TF2Easy
www.tf2easy.co
m

TF2Hunt
tf2hunt.com

TF2Bet
tf2.bet/coinflip

TF2Blaze
tf2blaze.com

OpenStars_GG
openstars.gg
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Tuyén xac thuc
/ Proxy duoc
quan sat

csbattle.com
DIRECT

api.skinrave.gg
DIRECT

csdouble.gg
DIRECT

hgfuihd.com
SPLIT PROXY

rustclash.com
DIRECT

cobaltauth.com
SPLIT PROXY

api.raided.gg
DIRECT

rustneo.gg
DIRECT

splits.gg
DIRECT

upgauth.space
SPLIT PROXY

auth.skinfans.co
m
SPLIT PROXY

hotpizza.one
DIRECT

auth.g4s.to
SPLIT PROXY

12cs.fail
DIRECT

tf2auth.com
SPLIT PROXY

www.tf2easy.co
m
DIRECT

rstspcl.com
SPLIT PROXY

tf2.bet
DIRECT

tf2blaze.com
DIRECT

openstars.gg
DIRECT

Phan loai

Case Battles

Skin Casino

Skin Casino

Rust Roulette

Rust Casino

Rust Automation

Rust Roulette

Rust Casino

Skin Casino

Skin Upgrader

Skin Casino

Case Opening

Case Opening

Crash Casino

TF2 Gambling

TF2 Gambling

TF2 Gambling

TF2 Gambling

TF2 Gambling

Skin Casino

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-078

EX-079

EX-080

EX-081

EX-082

EX-083

EX-084

EX-085

EX-086

EX-087

EX-088

EX-089

EX-090

EX-091

EX-092

EX-093

EX-094

EX-095

EX-096

EX-097

EX-098

Tén thuc thé &
tén mién chinh

Shuffle_Com
shuffle.com

Skins.com
skins.com

White.Market
white.market

Buff.Market
buff.market

Avan.Market
avan.market

CS.MONEY
cs.money

UuUSkins
uuskins.com

YouPin898
youpin898.com

Moon.Market
moon.market

CSFloat
csfloat.com

Skin.Land
skin.land

C5Game
c5game.com

HaloSkins
haloskins.com

Buff.163
buff.163.com

Waxpeer
waxpeer.com

CS.MONEY Bot
cs.money

Market.CSGO
market.csgo.co
m

Skinport
skinport.com

SkinFlow
skinflow.gg

DMarket
dmarket.com

Skin.place
skin.place

PHISHDESTROY / VI - CCO 1.0

Tuyén xac thuc
/ Proxy duoc
quan sat

shuffle.com
DIRECT

api.skins.com
DIRECT

white.market
DIRECT

buff.market
DIRECT

avan.market
DIRECT

auth.dota.trade
SPLIT PROXY

uuskins.com
DIRECT

youpin898.com
DIRECT

moon.market
DIRECT

csgofloat.com
SPLIT PROXY

auth.skin.land
DIRECT

c5game.com
DIRECT

haloskins.com
DIRECT

buff.163.com
DIRECT

waxpeer.com
DIRECT

auth.dota.trade
SPLIT PROXY

dota2.net
SPLIT PROXY

skinport.app
SPLIT PROXY

api.skinflow.gg
DIRECT

dmarket.com
DIRECT

api.skin.place
DIRECT

Phan loai

Crypto Casino

CS2 Market

P2P Market

CS2 Market

CS2 Market

Trading Engine

P2P Market

Mass Market

P2P Market

P2P Market

Skins Market

CS2 Market

Skins Market

Corporate

Market

P2P Marketplace

Bot Trading

P2P Marketplace

Regulated
Market

Marketplace/Swa
p

US Marketplace

Skins Market

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-099

EX-100

EX-101

EX-102

EX-103

EX-104

EX-105

EX-106

EX-107

EX-108

EX-109

EX-110

EX-111

EX-112

EX-113

EX-114

EX-115

EX-116

EX-117

Tén thuc thé &
tén mién chinh

SkinsMonkey
skinsmonkey.co
m

SkinBaron
skinbaron.de

Steam
steamcommunit
y.com/market

RustTM
rust.tm

PirateSwap
pirateswap.com

Mannco.Store
mannco.store

SkinSwap
skinswap.com

LootFarm
lootfarm.com

Rustskins
rustskins.com

ExeSkins
exeskins.com

BalticSkins
balticskins.com

CS.Trade
cs.trade

RapidSkins
rapidskins.com

Tradelt
tradeit.gg

Krakatoa
krakatoa.com

ShadowPay
shadowpay.com

49skins
49skins.com

SkinVault
skinvault.gg

Aim Market
aim.market

PHISHDESTROY / VI - CCO 1.0

Tuyén xac thuc
/ Proxy duoc
quan sat

skinsmonkey.co
m
DIRECT

skinbaron.com
SPLIT PROXY

steamcommunit
y.com/market
DIRECT

dota2.net
SPLIT PROXY

login.pirateswap
.com
DIRECT

mannco.store
DIRECT

api.skinswap.co
m
DIRECT

lootfarm.com
DIRECT

rustskins.com
DIRECT

exeskins.com
DIRECT

balticskins.com
DIRECT

cs.trade
DIRECT

api.rapidskins.co
m
DIRECT

connect-
tradeit.com
SPLIT PROXY

krakatoa.com
DIRECT

shadowpay.com
DIRECT

api.49skins.com
DIRECT

api.skinvault.gg
DIRECT

aim.market
DIRECT

Phan loai

Instant Swap

Corporate
Market

Official Market

Rust Market

Instant Swap

TF2 Marketplace

Instant Swap

Trading Platform

Rust Market

P2P Market

Skins Market

Instant Swap

CS2 Market

CS2 Market

CS2 Market

P2P Marketplace

CS2 Market

CS2 Market

Skins Trading

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence



Tai liéu trung
bay

EX-118

EX-119

EX-120

EX-121

EX-122

EX-123

EX-124

EX-125

EX-126

EX-127

EX-128

EX-129

EX-130

EX-131

EX-132

EX-133

EX-134

EX-135

EX-136

EX-137

Tén thuc thé & Tuyén xac thuc

tén mién chinh / Proxy duogc

Skinout
skinout.gg

NTSkins
ntskins.com

IGXE
igxe.cn

Swap.gg
swap.gg
Bitskins

bitskins.com

GamerPay
gamerpay.gg

TF2Mart
tf2mart.com

SkinBid
skinbid.com

LootBear
lootbear.com

Backpack.tf
backpack.tf

Scrap.tf
scrap.tf

Marketplace.tf
marketplace.tf

STNTrading
stntrading.eu

Skins.Cash
skins.cash

SkinWallet
skinwallet.com

Dota2Market
dota2market.co
m

CSGO.NET
csgo.net

Cybershoke
cybershoke.net

XPlay_GG
xplay.gg

FastCup
fastcup.net

PHISHDESTROY / VI - CCO 1.0

quan sat

auth.skinout.gg
DIRECT

ntskins.com
DIRECT

igxe.cn
DIRECT

swap.gg
DIRECT

bitskins.com
DIRECT

gamerpay.gg
DIRECT

tf2mart.com
DIRECT

skinbid.com
DIRECT

lootbear.com
DIRECT

backpack.tf
DIRECT

scrap.tf
DIRECT

marketplace.tf
DIRECT

stntrading.eu
DIRECT

skinscash.live
SPLIT PROXY

skinwallet.com
DIRECT

dota2market.co
m
DIRECT

cn2.easylot.net
SPLIT PROXY

auth.cybershoke
.net
DIRECT

xplay.gg
DIRECT

api.fastcup.net
DIRECT

Phan loai

Instant Sell

Portal

Skins Trading

Chinese

Powerhouse

Automated Swap

Cash-out Portal

P2P Portal

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation

TF2 Scrap Swap

TF2 Cashout

TF2 Botnet

Instant Cashout

Instant Cashout

Dota 2 Market

Case Opening

Community Hub

Server Network

Matchmaker Hub

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-138

EX-139

EX-140

EX-141

EX-142

EX-143

EX-144

EX-145

EX-146

EX-147

EX-148

EX-149

EX-150

EX-151

EX-152

EX-153

Tén thuc thé &
tén mién chinh

Esportal
esportal.com

GamersClub

gamersclub.com

.br

Leetify
leetify.com

Scope_GG
scope.gg

TradeUpSpy
tradeupspy.com

Epidemic_GG
epidemic.gg

CSDeals
cs.deals

Pricempire
pricempire.com

CS2Stash
cs2stash.com

CSGOSkins
csgoskins.gg

SteamAnalyst

steamanalyst.co

m

SteamCardExc

hange

steamcardexcha

nge.net

DotaBuff
dotabuff.com

Tracker_GG
tracker.gg

FSB Market
(an
anonymized
label; the
original name
is withheld
here)

FSB Market

FunPay
funpay.com

PHISHDESTROY / VI - CCO 1.0

Tuyén xdac thuc Phan loai

/ Proxy duoc
quan sat

esportal.com
DIRECT

gamersclub.com

.br
DIRECT

leetify.com
DIRECT

scope.gg
DIRECT

api.tradeupspy.c

om
DIRECT

epidemic.gg
DIRECT

api.cs.deals
DIRECT

pricempire.com
DIRECT

cs2stash.com
DIRECT

csgoskins.gg
DIRECT

steamanalyst.co

m
DIRECT

steamcardexcha

nge.net
DIRECT

dotabuff.com
DIRECT

tracker.gg
DIRECT

FSB Market
DIRECT

funpay.com
DIRECT

Matchmaking
Portal

LATAM Hub

SaaS Analytics

SaaS Analytics

SaaS Tools

SaaS Tools

Marketplace

SaaS Price DB

SaaS Index

SaaS Index

SaaS Index

Trading
Exchange

SaaS Tracker

SaaS Tracker

Mass
Blackmarket

Account
Exchange

Vi pham hop
déng

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C,SSA§1.C

SSA§2.G,SSA §
4.C,SSA§1.C

Valve Hanh
dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung
bay

EX-154

EX-155

EX-156

EX-157

EX-158

EX-159

EX-160

EX-161

EX-162

EX-163

EX-164

EX-165

EX-166

EX-167

EX-168

EX-169

EX-170

EX-171

EX-172

Tén thuc thé &
tén mién chinh

PlayerAuctions
playerauctions.c
om

Eldorado.gg
eldorado.gg

G2A
g2a.com

Kinguin
kinguin.net

G2G.com
g2g.com

Playerup
playerup.com

Z2U.com
z2u.com

SmurfHub
smurfhub.net

SmurfAccounts
smurfaccounts.c
om

BuyCSGORank
buycsgorank.co
m

CSGOSmMurfKin

gs
csgosmurfkings.
com

SmurfStore_Co
smurfstore.co

SteamLviUp
steamlvilup.com

SteamlLevels
steamlevels.com

LevelSteam
levelsteam.com

SteamlLevelU
steamlevelu.com

EloKing
eloking.com

Boosteria
boosteria.org

Overgear
overgear.com

PHISHDESTROY / VI - CCO 1.0

Tuyén xac thuc
/ Proxy duoc
quan sat

playerauctions.c
om
DIRECT

eldorado.gg
DIRECT

g2a.com
DIRECT

kinguin.net
DIRECT

g2g.com
DIRECT

playerup.com
DIRECT

WWW.z2u.com
DIRECT

smurfhub.net
DIRECT

smurfaccounts.c
om
DIRECT

buycsgorank.co
m
DIRECT

csgosmurfkings.
com
DIRECT

smurfstore.co
DIRECT

steamlvlup.com
DIRECT

steamlevels.com
DIRECT

levelsteam.com
DIRECT

steamlevelu.com
DIRECT

eloking.com
DIRECT

boosteria.org
DIRECT

overgear.com
DIRECT

Phan loai

Grey Market

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

Account Broker

Ready-Account

Hub

Smurf Shop

Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling

Card Leveling

Rank Boosting

Rank Boosting

Boosting SaaS

Vi pham hop
déng

SSA§2.G,SSA §
1.C

SSA §2.G,SSA &
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA &
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

Valve Hanh

dong

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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Tai liéu trung  Tén thuc thé & Tuyén xac thuc Phan loai Vi pham hop Valve Hanh

bay tén mién chinh / Proxy duogc déng déng
quan sat

EX-173 BlazingBoost blazingboost.co Boosting SaaS SSA § 2.G, SSA§ See dated
blazingboost.co m 1.C evidence
m DIRECT

EX-174 Dota2Boost dota2boost.com Rank Boosting SSA § 2.G, SSA § See dated
dota2boost.com DIRECT 1.C evidence

EX-175 BuyBoost buyboost.com Boosting Saa$S SSA § 2.G, SSA§ See dated
buyboost.com DIRECT 1.C evidence

Phan IV: Kién tric k¥ thuat va co ché xac thuc MA THAM KHAO: TECH-ANALYSIS-01

1. Viéc thiéu co ché xac thuc quyén sé hitu tén mién trong OpenlD 2.0: Viéc trién khai
giao thic OpenlD 2.0 cla Valve (https://steamcommunity.com/openid/login) ddnh gid openid.return to
Va openid.realm cac théng s6 ma khong yéu cau nha phat trién phai dang ky trudc, xac minh
thach thdc méat ma hay xac thuc quyén sé hiru tén mién. Bat ky nha khai thac thuong mai nao
cling cé thé hudng ngudi dung dén man hinh dang nhap cta Valve va nhan dugc mot tuyén bé
danh tinh dugc ky bang mat ma (ch&a SteamID dang 64-) dugc chuyén huéng dén cac tén
mién tuy v.

2. Lam dung tinh nang truy van kho quang cao theo chuong trinh (Programmatic
Inventory Querying) va tinh nang theo doéi chuyén dai (API): Sau khi xac thuc ngudi
dung dugc xac nhan qua OpenlD, cac nha khai thac sé truy van cac diém cudi céng khai va cua
cac doi tac trén Web API (IEconItems 730/GetPlayerItems) d€ lap chi muc tai san tén kho theo thai
gian thuc. Cadc mang luéi giao dich tu déng sir dung ma thong béo phién giao dich Iap trinh dé
gui, tham do va chap nhan cac dé nghi giao dich ngang hang (P2P), diéu nay truc ti€p vi pham
quy dinh cdm tuong tac khéng do con ngudi thuc hién tai Diéu 4.C cla SSA.

3. Su bat doi xirng cta bd loc lién két: Su ton tai song song cla cac canh bao tén mién
hudng dén nguoi dung clng vdéi cac di€m cudi xac thuc hoat dong day du da tao ra mot mau
thuan vé mat quy dinh: Hé théng theo ddi an ninh cta Valve phan loai cdc nha cung cap dich
vu nay la “c6 kha nang gay hai”, song co sé ha tang xac thuc cta Valve van tiép tuc xac thuc
ngudi dung cua ho.

Phuong phép luan vé ching ci va Tuyén b6 vé chudi luu gilr chiing cl

Tai liéu nay dugc tao ra tr cac dir liéu thu thap tr mang chua dugc xac thuc, cac truy van lich
st trong co sé dir liéu dang ky RDAP va cac ban ké khai bam mat ma da dugc xac minh. Khong
c6 thong tin dang nhap nao cla ngudi dung dugc dua vao thir nghiém xam nhap hoac xu ly. Tat
ca cac phat hién phan anh trang thai mang san xuéat cé thé quan sat dugc tinh dén ngay 2026..
Tai liéu nay déng vai tro la bang ching ky thuat phi dang phai, dugc chudn bi dé phuc vu cac
cubc diéu tra cla co quan tu phap, co quan quan ly va céng ching.

TOM TAT: D& dugc xac minh theo tiéu chudn SHA-256
c507c9025f93dalaadaf395c4d8882f25973211c318ee8e9b6f18a5b3755e050

LUU TRO: HO SO PHAP LY CONG KHAI

BAN HANH VA KY BO: phlshdestroy io - Lién minh Nghién clru Phap y

TINH TRANG PHAP LY: TAT CA CAC QUYEN PA PUOQC NHUONG LAI CHO NHAN LOAI - CCO
MIEN CONG CONG TOAN CAU
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