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Quyén truy cap tai khoan va trach nhiém giai
trinh — HO so “Steam”

Nguén: https://phishdestroy.io/steam dossier/vi/investigation part2
CCO 1.0 Universal - 2026-09-30

HO SO VE STEAM / II

N N\ =

Phan Il — Quyén truy cap tai khoan, Ho tro

thué ngoai va Thuc thi

Tu déng hda trong khu vuc céng. Dich vu hoé trg thué ngoai. Nguoi dan phai ganh chiu hau qua.

Bat dau phan con nay {

PHU LUC 01 / GIAM SAT THI TRUONG NGAM TRUC TIEP550,000+

Steam cac tai khoan hién dang dugc rao ban trén FSB Market (mét tén goi &n danh; tén géc
khéng dugc tiét 16 tai day)

ngay ldc nay

550,000+ DU LIEU TRUC TIEP - 231,829 TRONG CO SO DU LIEU LICH SU DA PUOC TRICH
XUAT (NHAT KY STEALER CUA 198,320)

Trung tam giao dich ngam chinh danh cho céac tai khoan Steam bi chiém quyén diéu khién, Fss
Market (té€n lién quan dugc gidu kin), xac thuc ca ngudi mua 1an ngudi ban bang OpenID chinh
thirc Steam cula Valve (openid.realm = https://FSB Market). Vao bat ky thdi di€m nao, hon nira triéu
tai khoan bi danh cap va bi xam pham (nhat ky danh cap tur RedLine/Lumma, dir liéu thu thap
dugc tir cac vu Itra ddo qua email, tdn cdng bang théng tin dang nhap da biét) dang dugc rao
ban vdéi giad chi vai xu ($0.50-$2.00). Ca hai déu khéng FsB Market cling khOng the associated forum
bi chan bdi BO loc lién két cha Valve. Pay la ngudn cung cap cho céac tai khoan bot trad phi trén
63.06% ma Valve da cd&m ma khéng ho trg nan nhan.

Thoéng tin truc ti€p: Gidm sat thi truong ngam (550k+ Live) ~» - M@ ban ghi thu thap » - Mé ban
ghi theo ddi bé loc lién két 2550K+ TRUC TIEP

01 / MOT HE SINH THAI CO SU THAM GIA CUA CAC TAC GIA

Tu déng héa dadau vét trén giay to.

Cac du an dugc dat tén. Cac tinh nang da dugc céng bo. Theo déi mot cong cu dén tai liéu
hudng dan clia no, sau doé kiém tra cadc méi quan hé gilta cdc nha phat trién da thu thap duogc.
252CAC KHO LU'U TRU PA THU THAP

3,320H0 SO TREN GITHUB

4,214H0 SO - CAC CAP KHO DU LIEU
Valve co sé ha tang Thu vién cong déng Cac ing dung cé thé tai si dung
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Céc duong ké thé hién cac tich hop hodc maéi phu thudc da duoc ghi nhan. Chon moét nut dé
xem théng tin chi tié€t lién quan dén nd.

Tu dong hda quan ly nhiéu tai khoan / JustArchiNET

ArchiSteamFarm
Dy an nay cong khai quang cdo tinh nang “farm” thé dong thai trén cac tai khoan Steam. Tép
du an cta né khai bao phu thuéc vao SteamKit2.

Poc tai liéu huéng dan cda chinh du én ~
SteamKit - ArchiSteamFarm
phu thudc da khai bdo ~

TONG HOP CAC MOI QUAN HE

40 nhan ngudi déng gép - 40 nhan phan nhanh

Dudi day la vi du vé ngudi déng gép. Cac nhan nay mod td moi quan hé véi kho luu trir, chi
khéng phai méi quan hé viéc lam hay su phé duyét.

@JustArchi @renovate[bot] @JustArchi-ArchiBot @dependabot-preview[bot] (unavailable)
@renovate-bot @nguoi dung_actions @dependabot-support @Abrynos

Bi€u d6 cha nha phat trién cho thay diéu gi

Bi€u d6 nay thé hién cdc moi quan hé da duoc cong bé gilra nhimng ngudi déng gép va nhing
nguoi phan nhanh (forker) lién quan dén cac du an dugc néu tén va cac ho so trén GitHub. Day
la nhitng d{r liéu céng khai — cac ban phan nhanh kho luu trit, danh sach déng gép, mai lién hé
gilta cac ho so. Cau héi dat ra la nhitng bang ching gidy to vé nang luc da dugc cong bd va céc
moi quan hé gilra cadc nha phat trién doi héi Valve phai tra 10i diéu gi, ch& khéng phai nhiing gi
cubc diéu tra nay da bia dat ra. CAc ma bam nguon dugc luu trir trong ngudn goc ban do.

Khéam pha toan bé mang_ lugi » Dt liéu ngudn clta kho luu trit |

02 / NHO'NG THAM QUYEN KHAC NHAU. NHO'NG SU'C MANH KHAC NHAU.

Phim naoChung ta dang noi vé diéu gi vay?

Viéc choi mét tro choi khong yéu cau ngudi choi phai cung cap khéa Web API ca nhan. D6 chinh
la di€m khéc biét cét 16i trong cudc diéu tra nay.

01 / TAI KHOAN NGUO| DUNG
Khdéa ca nhan cua WebAPI

steamcommunity.com/dev/apikey
Puogc cap tir tai khodn nguoi dung dé thuc hién céc cudc goi APl dugc phép. Viéc tao khda,
quyén truy cap, thu hoi va phat hién lam dung la cac van dé lién quan dén bdo mat tai khoan.

02 / HE THONG HAU CAN CUA TRO CHO|
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Ma khéa API cua Publisher Web

Céc doi tac cua Steamworks st dung théng tin dang nhap cta nha phat hanh dé thuc hién cac
hoat déng nén tdng dugc hod trg, bao gom cac dich vu lién quan dén tro chai. Khda céd nhan cla
ngudi choi la mot loai théng tin dang nhap khac.

03 / NHAN DANG & PHAN MEM DANG NHAP

OpenID / ma thong bao phién
OpenlD dung dé xac thuc danh tinh véi mot trang web. Ma phién (Steam) hodc ma lam méi

(refresh token) lai cé muc dich khac. Khong nén coi cac co ché nay nhu mét “khéaAPI” duy
nhat cé thé thay thé Ian nhau.

Valve ghi lai cd khdéa Web API cGa ngudi dung Ian clia nha phat hanh. Do dé, toan bd hé théng
Web API khong tach biét véi Steamworks. API Tai liéu quan trong » da luu trir 2026-09-15 ~ -
Xac thuc phién chgi game ~ da luu trit 2026-08-29 ~

PUOC GHI CHEP BO| TAC GIA CUA CONG CU / THANG 3 NAM 2024

Tu dong héa cé thé st dung nhiéu hon mét khéa “API”.

Trang wiki cla Trade Offer Manager mo ta viéc sir dung ma théng bdo truy cap phién (session
access token) cho mot sé phan cua trang web API khi khéng c6 khda xac thuc phién (API) riéng
biét. Tai liéu nay cling ghi lai quy trinh xac nhéan trén thiét bi di ddng dé tao khda tir phién ban
2023.. Nguai quan tri hé théng cho biét viéc st dung ma théng bao theo cach nay khéng dugc
hé tro béi Valve; day la mot tuyén bé da 16i thai trong tai liéu, chir khdng phai la két qua thar
nghiém vuot qua bdo mat thuc té.

Xem gidi thich ctia nguai duy tri » da luu trir 2026-09-24 ~

MAT CON NGU O/ MOT QUA TRINH PHISHING MINH HOA

Van dang choi.P&a bi phoi bay.

MOt tin nhan tir mot ngudi ban. Mot 161 kéu goi bo phi€u. Mot trang “cam on”. Dai véi ngudi
chai, nhiém vu da hoan thanh. Tuy nhién, mot phién dang nhép bi xam nhap cé thé van tén tai
sau khodnh khac dé.

TREN MAN HINH CUA NGUG| CHO|

F

Loi k€ cia mot ngudi ban

“Ban c6 thé bd phi€u cho dbi cia ching téi khéng?”

Yéu cau dugc gii dén qua tinh nang tro chuyén caSteamtlr moét tai khoan quen thudc. Trong
trudng hop nay, trang web duogc lién két sé ma ra trong trinh duyét cta khach hang.
KHONG THAY

Niém tin duoc xay dung tu trudc khi trang web ra doi.

Tai khoan ciia mét ngudi ban bi chiém quyén diéu khi€n cé thé lam téang do tin cady cho mét lién
két Itra ddo. Giao dién Steam xung quanh khong xac thuc trang web dich.

Ngudi gui quen thudc / Bia chi nhan bén ngoai

An ninh tai khoan la van dé can duoc quan tam truéc khi ban bat ky mat hang nao.
Nguoi choi khéng cé y dinh tao théng tin dang nhap tu dong hda hay Uy quyén quyén kiém
soat. Viéc quay lai tro choi khdng phai la bang ching cho thay tai khoan dé an toan. Valve luu
trir nhat ky phién, ban ghi tao khéa API va dit liéu tuong quan thiét bi. Nan nhan thi khéng. Su
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bat doi x&rng dé chinh la van dé vé trach nhiém giai trinh.

Quyén truy cap phién va céac loai théng tin xac thuc

Khoéa “API1” va phién dang nhap la hai thong tin xac thuc riéng biét véi cac quyén han khéc
nhau. Viéc thu hoi khda khéng lam cham dit phién dang hoat déng. Tai liéu chinh thic cla
“Valve” da mo ta cad hai; lién két Valve chlra cac ban ghi cho thay thong tin xac thuc nao dang
hoat déng tai thai diém xay ra bat ky hanh dong nao dang bi tranh cai. Yéu cau & day la céng
b6 ban ghi d6 — chr khong phai la mot suy luan do cubc diéu tra bia dat ra. Tai liéu cha ngudgi
duy tri vé viéc xtr ly token » da luu trir 2026-09-24 ~ - Valve Tai liéu quan trong ~ da luu trir
2026-09-15 ~

03 / THI TRUONG CHiNH THU'C CO MUC TRAN

Mén do nay c6 thé la dé hiém.Gigi han van duoc giir nguyén.

Mot mic gid cao hon muc tran niém yét khéng thé dugc thuc hién thong qua mot 1an niém yét
duy nhat trén Thi trudng Cong déng véi mic gid day da doé.

GIA YEU CAU TiNH CHAT THAM KHAO$5,000Thay d6i gid chao ban clia mat hang

$100 $20,000

Day la minh hoa vé muc gidi han da céng bo, khong phai la danh gid hay khuyén nghi giao
dich.

GIG| HAN NIEM YET = $1,800

NAP Vi = $2,000

Vugt qud muec tran niém yét da cong bo.

Tién trong vi khéng thé rit vé tai khoan ngan hang. Nhirng han ché nay tao ra nhu cau ma céac
thi trudng giao dich skin cla bén th( ba dap (ng: mét nhu cau phat sinh tir cac gidi han niém
yét va gidi han vi, trong khi cac quy dinh cta chinh Valve lai cdm cac nha khai thac thuong mai
dap (ng nhu cau nay.

Gidi han thi truong cla Steam ~ da luu trit 2026-09-21 ~

04 / BEN TRONG RANH GIO| HO TRO

Puogc giao pho trach nhiém quan ly dit liéu.Chiu trach nhiém vé
quyén truy cap.

Chinh sach bdo mat cta Valve quy dinh ro rang vé viéc chia sé d{r liéu cd nhan véi cac nha
cung cap dich vu ho trg bén thi ba, khi can thiét d€ thuc hién céng tac ho tro.

NGUO| CHOI Tai khoan va bang ching

-

VAN Qua trinh phuc hoi

=

NHA CUNG CAP DICH VU HO TRO Quyén truy cap duoc Gy quyén

Chinh sdch bdo méat §5.2 ~ - Chinh sach riéng clGa Valve cho phép bén th{ ba truy cap dé ho
trg. Cac cau hoi con bd ngd la: nhiing quyén truy cap nao da dugc cap, cé nhitng ban ghi ki€m
tra nao, va diéu gi da xay ra khi quyén truy cap nay bi cdo budc la da bi lam dung.

2015

Bang xép hang dugc céng bd réng rai
Valve da thira nhan tinh trang danh cap tai khoan dién ra trén dién réng va néu rd cac bién
phdp phong ngura.
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Valve 8n phdm ~ da luu trir 2026-08-09 ~

2015

Valve da thué ngoai bdé phan nay — va da néi ro diéu dé

Valve duy tri moét déi ngl 1anh dao ho trg nho thudc bd phan H6 trg Khach hang (Steam) tai
cOng ty va da tuyén bé rang “dd thué mét vai céng ty khac nhau" dé€ x(r ly cac van dé ho trg
(Erik Johnson, Valve, gui cho Kotaku); chinh sach bao mat cta ho tai § 5.2 cho phép cac bén thu
ba nay truy cap vao dir liéu nguoi dung. Valve chua bao gio tiét 16 nha thau nao duoc cap
quyén truy cap dé khéi phuc tai khoan — Céc cudc thao luan trong cdng déng da néu tén
mot s6 nha cung cap nhu Concentrix, nhung khéng cé nha cung cdp nao dugc Valvexac nhan.
BO phan dugc thué ngoai nay da dugc thanh lap t&r nhiéu nam trudc ca hai théng tin dugc dé
cap dudéi day.

Kotaku: Bai viét “Valve” vé su Ung hd cla trang nay ~ da luu trit 2025-07-11 ~

2023
Lan nhap vién dau tién
Po6i CS:GO cua Valve da chinh thirc thira nhan tréch nhiém bang van ban vé viéc mét tai khoan

bi xd&m nhéap thong qua quy trinh yéu cau ho trg clia chinh ho, va da huy bd céc giao dich lién
quan.

M& hé so gia cong L

2025

Lan nhap vién tha hai

33 Vai thang sau, bd phan ho trg cta Steam cho biét mot ky thuat vién “da khéng tuan tha quy
trinh cla ching téi, dan dén viéc tai khoan clia ban bi khéi phuc cho mét nguoi khac”. Cung
mot kénh lién lac. Cung mot két qua.

Dexerto, 14 Nov 2025 ~

HO SO VU AN / HFB VA CAC CAO BUOC VE VIEC THUE NGOAI

Cach tiép can chinh la chinh chuong trinh hé tro “Steam”.Valve da néu ré diéu
doé bang van ban.

Trong phan hoéi tr bd phan ho tro dugc Dexerto dang tai lai, d6i CS:GO cuValve da thira nhéan
trdch nhiém vé viéc mot tai khoan bi xdm nhap qua quy trinh yéu cau hé tro — kénh riéng
cla nod, khéng phai trang Ira ddo va cling khéng phai do ngudi dung. Cac mat hang da dugc
thu héi va cac giao dich da dugc hiy bd — day chinh la bién phap khac phuc ma trang Valve
khang dinh 1a khéng ton tai d6i véi cdc nan nhan khéc. S6 lugng hang tén kho ctia HFB dugc
béo céo la $2,000,000+ vao ngay dé va $3,000,000+ trong phan ti€p theo; Qkss da thua
$1,000,000+ theo cach tuong tu va chang thu duoc gi ca.

TRA LOI HO TRQ / DUCC TAI BAN BOI DEXERTO - 21 THANG 2 NAM 2023

“compromised through a support help request, for which the CS:GO team takes
responsibility”

Poc bai bdo va néi dung tin nhan dugc trich dan ~ d& luu trit 2025-08-18 ~
01 / VAN NAO DA CHO PHEP
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Kénh ho tro riéng cua ho chinh la 16i vao

Phan hoi nay dé cap dén tai khoan bi xam pham va viéc hly cac giao dich cla tai khoan dé.
Valve da huy cac giao dich nay — do dé, cac giao dich nay cé thé dugc huy bd. Phi€u giao dich
goc da dugc xac thuc khong cé trong bd suu tap nay.

02 / NHUNG VAN DE MA VIEC SA THAI KHONG GIAI QUYET BUQC

Canh ctra d6 lai mé ra vao thang 11 nam 2025

Nha thau da sa thai toan bd d6i ngli nhan vién hd trg cia Steam— theo thong tin do Mzkshow
dang tai trén Dexerto, khdng phai thong bao chinh thic tir Valve. Ba muai ba thang sau, bd
phan hd trg cla Steam da gui thu cho mot khach hang khac, trong d6 néu ré: “Mot ky thuat
vién ho trg xtr ly yéu cau trg gitp da khéng tuan thu quy trinh cdia chdng toi, dan dén viéc tai
khoan cda quy vi bi khéi phuc cho mét ngudi khac.” Bay la chinh cau van cua Valve, lién quan
dén cung kénh ho trg dé.

Bai dang th hai, “14"” ngay 2025 ~
03 / OPEN LA GI

Valve chua bao gio néu tén nha thau

Cac nguon tin nay khéng xac dinh dugc ca nha thau lan dia diém. Diéu d6 khong phai la 16
héng trong bdo cdo — ma la thong tin ma Valve chua cong bo vé viéc ai cd quyén truy cap vao
cac tai khoan ngudi dung.

Ban tuong thuat duong thoi vé vu viéc ~

Ba cau héi ma “Valve” van chua tra |6i: ai c6 thé vo hiéu hda tinh nang khéi phuc tai khoan, két
qua ki€m tra quyén truy cap cho thay diéu gi, va nhiing thay déi nao da dién ra sau dé.

Céc cdo budc sau nay trong kho luu trir tai liéu ho trg

Hai bai dang trén Reddit tai 2024 da néu thém cac cudc diéu tra cia Mzkshow — mot vu viéc
g6 bo Iénh cdm VAC vao thang 7 tai 2024 va mét vu viéc lién quan dén kho hang tai 2024
$13,000 vao thang 12. Pay la nhiing su c6 dugc bdo céo riéng biét. Cau hoi vé trach nhiém
trong moi vu viéc déu gidng nhau: ai c6 quyén truy cap dac quyén, két qua kiém todn cho thay
diéu gi, va nhiing thay déi cu thé la gi.

14 2024 thang 7 - trudong hop dugc bdo cdo la da héi phuc / bi cdm tham gia VAC ~ 2 Thang 12
nam 2024 - da béo céo vu viéc lién quan dén kho hang ctia $13,000 ~ da luu trt 2025-08-05 ~
Hai bai dang da dugc luu gilr, cdc hang ngudn va cdc ham bam |

05 / THEO DOI SU MAT MAT

Moi sb tiéncan mét chiéc ép lung.

Mudi trudng hop, tir thdang 6 nam 2022 dén thang 3 nam 2026. M6i con s6 déu la so liéu do
nguon dugc néu tén cong boé — $6,300,000, $2,000,000+, $1,000,000+, =~$320,000,
~$300,000, va gidm xuong con288. Valve luu trir nhat ky giao dich, ban ghi phién lam viéc va
ban ghi kiém todn ho trg cho ting truong hop, nhung chua tao ra bat ky ban ghi nao trong sé
dé.

KENH HO TRO 21 2022 thang 6

$2,000,000+

HFB — kho hang I6n nhat trong tro choi

DANH GIA GIA TR HANG TON KHO DUQC BAO CAO - TANG LEN HON $3M TRONG BAO CAO
THEO DOI NGAY 2023 THANG 2
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Bay mén do luu niém “Dragon Lores” va con dao Karambit “Blue Gem” mang s6 hiéu #1; riéng
con dao nay da c6 gia khoang $1.26m. Tai khoan khong hoat ddng trong ba nam véi tinh nang
x&c thuc van con kich hoat; email va méat khdu da duoc thay déi théng qua quy trinh khéi phuc
cla bd phan ho trg. Valve da huy cac giao dich — va cam két trach nhiém bang van ban. Truéc
khi hay giao dich, so tién thu dugc dugc bado cdo la $200,000+ da dugc rut qua
market.csgo.com, nén tdng nay thanh toan bang tién mat va tién dién t(. Viéc hdy giao dich
chi tra lai skin, khong phai sé tién ma nguodi dung da rut vé tai khodn. Viéc ddo ngugc giao dich
cling gay ra su c6: mét ngudi mua da gidu vat pham Souvenir Dragon Lore ciia minh trong mot
Kho chtra trong tro choi, kich ban khéng thé xem bén trong chinh container dé, va Valve da tao
ra ban sao ctia mét vat pham tri gid $130,000 trong qua trinh hiy bé mot vu trém — su viéc
dugc phat hién nho ID vat pham va bao cdo tur cdng dong, vat pham da bj xda vao thang 7
2022, va ngudi mua dugc hoan tién béi BUFF thay vi Valve.

Dexerto, ngay xay ra vu trom -~

Vi VA GIAO DICH MUA HANG 07 07/2022
>$500

44 Cac giao dich mua trén thi truong dang cé tranh chap
CHI TIEU TU Vi DA BDANG KY - USD

Mot ngudi dung da phan anh vé viéc bi mua trai phép cac vat pham gia tri thap trong Dota 2 va
nhan dugc phan héi khong thoa dang tir bd phan ho tro.

Doc don khi€u nai va cac anh chup man hinh kém theo ~

VI PHAM AN NINH NEN TANG 14 2022 thang 8
$6,300,000

CS.Money — 19,000+ cac skin tu bot
DANH GIA GIA TR| - UGC TiNH BAN DAU $1.6.000.000

Nhitng ké tan cong da chiém quyén ki€m soat cac tép xac thuc trén thiét bi di dong cla cac bot
giao dich trén san giao dich va lam tréng chdng, déng thoi chuyén mot phan sé tién danh cap
dugc cho céc nha giao dich néi ti€éng nham che gidu dau vét. Cac nha nghién clu trong cdng
dong da 1ap ban d6 cac tai khodn cla ké tan cong 55 chi trong vai gio. Valve khéng thuc hién
bat ky thao tac dao ngugc nao — mot trang web cia bén th& ba nam bén ngoai Steam, theo
thong tin tlr chinh Steam, nai hé théng kho hang, giao dich API va hé thong tai khoan cla ho da
bi danh cap tir ddu dén cudi.

Poc bai tuong thuat duong thai ~

KENH HO TRO BAI BAO 21 NGAY 2023
$1,000,000+

Qkss — cung mét canh ctra, cung mét dién vién, cau tra 16i nguoc lai
GIA TR| HANG TON KHO DUQC BAO CAO

Xét theo cach ma vu HFB da dugc xu ly, bdi cuing mot bén lién quan, théng qua cung mot yéu
cau ho trg. Vu HFB da dugc gidi quyét triét dé€ tdm thang trudc dé. Con vu Qkss thi khong.
Khong cé chi tiét nao trong hd so cong khai phan biét hai vu viéc nay, ngoai trlr quy mo cua doi
tuong lién quan.

Dexerto vé cudc diéu tra Mzkshow ~

KENH HO TRO BAI BAO NGAY 2023 THANG 2
~ $320,000
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https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/

Chinh hanh vi giao dich néi gidan — kéo dai trong mot nam
KET QUA HOAT DONG TRONG KHOANG MOT NAM - KHONG PHAI LA DANH GIA GIA TR HANG
TON KHO

Quyén truy cap tir phia bd phan ho trg da ti€p can dugc lich st tai khoan tir 15 nam trudc: ma
CD dau tién, email dau tién, thé thanh toan dau tién — chinh xac la nhitng bang chirng ma quy
trinh khéi phuc yéu cau. Ai nam gilr ca s& dit liéu thi lubn thang trong cudc tranh cai véi ngudi
nam gilr tai khoan. Mot khdu M4A4 Howl bi danh cap kém theo cac hinh anh 3D iBUYPOWER va
Titan Katowice 2014 da dugc ban véi gid $35,000 va cubi cung thudc vé blt cia NAVI, ngudi
khéng c6 cach nao biét dugc diéu dé. Phan ing cla nha thau la sa thai moi nhan vién lam viéc
tai bo phan ho trg Steam.

Escorenews vé cudc diéu tra nay ~

Vi VA GIAO DICH MUA HANG 09 2023 thang 12
€288

Mat vi du da ap dung co ché bao méat hai buéc
TRUSTPILOT - CHi SO NGUON 16

Ngudi danh gid bdo cdo rang tai khoan cta ho da bi hack va khéng nhan dugc sy ho trg lién
quan dén chi tiéu trén Market. Ban xuat nay khéng cé URL danh gia riéng.

Kiém tra ngudn goc cla ma ngudn 2

PHUC HOI TAI KHOAN 02 2024 thang 12

$13,000

“Matvey” — hai nam sau vu sa thai

UG C TINH HANG TON KHO CUA TAC GIA

Viéc khoi phuc tai khodn da dugc chap thuan cho ngudi da cung cap thong tin tai khodn ma

chinh chu tai khoan cling khéong thé xac minh dugc. Cung mot quy trinh, cing mét két qua, sau
khi nha thau da giai thé bé phan hé trog khach hang tai Steam.

Doc ndi dung céo budc da dugc luu gilr ~

PHUC HOI TAI KHOAN 09 THANG 5 NAM 2025
~ $10,000

Phuc héi théng qua vé cua nguoi khac
TON THAT TAI SAN BUQC BOI THUONG - USD

Mét nguoi dung & Quebec cdo budc bd phan ho trg da dat lai mat khdu va g bé cac bién phap
bao vé tai khoan theo yéu cau ciia mot nguai khac.

Doc daon khiéu nai dugc viét dudi gbc nhin clia ngudi trong cudc ~

KENH HO TRO 13 2025 théang 11

=~ $300,000

Hawkeye337 — va 16i thira nhédn bang van ban Ian tha hai caValve

BO SUU TAP HOLO DAY DU “2014” TAl KATOWICE

Ké tan cong da doi 1 bitcoin va bat dau chuyén s6 bitcoin dé sang cac vi Negevs dé tiéu hay.

Steam Phan héi tir bd phan ho trg: “Mét ky thuat vién hé tro xir ly yéu céu tro giup da khong
tuan tha quy trinh cta ching téi, dan dén viéc tai khoan cua ban bi khéi phuc cho mot nguoi
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https://escorenews.com/en/csgo/news/44087-valve-steam-support-employee-accused-of-selling-inactive-accounts-inventories-worth-six-figures-b1t-has-one-of-these-skins
https://phishdestroy.io/steam_dossier/PART2_RESEARCH.md
https://www.reddit.com/r/GlobalOffensive/comments/1h56shi/steam_support_is_stealing_accounts/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/

khac.” Ba muoai ba thang sau lan thira nhan dau tién, lai la tinh huéng tuong tu. Tai khodn dugc
khoi phuc chi vai gio sau khi chd dé nay tré thanh xu hudng trén X. Qkss khéng c6 lugng nguoi
theo ddi I6n nhu vay.

Dexerto, 14 Nov 2025 ~

Vi VA GIAO DICH MUA HANG 29 2026 thang 3
$50

Nap tién va tang game trai phép
TRUSTPILOT - CHi S& NGUON 290

Ngudi danh gid cdo budc cé cac khodn chi tiéu trai phép va cac yéu cau hoan tién khéng thanh
cong. URL cula bai danh gia cu thé nay khong c6 trong tép xuéat.

Kiém tra ngudn géc ctia ma ngudn 2

Nguén trich dan va sé liéu van dugc gilr nguyén theo bdo cdo cua ting nguén. Valve luu gilr
nhéat ky giao dich, ban ghi phién lam viéc va dau vét kiém todn ho trg cho tung truong hop
trong sé nay. Hay cung cap cac tai liéu dé. Mot bai dang trén Reddit dugc luu gilr khdng thé giai
quyét van dé — chinh céc ban ghi cha Valve mdi la bang chiing quyét dinh.

BO SUU TAP / SAU KHI KIEM TRA

231,829 cac tai khoan dang duoc ban.Valve luu trir nhat ky cho tung
truong hop.

354 - 201

Cac danh gia trén Trustpilot

153 C4c hang trung lap da bi xéa. Cac URL danh gia riéng lé khdng duogc gilt lai trong tép xuat.
231,829

Steam danh sach tai khoan

33,509 dugc phan loai la “dang ky tu déng”; 198,320 dudi nhan hiéu “stealer” ctia nha suu tap.
Céac théng tin dang ban khéng déng nghia véi viéc da hoan tat giao dich.

Kiém todn danh muc ! Tim kiém trong kho luu trit nguén ~
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https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://phishdestroy.io/steam_dossier/PART2_RESEARCH.md
https://phishdestroy.io/steam_dossier/steam_tos_assets/part2-quality-review.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/part2-quality-review.json
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html
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