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Ho so vé “Steam”: cac quy dinh, 16 trinh va
trach nhiém giai trinh
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CCO 1.0 Universal - 2026-09-30

Tom tdt — 5 CAC TUNG KHAI CO THE XAC MINH T4t ca cac thong tin tai 5 déu cé thé kiém
ching thong qua cac may chu, tai liéu va ngay cong bd cia chinh Valve

o 44
Da phat hién cac tén mién may chu xac thuc riéng biét chira thong tin dang nhap Steam
danh cho céc nén tang cla bén th&r ba — moi tén mién dugc dang ky dbc lap vaéi dia chi
chinh cta nén tang dé.
Phan 3 -

o« 26
cac cap filter-split: mién chinh hién thi cdnh bdo “Steam” tur bo loc lién két; trong khi may
chd dang nhap bén canh thi khong.
Phan 3.2 »

e 12y 6m
la bao lau api.csgem.com da x{ ly cac lugt dang nhap vao Steam trong khi csgogem.com nam trén
bd loc lién két. Bang ky vao thang 3 nam 2014.
Xem bang -

« 10 ngay
do la thoi han “2016” ma chinh to *Valve* dat ra cho cac nha diéu hanh co bac. Ké tir do
dén nay, chua cé béo cdo nao vé viéc thuc thi quy dinh doi véi tirng nha diéu hanh duoc
cong bé.
Phan 2 -

830 pp

Diéu 15 Phan hoi cia GDPR tur cac luat su cla Valve — 902,270 cac ky tu trong phan bi che
ma& cé thé trich xuat, cac thanh che ma van dugc dé dudi dang van ban c6 thé chon.

Phan 18 »

DIEU NAY CO NGHIA LA Gi — BO LOC STEAM LINK

Valve duy tri mét bo loc lién két nham chan cac lién két dan dén cac trang web c& bac va giao
dich khi chiing dugc dang trong phong tro chuyén Steam hoac trong phan binh luan trén ho so.
Khi nguoi dung nhap vao mot lién két bi chan, Valve sé hién thi mét cdnh bdo toan man hinh:
“Lién két nay d& bi bao cao la c6 kha nang chira mé& déc.” Tuy nhién, Valve chi ki€ém tra tén
mién chinh cla trang web. Cac tén mién riéng biét dugc st dung cho xac thuc OpenlD tai
Steam khéng nam trong danh sach chan — do dd, quy trinh dang nhap van dién ra thanh céng
ngay ca khi trang web chinh bi chan.

What this means — OpenlID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not
receive the password, Steam confirms the identity to it. openid.realm is the field carrying the
address of the site asking for the sign-in, and openid.return_to the address Steam is to send
the user back to. Steam receives both on every request and prints the realm on its own login
page — which is why this dossier can name the host each platform authenticates through.
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Section 3 — the observed routes —»

Phan 1 — Toém tat vu én

Quy tac. Ky luc. Nhitng cdu hdi chua cé loi giai dap.

BGi canh va cac gidi han vé ngudn

Sau két luan, méi két luan déu dugc lién két véi mot tai liéu coéng khai c6 ghi rd ngay thang.
Céac phan chi tiét dugc trinh bay theo th( tu nhu sau: hé so ky thuat (Phan A), ho so vé quy
dinh va viéc thi hanh (Phan B), khung phép ly (Phan C), sau dé la cac phu luc kém theo cac
ching c chinh.

S&u phat hién. Mbi phat hién déu lién két mot quy dinh bang van ban véi mot tai liéu cé ghi
ngay thang va mét cau hdi ma bang chiing cé thé ki€m ching.

1. May chu xac thuc mién riéng biét — Cac tuyén dudng 44 - Cac cap tach biét 26

Céac ho so trong s6 dang ky lao dong 44 cac nén tang xac thuc théng qua mét tén mién
riéng c6 thé dang Ky. Con nam tuyén dudng nira dang trong qué trinh xac minh va chd ngay dugc céng bé trén
trang RDAP; néu cac tuyén nay dugc cong bd, téng s6 tuyén sé tang Ién 47.. Cac tuyén nay khdng dugc liét ké trén trang 44
ciing nhu trong bang théng ké theo do tusi. — 27 kém theo tép bang ching da duoc céng bd cho
tung tuyén duong va 17 dugc thém vao tir qua trinh thu thap tha cong, dugc liét ké riéng
biét. Trong 26 cdc cap loc-chia nhé tén mién chinh 13 BI CHAN trong bd loc lién két “Steam”
trong khi mdy chu proxy mang théng tin dang nhap cta né thi khéng. Bay khéng phai la cac
tén mién tam thoi: csgogem.com bi chan trong khi api.csgem.com, may chu cé théng tin dang
nhap Steam, da dugc dang ky tu thang 3 2014 — 12 nam 6 thang. Valve nhan dugc tén may
chu d6 trong mdi yéu cau OpenlD va hién thj lai cho ngudi dung trén trang dang nhap cua
chinh trang web nay. Bang day dua, thong tin vé thoi gian tén tai theo ting tuyén duong va
nguon goc dugc trinh bay tai muc 3.

Hay di theo 16 trinh —»

2. 2016: co ché da dugc dat tén, thoi han da dugc an dinh

Vao ngay 13 Thang 7 nam 2016 Valve da cong khai mé ta céch cac trang web co bac st
dung Steam OpenlID va cac tai khodn giao dich ty déng, cung véi cac thong bdo cla luat su dai
dién cho cong ty nay vé 20 Thang 7 nam 2016 dat thoi han muoi ngay. K& tir do, chua cé bao
cdo thuc thi nao theo ting nha khai thac dugc céng bo. Mudi nam sau khi thoi han dé dugc dua
ra, cd ché cung tén nay dang dugc st dung trén cac may chui xac thuc thudc cadc mién riéng
biét, nhitng may chd nay khong trad vé bat ky Iénh chan nao tir Link Filter trén 2026-09-21.

Doc thu ngd gii dén WSGC -

3. Mai lién hé gilra cac thiét bi, trén gidy tiéu dé caa luat su

Trong cdc thu tir dugc trich dan & day, luat su cha Valve dd mé ta co ché tuong quan & cap do
thiét bi, lién két moét thiét bi vdi nhiéu tai khodn — mét tinh ndng ma bd phan Hb6 trg cGa Steam
trudc d6 da théng béo v6i nguoi dung la khéng thé thuc hién dugc vé mat ky thuat. Cau hai con
bo ngd la Valve dang luu gilr nhitng ho so cap do thiét bi nao va trén co sé nao ma chu tai
khodn bi tir ch6i quyén truy cap vao nhing hé so dé.

Doc ban ghi nhg »

4. Hai phan hoi vé quyén truy cap. M6t phan hoi da khéng cung cap dir liéu, mét phan hoi da
dé ro ri dir liéu.

Thang 10 nam 2025: Luat su cha Valve da tra i yéu cau theo Diéu 15 bang moét phu luc
trang 830-, trong dé cac phan bi che giau dugc to6 de Ién van ban thay vi xbéa bd — 902,270 ky
tu dua ra mot cong cu trich xuat tiéu chuan, bao gém ca cac dinh danh cla bén th* ba ma céac
thanh dé dugc thiét ké dé che gidu. Diéu 15 (4) chinh la ly do khién cac thanh dé ton tai.
Thang 9 nam 2026: Phi€u yéu cau HT-2YBP-F7JP-D4VB da bi dong sau ba ngay kem theo mét
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lién két dén trang Dt liéu Tai khoan tu phuc vu — khéng cé dit liéu, khéng néu ré ca sé phap ly.
Thoi han mot thang theo Diéu 12(3) van chua hét hiéu luc tai thoi di€m céng bo; su phan doi
nay lién quan dén ndi dung.

Xem két qua ki€m tra viéc che gidu théng tin - Xem hé sg vé -

5. Thi trudng dang & muc cao hon muc tran ma cudn sach “Steam” dé cap

Steam gidi han muc niém yét trén thi truong & mic khodng $1,800. Trén nam san thuong mai
dién t& trong mot ban chup nhanh da 16i thai (23 2026 thang 9), 248 Cac danh muc san
pham CS2 c6 mukc gid cao hon muc tran dé do hai hodc nhiéu bén trong s6 dé doc 1ap véi
nhau, va Tat ca cac tép 248 déu khdéng cé trong thu muc Steam; mot cuén “Dragon
Lore” méi nguyén hop cé giad khai diém la $10,941 Trén cac trang 389, gid cia mau nhan vét
“CSFloat” dugc liét ké trén ca nam trang (mau nhan vat chi cé tai “” trong muc 13, tir ban cap
nhat thang 9 cla 20) la $10,623.95 trén cac trang 62. Viéc bdn hang vd&i muc gid nay doi hai
phai théng qua mot nén tdng bén ngoai, trong khi viéc chuyén nhugng vat pham van dugc thuc
hién qua Steam.

Theo déi gid va chuyén khoan -

6. Quy tac nay dugc néu rd rang; con dau vét kiém todan thi khéng

Théa thuan ngudi dang ky quy dinh rang Steam chi danh cho muc dich s&r dung cé nhan, phi
thuong mai; cam khai thac thuong mai trir khi duge cho phép ré rang; cdm s dung cac chuong
trinh tu déng va bot; dong thoi cho phép cham dut tai khodn. Valve da dp dung céc diéu khoan
nay doi véi cac nha diéu hanh cd bac trong vu 2016.. B&n canh dé, theo tai khoan ky thuat cua
CSFloat, Valve da bi déng clra 1EconItems 730/GetPlayerItems trong 2017,, da g& bd quyén truy cap
cong khai vao cac ID muc géc (khéng tim thay nhat ky thay déi tai Valve).

Dat quy tac bén canh mang -

2016 / Yéu cau bang van ban 10 ngay

Han chét dugc néu trong cdc théng bdo ngay 7/2016 cla luat su thudc Uy ban C& bac Tay
Virginia (Valve) glti dén cac trang web cd bac. Thu ngd gti Uy ban C& bac Ty Virginia (WSGC):
Muc 2.

2017 / Dong su kién kiém todn cong khai Pa déng quyén truy cap ID

CSFloat ghi lai viéc mat cdc ma dinh danh ban dau cla cdc muc.

Thu tir cha luat su Tuong quan giita cac thiét bi

Mot thiét bi cé lién quan dén hang chuc tai khoan bi dédnh cap.

S8 dang ky tuyén dudng Bi chan, nhung van dang dang nhéap

Quy tac: Tuyén b6 “2016” cla Valve nghiém cdm viéc kinh doanh c& bac trén OpenlID cla
Steam. Ban ghi: 26 Céc tén mién chinh dugc dat trén Link Filter, trong khi may chu luu trir
thong tin dang nhap Steam cda tung tén mién hoat doéng trén — may chd cla csgogem.com da
hoat déng dugc 12 nam 6 thanag.

Muc “2” — Thu ngo

Thu ngé gui Uy ban Co bac Tiéu bang Washington

Mudi ngay da trd thanh mudi nam. Cau hdi cta Uy ban tai 2016 gUi dén Valve van chua dugc
trd 16i kém theo ban ghi chi tiét theo tirng nha mang; 14 thu nay yéu cau Uy ban mé lai hd so.

HE THONG LOA PHAT THONG BAO - UY BAN CA CUQC TIEU BANG WASHINGTON
Mudi ngay bong chéc tré thanh mudi nam.MGé lai ban ghi.
GUi Uy ban C& bac Ti€u bang Washington:

Trong bai viét “2016,”, Gidam déc David Trujillo d& yéu cau Valve trinh bay nhirng bién phap ma
co quan nay da thuc hién d€ ngan chan viéc st dung cac vat pham tlr Steam trong hoat dong
cd bac. Ong Chris Stearns, khi dé 14 Chu tich, cing Uy ban da déi mat véi modt nganh céng
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nghiép dua trén cac vat pham do Valvephat hanh va cac giao dich chuyén nhuong tur Steam.
Ca hai nguoi nay déu da roi khdi cac vi tri ctia minh tai Uy ban. C&u héi ma ho dat ra cho Valve
van chua hét hiéu luc.

Téng c6 van phap ly cta Valve, 6ng Karl Quackenbush, da yéu cau cac nha diéu hanh cd bac
ngung viéc st dung thuong mai cac tai khodn trén Steam trong vong mudi ngay. Trong phan
hoi gti dén Uy ban vao thang 10, Valve da phd nhan viéc tao diéu kién cho hoat déng c& bac,
cho biét ho da gui thu yéu cau ngig vi pham dén hon 40 trang web va da vo6 hiéu hda cac tai
khoan lién quan. Céng ty nay cling bién minh cho viéc duy tri dich vu giao dich Steam va
OpenlD vi nhing dich vu nay mang lai Igi ich cho khach hang va cac nha phat trién tro choi. D6
la mét hanh ddéng thé& hién quyén kiém soat. Piéu d6 can duogc ki€m chirng, cha
khéng phai su tuan phuc.

Theo dénh gid clia ching tdi, cau tra 10i cia Valve khéng chirng minh dugc rang bién phap thuc
thi ma ho Iua chon tuong xing véi quy moé cla mang lugdi ma ho mo ta. Mét 14 thu de doa gui
dén nha diéu hanh khong thé so sanh dugc véi viéc chan vinh vién cac tai khodn Steam, co sé
ha tdng giao dich va cac duong dan xac thuc - nhiing yéu té lam nén hoat déng cta doanh
nghiép. Cac udc tinh dugc bao cdo cho thay Chi riéng CS:GO Lounge da dat doanh thu ca cugc
hon $1 ty trong_thoi gian dién ra gidi dau 2016; dé la con s6 udc tinh tir bén ngoai vé s6 tién
dat cugc, chr khong phai doanh thu tir Valve, va hoat déng cé cugc truc tuyén ban dau cua
trang web nay sau dé da bi déng clra. Quy mé hoat ddng nay khién viéc thuc thi phap luat cé
thé ki€m chiing trd nén thiét yéu.

HOom nay, chinh Valve Théda thuan ngudi dang ky da luu trlr 2026-09-21 ~ han ché viéc khai
thac thuong mai, trr nhitng trudng hop dugc cho phép ré rang, dong thoi cdm riéng cac hinh
thic ty dong hda cu thé. Ching téi s6 dang ky 16 trinh d& hét han cac ban ghi dugc khai béo Ia
OpenlD trd vé cdc may chu cho cac dich vu bén ngoai; openid.realm Va openid.return to la cac
truong dir liéu dugc gui dén Steam, chr khdng phai la cac théng tin bi mat duoc gidu khai trang
web nay. Trang web cla ching toi Kiém tra bo loc lién két trinh bay cac truong hgp ma dia chi
chinh da bi canh bdo nhung may chu dang nhéap lién quan lai khéng bi. Chi riéng két qua loc
khong thé chiing minh rang Valve da cho phép dang nhap hay moét bot cu thé nao dé da lach
dugc Iénh cam tai khoan. Piéu nay thuc su chitng minh rang mét théng bao canh bdao
trén trang chu khéng thé duoc coi la cau tra 16i day du vé van dé truy cép.

Sy ton tai cla cac chidc nang giao dich va OpenID hitu ich, hgp phap tai Steam cling khéng thé
tra 10i liéu cac nha diéu hanh bi cdm c6 thuc su bi loai trir hay khéng. Chinh céc quy tac cua
Valve cling cho phép céc trudng hop ngoai 1é rd rang. Néu Valve dua vao su phan biét d6, Uy
ban nén yéu cau ho xac dinh cac tiéu chi vé cap phép, kiém soat tai khoan va thuc thi ap dung
cho cac doanh nghiép kinh doanh skin thuong mai, cling nhu cac muc dich sir dung cu thé
khong lién quan dén co bac ma ho dé vién dan trong 2016.. Chi don thuan la kha nang st dung
hop phép khéng phai la cau tra 10i cho viéc s dung bi cam da dugc ghi nhan.

Chung toi dé nghi Uy ban xem xét lai hd so “2016” va yéu cau cung cap bao céo chi tiét theo
tirng nha diéu hanh: nhiing tai khoan Steam va bot giao dich nao da bi v hiéu hda sau khi
nhan dugc thong bao 10 ngay; liéu cac tai khoan lién quan hodac may chu luu trir cé dugc gidm
sat hay khéng; nhitng nha diéu hanh nao sau dé da dugc khoi phuc quyén truy cap; nhiing
truong hop mién trir nao da dugc cap; va nhirng hé so nao lam ca sé cho tuyén bé claa Valve
gui téi Uy ban. Cong bd nhimng tai liéu ma phép luat cho phép cdng chiing tra cu. So sdnh cac
tai liéu dé véi cac 16 trinh hién tai va véi cac can thiép sau nay cua Valve, bao gom OPSkins
trong tro choi “2018” da luu trir 2026-03-07 ~.

Thong bao nay da dat ra thoi han muoi ngay vao thang 7 nam 2016; muoi nam la
khodng thoi gian di dai dé xac dinh liéu viéc dé c¢6 duogc thuc hién hay khéng. Uy ban
nén doi chiéu tai khoan 2016 cla Valve véi co s ha tdng van con cé thé quan sat dugc cho
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dén ngay nay.
Cudc diéu tra cta “Steam” - Tuyén bo cong khai, 20 thang 9 nam 2026

2016 Thong béao clia Uy ban ~ d& luu trit 2026-05-20 » - Phan héi cta Valve vé “2016” (ban
sao tai liéu) » - Tuyén bé OpenlD cua Valve vé “2016” » da luu trir 2026-09-21 ~» - Thda thuan
hién tai vé “Steam” ~ da luu trir 2026-09-21 ~ - Lich trinh cla cudc trao déi “2016”: Phan “11”

-

Phan A — HO6 so ky thuat - Muc3

Trang web nay bi chan. Tuy nhién, duong dan dang nhéap thi khéng.

26 cac tén mién chinh bi chan. May chu proxy xac thuc phia sau méi tén mién dé, va
thoi gian hoat dong cua né. Cac may chu xac thuc riéng biét nay khong phai la nhiing dia
chi phu ngau nhién — méi may chd la mét may chu proxy xac thuc cho Steam, dong vai tro
trung gian gitra nén tang va diém cudi OpenlID cuValve, dong thoi ddm nhéan viéc dang nhap
ma tén mién bi chan khong con cé thé thuc hién cong khai nlra. Valve da dat “clra chinh” trén
Link Filter. Qua trinh dang nhap van ti€p tuc dién ra théng qua may chu proxy: csgogem.com bij
chan, va api.csgem.con dd dugc dang ky tir thdng 3 nam 2014 — mueoi hai nam rudi. Trong moi
ngay dé, may chu dé déu gui tén may chu cia minh dén dié€m cudi OpenlD cua Valve, va
Steam hién thi lai thong tin d6 ngay lap tdc cho ngudi dung trén trang dang nhap. Valve la
tuyén duong chinh ma tat ca cac tuyén nay déu di qua; né khéng can phai tim ra cac
tuyén doé. D6 chinh la diéu ma phan nay do luong: khéng phai la liéu cé cadnh bdo hay khoéng,
ma la doan dudng phia sau canh bdo d6é van mad trong bao nhiéu nam. 44 cac tuyén dudng
thudc mién riéng biét trong sé dang ky, 27 trong s6 d6 c6 tép bang ching dugc céng bd cho
ting tuyén — nhu bang dudi day. Hay xem xét moét vi du, sau dé tién hanh do luong tat ca cac
trudng hop.

Hinh 3.1 — Hai tuyén dudong duoc vé ra.

Mot nén tang, moét ngudi dung, hai yéu cau dugc gdi di tlr cing mot trinh duyét. Tinh ndng Loc
Lién két (Link Filter) ctia Valve hoat dong trén ca hai yéu cau nay. Tinh nang nay chan yéu cau
chtra lién két va cho phép yéu cau chlra thong tin dang nhap di qua. Tat ca cac so liéu dugc do
ludng trong phan nay déu thé hién thoi gian ma dudng dan dudi cung duy tri trang thai maé.

rollbit.com LINK FILTER X
the platform's main domain x BLOCKED
no route

OpenID endpoint - signs i

The player steamcommunity.com
ne browser, one sessio n

rbsnin.com LINK FILTER

v CLEAN

separate authentication host

Lién két dugc dang trén Steam — da ngung hoat dong Yéu cau dang nhap — da dugc chap
nhan Cac ban sao luu cla cac bai viét “19” va “21” ngay 2026 thang 9

Valve c6 thé nhin thay ca hai yéu cau, nhung chi c6 mét yéu cau duoc xtt ly. Bo loc
lién két (Link Filter) la mét danh sach céac lién két dugc phé duyét (Valve), dugc kiém tra béi
dich vu xac thuc (Valve). Yéu cau OpenlD truyén tén may chd xac thuc (auth host) dén diém
cu6i clia Valve, va tén nay sé dugc hién thi ngay lap tdc trén trang dang nhap. Du sao di nira,
tén may chl van c6 trong yéu cau — diém khac biét nam & viéc liéu cé thuc hién bat ky thao
tac nao va6i né hay khong.
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Mot nén tang. Hai 16 trinh khac nhau. ROLLBIT / CAC QUAN SAT BA LUU TRU

Buéc5/5

Yéu cau duoc gui dén Steam. L6 trinh dugc ghi nhan da dan dén bi€u mau déang nhap cua
Steam. Céc tac gid da khong hoan tat qua trinh dang nhap. Viéc chan lién két tir mién chinh
khong ngan dugc 16 trinh nay dan dén bi€u mau.

01 KIEM TRA BO LOC LIEN KET

pIEM DEN rollbit.com Tén mién chinh clda nén tang

B4 loc két noi STEAM Ki€ém tra lién két Mot hé théng canh bdo diém dén doc lap

KET QUA PA LUU Lién két bi chan 19 & 21 thang 9 nam 2026

02 QUY TRINH BDANG NHAP DA QUAN SAT bUQC

TREN NEN TANG Pang nhdp bang Steam Nén tang nay khadi tao mét yéu cau OpenlID

MAY CHU XAC THUC TACH BIET rbsnin.com Khéng cé khéi “Link Filter” trong ban kiém tra da luu
sTeam Bi€éu mau dang nhap da dugc hién thi May chd duoc yéu cdu xuat hién trong théng
bdo clia Steam

Kiém tra cac ghi chd ban dau vé viéc thu thap mau, ngay dang ky va chi tiét vé quy trinh
Cong tac thuc thi phdp luat cta Co quan Bao vé Moi truong Hoa Ky (Valve) dién ra nhu thé nao
Tén mién chinh: bi chan

Ngudi dung

-

rollbit.com

(tén mién chinh)

{

BO LOC STEAM LINK — DA Bl CHAN

"Lién két bi chan!" — dugc bdo cdo la c6 kha nang gay hai

rollbit.com D& phat hién mét khai Link Filter trén cac trang 2026-09-19 va 2026-09-21 (kiém tra
khéng can xac thuc; ma HTML tho va ma SHA-256da dugc luu lai). Mot ban ghi ré rang va cé
thé kiém ching.

Diéu thuc su xdy ra — xac thuc

Mdy chu xac thuc: khéng bi chan

Ngugi dung

-

rollbit.com

"Dang nhap bang Steam"

!

Chuyén huéng qua may chd xac thuc riéng biét:

rbsnin.comB6 loc lién két: CLEAN

da dang ky 2026-09-18T09:34:52Z (Verisign RDAP)

!

Steam Théng bao trén trang dang nhap (2026-09-20):

"Note that rbsnin.com is not affiliated with Steam or Valve"

Steam dua ra thong béo nay tir Uy ban Bao vé Mo6i truong (openid.realm) vé yéu cau ma co
guan nay da nhan duoc.

d

Steam bi€u mau dang nhap dugc cung cdp cho may cha riéng biét

Céc tac giad chua hoan tat qua trinh dang nhap; qua trinh nay da dugc quan sat cho dén biéu
mau Steam.

Valve nhan dugc tén may chu return_to / realm trong mdi yéu cau nhu vay. rbsnin.com khéng
trd vé bat ky quy tac chan nao cua Link Filter trén 2026-09-21.

Theo yéu cau
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V@i tu cach la nha cung cap OpenlD, Steam nhan dugc tén may chd xac thuc (auth hostname)
trong moi yéu cau xac thuc: théng tin nay dugc gui dén cdc may cha cla chinh Valve trong
openid.return_to va openid.realm cac tham sé.

Pugc gui bdi trang web

MAay chu xac thuc khong dugc phat hién qua qua trinh quét — nén tdng sé gui thong tin nay
dén dia chi Steam trong modi yéu cau. Theo tai liéu OpenlD 2.0 §9.1 return to thanh phan nay vé
mat ky thuét la tuy chon, nhung néu thi€u nod thi Steam sé khong thé tra vé két qua dang
nhép, do dé dé qua trinh dang nhap tai Steam hoat dong binh thudng thi né thuc té la bat
budc. Steam tham chi con hién thi tén may chld cho nguai dung (" <host> khéng c6 lién quan
dén Steam hoac Valve").

14 yr

la thoi gian ton tai clla may chu xac thuc 1au doi nhat van dang luu gilr cac théng tin dang nhap
Steam tai diém ki€m tra 2026-09-21 (dota2.net, da dang ky tai 2011-10-29); may chi mgi nhat
da ton tai dugc ba ngay (rbsnin.com). Pung coi hinh “Cac may chu xac thuc '0' bi chan”
la két luan. M6t may chu xac thuc bi chan sé khién tinh nang “Dang nhap bang Steam” cua
nén tdng nay nglng hoat dong hoan toan, do dd, mét danh sach dang ky dugc xay dung tir cac
lan dang nhap thanh c6ng chi cé thé chlra nhitng may cha chua ting bi chan. Con sé mang y
nghia & day khong phai la s6 1an bi chan — ma la s6 nam tén mién chinh nam trong BO loc lién
két (Link Filter) trong khi tai khoan dang nhap bén canh né van ti€p tuc hoat dong.

Cac may chua xac thuc trén mién riéng biét: so sdanh ngay dang ky véi mién chinh (cac duong
dan 30: tén mién 25 dugc giadi quyét trong bdo cdo kiém tra trinh duyét 2026-09-21, cung vdi 5
dugc thém vao tai 2026-09-22)
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Nén tang B0 loc lién Mday chu xac B loc lién May chu xdc Nguén quan Ho so ching

két: chinh thuc két: may thuc da sat cu

chu xac thuc duogc dang
ky

Rollbit BLOCKED rbsnin.com CLEAN 2026-09-18 Steam login-  rollbit.com.jso
rollbit.com - 2026-09-19, 2026-09-21 - 09:34:527, page notice, n
reg. 2014-11- 2026-09-21 - raw HTML (no Verisign RDAP 2026-09-20
08 Wayback Wayback

2026-09-21 snapshot)
Skin.Club BLOCKED sc-auth.net CLEAN 2019-04-02 Steam login-  skin.club.json
skin.club - 2026-09-19, 2026-09-21 - RDAP page notice
reg. 2017-09- 2026-09-21 - Wayback
04 Wayback 2026-09-21

2026-09-21
Howl.GG BLOCKED howl.uno CLEAN 2026-08-11 Live browser  howl.gg.json
howl.gg - reg. 2026-09-18, 2026-09-21 - RDAP capture +
2017-03-16 09-19, 09-21 - Wayback supplied

Wayback 2026-09-21 OpenID URL

2026-09-21
Duelbits BLOCKED switchflips.c CLEAN 2020-04-21 Supplied duelbits.com.j
duelbits.com - 2026-09-21 - om 2026-09-21 - RDAP OpenID URL  son
reg. 2020-02- Wayback Wayback
03 2026-09-21 2026-09-21
CSGOFast BLOCKED steam- CLEAN 2026-06-30 Live browser  csgofast.com.j
csgofast.com  2026-09-19, login.authtof authtofast.co authtofast.co capture + son
- reg. 2015- 2026-09-21 - ast.com m, 2026-09- m, RDAP supplied
03-27 Wayback 21 - Wayback OpenID URL

2026-09-21 2026-09-21
Farmskins BLOCKED steam.kobal.c CLEAN 2017-01-07 Live browser  farmskins.co
farmskins.co  2026-09-19, C 2026-09-19, kobal.cc, capture + m.json
m - reg. 2016- 2026-09-21 - 2026-09-21 - RDAP supplied
03-23 raw HTML raw HTML OpenID URL
CobaltLab BLOCKED cobaltauth.co CLEAN 2025-01-07 Supplied cobaltlab.tech
cobaltlab.tech 2026-09-21- m 2026-09-21 - RDAP OpenID URL  .json

raw HTML raw HTML
CSGO.NET BLOCKED cn2.easylot.n CLEAN 2016-09-03 Live browser  csgo.net.json
csgo.net - reg. 2026-09-21 - et 2026-09-21 -  easylot.net, capture
2012-07-22 raw HTML raw HTML RDAP
GGDrop BLOCKED ggauth.com CLEAN 2023-05-03 Supplied ggdrop.com.js
ggdrop.com 2026-09-21 - 2026-09-21 - RDAP OpenlD URL on

raw HTML raw HTML
RustChance BLOCKED hgfuihd.com CLEAN 2019-01-27 Supplied rustchance.co
rustchance.co 2026-09-21 - 2026-09-21 - RDAP OpenID URL  m.json
m raw HTML raw HTML
Skin.Fans BLOCKED auth.skinfans CLEAN 2018-07-16 Supplied skin.fans.json
skin.fans 2026-09-21 - .com 2026-09-21 - skinfans.com, OpenlID URL

raw HTML raw HTML RDAP
Skinport BLOCKED skinport.app CLEAN 2020-06-20 Live browser  skinport.com.j
skinport.com - 2026-09-21 - 2026-09-21 - RDAP capture + son
reg. 2018-09- raw HTML raw HTML supplied
05 OpenID URL
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https://web.archive.org/web/20260921022628/https://steamcommunity.com/linkfilter/?url=https:%2F%2Frollbit.com
https://web.archive.org/web/20260921022628/https://steamcommunity.com/linkfilter/?url=https:%2F%2Frollbit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rbsnin.com.20260921T021120Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://web.archive.org/web/20260921022740/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fskin.club
https://web.archive.org/web/20260921022740/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fskin.club
https://web.archive.org/web/20260921022842/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fsc-auth.net
https://web.archive.org/web/20260921022842/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fsc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://web.archive.org/web/20260921022603/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.gg
https://web.archive.org/web/20260921022603/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.gg
https://web.archive.org/web/20260921022636/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.uno
https://web.archive.org/web/20260921022636/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://web.archive.org/web/20260921022840/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fduelbits.com
https://web.archive.org/web/20260921022840/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fduelbits.com
https://web.archive.org/web/20260921022901/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fswitchflips.com
https://web.archive.org/web/20260921022901/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fswitchflips.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://web.archive.org/web/20260921022758/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgofast.com
https://web.archive.org/web/20260921022758/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgofast.com
https://web.archive.org/web/20260921022847/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fauthtofast.com
https://web.archive.org/web/20260921022847/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fauthtofast.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/farmskins.com.20260921T025840Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/steam.kobal.cc.20260921T025844Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cobaltlab.tech.20260921T041604Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cobaltauth.com.20260921T041608Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgo.net.20260921T041619Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cn2.easylot.net.20260921T041623Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/ggdrop.com.20260921T041637Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/ggauth.com.20260921T041641Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rustchance.com.20260921T041703Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/hgfuihd.com.20260921T041706Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skin.fans.20260921T041710Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.skinfans.com.20260921T041713Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinport.com.20260921T041724Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinport.app.20260921T041728Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json

Nén tang

Skins.Cash
skins.cash

TF2Hunt
tf2hunt.com -
reg. 2018-01-
13

CSGOGem

csgogem.com

- reg. 2016-
10-16

Gamdom
gamdom.com
- reg. 2016-
07-29

12CS

12cs.fail - reg.

2026-03-24

CSGOEmpire
csgoempire.c
om - reg.
2015-06-10

CS.MONEY
cs.money

CSFloat
csfloat.com -
reg. 2021-07-
11

G4Skins
g4skins.com

Juice.GG
juice.gg

BO loc lién
két: chinh

BLOCKED

2026-09-21 -

raw HTML

BLOCKED

2026-09-21 -

raw HTML

BLOCKED

2026-09-22 -

raw HTML

BLOCKED

2026-09-22 -

raw HTML

BLOCKED

2026-09-22 -

raw HTML

CLEAN
2026-09-19,

2026-09-21 -

Wayback
2026-09-21

CLEAN

2026-09-21 -

raw HTML

CLEAN

2026-09-21 -

raw HTML

CLEAN

2026-09-21 -

raw HTML

CLEAN

2026-09-21 -

raw HTML
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May chu xac
thuc

skinscash.liv

e

rstspcl.com

api.csgem.com

csgem.com —

separate
registrable
domain

login.gambldo
m.com
gambldom.co
m — one
letter off the
brand

fail.games

csgoempirelog
in4.com

one of ten
numbered
domains
loginl-10

auth.dota.tra
de

csgofloat.com
operator's
former brand
domain;
separate
registrable
domain, not
an evasion
indicator

auth.g4s.to

letmeinjuice.
com

Bo loc lién
két: may

cht xac thuc

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-21 -
Wayback
2026-09-21

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

May chu xac
thuc da
dugc dang
ky

2019-12-05
RDAP

2020-08-08
RDAP

2014-03-08
csgem.com,
RDAP —
oldest in
register

2017-09-24
gambldom.co
m, RDAP

2021-08-24
fail.games,
RDAP

2020-07-20
05:49:1727,

Verisign RDAP

2016-07-15
dota.trade,
RDAP

2015-09-29
RDAP

2021-05-30
g4s.to, RDAP

2024-04-15
RDAP

Nguén quan
sat

Supplied
OpenID URL

Live browser
capture +
supplied
OpenID URL

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Live browser
capture

Steam login-
page notice

Live browser
capture

Supplied
OpenID URL

Supplied
OpenID URL

I
(e}

so chuing

o}
c

skins.cash.jso
n

tf2hunt.com.js
on

linkfilter-
2026-09-
22.json

linkfilter-
2026-09-
22.json

linkfilter-
2026-09-
22.json

csgoempire.c
om.json

cs.money.json

csfloat.com.js
on

4skins.com.j
son

juice.gg.json
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https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skins.cash.20260921T041731Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinscash.live.20260921T041735Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/tf2hunt.com.20260921T041739Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rstspcl.com.20260921T041742Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgogem.com.20260922T192355Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/api.csgem.com.20260922T192358Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/gamdom.com.20260922T192326Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/login.gambldom.com.20260922T192330Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/12cs.fail.20260922T192347Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/fail.games.20260922T192351Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://web.archive.org/web/20260921022953/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempire.com
https://web.archive.org/web/20260921022953/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempire.com
https://web.archive.org/web/20260921022947/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempirelogin4.com
https://web.archive.org/web/20260921022947/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempirelogin4.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cs.money.20260921T021131Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.dota.trade.20260921T021134Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csfloat.com.20260921T041612Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgofloat.com.20260921T041615Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/g4skins.com.20260921T041630Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.g4s.to.20260921T041634Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/juice.gg.20260921T041644Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/letmeinjuice.com.20260921T041648Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json

Nén tang

Market.CSGO
market.csgo.c
om

Rust.TM
rust.tm

CSGOLounge
csgolounge.co
m - reg. 2013-
08-14

Dota2lLounge
dota2lounge.c
om - reg.
2012-08-10

SkinBaron
skinbaron.de

TF2Royal
tf2royal.com -
reg. 2022-08-
17

Tradeit
tradeit.gg

Upgrader
upgrader.pro

BO loc lién
két: chinh

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-22 -

raw HTML

CLEAN
2026-09-22 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

May chu xac
thuc

dota2.net

dota2.net

dota2.net
third front-
end on this
auth host

dota2.net
fourth front-
end on this
auth host

skinbaron.com
same brand,
different TLD

tf2auth.com

connect-
tradeit.com

upgauth.space

B0 loc lién
két: may

cht xac thuc

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-22 -

raw HTML

CLEAN
2026-09-22 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -

raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

May chu xac

thuc da
dugc dang
ky

2011-10-29
RDAP

2011-10-29
RDAP

2011-10-29
dota2.net,
RDAP

2011-10-29
dota2.net,
RDAP

2015-12-22
RDAP

2021-07-27
RDAP

2022-02-23
RDAP

2026-08-14
RDAP

Nguén quan

sat

Live browser
capture +
supplied
OpenID URL

Supplied
OpenID URL

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Supplied
OpenlD URL

Live browser
capture +
supplied
OpenID URL

Supplied
OpenID URL

Supplied
OpenlD URL

I
O,

so chuing

o}
c

market.csgo.c
om.json

rust.tm.json

linkfilter-
2026-09-
22.json

linkfilter-
2026-09-
22.json

skinbaron.de.j
son

tf2royal.com.j
son

tradeit.gg.jso
n

Nguén: steamcommunity.com/linkfilter, yéu cau GET khdéng xac thuc, 2026-09-21, 53 may cha, khoang cach gitra cac ky tu
trong 3; steam tos assets/linkfilter-recheck-2026-09-21.json; ma HTML tho trong steam tos assets/linkfilter-raw/. Thoi

gian dang ky: RDAP, steam tos assets/domain-registration.json. - Ki€ém tra trudc d6 tai 2026-09-19 trong linkfilter-all-
results.json - cac ban ghi tuyén dudng trong auth-route-audit.json - Cac anh chup man hinh tir Wayback Machine cla céac
trang Link Filter, 2026-09-21, dugc liét ké trong wayback-snapshots.json (khéng cé dnh chup nhanh nao cho rbsnin.com; tép
raw cuc bd la ban ghi duy nhat).

Thoi gian dang ky: RDAP (steam tos assets/domain-registry/). “URL OpenlID dugc cung cap” chi xac
dinh cédc tham sé yéu cau, ch& khong phai la qua trinh dang nhap da hoan tat. Cac tac gia
khéng thuc hién dang nhap thanh coéng trén bat ky nén tang nao. Mot tén mién riéng biét
khong tu no la bang ching vé viéc lach luat. "0 auth hosts blocked" cling khéng phai la mot
phat hién doc lap: viéc chan mét mdy chu xac thuc sé lam gidn doan qua trinh dang nhap
Steam trén nén tdng do, do dé, mot danh sach duogc lap tir cac lan dang nhap thanh céng
khong thé chlra may chu xac thuc bi chan. Quan sat cé trong lugng la su két hop va thaoi gian
ton tai cia né — mot tén mién chinh trén BO loc Lién két bén canh moét tén mién dang nhap da
hoat dong trong nhiéu nam. Bang nay chla cac hang tir 30: 25 cla cac tuyén duong 27 kém
theo tép bang chiing cho ting tuyén dudng, cdng thém nam muc dugc thém vao tir 2026-09-
22, trong dé su phan tach cta Bo loc Lién két dugc ghi lai trong linkfilter-2026-09-22.json mac
du chinh ving dit liéu nay da dugc thu thap thd cong — cac hang tuong Gng trong cét “ngudn”
da néu ro diéu dé. Hai duong dan tép bang ching khéng dugc hién thi la skinsnipe.com (may
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chd xac thuc pricing. tradeupspy.com, da dang ky tai 2020-03-11) va csgobig.com (may chu xac
thuc letmeinbig.com, d& dang ky tai 2023-01-20); ca hai déu tra vé két qua “BLOCKED main /
CLEAN auth host” trong qua trinh kiém tra tai 2026-09-22,, dugc ghi lai véi ma SHA-256 trong
linkfilter-2026-09-22c.json, nhung ma HTML thd cuta 16 dé khong cé trong bd da dugc xuat ban,
do dé ching dugc liét ké tén & day thay vi dugc gan moét hang - diéu ma moi dong khac trong
bang nay déu cé thé minh ching. Cac tuyén dudng con lai thudc du én “12” dugc thu thap thu
cOng trong sé dang ky dugc xac dinh rd la nhu vay trong master _registry.json dudi realm src:
user.

Ki€ém toan thuc nghiém so cap - Khodng thoi gian nhiéu nam

Cai bay “Tam nhin téng thé”: Bo loc lién két chi la “hanh déng tuan thu cho cé
1€”, chit khéng phai la 1a chan

Trén cac trinh duyét may tinh d€ ban, ngudi dung dugc bado vé badi cadc co ché phong thiu bén
ngoai: Google Safe Browsing va Microsoft SmartScreen sé chan cac cudc tan céng Itra dao da
bi€t bang cach hién thi cdnh bdo mau dé toan man hinh. Trong ché dé Big Picture cua
Steam, giao dién hién thi trong tro choi (Shift+Tab) va bd thé “Steam” (SteamOS),
cac co ché phong thu dé khéng tén tai. Trinh duyét tich hogp khéng hé trg bat ky tién ich
ma rong nao, vO hiéu hda cac cong cu Duyét web an toan bén ngoai va chi dé€ lai cho nguoi
dung ddng mot I6p bao vé duy nhat: Valve's linkfilter gilta cdc mo.

Vu6t dé so sadnh ca bon két qua -

92.5%

2025-2026 Itra dao ki€u hién dai dat yéu cau (37/40)

77.5%

2023-2024 Lura ddo qua email thai ky CS2 dat yéu cau (31/40)

70.0%

2021-2022 Itra dao kiéu ci dat yéu cau (28/40)

717

duong 6ng dan nudc dung cho hoat dong cd bac bi chan (ki€m soat duong tinh)

Ki€m toan theo chiéu doc kéo dai nhiéu nam: 120 Kiém tra truc ti€p cac tén mién Ilra dao
thuan tdy Steam (24 Sep 2026)

Dé kiém tra xem b0 loc cla Valve chi don thuan la chdm trong viéc nhan dién cdc moi de doa
ma&i hay vé co ban la khdong thé phat hién dugc ching, ching téi da tién hanh kiém tra 120 da
xac nhan cac tén mién lra ddo nham muc tiéu cu thé vao Steam trén ba nhém dai
tuong theo thai gian so vGi steamcommunity.com/linkfilter:

« Khéa hoc “1:” 2021-2022 (Chuong trinh trao déi truyén théng & Nhan vat pham
ngau nhién) — 70.0% Clean Pass (28/40). Ngay ca 4 dén 5, nhiéu nam sau khi bi céc t6é
chirc gidm sat cdng dong dua vao danh sach theo doi, 7 - mét trong nhitng may chu Itra ddo
ké thira tir 10 - van dang hoat ddong ma khong bi chan.

« Cohort 2: 2023-2024 (CS2 Beta: Tin don va cac 16i kéu goi ho trg gia mao) —
77.5% Clean Pass (31/40). Cac chién dich mao danh cac ban phat hanh cia Counter-
Strike 2 va cac 10i kéu goi gia mao tir cong dong (e.g. cs2-steam.com, appealsteamcommunity.help)
di thang qua.

« Khéa hoc “3:” 2025-2026 (Trién khai Serverless Edge & Sao chép Favicon) —
92.5% Clean Pass (37/40). Céc b6 cong cu Iira ddo hién dai dang dugc tri€n khai trén
EdgeOne, Vercel va cac trang web cla Cloudflare (e.g. steamgifter.online, steam-
dp4lt5b8fnez.edgeone.dev) di qua ma hau nhu khéng gap tré ngai nao.

Hé théng do tu xa va bao hiém trach nhiém phap ly, chit khéng phai bao vé. Tai sao
B0 loc lién két (Link Filter) lai ton tai néu n6 van chuyén huéng tlr 70% sang 92.5% - mot trang
Ira ddo thuan tdy (Steam)? N6 dong vai tro nhu mot tuyén bé mién trir trach nhiém cda doanh
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nghiép va mot cdm bién theo ddi nhap chudt ra ngoai. Bang cach hién thi mét théng bao lich
su "Ban dang roi khdi trang Steam” Trong thong bdo c6 nut “Tiép tuc” mau xanh 1& cay cé thé
nhap vao, Valve chuyén trach nhiém phap ly sang cho nan nhan theo Thda thuan ngudi dang
ky cia Steam (*“ngudi dung da tu nguyén truy cap ra khéi Steam”*). Valve thu thap d{ liéu
theo ddi vé 1an nhadp chudt nay, nhung khéng ngan chan hanh vi trém cap.

Bang chitng vé ma bam Favicon: Khéng thu thap bat ky nguén dit liéu de doa nao.
Céac nén tang tinh bdo moi de doa doc lap (urlscan.io, Shodan, Censys) phat hién cac bd cong
cu lra ddo Steam dang hoat dong thong qua viéc tim ki€ém don gian ma bam favicon chinh
thic cla Steam (page. favicon.hash:9f890a9debcdfccc339149a7943be9aff9e4c9203c2fa37d5671a5b2c88503ad NOT
domain:*.steampowered.com). Quy trinh ki€m tra tu dong co ban nay gilp phat hién cac cum Itra ddo
dang hoat déng chi trong vai giady. Valve khéng dong b6 hda véi cac nguon dit liéu bén ngoai,
khoéng thuc hién viéc truy tim mai de doa dua trén ham bam va chi can thiép thu céng khi bi co
quan quan ly yéu cau (Iénh cam cd bac WSGC cla 2016) hoac dé€ bao vé cac chudi tén mién da
dang ky nhan hiéu cda minh.

Cac bang chitng ki€m toan chinh: Kiém toan theo chiéu doc trén nhiéu nam déi véi linh vuc
“120-": longitudinal-steam-phishing-audit.json - Mau Iira ddo qua email Steam lién quan dén vu
viéc “100": linkfilter-steam-phishing-100.json - Kiém todn nguén cap di liéu trén dién rong (n
=250): linkfilter-coverage-2026-09-22.json.

CSGOEmpire — dang ky hang loat mudi tén mién xac thuc dugc danh so

Vao ngay 2020-07-20 mudi tén mién dugc danh sd, csgoempireloginl.com qua
csgoempireloginl0.com, dd dugc dang ky. Dau thoi gian cla Verisign RDAP da dugc luu trir cho ca
mudi tai khodn: loginl 05:49:06Z, login5 05:49:08Z, login2 05:49:11Z, login3 05:49:14Z, login4
05:49:17Z, login6 05:49:20Z, login7 05:49:23Z, login8 05:49:26Z, login9 05:49:28Z — chin
tén mién trong 22 gidy — va login10 tai 05:56:03Z, bady phut sau dé. Khoang cach gilra cac
tén mién phu hop véi mot thao tac dang ky hang loat tir mét nha dang ky duy nhat.

M6 hinh nay phu hgp véi cdc may chd du phong dé dugc cdu hinh san; chi logina da dugc ghi
nhan trong mét yéu cau OpenlD thuc té. Cad csgoempire.com va csgoempirelogind.com déu tra
vé két qua “CLEAN” trong tinh nang Link Filter trén 2026-09-21; CSGOEmpire khéng c6 tén
trong danh sach cac trang web dugc dé cap trong cac bai bdo vé cac thong bdo ngay 7 thang
2016.

# DNS — tat ca cac dia chi 10 déu dang hoat déng (ngay 2026 thang 9)

Puoc réi csgoempireloginl.com 172.67.129.43

Pugc rbéi csgoempirelogin2.com 172.67.175.168

Puoc réi csgoempirelogin3.com 188.114.96.3

Pugc réi csgoempirelogind.com 188.114.96.11 « trong luu lugng OpenlD

Pugc roéi csgoempirelogins.com 172.67.160.194

Pugc réi csgoempireloginé -10.com Cloudflare IP

NXDOMAIN: csgoempireloginll.com

Tat ca céc dia chi 10 da dugc dang ky tai 2020-07-20; tat ca cac dia chi 10 da dugc gan dau
thoi gian tai RDAP(steam_tos_assets/domain-registry/csgoempireloginN.com.rdap.json)
K&t luan danh cho cac co quan quan ly

Viéc tén mién chinh bi chan trong khi may chua xac thuc lai khéng bi chan sé
khién duéng dan dang nhap van mé — va tinh trang nay kéo dai suét nhiéu nam.
Khoi Link Filter trén mién chinh la mét ban ghi céng khai, cé thé xac minh dugc. May chd xac
thuc (auth host) x{r ly luu lugng truy cap "Pang nhap bang Steam" va xuét hién trong cac tham
s0 yéu cau OpenlD cua chinh Valve. Qua cac kiém tra trén 2026-09-21 va 2026-09-22, trong
cac cap bd loc phan chia 26, tén mién chinh trd vé khai Link Filter trong khi may chu proxy
truyén tai théng tin dang nhap cta noé khong trad vé gi. Bang dang ky & trén do ludng nla con
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lai cla diéu d6: cadc may chd nay khdng phai la cac tén mién tam thoi c6 tudi tho ngan. Mot s6
tén mién da dugc dang ky hon mét thap ky tinh dén thoi diém kiém tra, va moi ngay trong
khodng thoi gian dé déu la ngay ma Valve nhan dugc tén may chu trong cac tham sé yéu cau
cta chinh nd. Valve chua céng b6 bat ky ban ghi thuc thi nao theo timg nha diéu hanh, do dé
khong thé xac dinh tur dir liéu cong khai liéu cé bat ky bién phap nao khac duoc ap dung cho
cac may chu nay hay khéng.

12 Nam 6 thang

csgogem.com bi chan trong B0 loc lién két.

M3y chid dang nhap cla nd api.csgem.com da

da dang ky tu ngay 2014-03-08 va hién khong con.

Tom tat bang ngdén nglr dé hi€u — Danh cho céc co quan quan ly va toa an (ma rong)
Tém tat bang ngdn ngir dé hiéu — danh cho céc co quan quan ly

Boi canh: “Steam” la gi va tai sao né lai quan trong trong béi canh nay

Steam la mét nén tang phan mém do Cong ty Valve (Bellevue, Washington, Hoa Ky) van hanh.
Steam hoat ddng nhu mot nha cung cap danh tinh ky thuat sé: cac trang web cé cugc va tro
choi truc tuyén trén Internet sir dung mét hé théng c6 tén “Dang nhap bang Steam” — mét nat
cho phép trang web xac minh rang nguoi truy cap c6 tai khoan Steam thuc su. Diéu nay tuong
tu nhu tinh ndng “Pang nhap bang Google” hoac viéc xac minh thé can cudc do chinh phu cap:
trang web sé chuyén nguoi dung dén may chud cha Steam, Steam xac nhan danh tinh cuta ho,
va Steam chuyén ho tré lai trang web. Valve van hanh hé théng xac thuc. Méi lan dang
nhap théng qua tuy chon “Pang nhap bang Steam” déu duoc xu ly qua cac may chu
cua chinh Valve.

Valve da lam gi: Chan tén mién

Vao thang 7 2016,, trudc ap luc tir gidi truyén théng va phap ly lién quan dén co bac truc
tuyén, luat su cla Valve da gui théng bdo dén khoang 23 céc trang web co bac bi néu tén (theo
cac bao cdo truyén thong tai 21 vao ngay 2016 thang 7); vao thang 10 2016 Valve da thong
bdo véi Uy ban Co bac Ti€u bang Washington rang ho d& lién hé véi hon bén muai trang web.
Mot s6 tén mién cd bac xuat hién trong Steam B6 loc lién két — mot danh sach khién bat ky
lién két nao dén céc trang nay dugc dang trén Steam (trong phan tro chuyén, trén trang ho so,
trong cra hang) déu hién thi mot trang canh bdo: “Lién két bi chan!" B loc lién két (Link Filter)
la bién phap thuc thi duy nhat ma hiéu qua cia nd c6 thé dugc quan sat tr bén ngoai Valve.

Vi du: Mot lién két dén rollbit.com Trong phan “Steam” hién thi trang canh bdo “Link Filter” (da
kiém tra tai 2026-09-19 va 2026-09-21). Trén ly thuyét, trang web c& bac nay da bi chan.

Mién proxy la gi?

A May chu xac thuc trén mién riéng la mét may chua proxy xac thuc: moét dia chi trang
web th hai, trén mot tén mién cé thé dang ky khéc, do cung mét nha diéu hanh dat gitra nguoi
dung va Steam véi muc dich duy nhat la thuc hién budc “Dang nhap bang Steam”. Dia chi nay
déng vai tro la may chu trung gian cho qua trinh dang nhép. Ngudi dung tudng rang ho dang
dang nhap vao nén tang; yéu cau dugc gui dén Valve mang tén may chiu clia may chu trung
gian, ch& khéng phai ciia nén tang. Thong thuong, may chu nay khéng cé bat ky lién két nao
hién thi cong khai véi trang web cé cugc, va day chinh la dia chi ma nguoi dung dugc chuyén
huéng tré lai sau khi Steam xéac thuc danh tinh cta ho.

Vi du: Rollbit hoat ddng theo rollbit.com, ma bo loc lién két (Link Filter) da chan. Déi véi xac
thuc theo phuaong thic “Steam”, luéng dit liéu dugc ghi nhan trén 2026-09-20 da s dung mét
dia chi riéng biét: rbsnin.com , dia chi d& dang ky 2026-09-18. Dia chi nay tra vé Khéng cé khaoi
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Loc lién két trén 2026-09-21. Trang web c& bac nay van tié€p tuc hoat déng, va quy trinh dang
nhap vao Steam cla trang web nay dugc thyuc hién thong qua may chu khéng bj chan.

Pi€ém then chét: May cha xdc thuc duoc giti dén Steam trong moéi yéu cau

Valve khong can quét hay thu thap dit liéu dé€ xac dinh cadc may cha xac thuc nao dang dugc sur
dung. Steam |a Nha cung cap danh tinh OpenlD ddi vdi cac trang web nay, va moi lan nhap
vao “Dang nhap bang Steam” sé gli mot yéu cau GET dén cdc may cha cua Valve, trong dé
chira tén may chu xac thuc dudi dang van ban thuan tdy. Theo OpenlD 2.0 §9.1, return to
Trudng nay vé mat ky thuat la tuy chon, nhung néu thi€u né thi Steam sé khoéng thé tra vé két
qua dang nhap, do d6 dé qua trinh dang nhéap tai Steam dién ra thanh céng thi trudng nay thuc
té€ la bat budc. Ban than Steam sé hién thi tén may chua trén trang dang nhéap (" <host> khéng
co lién quan dén Steam hodc Valve").

— Cau trdc cta yéu cau ma Steam nhan dugc (tén may chu dugc ghi nhan cho Rollbit trén
2026-09-20): —

NHAN steamcommunity.com/openid/dang nhap

&openid.mode=checkid_setup

&openid.return_to= https://rbsnin.com/... « thuc té la bat bubc; xuat hién trong nhéat ky cuta
Valve

&openid.realm= https://rbsnin.com « do trang web tu cong bd; dugc hién thi trén trang dang
nhap clua Steam

Néu trang web s dung co ché xac thuc gilta cdc may cha (check_authentication), nhat ky cua
Valve cling sé ghi lai dia chi IP may chu cda nén tang va mang luu tri.

Viéc trich xuat tén may chu tir yéu cau nay la mot thao tac tiéu chuan. Ban ghi thuc thi — ghi
lai nhitng mdy chul nao da dugc x( ly, nhirng mdy chui nao chua dugc xtr ly, va theo tiéu chi nao
— chi ton tai trong ha tang cta Valve va chua dugc cdng bo.

Piéu nay chung té diéu gi

1. Khoi “Link Filter” tac déng lén cac lién két, chir khéng phai Ién cac lan dang nhap.
Chan tén mién chinh (vi du: rollbit.com) hi€n thi théng bdo cdnh bdo cho nhirng nguoi dung
nhap vao cac lién két dan dén trang nay trong Steam. Diéu nay khéng lam gian doan hoat
dong cula trang web, cling nhu khong ngan can viéc sit dung dich vu OpenlID cula chinh Valve
thong qua moét dia chi khac.

2. Cac may chu xac thuc da dugc ki€m tra khéng bi chan. Bang trén cho thdy cadc may
chu xac thuc thudc cadc mién riéng biét dugc dang ky trong khodng thai gian tlr 2011 dén thang
9 2026,; mot so trong s6 d6 dugc dang ky nhiéu nam sau cac théng bao vao thang 7 2016.
Trong cac cap 26, mién chinh tra vé két qua chan bai B0 loc Lién két (Link Filter) trong khi may
chu proxy chira théng tin dang nhép cda noé thi khéng (cac ki€ém tra khong xac thuc, 2026-09-
21 va 2026-09-22; cac phan hoi thdé va ma SHA-256 da dugc luu lai). Proxy dé sé ngiing hoat
dong vao ngay Valve tur ch6i nd, dé la ly do tai sao tiéu chi danh giad ¢ day la thoi gian hoat
dong cua nd, chlr khdng phai viéc né cé nam trong danh sach hay khéng. Valve nhan dugc céc
tén may chu nay trong cac yéu cau OpenlD cula chinh nd. Khéng thé xac dinh tur dit liéu cong
khai liéu c6 bat ky bién phap nao khac ngoai bd loc lién két (Link Filter) dugc dp dung hay
khong, vi Valve chua cong bo bat ky ban ghi thuc thi nao theo tirng nha cung cap dich vu.

3. Céc trang web nay van tiép tuc thuc hién xac thuc théng qua ha tang caValve.
"Dang nhap bang Steam" la dich vu cGValve; moi qué trinh xac thyc thong qua dich vu nay déu
la mdt yéu cau ma Valve nhan va x ly. Valve cling thu dugc doanh thu tur cac khéa case, va
Chg Cdng dong Steam thu mot khodn phi téng cdng khodng 15% déi v@i cac giao dich dugc
thuc hién bén trong Chg (kh6ng dp dung cho cac giao dich bén ngoai). Hanh déng “Link Filter”
da tao ra mét ban ghi cong khai; hanh dong nay khong lam gidn doan méi quan hé xac thuc.
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Viéc chan c6 hiéu qua khdéng?

Tuong tu nhu vay: khi nha dang ky tén mién mién phi Freenom nglimng hoat dong vao nam
2023,, cac chién dich Ilra ddo dua vao cac tén mién cla ho cling bi gidn doan. Tinh lién tuc
trong hoat déng phu thudc vao su 6n dinh cla co sd ha tang.

Cung mot logic cling dp dung & day. Néu mot mday cha xac thuc bi tir choi trong qua trinh xu ly
OpenlD cla Steam, chic nang “Dang nhap bang Steam” cGa nén tdng sé ngung hoat déng cho
dén khi mét may chi méi dugc dang ky, ching chi dugc cap va théng tin DNS dugc cap nhat.
Trong khoang thaoi gian dé: hé thong sé ngiing hoat déng.

Viéc xoay vong khéng khién viéc chan tré nén vé ich. Diéu nay khién viéc chan tré thanh
mot chi phi van hanh. Do cdc may chi mdi xuat hién trong nhat ky yéu cau cla Valve ngay tu
lan st dung dau tién, nén téc dd phan hoéi cé thé phu thudc vao téc dd cla lan st dung dé.

Viéc dang ky theo 16 ban than né da la maot tin hiéu: Cac tén mién loginl-loginl0 cla
CSGOEmpire da dugc dang ky trén 2020-07-20,, trong dé chin tén mién dugc dang ky trong
vong 22 giay (Verisign RDAP). Phan héi khdng nhat thiét phai dugc thuc hién theo tung tén
mién riéng 1&; mot chudi cac tén mién dugc dang ky lién ti€p trong cing mét phién dang ky c6
thé dugc xac dinh [a mét chubi.

H6 so cdng khai khéng cho thdy c6 bat ky nd luc nao nham chan cadc may chi xac thuc da bij vo
hiéu hda bdi co ché xoay vong.

Bdo cdo nay cho thay cac tén mién chinh da bi chan trong khi cdc may chd proxy quan ly ting
tai khoan dang nhap van tiép tuc hoat ddng — cac cap tén mién 26 theo dir liéu tai 2026-09-
22,; may chu xac thuc 1au doi nhat dugc dang ky la 12 nam 6 thang — va khoéng c6 hé so thuc
thi nao dugc cong bd doi véi bat ky nha khai thac nao.

Do dé, cau hoi dat ra cho co quan quan ly la: Valve da ap dung bién phap thuc thi nao, néu cé,
doi véi cac may chd xac thuc ma ho nhan dugc trong cac yéu cau OpenlD cla chinh minh?
Valve da lam gi — va tai sao n6 khéng lam gian doan dudng dan xac thuc

Bang dudi day so sanh tirng hanh dong dugc céng khai ghi nhan cta Valve véi viéc liéu hanh
dong dé c6 anh hudng dén diém truy cap xac thuc OpenlD hay khoéng. Két luan ¢ day khong
phdi la “Valve khéng lam gi cd” — ma la khéng cé hanh déng nao dugc cong khai ghi nhan téc
dong dén diém ma cac phién dang nhap vao nén tang co bac di qua cdc may chu cua Valve.
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Ngay Valve Hanh dong Bi anh huéng openid.return to

dudng dan?

July 2016 Public statement of 13 July 2016; No. Notices and the Link Filter act
counsel's notices to ~23 named on operators and links; the OpenlID
sites (press, 21 July 2016); >40 request path was not changed.
sites contacted per Valve's October
2016 letter to WSGC

2017 Closure of No. Affected public item-history
IEconItems_730/GetPlayerItems visibility. OpenID authentication
(according to CSFloat's engineering was not modified.
account; no Valve changelog
located)

2018-03-29 CS:GO 7-day trade lock announced No. Slowed item movement; the
(blog.counter-strike.net) OpenlD request path was not

changed.

2022-05-10 Trade-cancellation endpoints No. Closed the offer-swap tooling;
removed from the public Web API OpenlD authentication was not
(user-detected; no Valve changelog modified.

— node-steam-tradeoffer-manager
#325)
2023-12-04 API-key creation now requires No. Protected the key endpoint; the

2026-09-19/09-21

mobile confirmation
(steamcommunity.com/dev/apikey;
no changelog)

Steam Link Filter state as observed
by the authors

auth hosts documented here were
not affected.

No. 14 main domains returned a
block in the saved 2026-09-21
recheck — 26 split pairs in the
register by 2026-09-22 — while the
proxy carrying each login kept
running.

Nguén: Valve; tuyén bé ctdia 13 ngay 2016 (store.steampowered.com/oldnews/22883, da luu trit 2026-09-21) - Bai viét ky
thuat trén tap chi “CSFloat” vé viéc déng clra nha may dién than 2017 (blog.csfloat.com, déa luu trir 2026-09-21) - Trang thai
bd loc lién két: linkfilter-recheck-2026-09-21.json.

Két qud nay c6 thé bj bac bd chi bang mot trudng hgp da dugc cong b, trong dé Valve da tur
ch6i mét yéu cau OpenlD Vi openid. return_to dugc tréo dén moét may chu dugc cap phép hoat
dong co bac. Khong tim thay trudng hop nao nhu vay trong hé so cong khai.

Hai ban dang ky may chu xac thuc gan day nhat
howl.uno 2026-08-11 (RDAP) da dugc dang ky truéc 41 vai ngay so véi 2026-09-21; khi truy
cap 2026-09-18,, howl.gg da tra vé thong bao chan bai bd loc lién két (Link Filter) déi vai,
2026-09-19 va 2026-09-21.. Van chua xac dinh dugc liéu viéc chan nay cé dién ra trudc khi

dang ky hay khéng.

rbsnin.com da dugc dang ky tai 2026-09-18T09:34:52Z (Verisign RDAP) va dugc phat hién
trong quy trinh dang nhap Steam cua Rollbit trén 2026-09-20 théng qua thong bao trén trang
dang nhap cta chinh Steam; rollbit.com da tra vé théng bdo chan tir B loc Lién két (Link Filter)
trén 2026-09-19 va 2026-09-21,, trong khi rbsnin.com thi khong.

M6&i may chu trong bang trén dugc gui dén cdc may chu xac thuc cta Valve dudi dang
openid.realm trong méi lan dang nhép.
D{r liéu day da theo ting tuyén duong va két qua cla b loc lién két: bang trong Phan 3 & trén;
két qua tho trong linkfilter-recheck-2026-09-21.json va linkfilter-all-results.json.

Phuong phéap luan — Cach xac dinh so lugng bd loc tuyén duong va lién két

1. Gidi quyét tén mién
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Cubc kiém toadn “2026-09-21" da gidi quyét yéu cau “78” tlr 189 lién quan dén cac nén tang
duogc dé cap: 33 xac thuc trén tén may chua cua chinh ching va 20 trén tén mién con
cua chinh ching — xdac thuc truc tiép, va khéng cé dudng dan nao trong sé dé duoc
tinh la cdc dudng dan thudéc mién riéng biét. Phan con lai 25 xdc thuc théng qua mét
tén mién riéng cé thé dang ky, trén 24 tén mién riéng biét (dota2.net dugc dung chung cho
market.csgo.com va rust.tm): 10 dugc xac dinh thong qua ghi lai man hinh trinh duyét truc
ti€p, 3 thong qua thong bdo trén trang dang nhap cua chinh Steam, 12 thong qua mot URL
OpenlID dugc cung cap. Danh sach theo thai gian thuc (master registry.json, 2026-09-22) mé
réng diéu dé thanh 44 cac tuyén duong c6 mién riéng biét: 26 cac cap bd loc-phan chia
(mién chinh bi chan, may chu xac thuc dugc chap nhan) cung véi 18 cac tuyén duong khac ma
khong c6 phan chia mién chinh. Trong sé cac 44, 27 luu giit hé so ching ci cho tung
tuyén dudng; cdc mau con lai thudc loai 17 dugc thu thap bang tay va da dugc danh dau
realm src: user trong danh sach. Nam trong s6 muoi bay dia chi d6 — csgogem.com,
gamdom.com, 12cs.fail, csgolounge.com va dota2lounge.com — da dugc thém vao tai 2026-
09-22 kem theo ban ghi Link Filter cda ca hai may chu (HTML thé + SHA-256 trong linkfilter-
2026-09-22.json), do dé, su phan chia nay van dugc ghi nhan ré rang du vung dir liéu dugc thu
thap tha cong; ching xuat hién trong bang trén cung vaéi cac tuyén dudng trong tép bang
ching. tfauth.com (tf2easy.com) da bi xéa khéi danh sach dang ky trén 2026-09-22:, tuong tu
nhu arena.fragnet.net, khong c6 lién két nao c6 thé xac minh dugc dé két néi né véi trang web
goc. SO luogng c6 thé tinh lai tir dr liéu da céng bo auth-route-audit.json (2026-09-21) tuan theo
mot quy tac duy nhat: mot nén tang chi dugc tinh khi may chi OpenlD Steam dugc ghi nhan
cla nén tang dé nam trén mot tén mién cé thé dang ky khac véi chinh nén tang dé.

2. Steam Trang thai bo loc lién két

Da dugc kiém tra thong qua steamcommunity.com/linkfilter/?url=https://[domain], Chua Xac thuc,
trén 2026-09-19 va 2026-09-21; ma HTML thé duogc luu dudi dang SHA-256.. Trang thai dugc
ghi nhan riéng biét cho tén mién chinh va may chd xac thuc. Mot bo phan loai phan biét théng
bdo chung chung “Ban dang roi khdi Steam” (CLEAN) véi trang “Lién két bi chan! ... dugc danh
dau la c6 kha nang doc hai" (BLOCKED); mot ki€m soat google.com xac nhan rang hai truong
hop nay khong bi nham Ian. Mot bién thé da dugc xac thuc trudc dé cha thir nghiém nay da bi
loai bd sau khi né tra vé két qua "bi chan" cho moi tén mién, bao gom ca kiém soat d6 —
nguyén nhan dugc xac dinh la do mot cookie phién khong hop |é trong tap Iénh tham do, chi
khéng phai la két qua thuc té.

3. Quan sat may chu auth

Ghi lai truc tiép: Trinh duyét Playwright da truy cap vao quy trinh dang nhap cla tirng nén tang
Va openid. return_to Tén may chu duogc 1dy tir yéu cau da bi chan. Thong bao trén trang dang
nhép: Tén may chu duogc 1y tir chinh trang Steam " <host> khéng cé lién quan dén Steam hoac
Valve" van ban ma Steam hién thi tur openid. realn (rbsnin.com, sc-auth.net, auth.dota.trade).
URL dugc cung cap: mot URL dang nhap Steam dugc cung cap cho cac tac gid; URL nay xac
dinh cac tham s6 yéu cau, ch& khdng phai la moét qué trinh dang nhap da hoan tat. Khéng cé
qua trinh dang nhap nao dugc hoan tat trén bat ky nén tadng nao.

4. Pham vi bdo hiém — nhiing van dé chua duoc gidi quyét, va tai sao diéu dé lai quan trong
Trong s6 cac nén tadng thuéc Hé théng Ngan hang Lién bang (189), 110 khéng hinh thanh
duoc tuyén dudng cd dinh nao va cé mot truong hop khéng ap dung (189 — 78 — 1). H6 so
nay khoéng tinh dén bat ky trudng hgp nao trong sé dé. Chi tiét phan tich tir tép kiém toédn 110,:
22 - cac 16i lién quan dén bot, 14 - cac truong hgp hét thoi gian cho, 12 - cac 16i HTTP va 10 -
cac 16i diéu huédng — ngudi quan sat khong thé truy cap dugc quy trinh dang nhéap, mac du hau
hét cac trang web nay déu mé binh thudng trén trinh duyét théng thuong; 20 khéng hién thi 6
dang nhap Steam trén trang dich; 16 da truy cap vao quy trinh dang nhap nhung khéng thé
gidi quyét dugc tén mién; cac tén mién 11 khong thé giadi quyét dugc thanh DNS; 5 bi dung lai
tai man hinh yéu cau dong y. Danh sach dudi day phan loai cac truong hogp tuong tu tai 110
theo céch khac: cac trang 11 khdng thé gidi quyét dugc thanh DNS dugc liét ké riéng biét nhu
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D& x0a - NXDOMAIN, va muc duy nhat khong phu hgp dugc gép vao phan con lai. 189 la cac
nén tdng da dugc kiém toan, 11 da bi xéa do nhan dugc théng bdo NXDOMAIN ddt khoat tur ca
hai bd gidi quyét tén mién, 178 duoc gitr lai (platform-audit.json, platforms-removed.json).
137 Cac mién xac thuc ma sé cai da doan duoc dua trén mau dat tén da bi xéa khoi
dir liéu trén 2026-09-19 — chua tung duoc ghi nhan, do dé khéng cé bang ching. Ba
trong s6 cac du dodn nay da bi cac URL OpenlID dugc cung cap bac bd: buff.163.com,
gamerpay.gg va csgoluck.com thuc hién xac thuc truc tiép, trdi nguoc véi cac du doan la
buffauthproxy.163.com, gamerpayredirect.io va lucklogin.app. Cac muc bi loai bo dugc liét ké
trong tép ki€ém toan da dugc cong bo.

Chi s6 tuong doi (25) la muc t6i thi€u, khéng phai mic téi da. Trong s6 cac nén tang thudc
Mang ludi Truy cap Internet (78) da dugc gidi quyét, 25 sir dung moét tén mién riéng biét, trong
khi 53 thi khéng. Khéng c6 bat ky gid dinh nao vé 110 chua duogc giadi quyét dua trén ty 1€ doé,
va khoéng cé du bdo nao tir ty 1& nay xuat hién & bat ky dau trong hé so nay. Méi truong hop
déu cé thé dugc gidi quyét bang cadch mot ngudi truy cap trang web va nhan "Dang nhap vai
Steam": tén may chu xac thuc nam trong URL cla trang Steam duogc tai.

Muc dich cua phan nay: Mot ngudi quan sat doc 1ap can cé trinh duyét va rat nhiéu kién
nhan dé xac dinh cac nén tadng 189, va da tim thay 78.; con Valve thi can thuc hién truy van co
s@ dir liéu. Moi nén tang s dung tinh nang “Pang nhap bang Steam” — du da dugc xac dinh
hay chua — déu gUi openid.realm dé€n di€ém cudi xac thuc cta Valve moi khi dang nhap. Khoang
tréng trong bang nay xuat hién do cac tac gid nam ngoai hé théng. Khoang tréng nay khéng
ton tai doi véi Valve.

Céac tén may chu proxy dugc ghi nhan nam trong auth-route-audit.json. Ngay dang ky tén mién
tir RDAP (Verisign) / IP2WHOIS. K&t qua cla cong cu loc lién két la linkfilter-all-results.json.

Vi du minh hoa dé dé hiéu hon

Hay tudng tugng mot cong ty taxi cé gidy phép dugc co quan quan ly thong béo rang ho khéng
dugc phép ti€p tuc hoat dong tai dia chi da dang ky trén Phé Chinh nira. Cong ty nay théao bién
hiéu khoi Phé Chinh. Viéc thdo d& bién hiéu nay dugc ghi nhan lai. Tuy nhién, chinh céng ty nay
lai mé& mot dia chi méi trén Pho Phu — dugc dang ky dudi mot tén khac — va tiép tuc hoat dong
tlr d6. Cac co quan quan ly van hanh hé théng diéu ph6i trung tdm ma moi xe taxi tir ca hai dia
chi déu st dung. Mbi yéu cau di xe déu hién thi “dén tai Side Street.” Cac co quan quan ly chua
bao gid thu héi gidy phép hoat dong tai Side Street. Viéc thao d& bién hiéu “Main Street”
la bién phap xt ly duy nhat duoc thuc hién. Céng ty taxi nay chua bao gié ngung
hoat dong.

Phan A — H6 so ky thuat - Muc3.1

Trong cudn sach “Steam”, danh sach cta “Valve” la danh siach duy nhat.
Mot lién két dugc nhap vao trong ing dung khach “Steam”, giao dién phu trong tro choi hoac
ché& do Big Picture sé khéng ma trong trinh duyét cdia nguoi dung. Lién két dé sé dugc hién thi
bén trong trinh duyét nhing san cta “Steam” — noi khdng c6 cac 16p canh bdo ma trinh duyét
thong thudng thuong hién thi. Bé loc lién két khéng phai la mét trong sé nhiéu bién
phap bao vé. N6 chinh la toan bd hé théng bao vé.
Trong mot trinh duyét thong thuongBa 16p doc lap

1. Google Safe BrowsingMo6t trang chén toan man hinh danh cho cdc may chd nam trong

danh sach Itra ddo va phan mém déc hai ctia Google, dugc cap nhét lién tuc va khong
phu thudc vao trang web dang dugc truy cap.

2. Tién ich mé rong trinh duyét chéng vi-ratHau hét cdc sdn pham danh cho thiét bi
dau cudi clia ngudi dung déu di kém vaéi mot tién ich mé rong trinh duyét cé chic nang
kiém tra dia chi dich dua trén danh séach uy tin do chinh nha cung cép lap ra.
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3. Kiém tra HTTPS tai di€m cuéikhi sdn phdm thuc hién kiém tra “TLS”, ndi dung trang
web sé dugc quét trudc khi hién thi cho ngudi dung.

Trong ing dung khachSteam, ché dé hién thi chéng I6p va ché dé Big PictureMét 16p

1. Google Safe BrowsingKhong c6. Quy trinh ki€m tra nay yéu cau cac khoéa “API” cla
Google, nhung cac khéa nay khong dugc cap phat trong cac ban dung Chromium nhdng;
khi cac khda nay vang mat, tai liéu thiét ké cta chinh Chromium ghi rd rang trinh x( ly
Safe Browsing dan gian la khong bao gi¢ dugc thém vao chubi yéu cau.

2. Tién ich mé réng trinh duyét chéng vi-ratknong cd. Trinh hién thi cta Steam khong
phai la trinh duyét cGia nguoi dung va khéng tai bat ky tién ich mé réng nao tir ho so trinh
duyét cla nguoi dung, do dé khéng cé tién ich mé rong nao dugc chay trén trang nay.

3. Kiém tra HTTPS tai diém cudiTuy thudc vao san phdm. Luu lugng truy cap dugc xu ly
bén trong mét tién trinh Valve da dugc ky ma thay vi trong mét trinh duyét dugc nhan
dién, va mét sé san pham dau cuéi mién trir cdc ing dung da dugc ky ma khédi qua trinh
kiém tra TLS.

4. B0 loc lién két “Steam”Danh sach chan riéng clta Valve, dugc tham chiéu khi mét lién
két rai khoi hé sinh thai Steam. Day la ki€m tra duy nhat dugc thuc hién — va bang trén
ghi lai két qua ma nd tra vé cho cac may chu xac thuc dugc dé cap trong phan nay.

Mot thir nghiém ma bat ky doc giad nao cling cé thé thuc hién, va két qua sé khdng con ding
néu th nghiém dé that bai

M& mot trong cac URL ki€m tra tinh nang Duyét web an toan do Google céng bé
(testsafebrowsing.appspot.com) trong Chrome: mot trang chén mau dé toan man hinh sé xuat hién.
Mé& cung mot URL tlr mot tin nhan tro chuyén trén Steam, sao cho URL dé dugc hién thi trong
trinh duyét Steam hoac Iép phu: khéng cé trang chén nao xuat hién. Canh bdo duy nhat ma
Steam c6 thé hién thi la chinh trang “Link Filter” ctda nd, va chi dp dung cho cac may chu cé
trong danh sach cua Valve.

Ky luc vé chuong trinh thudng 16i cla chinh Valve Van dé vé “mét I6p” nay da tung duoc
gidi quyét truéc didy — ngay trén chinh dia nhac caValve
Né&u B6 loc lién két (Link Filter) la co ché ki€m tra duy nhat dugc thuc thi bén trong may khach,
thi cdc tinh huéng 16i cta chinh n6é khéng phai la van dé phu. Hai bdo cdo trén chuong trinh
HackerOne cla Valve, cd hai déu da dugc chap nhan, da dugc gidi quyét va déu da dugc céng
b6 day da:

1. #291750 d3 luu trit 2025-11-16 _~ Chuyén hudéng ma - medium

Vuot qua co ché bdo vé bd loc lién két

Pa bdo cdo 19 vao ngay 2017,, da duoc khac phuc, da dugc cong bd 9 vao ngay 2018..
Bang chiing khai niém trong chinh bdo cdo: thay thé dau cham trong ky tu tugng hinh,
(%E3%80%82) dOi vGi dau cham trong tén may chu — “it is possible to bypass the blocking.”
Phan ndi dung xen ké ma phan nay dé cap dén da khong xuat hién.

2. #1079561 da luu trir 2026-09-24 ~ Cong b6 thong tin - mic cao

Trinh duyét web Big Picture bi ro ri cookie dang nhép va tiét 16 thong tin
nhay cdm (cé6 thé dan dén viéc chiém quyén kiém soat tai khoan)

Da bdo cdo 15 thang 1 2021, da dugc khac phuc, cong b6 21 thang 9 2021. Valve cé muc
do nghiém trong cao, va tiéu dé néu ré hau qua. Ban ghi cong b6 bao gom tiéu dé, mirc
do nghiém trong va cac ngay thang; phan moé ta ky thuat khéng cé trong ndi dung duoc
cong b, do dé khong trich dan thém théng tin nao tur dé 6 day.
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D6 la cach hiéu cua cac tac gia, chit khéng phai két luan caa bat ky bao cdo nao: Hai
trudng hgp nay nam & hai bén cGia cing mét canh céng. M6t la cdnh bdo khong xuat hién trudc
khi trang dich dugc mé; truong hgp con lai la phién lam viéc bi roi khéi may khach ngay khi
mot trang dugc ma bén trong dé. Chubi su kién dién ra sau khi phién lam viéc bi danh cap —
khéa dugc dang ky ma khéng cé 16i nhac, giao dich thuc té bi hly, mét ban sao dugc gui dén
mot ban sao gid mao — chinh la mé hinh dugc néu trong Phan 5 dén Phan 8. Ca hai bdo céo
nay déu da dugc dong lai; khong cé bdo cdo nao dugc coi la 16 héng bdo mat dang ton tai.
Nh{ng gi cac bdo cdo nay chi ra cé pham vi hep hon nhung cling du thuyét phuc: I6p bdo mat
duy nhét con lai da co tién 1é bi vugt qua, theo chinh hé so cla Valve.

Nguon: Ho so cong bd clia HackerOne cho timng bdo céo, dugc trich xuat tir 2026-09-22 — so
bdo cdo, tiéu dé, nhém, 16 héng, mic d6 nghiém trong, ngay béo céo, ngay céng bé va trang
thai theo thong tin do HackerOne c6ng bd. HO so trich xuat: hackerone-reports.json. Tai day

khéng néu ré muc tién thudng; trong hé so da dugc co6ng bé ma ching téi tra ciru dugce cling
khéng c6 thong tin nao vé diéu nay.

Quan sat thuc dia - PhishDestroy Cac phat hién thuong khién mét chién dich két thuc lai
khéng lam cho nhitng chién dich nay két thuc

Ching t6i da quan sat thay cdc may chu lra ddo lién tuc thu hat luu luong truy cap trong khi
van dang ch(ra 20 hoac phat hién thém cac nha cung cap. Khi dugc phan phéi qua web
hoac email, mét chién dich & trang thai d6 sé bi chan chi sau vai ngay — ca trinh duyét 1an
phan mém diét virus déu thuc thi cdc quyét dinh dé. Trong Steam, ca hai déu khéng lam vay.
Cac quyét dinh dé da ton tai tlr trudc. Khéng cé bat ky thanh phan nao trong ng dung khéach
tirng yéu cau diéu doé.

Diéu nay c6 y nghia nhu thé nao doi véi mot tré vi thanh nién da cai dat phan
mém diét virus

Anh ta khong bé qua bat ky canh bdo nao va ciling khéng vo hiéu hda bat c’ th gi. Mot tin
nhan xuét hién tai Steam — mot con dao mién phi, mét phi€u bau cho déi ciia ban bé — va
trang web dé dugc ma tai Steam. Anh ta khéng bao gio maé trinh duyét, nén trinh duyét cling
khoéng bao gio bdo vé anh ta. Phan mém diét virus cta anh ta dang chay va c6 thé da danh gia
tén mién dé la doc hai; nhung phan mém nay khéng bao gio dugc yéu cau thuc hién diéu dé.
Moi 10i canh bédo cé thé ngan can anh ta déu da cé san. Nhung khdng cé 16i nao
trong s6 d6 dén duogc véi anh ta. Anh ay tin rang minh chua bao gio rgi khoi “Steam”, va
qgua thuc la vay.

Chiéu tro tang qua mién phi khdong phai do ké Ilra ddo nghi ra — viéc tang cac vat phdm mién
phi trong tro choi “Valve” chinh la cach cac trang web vé skin va cd bac quang céo, va dé chinh
la ly do tai sao tin nhan nay tréng c6 vé binh thudng. Cac khiéu nai: kho luu trir cac bién phap
thi hanh. D{r liéu vé dd tubi va tré em: Phéan 17.

Nguén: Steam hién thi ndi dung web théng qua Chromium Embedded Framework trong
steamwebhelper quy trinh — xem Phan tich ky thuat cia DARKNAVY vé 27 thdng 6 nam 2024 ~ va
cla chinh Valve Steam Dién dan Beta danh cho khach hang ~» da luu trir 2025-08-04 ~. Khéng
dua vao bat ky phién ban CEF nao: Chromium nhdng khéng phai la Chrome va khong di kem
vGi bat ky dich vu nao cla Google danh cho Chrome. Tinh nang Duyét web an toan khong st
dung khoéa API: Tai liéu thiét k€ Chromium » d& luu trir 2026-08-21 », Cac phim tat trong
Chromium APl ~ da luu trit 2026-08-30 ~ (“Nhiéu API ciia Google dugc Chrome st dung la doc
qguyén cla Google va khéng danh dé s dung trong cac san pham phai sinh”), va hiéu iing
tuong tu cling xay ra trong cac ban dung khong cé khdéa khac — Thung bia tu U s6193814 ~.
Cac URL thtr nghiém: testsafebrowsing.appspot.com 2.

Hai chiéc dong ho khac nhau
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Tudi cua tén mién.Ngay thuc hién quan sat.

Ngay tao ban ghi dang ky xac dinh thoi diém mét tén mién dugc dang ky. Ban ghi OpenlD cé
ghi ngay thang xac dinh may chu tra vé trong ban ghi dé. Ngay tao ban ghi dang ky khong thé
bao gom cac nam trudc ngay ghi trén ban ghi OpenlD.

Danh sach day da nay phan biét gira mét tén mién riéng biét c6 thé dang ky, tén mién con cla
chinh trang web dé va mot dudng dan truc ti€p. M6i hang déu cd lién két dén ngudn va két qua
tur DNS.

Ki€m tra thong tin dang ky tén mién - - Tai xudng cac ngay dang ky ~ - Download observation
data ~

Phan A — HO6 so ky thuat - Muc4

Mot di€m cudi da bi déng. Hé théng truy vét cong khai da mat mét
khoa.

Boi cadnh va cac gidi han vé nguén

Steam Céc thay d6i da dugc trién khai nham loai bo kha nang hién thi cong khai cdc ma dinh
danh tai san (Asset ID) va han ché quyén truy cap vao kho hang cla API. Hau qua la: viéc truy
vét mot mat hang cu thé thong qua ma dinh danh tai san ban dau cha né da tré nén bat kha
thi dua trén dir liéu cdéng khai. Phan tiép theo sé trinh bay nhitng gi cé thé thuc hién dugc trudc
day, nhiing gi khong con kha thi sau dd, va nhitng khé khan ma nan nhan phai doi mat khi co
gang ching minh tai san cda ho da di dau. Theo tai khoan ky thuat cia CSFloat, ngay dién ra
su viéc la 2017; chua tim thay ban ghi thay déi nao tai Valve. Chudi su kién nay — dién ra
khoang moét nam sau tuyén bé vé cd bac vao thang 7 tai 2016 — la cau hdi diéu tra, ch& khéng
phai két luan. Cac ban ghi vat phdm van con ton tai trong hé théng cla Valve; cac nha diéu tra
bén ngoai da mat quyén truy cap vao chudi ID gbc, trong khi cdc ma dinh danh float, seed va
paint chi cho phép so khép mot phan.

Quy tac “Valve” dugc ap dung: Steam BO phan hd trg sé khong khéi phuc cadc mat hang da
bi xda khai tai khodn cta ban, va trach nhiém ching minh su viéc da xay ra thudc vé ban. Ban
ghi: Tai 2017 Valve, di€m cudi truyén cac ID vat phdm goc da bi déng. Trudc do, bat ky ai cling
c6 thé theo ddi mét skin bi danh cap tur tai khodn ctia nan nhan dén moét bot trén thi trudang.
Sau dd, khéng ai bén ngoai Valve cé thé lam dugc diéu nay nira. Giay to tuy than ma nan
nhan duoc yéu cau xuat trinh chinh la giay to da bi tat di — va n6 van con tén tai, bén
trong cudn sach “Valve”.

Thoi ky trudéc khi mat dién

Xét vé mat lich s, moi vat pham o dugc tao ra trén Steam déu sé hiru moét ma duy nhat trén
toan cau va khong thé thay déi Ma tai san. Cac co s dir liéu cta bén th ba thudc mang ludi
Uy ban Phong chéng Téi pham (OSINT) cé thé [&p chi muc cac ID nay. Néu mdt ngudi dung bi
danh cap tai san, cac nha diéu tra c6 thé truy vét nguén géc cla tai san cu thé doé khi né dugc
chuyén tir tai khoan trung gian cta ké danh cap sang cac tai khoan luu trit cia mét san giao
dich hoac trang web ca cugc.

TRU'G C DAY: bat ky ai cling c6 thé theo ddi mot khodn tién tir tai khoan clia nan nhan qua cac
tai khoan trung gian va dén mét san giao dich hoac bot luu trir cia song bac, chi bang cach st
dung d{r liéu cong khai.
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Sau khi thay doi

Theo tai khoan ky thuat cia CSFloat, Valve da déng diém cudi tai 2017 va cac ID muc goc
khong con kha dung déi vG6i cac bén bén ngoai. Chua tim thay bat ky tuyén b nao tir Valve vé
ly do clia thay d6i nay. Trong cung khoang thoi gian do, cling chua tim thay bat ky hanh déng
c6ng khai nao dugc thuc hién nham vao cac tai khoan bot thuong mai da di chuyén cac muc
trén quy mo I6n.

Du ly do la gi di chang nita, su thay déi nay da lam dit doan chudi luu gilr c6ng khai. Nan nhéan
khong con cé thé tai tao chudi ID goc tir dit liéu céng khai d€ ching minh rang mét mat hang
cu thé bi danh cap da dugc thanh ly thong qua mot san giao dich hoac song bac cu thé. Cac
ban ghi vé mat hang do6 van tén tai trong hé théng clValve; cong ching, cadc nha nghién clu
va co quan thuc thi phap luat khi lam viéc dya trén dir liéu céng khai khong thé truy cap dugc
chdng.

SAU DO: Khdng con cé thé truy vét mot vat phdm cu thé théng qua ID Tai sdn ban dau cda né
tir dir liéu céng khai. Chubi luu gilt ID ban dau cia mot vat pham da dugc di chuyén sau su kién
“2017"” chi tén tai bén trong ha tang cua Valve; khdong c6 hé so nao nhu vay dugc cong bé céng
khai. Cdc ma dinh danh Float, seed va paint chi cho phép so khép mot phan va mang tinh xac
suat.

[Econitems_730

NHAN /IEconItems 730/GetPlayerItems/v1/

Tai trong c6 thé truy xuat ngudn goéc (Trudce khi va 16i)

"id": "14892281934",

"original id": "11829910211",

Tinh trang: Nan nhan cé thé theo doi ngudn géc clia vat phdm qua cac tai khoan bot.

Tai trong dugc ma hda (sau khi va 16i)

Hién tai

"id": "HIDDEN BY PRIVACY SETTINGS",

"original id": "NULL",

Tinh trang: Cac bén th& ba khéng con cé thé truy xuat ngudn goc clia mat hang dua trén ID tai
san ban dau tir dr liéu cong khai.

Anh huéng dén ching ci: Sau khi thay d6i, dit liéu céng khai can thiét dé theo ddi mét mat
hang cu thé théng qua ID tai san goc tir tai khodn cdia nan nhan vao mot san giao dich hoac
bot song bac da khong con kha dung. Cac ban ghi ndi bd van con tén tai tai Valve; mot nan
nhan, nha nghién clu hoac diéu tra vién lam viéc dua trén dir liéu cong khai sé khbéng thé tai
tao chudi ID géc (cac ma dinh danh float, seed va paint chi cho phép khép mét phan).

Nguodn: Bai viét trén tai khoan ky thuat cia CSFloat vé viéc dong clra khu vuc 2017

IEconItems 730/GetPlayerItems — blog.csfloat.com/cach-floatdb-theo-ddi-cac-muc (da luu trit 2026-
09-21) - Cac dir liéu tai (payloads) dugc hién thi chi la minh hoa cho hinh dang cua truong,
khoéng phai la cadc phan héi thuc té - Chua tim thay ban ghi thay déi (Valve) cho ham déng nay.

Phan A — H6 so ky thuat - Muc5

Mot phién lam viéc. Quyén truy cap réng hon so véi nhitng gi nguoi
dung nhin thay.

BG6i canh va cac gidi han vé nguén

Ki€n trdc “API1” cla Valve, @ trang thai trudc khi cé nhirng thay daéi lién quan dén “2023”, da di
chéch khoi cac tiéu chudn co ban cia nganh (OWASP ASVS, NIST SP 800-63B) va chinh la co
ché dugc mé ta trong cac khi€u nai vé hanh vi trom cap tai san tu dong dugc luu gilr trong kho
luu trit chiing c (Cadc muc 6-8).
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Quy tac “Valve” dugc ap dung: Cha tai khodn da tao khda, dong y vdi cac diéu khodn va
phai chiu tén that — do la cau tra 1oi trong cac truong hgp tu chéi da dugc luu trir. Ban ghi:
Cho dén thang 12 nam 2023, chi can mot cookie phién bi dadnh cap la da c6 thé dang ky khoda
dé. Khong can mat khdu. Khong can tinh nang Steam Guard. Khong cé thong bao nao dugc gli
dén chu tai khoan. Nguoi dung khéng phai la nguoi tao ra khéa dé, khong thé€ nhin
thay né, nhung lai dugc théng bdo rang chinh anh ta da tao ra né. Tinh nang xac nhan
qua dién thoai di déng da dugc bd sung trén 2023-12-04 — khodng bay nam sau tuyén bo
“2016"” va khoang sadu nam sau cac dién dan Itra ddo ma kho luu trir nay bao quan. Nhiing
khoan chi phi trong nhitng nam dé khong dugc chi tra béi Valve. Chung dugc chi tra tu cac tai
khodn da bi rat can trong thoi gian dé, trong dé c6 mét phan la tai khoan cta tré em.

OWASP ASVS 2.8 / NIST SP 800-63B MU'C DO NGHIEM TRONG: RAT NGHIEM TRONG

1. Xac thuc tang cuong khéng day du

Steam cho phép tao cac khda xac thuc hai yéu t6é (API) cé dac quyén cao va thoi han st dung
dai chi bang céch st dung cookie phién. Khéng yéu cau xac thuc hai yéu té (2) (Steam Guard)
hodac thach thirc xac thuc nadng cao khi thiét 1ap hoac stra d6i khdéa API danh cho nha phat trién,
do dé xac nhéan trén thiét bi di ddng qua Steam Guard — yéu té th hai duy nhat ma Steam
cung cap — khong bdo vé budc nay. (MOt yéu té thi hai dua trén phan clng da dugc dé xuat
trong hé théng theo ddi clia chinh Valve tai 2016 va van dé nay van dang ma: Phu luc D, GH-
01.)

Tinh trang: chua dugc va trudc phién ban 2023.. L6 h6ng nay cho phép mét tap Iénh chia
cookie bi danh cap dang ky khéa ma khéng can bat ky tuong tac nao tir ngudi dung.
OWASP A01:2021 / Quyén truy cap téi thiéu MUC DO NGHIEM TRONG: RAT NGHIEM TRONG

2. Thiéu nguyén tac quyén han téi thiéu

Trang web Steam API thi€u cadc pham vi Gy quyén dua trén vai tro. Mét khéa nha phat trién API
dugc cap cho trang thai danh muc “chi doc” lai sé h(tu toan bd quyén “ghi” — bao gém kha
nang thao tac cac giao dich hién cé, khéi tao giao dich méi, dang ky webhook va tlr ch6i cac
giao dich dang chd xtr ly hop 1é.

Tinh trang: L6i thiét ké hé thédng. Chi can mot khda la c6 thé kiém soat toan bd viéc doc/ghi d6i
v6i kho hang va céac giao dich cua tai khoan.
OWASP A07: L6 héng xac thuc phién (2021) / Phién lam viéc MUC DO NGHIEM TRONG: CAO

3. Loi trong quan ly phién lam viéc

Ngudi dung da bdo cédo rang cac phién truy cap web bi chiém quyén diéu khi€n cé nguén géc
tlr cac dai dia chi IP ciia may chu luu trir van tiép tuc ton tai. Theo quy trinh tiéu chudn, cac
phién truy cap sé bi ngat khi phat hién cac bat thuong vé vi tri dia ly hoac khi thay d6i mat
khau; tuy nhién, cac bao cdo cla ngudi dung dugc luu trit trong kho dit liéu cho thay cé nhiing
phién truy cap van duy tri trang thai hoat ddng ngay ca sau khi thay déi mat khau.

Tinh trang: Hanh vi da dugc bdo cdo (cac khiéu nai clia ngudi dung trong kho luu trir). Cac
phién lam viéc c6 thé tao ra cac khda “API” ma khong can xac thuc lai.
Viéc chén & cap tén mién 13 kha thi vé mat ky thuat KHA NANG THUC THI

4. Viéc chan cac may chu xac thuc & cap mién la kha thi vé mat ky thuat

Valve hé thong nay hién da van hanh mot danh sach tén mién (Link Filter) va da nhan dugc moi
tén may chu xac thuc trong cac yéu cau OpenlD cua chinh né. Hai co ché nay khong cé bat ky
mai lién hé nao c6 thé nhan thay tir bén ngoai: theo théng tin tai 2026-09-22,, trong cap 26,
tén mién chinh d& nam trong danh sach loc trong khi may chi proxy xt ly qué trinh dang nhéap
cla no thi khong.
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Viéc két ndi ching la mét cong viéc ky thuat don gidn: doc openid.realn |1y tén may chd tir moi
yéu cau dén, so sanh véi mot danh sach, va tir chéi hoac danh dau yéu cau dé. Hinh minh hoa
bén phai cho thay cau trdc cda quy trinh nay. Viéc tir choi may chd xac thuc — thay vi chi tir
chdi trang dich c6ng khai — sé lam gidn doan buéc “Dang nhap bang Steam” ma cac nén tang
nay phu thuéc vao.

Khong c6 bang chiing céng khai nao cho thay Valve thuc hién viéc ki€m tra nhu vay. Phi téng
hop khodng 15% cua Steam Community Market chi ap dung cho cac giao dich dugc thuc hién
bén trong nén tang nay; phi nay khong dugc thu déi véi cac giao dich bén ngoai cac nén tang
nay.

block_auth_hosts.py HINH MINH HOA

/] Doc cac thdng tin vé may chi ma Steam da nhan dugc — khong quét

def on_openid_request(request):

host = parse_openid_realm(request)

néu may cha trong cdc mién bi chan:

tUr choi (yéu cau)

Luu y: M3 gid nay chi mang tinh minh hoa. Ca hai phan nay déu da ton tai tai Valve — tén may
chu xac thuc dugc gui kém trong yéu cau, con danh sach tén mién chinh la BS loc lién két.
Khong c6 tai liéu cdng khai nao giai thich ly do tai sao ching lai khong dugc két néi véi nhau.

Muc 5.1 — Céc tiéu chuan nay khéng phai la chua dugc céng bd

Valve hang ngay déu tuan tha cac quy tac nay. Nhung é day thi né lai khéng tuan
tha céc quy tac dé.
Steam c6 mat trén App Store va Google Play, thuc hién thanh toan qua cac nha cung cap dich
vu xU ly thé tin dung I6n va sir dung cac API clda bén th ba gidong nhu bat ky nén tadng Ién nao
khac. M&i méi quan hé nay déu di kém vdi cac yéu cau bao mat da dugc cong bé va cé thoi han
cu thé ma Valve phai tuan thu dé ti€p tuc hoat déng. Hay so sanh thai han cla céc yéu cau dé
véi thoi di€ém ma trang web API clia Steam da dat dugc cac bién phap bdo vé tuong tu. Khéng
c6 ndi dung nao dudi day la tiéu chuan ndi bd, ban ghi nhé ndi bé hay bi mat kinh
doanh: moi dong déu la mét tai liéu céng khai cé ngay céng bé.

Céac yéu cau bdo mat bén ngoai da dugc céng b, kém theo ngay céng bd, dugc so sanh véi ngay ma trang

web Steam (API) 4p dung bién phap ki€m sodt tuong Gng

Tiéu chuan da duoc cong bo va ngay cé hiéu luc Trang web “Steam” API ciing dé cap dén cung
moét cau hoéi nay

Scoped authorisationOAuth 2.0 — RFC 6749, Granular scopes arrived on 16 January

October 2012. Section 3.3 defines scope so a 2026.Before that a single Steam Web API key carried

client receives only the access it asks for. It has full read and write over the account's trades

been the default of every major platform API regardless of why it was issued. Thirteen years and

since. three months after the specification that defines the
control.

A key is not an authorisationGoogle's own The Steam Web API key was exactly that.A

Cloud documentation: “A standard API key bearer string, issued to an account, sufficient on its

doesn't authenticate a principal”, and for APIs own to read the inventory, cancel a pending trade

that create or manage resources, “don't use and send a new one. No principal was authenticated

authorization keys in production.” at the point of use.
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Tiéu chuan da duogc céng bd va ngay cé hiéu luc

Multi-factor authentication on privileged
accessPCI DSS 3.2, requirement 8.3 —
mandatory from 1 February 2018 for all non-
console administrative and all remote access to
the cardholder data environment. Apple then
required two-factor authentication of every
Developer Program account holder from 27
February 2019: “developers with the Account
Holder role in a developer program will need to
enable two-factor authentication to sign in.”

Credential lifecycle and revocationTwitch
requires of every third-party application: “Your
app must validate the OAuth token when it
starts and on an hourly basis thereafter”, and
states that it audits for applications that do
not. Its legacy v5 API was retired outright on 28
February 2022 on a published schedule.

Tiéu chudn kién trdc // Kién trdc Token

Trang web “Steam” API ciing dé cap dén cung
mot cau hoéi nay

A second factor was required to create an API
key from 4 December 2023.Until then a stolen
session cookie was enough, with no prompt on the
account holder's phone and no notification
afterwards. Four years and nine months after
Apple made Valve itself use a second factor merely to
sign in to a developer portal.

No published key-lifecycle record.The 2023
change protected the creation endpoint. No Valve
statement located with it addresses keys already
registered, and no changelog accompanied the
change at all. Whether keys created before it were
invalidated cannot be established from public data —
which is the question a data subject would need
answered to know whether a key created on their
account years earlier is still live.

GitHub Pham vi chi tiét so véi pham vi tong quat (Valve) Steam Trang web API

Valve Cac nha phat trién quan ly phan mém ma ngudén mé trén GitHub hang ngay bang cach st
dung cadc méa théng bdo cé mdc quyén han téi thi€u va chi tiét. Hay so sanh diéu nay véi khda
thong nhat dugc cap cho ngudi chai tai 130M Steam.

GitHub Token chi tiét
Duogc st dung béi Valve trén GitHub

Token c6 mirc db chi tiét cao vai tinh nang cach ly theo pham vi va viéc thuc thi bat budc chu

ky sbng.

Quyén truy cap kho luu tri: Chi cac kho luu trir dugc chon (kho luu trir 1)

Cap quyén: Chi doc [v]

Ma ngudn & Bi mat: Khong cé quyén truy cap [X]

Han st dung: 30 Ngay (TTL bat buéc)

Ghi nhat ky kiém toan: IP, User-Agent va Dau thai gian
Tinh hinh an ninh: Token cé dac quyén toi thi€u gilp han ché thiét hai chi trong pham vi mot

tai nguyén chi doc.
I Valve Steam Ma kich hoat WebAPI
Phat hanh cho ngud¢i dungl30M

Mot chubi ky tu chinh duy nhat dang “32-" (chi c6 hoac khéng cd) quy dinh toan bd quyén giao

dich va qudn ly hang tén kho.

Quyén truy cap tai khoan: TAIl KHOAN PAY DU (Monolithic)

Quan ly giao dich: Doc, Huy, Tl chéi [!]

Pham vi chi tiét: KHONG CO (2026,13da dén mudn)

Han s dung: KHONG BAO GIO (C6 hiéu luc v6 thdi han)

Ghi nhat ky kiém toan: KHONG (Ngusi dung khoéng cé lich st IP nao)

L6 héng bao méat: Chia khda bi danh cdp cho phép chan bi mat tat cd cac dé nghi giao dich di

ra ngoai.
Tiéu chuan dugc ap dung theo mot hudng
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Giad sir mot nha cung cap ma Valve phu thuéc vao — moét nha cung cap dich vu ddm may, mét
don vi x{r ly thanh toan, mot CDN — da dé 10 mot diém cudi xac thuc ma khong cé yéu té xac
thuc tha hai, va vai thang sau, dir li€u ndi bo ctia Valve da bi ro ri thong qua mot khéa dugc tao
ra tai di€m cudi dé. Liéu Valve c6 chap nhan rang 16i thudc vé ngudi da nhap vao lién két dé
khéng? Cac quyét dinh tu choi dugc luu trir trong hé so nay tra [6i cau hoi tuong tu danh cho
nguoi dung: quan diém dugc dua ra la chd tai khodn da tao ra khda dé va phai chiu trach
nhiém vé tén that. Cau tric nay duoc mé ta la su that bai cia nha cung cap é mét khia
canh va trach nhiém cua nguoi dung & khia canh khac. Diéu dé la gi khong phai la moét
cau haéi mang tinh ky thuat, va cling khéng phai la van dé ma cudc diéu tra nay co thé giai
quyét — dé la diéu ma toa an hoac co quan giam sat sé quyét dinh.

Hinh minh hoa, khdong phai bang chimg — tiéu chuan dugc hi€u theo hudng ngugc lai

e MOt nha cung cap dich vu thanh todn da cho phép moét tap Iénh cla bén th ba tao ra théng
tin xac thuc giao dich cé toan quyén truy cap chi dua trén cookie cla trinh duyét, ma khong
c6 bat ky thdong bdo nao gli dén chu tai khoan.

« MOt nha cung cap dich vu xac thuc da bit 16 h6ng ma qua dé cac token cla ho dugc phat
hanh, nhung lai khéng cong bd bat ky théng tin nao vé cac token da dugc phat hanh.

« MOt ngan hang da gidi quyét vu tranh chap vé giao dich chuyén khoan bang cdch xac nhan
rang théng tin dang nhap dugc stir dung da dugc dang ky trén chinh tai khoan cta khach
hang, va da déng ho so khiéu nai.

Khoéng c6 ndi dung nao trong sé nay dugc dua ra nhu mot két luan vé bat ky cong ty cu thé
nao. B la nhitng quyét dinh thiét ké tuong tu, dugc dp dung vao mot boi canh ma phan Ung
cla co quan giam sat da dugc ghi chép day da — va day chinh la sy so sdnh ma co quan quan
ly dugc yéu cau thuc hién.

Nhitng gi hé so da ghi nhan: Cac quy dinh kh6ng c6 trén trang web Steam API la nhiing quy
dinh céng khai, da 16i thoi va, trong mot sé truong hop, 1a nhiing diéu kién Valve ma doanh
nghiép phai tuan thu dé ti€p tuc xuat khdu san pham cla minh. Khoang thoi gian gitra moi tiéu
chuén va su thay déi tuong Ung Steam cé thé do luong dugc va da dugc néu ro & trén. Diéu
ma noé khong lam ro la ly do tai sao. Chua tim thay bat ky ban giai trinh nao cua Valve vé
ly do cla bat ky khoang thoi gian nao trong s6 nay, va é day cling khong dua ra gid dinh nao;
tai liéu dé hién dang dugc luu trir tai Valve va chua dugc céng bé.

Céc ngudn, moi ngudn la mét tai liéu cong khai: OAuth 2.0 — RFC 6749, Thang 10 nam 2012 ~
- Google Cloud — API Tai liéu vé phim ~ - Yéu cau PCI DSS vé viéc xac thuc danh tinh (3.2) 8.3
— Hudng dan tai nquyén ctia PCI SSC ~» - Apple — Yéu cau xac thuc hai yéu té sap dugc ap
dung doéi véi chu tai khodn, 20 thdng 2 nam 2019 ~ da luu trir 2025-05-06 ~ - Twitch — Yéu cau
xac thuc ma théng bdo ~ va Théng bdo nging hoat ddng phién badn v5 ~ da luu trir 2025-01-
27 ~». Cac moc thoi gian clda Steam la nhitng méc dugc ghi trong ban ghi cap nhat & phan nay;
cdc muc 2023 va 2026 la nhitng ban ma Valve da phat hanh ma khéng kém theo ban ghi thay
déi. Truy cap tai 2026-09-22.
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https://datatracker.ietf.org/doc/rfc6749/
https://docs.cloud.google.com/docs/authentication/api-keys
https://listings.pcisecuritystandards.org/pdfs/PCI_DSS_Resource_Guide_(003).pdf
https://developer.apple.com/news/?id=02202019a
https://developer.apple.com/news/?id=02202019a
https://web.archive.org/web/20250506070026/https://developer.apple.com/news/?id=02202019a
https://dev.twitch.tv/docs/authentication/validate-tokens/
https://dev.twitch.tv/docs/authentication/validate-tokens/
https://discuss.dev.twitch.com/t/legacy-twitch-api-v5-i-e-kraken-shutdown-reminder-february-28-2022/36589
https://web.archive.org/web/20250127085635/https://discuss.dev.twitch.com/t/legacy-twitch-api-v5-i-e-kraken-shutdown-reminder-february-28-2022/36589
https://web.archive.org/web/20250127085635/https://discuss.dev.twitch.com/t/legacy-twitch-api-v5-i-e-kraken-shutdown-reminder-february-28-2022/36589

Ban ghi cap nhat riéng cta Valve — da 16i thoi, 18y tlr cdc ngudn cong khai

Ngay Valve thay déi Pa céng bo Piéu gi da Lag: co ché Nguén
chua? khién né déng céng khai - da
cla khac phuc
2026-09-01 Automated Yes Dangerous links — news 2
Suspicious Chat / patterns in
Flagging group chats
2026-01-16 Steamworks Yes Least-privilege — announcement
Web API scopes for 2
granular scopes developer keys
2025-07-15 CS2 Trade Yes Nothing. Nota — FAQ ~
Protection & root-cause
reversal window security fix.
Support-side
account
recovery access
remains
untouched.
Triggering
reversal inflicts
an automatic 30-
day trade
lockout
(Skinvault ~),
while cash-
trading shock
caused a $104M
(-25%) 24h
market cap
plunge
(CSMarketCap
2).1n 2026,
timers became
per-item
(Skin.land ~).
2025-05-14 Account Security Yes Stealer/ — announcement
Announcement session-hijack 2
guidance
2024-10-02 CS2 'The Yes Hold on — announcement
Armory' 7-day trade/market for 2
hold Armory items
2024-09-18 New-device login Yes 2-7 day trade — FAQ ~
trade restriction lock on new
devices
2024-02-14 Profile name & Yes 2-4 h cooldown — post ~
avatar change on trades after
hold rename
2023-12-04 Mobile No changelog Silent cookie- =6 years after dev page 2~
confirmation for only key the 2017-era
API keys registration panels
2023-10-24 SMS MFA for Yes Steamworks — announcement
game build build publishing 2
publications
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https://store.steampowered.com/news/posts/?enddate=1788390000
https://steamcommunity.com/groups/steamworks/announcements/detail/4123547285514022851
https://steamcommunity.com/groups/steamworks/announcements/detail/4123547285514022851
https://skinvault.gg/blog/cs2-trade-protection-explained/
https://csmarketcap.com/blog/market-insights/from-boom-to-bust-cs2s-trade-protection-impact
https://csmarketcap.com/blog/market-insights/from-boom-to-bust-cs2s-trade-protection-impact
https://skin.land/blog/steam-changes-cs2-trade-ban-logic-timing/
https://help.steampowered.com/faqs/view/3041-A87A-E5F6-B6AC
https://steamcommunity.com/ogg/593110/announcements/detail/533224478739530146
https://steamcommunity.com/ogg/593110/announcements/detail/533224478739530146
https://steamcommunity.com/games/CSGO/announcements/detail/4447966961421256740
https://steamcommunity.com/games/CSGO/announcements/detail/4447966961421256740
https://help.steampowered.com/faqs/view/3041-A87A-E5F6-B6AC
https://steamcommunity.com/discussions/forum/1/4202490424033360096/
https://steamcommunity.com/dev/apikey
https://steamcommunity.com/groups/steamworks/announcements/detail/3734103130194459461
https://steamcommunity.com/groups/steamworks/announcements/detail/3734103130194459461

Ngay Valve thay déi Pa cong bo Piéu gi da Lag: co ché Nguén
chua? khién né déng céng khai - da
clia khac phuc
2023-07-12 Custom Yes Phishing links in  — forum ~
biography bios
content warning
2023-01-25 Profile {LINK Yes Links in profile — FAQ ~
REMOVED} & text
cooldown
2022-10-24 Login overhaul & No changelog Infinite stolen — news 2
cookie sessions (IAuthentication
truncation Service token
migration)
2022-10-12 Mobile App 3.0 Yes Session — news ~
QR login deauthorisation
panel
2022-05-10 Trade- No changelog Offer-swap =5 years after issue #325 ~
cancellation (cancel & re- the 2017-era
endpoints send) panels
removed
2020-05-25 Dota 2 7-day Yes Fast item — blog »
trade lock flipping
2018-03-29 CS:GO 7-day Yes Instant bot =20 months blog_~ archived
trade lock laundering after the July 2025-02-26 ~

2016 statement

Nguén: cac bai dang trén Valve cé lién két, cac trang trg gilp va cac van dé trén GitHub, theo ngay thang ghi trén dé. Ba ban
s(ra 16i quan trong da dugc phat hanh ma khéng cé ban ghi thay déi (2022-05, 2022-10, 2023-12) va dugc ngudi dung phat
hién, ch khéng phai do Valve thdong bdo — su bat déi xing dé 1a mot phan cla hé so thuc thi. Su cham tré chi dugc tinh toan
khi chinh ngay thang trong ho sa (thdng 7 2016 tuyén bd; 2017-cac hoi déng Ilra dao thai ky dd) cung cdp di€m khéi dau;
"—" cé nghia la khéng c6 di€m khdi dau nao dugc xac dinh tai day.

Phan A — Ho6 so ky thuat - Muc6é
Trinh mé phéng khai thac va chiém quyén diéu khié€n tuong tac

B6i cadnh va céac gidi han vé nguén

M6 phdng lai quy trinh tir tin nhan Ira dao dén viéc dang ky khda phia mday chu va giao dich
hoan d6i. Trudc khi c6 tinh nang “2023,”, mot khéa Web API dugc dang ky trén tai khodn cé thé
xem danh sach tai san, hiy mot dé nghi giao dich dang chd xt ly va tao mot dé nghi mai, dong
thoi cha tai khodn khong dugc hién thi man hinh xac nhan giao dich cho bat ky hanh dong nao
trong s6 dé. Diéu nay thé hién su thi€u vang nguyén tac “quyén han téi thiéu” (OWASP
A01:2021). Cac méc thai gian trong mo6 phdng nay chi mang tinh minh hoa va khéng phai la s6
liéu do ludng thuc té cla nén tang hién tai.

Hay lan lugt xem lai qua trinh chi€ém quyén diéu khién tai khodn da dugc tai hién. Mdi giai doan
sé hién thi nhiing gi chu tai khoan nhin thdy va, bén canh dé, néi dung tin nhan ma Steam
nhan dugc vao cung thoi di€ém dé. Mei cudc goi trong sé dé déu duoc xac thuc chinh xac.
Khong c6 budc nao trong quy trinh nay khién cho viéc xac thuc ciSteam bi that bai — diéu can
thiét la khéa ma né cap ra khéng dugc gan pham vi nao cd (OWASP A01:2021).

Nhimng gi nguoi choi nhin thay. Nhing gi dang thay déi phia sau d6. TRINH HUONG
DAN TRONG PHAN MEM MO PHONG
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https://steamcommunity.com/discussions/forum/1/3807266184852932971/
https://help.steampowered.com/faqs/view/225C-C51E-B8F0-55B2
https://store.steampowered.com/news/group/4/view/3314112260640237775
https://store.steampowered.com/news/group/4/view/3314112260640237775
https://github.com/DoctorMcKay/node-steam-tradeoffer-manager/issues/325
https://blog.dota2.com/2020/05/trading-cooldown/
https://blog.counter-strike.net/index.php/2018/03/20308/
https://web.archive.org/web/20250226114333/https://blog.counter-strike.net/index.php/2018/03/20308/
https://web.archive.org/web/20250226114333/https://blog.counter-strike.net/index.php/2018/03/20308/

Buéc5/5

Viéc khai thac da hoan tat. Véi suy nghi rang minh sé nhan dugc théng bao trén dién thoai
di dong vé giao dich ban dau, nan nhan da chap thuan giao dich thay thé. Bay la mét hudng
dan diéu tra phap y tich hgp, minh hoa céch viéc thiéu nguyén tac “Quyén truy cap téi thiu”
(OWASP A01:2021) da tao diéu kién cho viéc chiém doat tai sdn tu dong, chi trong vong chua
day mot giay.

01 / MAU MOI TRO CHUYEN M&t ngudi ban nho di bé phiéu Nan nhan nhan dugc mét tin nhan cé
chi&ra mot lién két.

02 / TRANG DANG NHAP MOt céng théng tin giong hét Nan nhan nhap théng tin dang nhap.

03/ QUYEN TRUY CAP Tao trang web im lang API Ké tan cong dang ky mot khéa nha phat trién.
04 / THE swiTcH Giao dich hop phap da duoc thuc hién Bot sao chép sé tao ban sao cla ngudi
nhan muc tiéu.

05 / XAC NHAN Hang gia da duogc phé duyét Da phé duyét dé nghi sai trén thiét bi di dong.
Cung mot budc, nhin tir géc d6 mang Tai tao mau hinh trudc khi c6 hién tugng “2023” - cac
hinh dang goi minh hoa

Nan nhanChéap thuan théng bao trén thiét bi di dong vén dugc du kién cho giao dich ban dau.
Ké tan congNhan cadc mat hang tai tai khoan sao chép.

Steam thayMot giao dich chuyén khoan da dugc chu tai khoan xac nhan trén thiét bi d& dang
ky.

Confirmation genuine — made by the account holder
Recipient the clone bot, not the intended counterparty
The confirmation is authentic. The offer it confirms is not the one the user initiated.

Nhitng dau an con lai: m6t giao dich da dugc nguoi dung chép thuan. D6 chinh la théng tin
ma bd phan Hb6 trg Steam tra clru khi nhan dugc khi€u nai, va cling la ly do khién céc khi€u nai
da dugc luu trir bi déng véi ly do “16i clia ngudi dung”. Cac khi€u nai nay nam trong kho luu trir
cac bién phap thi hanh.

Phan A — H6 so ky thuat - Muc?7
Cac di€m cudi nam phia sau chuoi.

BG6i canh va cac gidi han vé nguén

Pay la cac diém cubi (endpoint) cla trang web Steam APl ma cac tap |énh chiém quyén diéu
khién dugc bdo cdo da sir dung dé chan céac giao dich ma khdng can qua cac budc xac nhan tu
phia trinh duyét.

BAn di€ém cubi da dugc ghi nhan la dd dé hoan thanh toan bd cong viéc. Khong cé diém cudi
nao 1a 16 héng, cling khéng can phai khai thdc — chi can mét khéa hop 1& goi dén chdng la
Steam sé phan héi. Khéa la thi duy nhat ma ké tan céng can phai danh cap.

IEconService / GetTradeOffers / vl THONG KE Y KIEN

Puoc sir dung dé€ theo dbi cac dé nghi giao dich cua tai khoan. Cac tap 1énh lién tuc truy van
di€m cubi nay bang khda API da bi danh cap; di€m cudi nay tra vé thong tin chi tiét vé cac dé
nghi giao dich méi dugc tao, dang cho xur ly hoac da dugc stra déi. Khoang thai gian gilra céc
lan truy van khoéng dugc do luong & day.

Kénh tan céng: Hién thi cdc ma dé nghi giao dich dang cho xi ly va thong tin chi tiét vé ho so
cla ngudi nhan.
IEconService / Hay dé nghi giao dich / vl TUGNG TAC
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https://phishdestroy.io/steam_dossier/vi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/vi/steam_enforcement_evidence.html#support-records

Puoc sir dung dé€ vo hiéu héa mbt cach tu ddng dé nghi giao dich hop |1é clia ngudi dung. Trudc
khi c6 tinh nang “2023", khéng cb co ché xac thuc hai yéu té nao bdo vé khda, do dé6 mot may
chu ty dong cé thé huy bo dé nghi ngay khi phat hién ra, ma khéng can théng bdo cho chu tai
khoan.

Kénh tan céng: Hly giao dich trudc khi chi tai khoan hoan tat xadc nhan qua dién thoai di
dong.

ISteamUser / Lay tom tat ngudi chai / phién ban 2 RECON

Thuc hién truy van dé€ 1ay tén ho6 so, URL hinh anh dai dién va cdp do cta ngudi nhan giao dich
hgp |1&. Diéu nay cho phép tap Iénh diéu chinh mot tai khoan sao chép da chuan bi san sao cho
phu hgp. Khong do ludng thai gian & day.

Kénh tan céng: Cung cap dit liéu can thiét d€ gid mao danh tinh ngudi nhan dy kién.
/dev/ajaxregisterkey SU TAO HOA

Di€m cudi dang ky khoda clia Steam. Trudc day, bat ky phién cookie trinh duyét nao dang hoat
dong (" steamLoginSecure') déu cé thé dang ky khdéa ma khong can xac nhan tir tinh nang Bao
vé Chéng Truy cap Bat hop phap (Steam Guard) trén thiét bi di déng, va cling khong c6 bat ky
thong bdo nao gui dén cha tai khoan.

Kénh tan céng: Thong tin dang nhép cé dinh dugc tao ra bdi mot tap 1énh, ma chu tai khoan
khong hé hay biét.

Phan A — HO6 so ky thuat - Muc 8 - GDPR Bai viét 7
Mot 6 da duoc danh dau. Hanh dong cua ai?

Boi cdnh va céac gidi han vé nguén

Trong b6i cdnh mic hoan trd dang giam, cac phan hoi cta bd phan Hb6 trg Steam dugc luu trit
trong kho luu trir déu khang dinh rang chu tai khoan da tao khda API va, bang cach danh dau
vao 0 chon, da chap nhan cac diéu khoan.

Phan hoi tir bd phéan hé trg cho rang chia khda thudc vé chu tai khoan. Cau héi dat ra la liéu hd
so nay c6 xac dinh dugc ai la ngudi thuc su tao ra né hay khong.

Tuy nhién, trong m6 hinh danh cap khda “API” da dugc ghi nhan, nan nhan chua bao gid nhin
thay hoac truy cap vao trang tao khda API. Trudng dong y dugc gui di bai mot tap 1énh thuc thi
yéu cau POST khéng hién thi giao dién nguoi dung (headless) bang cookie phién da bi danh
cap.

Theo Diéu 7 va Diéu 4 (11) cta Quy dinh Bao vé D{t liéu Chung (GDPR), su dong y phai la su
thé hién y chi mot cach tu nguyén, cu thé, cé hi€u biét va ré rang ctia chu thé dir liéu. Quan
diém cla cac tac gia la: truong chap nhan diéu khodn dugc gli bdi mét tap I1énh dbc hai st
dung cookie bi ddnh cap, ma khong hién thi trang web nao cho chu tai khoan, khdng thé dap
(ng dinh nghia dé. Viéc liéu trudng hgp nay c6 dap (ng dinh nghia hay khong la thudc tham
guyén cla cd quan giam sat.

Phan tich tai trong phap y: Bang ky khéa

BAI DANG https://steamcommunity.com/dev/ajaxregisterkey

// D{t liéu yéu cau (dugc chén vao thong qua tap Iénh chiém quyén diéu khién)

{

"chap nhéan cac diéu khoan": "dong y", <-- dugc nhap ty dong, khdong cé su can thiép cua
con ngudi

"mién": "localhost", « chua dugc xac thuc — chap nhan moi gié tri, k€ ca localhost
"sessionid": "8f0d8ef763ab2140bf89de2a"

}
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Cau hdi danh cho co quan giam sat: trong truong hgp chi tai khodn chua bao gio nhap vao
0 dong y, liéu viéc chdp nhan cac diéu khoan dugc ghi nhan doi véi tai khoan dé cé dap ung
yéu cau tai Diéu 7 vé viéc thé hién y chi ctia cha thé dir liéu mét cach tu nguyén, cu thé, cé
hi€u biét va ré rang hay khoéng, va liéu B6 phan HO trg cla Steam c6 thé dua vao do dé tu choi
mot yéu cau bodi thuong hay khong.

Nguoén: hinh dang yéu cau clha khéa dang ky dugc tai tao tur di€m cudi céng khai va tir cac béo
cdo vé hanh vi chiém quyén diéu khién duogc luu gilr trong kho luu trir chiing c& (Phién ban cé
thé tim ki€m cla 2026-09-17) - M& dinh danh phién dugc hién thi chi la m6t ky hiéu tam thai,
khéng phai la gid tri da dugc ghi lai.

Kham nghiém ta thi phap y - Vecto thay thé thuong mai

Cach "Valve" cuéi cung da vé hiéu héa "thay thé thuong mai" — Va tai sao "7" lai
phai mat nhiéu nam dé tim cdach giai quyét tam thoi

Trong gan moét thap ky qua, "Thay thé giao dich chu chét trong 'API'" (hay "Chiéu lura
dao MitM trong 'API'") da la m6 hinh danh cap tai khoan sinh 10i nhat trén Steam, chiém
doat hang tram triéu dé la dudgi dang skin t&r nhitng nguai chai khéng hay biét. Valve da khéng
loai bo 16 h6ng nay bang céch khac phuc kién trac dé bi tan céng cla API; thay vao do, Valve
da danh bay nam dé xay dung bén 16p rao can giao dich trén toan nén tang, khién thanh khoan
giao dich trong céng dong bi suy gidam nghiém trong trong khi nguyén nhan géc ré van chua
dugc gidi quyét.

1. Cai Chét clia Su Bat Chuéc

Thoi gian hoi chiéu cua Avatar va Tén (2024 thang 2)

L6 héng nay doi hoi kha nang bat chudc trong vong chua day mot gidy: bot Itra ddo da chan
mot giao dich dang dugc gli di, sau dé trich xuat hinh dai dién va tén cGa nguodi nhan théng
qua ISteamUser, va da sao chép ho so doé trong 200ms. Vao ngay 14 thang 2 nam 2024, Valve da
am tham ap dung moét quy dinh bat budc 2-Pén4: Thoi gian hoi chiéu giao dich (Loi 34)
ngay sau khi thay daéi tén tai khodn hoac anh dai dién. Bot sé khéng con c6 thé sao chép nguoi
nhan ngay lap tic ma khoéng bi khéa khdi giao dich.

2. Cai chét kinh té

7-Ngay dao chiéu giao dich CS2 (2025 thang 7)

Valve dugc dua ra mét cach don phuong Su dao chiéu trong giao dich déi véi cac vat pham
trong Counter-Strike. B4t ky skin nao dugc trao déi déu dugc gan nhan "Bao vé giao dich" trong
vong bdy ngay. Néu nan nhan phat hién ra viéc thay thé&, ho chi can nhap vao "Huay giao dich"
trong phan Hb6 trg clia Steam, va skin sé ngay lap tic dugc tra lai vao kho d6 ctiia ho déng thoi
khéa tai khoan ngudi nhan. Do co ché khda giao dich trong vong 7-ngay ngan chan ké lra ddo
chuyén vat pham sang trang web rat tién, hanh vi trdm cap nay tréd nén vo loi.

3. Céi chét cua “Chia khéa im lang”
Théng bao day bat budc trén thiét bi di ddng danh cho cac nha phat trién ing dung (API)
(2023 thang 12)

Trudc day, viéc danh cap cookie phién da cho phép céc tap 1énh doc hai thuc hién mot yéu cau
POST nén khong hién thi giao dién ngudi dung tGi /dev/ajaxregisterkey ma khong théng béo cho
nan nhan. Vao ngay 4 thang 12 nam 2023, Valve, Google da yéu cau phai c6 xac nhan day ro
rang trén (ng dung di déng Steam dé tao khéa Web API, qua dé loai bd viéc cap phat khda
ngam trong nén.

4. Canh bdo trong irng dung di dong
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Biéu ngir vé thoi gian hoat dong va tén tai khoan (2022-2024)

Valve da cai ti€n clra s6 xac nhan trén thiét bi di ddong dé€ hién thi thong tin vé doi tac giao dich
Steam Thoi gian st dung tai khoan (ngay tao), mic do “Steam” va mot cdnh bdo mau hé
phach ré rang: "Nguoi dung nay vira thay déi tén hé so cua minh”, phé v ao giac thi giadc doi
v@i nhitng nan nhan tinh y.

Ba 16 héng trong ban vé cliaValve: Tai sao nhiing ké Itra dao chi don gian la chuyén sang cac
muc tiéu khac

1. Ké hé vé viéc loai tru troé choi (Dota2va TF2)

Céac chién thuat ddo chiéu giao dich chi dugc dp dung riéng cho Counter-Strike 2. Cac vat
pham trong Dota 2 va Team Fortress 2 van hoan toan khéng duoc bao vé do su phuc
tap trong qua trinh ché tao va lap da. Cac vat pham cap cao tri gid hang nghin d6 la (Méc Méng
Rong, Golden Baby Roshans, Lira Chay Bat Thuong trong TF2) khéng c6 thai han hoan tra.
Nhiing ké Ilra ddo chi can chuyén hudng co ché chan ty déng cldia APl sang cac trang web giao
dich Dota 2 va TF2, noi bé phan ho trg Steam thuc thi nghiém ngat chinh sach “khéng khoi
phuc vat pham” tai 2016.

2. Kho "Zombie Key" (Khéng hét han)

Trong khi Valve da tich hgp tinh nang thong bao day trén thiét bi di dong 2FA dé tao ra mdi chia
khéa vao thang 12 2023, Valve khéng bao gio thu hoi, hét han hoac x6a cac khéa API
hién c6 tu hé théng cii. Hang triéu tai khoan dang hoat dong da tao khda (hoac cé khoéa
dugc tao ngam bédi cac cubc tadn céng Ira ddo/phan mém ddc hai trudc ngay 2023 thang 12)
van con luu gilr théng tin dang nhap hop 1é v6i khéng cé théi han hét hiéu luc (khéng cé
TTL) va khong cé thaoi gian cho do khong hoat dong. Cac tac nhan de doa duy tri cac co
sa dir liéu lich sir khéng 16 chira cac khda c6 dinh nay va ti€p tuc thuc hién céc yéu cau tra clu
IEconService khdng bi xdo tron.

3. Hinh phat danh cho nan nhan: 30-- Tam ngung giao dich trong ngay

Ngay ca trong CS2, tinh nang “Valve” van ap dung hinh phat déi véi ngudi chai bi Itra: viéc
nhép vao “Reverse Trade” trong phan H6é trg clia Steam sé tu dong gay ra mot Bat budc phai
thuc hién giao dich trong ngay theo phuong phap “30-” va Iénh cam giao dich trén
Thi truong Céng dong doéi véi tai khoan cua nan nhan. Valve dp dung hinh thic cam st
dung nén tang trong moét thang déi véi ngudi dung nham ran de cac hanh vi hay giao dich “v6
cG”, qua doé ngan chan cac bén bi dnh huéng hdy cac giao dich lién quan dén cac mat hang
thanh khodn cé gia tri thap.

Vu bé boi quy dinh c6t 16i: Bay nam tim cach lach luat so véi pham vi “API” duy nhat

Tai sao Valve lai danh bdy nam dé phat minh ra cac co ché khéa giao dich, thai gian cho tai
khoan va khda giao dich cé thé dao ngugc — gay xao trén toan bd nén kinh té trong game va
lam sut giam $104M v6n héa thi truong — thay vi dp dung giadi phap tiéu chuan cta nganh?

Nhu da dugc chirng minh qua ban phat hanh chinh thic trén Steamworks cla tua game
“Valve” tai 16 vao ngay 2026 (Thong bao) #493839547938902179 ~), Valve da dugc xay dung
san Cac nhém quyén truy cap chi tiét (Chung, Giao dich nho, Kinh té, Dit liéu ban
hang) va Danh sach trang IP d6i vGi cac khda nha xuat ban danh cho doanh nghiép. Valve
da c6 san gidi phap ky thuat nay tr nhiéu nam nay. Chi can mét 6 chon danh cho ngudi dung
—"Ngan chan khda Web API nay truy cap vao IEconService (Quan ly giao dich)" hoac mét danh
sach trang dia chi IP gia dinh — 1& ra da cé thé loai bé hoan toan vu lira ddo thay thé giao dich
trong 2018 ma khong gay ra bat ky thiét hai kinh té phu nao. Valve da tu chéi cung cap cho
ngudi choi thong thuong su bdo vé ma ho da thiét ké danh riéng cho cac déi tac doanh nghiép.

Phan B — Cac quy dinh va ho so thuc thi - Muc 9
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Bd quy tac cua ho. Cac nén tang da duoc ghi lai.

Boi cadnh va céac gidi han vé nguén

S6 cai nay anh xa cac diéu khoan cu thé tir Steam Théa thuan ngucdi dang ky (SSA) va
Steam Hanh vi truc tuyén (SOC) cac huéng dan nham truc ti€p vao cac thuc thé thuong
mai dang hoat dong va cé quy mo 16n.

Quy tac: khong stir dung cho muc dich thuong mai, khéng ca cugc, khéng st dung bot — va bd
phan HO trg clia Steam thuong vién dan cac diéu khoan nay khi tir chdéi tra lai d6 dac cho nan
nhan. Ban ghi: Nhin bé ngoai, cac diéu khoan nay ap dung cho cac nén tdng thuong mai trong
danh muc nay, von hoat déng dua trén cac tai khoan Steam, cac bot Steam va céac giao dich
chuyén tién Steam. Piéu khoan nay duoc ap dung déi véi nguoi da lam mat sé da dé,
cht khéng phai - theo bat ky hé so cong khai nao - ddi véi cac doanh nghiép van
chuyén sé da dé.

Trong cac khi€u nai da dugc luu trit, bd phan hé trg ciia Steam da trich dan "Khéng dugc si
dung cho muc dich thuong mai" va "Khong st dung tu déng hoéa/bot" cac diéu khodn khi tir choi
hoan tra tai sdn cho nan nhan cta hanh vi Itra dao lién quan dén khda API. Cac diéu khoan nay,
vé mat nguyén tac, cling dp dung cho cac nén tang thuang mai dugc ghi nhan trong hé so nay,
von xac thuc théng qua Steam OpenlD va chuyén giao tai san qua cac tai khoan tu dong
Steam. Khong c6 udc tinh vé doanh thu trén toan thi trudng dugc dua ra tai day (xem thong ké
thuc thi dudi day). H6 so chi cho thay quy tac dugc ap dung déi véi cac tai khoan ca nhan trong
cac vu viéc da luu trir va khéng c6 ho so thuc thi dugc cong bé theo tirng nha diéu hanh déi véi
cac nén tang. Su bat doi xiing dé chinh la ndi dung dugc ghi chép trong phan nay.

Cau hoi trong tam / viéc thi hanh phap luat cé chon loc Quy tac » Quy mé - Trach nhiém giai
trinh

Mét bd quy tac. Viéc thi hanh khéng céng bang.

S6 dang ky cho thay céc dich vu thuang mai st dung danh tinh, kho dir liéu, bot va cac giao
dich chuyén nhugng trén Steam lam co sé ha tang hoat déng. SSA cdm khai thac thuong mai
va tu dong hdéa ma khong cé su cho phép. Cac khiéu nai da duoc luu trir cho thay quy dinh nay
dugc &p dung doi véi cac tai khoan cé nhan, trong khi ho so coéng khai khong thé hién mot ban
ghi tuong Ung theo tirng nha diéu hanh cho cac nén tang dugc ghi nhan tai day. Hay céng bo
quy dinh, bang chiing va quyét dinh xt ly d6i véi ting trudng hop.

189 céac trang web nam trong pham vi ki€m toan

44 Céc tuyén duong thudc mién riéng biét trong danh sach truc tuyén — 27 kém theo tép bang
chiing da dugc cong bo, 17 dugc thu thap thd cong. Chi riéng cudc kiém tra trinh duyét trén
trang web 189-da khac phuc dugc 25 trong s6 do; danh sach nay bé sung thém cac tuyén
dudng dugc thu thap thd céng.

12 Nam 6 thang csgogem.com bi chan trong B loc lién két; api.csgem.com da dang ky tai 2014-
03-08 va chua ting bi chdan — mot trong nhirng cap nhu 26 tinh dén thoi diém 2026-09-22
Khéng cé tong sé da dugc xac minh khéng bao gém udc tinh doanh thu trén toan thj
trudng

Steam Hanh vi truc tuyén

"...you shall not do, or attempt to do, any of the following on Steam: [...] Engage in
commercial activity. Examples of such prohibited behavior include: posting
advertisements; running contests; gambling; buying or selling Steam accounts; selling
content, gift cards, or other items; and begging."

store.steampowered.com/hanh vi truc tuyén ~ da luu trir 2026-09-21 ~
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Diéu 2.G cula Luat An sinh Xa héi (S§SA) — Muc dich thuong mai

"...[you may not] exploit the Content and Services or any of its parts for any commercial
purpose, except as expressly permitted elsewhere in this Agreement..."

Nhu d& dua tin, cdc théng bdo trén trang 2016 clda Valve da vién dan gidy phép sir dung cé
nhéan, phi thuong mai. Chua c6 nha khai thac nao cong khai xuat trinh gidy phép theo Diéu
Valve. store.steampowered.com/thda thuan ngudi dang ky ~ da luu trir 2026-09-18 ~

Steam Diéu khoan s dung trang web API

"You may not use the Steam Web API or Steam Data in any way that violates the Steam
Subscriber Agreement."

Céac nén tang giao dich giao dién cta bén th( ba hoat ddng théng qua céac tai khodn ty dong
truy cap vao dia chi Steam API. Noi dung quy dinh khéng c6 ngoai |1& nao déi véi hoat dong quy
mo thuong mai. steamcommunity.com/dev/apiterms » da luu trit 2026-09-21 ~

Diéu 4.C cta B0 luat An sinh Xa hoi (SSA)

Tu dong héa
Céc tap lénh, bot va cac hinh thic tuong tac khong phai do con nguoi thuc hién déu bi han ché.
Sé cai ghi lai cac giao dich bang bot, cac mang Iuéi tai khoan o va viéc dinh tuyén ty dong &
guy md thuong mai.

Kiém tra 153 céc hd so duoc gan thé theo diéu khodn nay ~

No6i dung dugc ghi nhan theo diéu khoan nay la gi 153 cac nén tang duoc gan thé

e MG ho solb

o Skin Casinol3

« Thi trudng CS29

e Roulette da8

o csgoempire.com—>csgoempirelogin4.com50ng baC

e rollbit.com—rbsnin.comSong bac tién dién tu

e 500.casino—fivezerozero.coSONg bac duoc cap phép
Trong s6 dé, 153 cling dugc gan thé theo Piéu 2.G cla Pao luat An sinh Xa hoi (SSA) va 2 ciing
dugc gan thé theo Diéu 1.C clia SSA — cac dich vu nay thuéc pham vi ap dung cla nhiéu diéu
khoan, dé la ly do tai sao cac vi du dugc lap lai.
28 cla 153 da duoc ghi nhan dang xac thuc thong qua mot tén mién riéng cé thé dang ky. Mot
thé ghi lai mot Ian quan sat c6 ghi ngay thang, khién nén tdng nay rdé rang thudéc pham vi diéu
khodn; day khoéng phai la moét vi pham da dugc xét xt&, va chua cé gidy phép nao tir Valve dugc
xuat trinh cho bat ky truong hgp nao trong sé do.

Diéu 2.G cua B6 luat An sinh Xa hoi (SSA)

Su dung cho muc dich thuong mai

Viéc khai thac thuong mai phai cé su cho phép ré rang. Hay so sanh cac mé hinh kinh doanh da
dugc ghi nhan, quy mo cta ching cling nhu bat ky thong tin nao da dugc céng bd lién quan
dén viéc cap phép hoac thuc thi.

Ki€m tra 175 cac h6 so dugc gan thé theo diéu khodn nay ~

No6i dung dugc ghi nhan theo diéu khoan nay la gi 175 cac nén tang duoc gan thé

« M3 ho sol5

PHISHDESTROY / VI - CCO 1.0 34 /107


https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://steamcommunity.com/dev/apiterms
https://web.archive.org/web/20260921022210/https://steamcommunity.com/dev/apiterms

» Skin Casinol3

e Thj truong CS29

» Roulette da8

o csgoempire.com—>csgoempirelogin4.comSO‘ﬂg baC

e rollbit.com—rbsnin.comSong bac tién dién tu

e 500.casino—fivezerozero.coSONg bac duoc cap phép
Trong s6 dé, 153 cling dugc gan thé theo Diéu 4.C cla DPao luat An sinh Xa hoi (SSA) va 24
cling dugc gan thé theo Piéu 1.C cla SSA — céc dich vu nay thuéc pham vi dp dung cla nhiéu
diéu khoan, dé la ly do tai sao cac vi du dugc lap lai.
28 cla 175 da dugc ghi nhan dang xac thuc thong qua mot tén mién riéng cé thé dang ky. Mot
thé ghi lai mot quan sat cé ghi ngay thang, khién nén tdng nay ré rang thuéc pham vi diéu
khoan; day khéng phai la mot vi pham da dugc xét xir, va chua c6 gidy phép nao tlir Valve dugc
xuat trinh cho bat ky trudng hop nao trong sé dé.

Diéu 3.A cla B0 luat An sinh X& hoi (SSA)

VPN va an vi tri

Viéc che giau dia chi IP thong qua may cha proxy cé thé dan dén viéc cham dat dich vu. Céc
may chu xac thuc thudc cdc mién riéng biét can dugc phan tich riéng biét: xac dinh ro doi
tuong nao dang bi che gidu va quy tac nao dugc ap dung.

Ki€ém tra bang chirng may chu xac thuc ~

Steam Trg gilp / Chinh sach vé URL

Che giau lién két

Steam cam s dung cac céng cu rut gon lién két va cac cong cu lam mo dich dén cla lién két.
Mot mién xac thuc riéng biét — rbsnin.com trong quy trinh dang nhap cda Rollbit, auth.dota. trade
trong CS.MONEY — dat ra cau héi tuong tu la liéu dia chi dich dugc hién thi cho trinh xac thuc
OpenlID cua Steam cé xac dinh dugc trang web dang hoat déng hay khdng.

Chinh sach URL cua Valve ~

Tham chiéu quy tac: Steam Théda thuan ngudi dang ky, ban stra d6i 10 thadng 9 nam 2026 da
luu trit 2026-09-18 ~ - Steam Diéu khoan st dung trang web API da luu trir 2026-09-21 ~ -
Steam Chinh sdch URL (che gidu lién két). Cac con sé nay phan anh so lugng ho so va thé trong
tap ho so nay; ching khéng phai la sé lugng cac vi pham da dugc xu ly.

Su thiéu tin tudng

Khi bd phén ho trog déng hé so, ai sé xem xét lai quyét dinh dé6?

Céc khiéu nai dugc luu gilr mé ta cac bién phap trimng phat vinh vién, cac khi€u nai khéng dugc
gidi quyét va viéc tir chéi trd lai cac vat pham bi danh cap. Hay déi chiéu cac bdo cdo dé vai
lich str vé thuc té, cac bién phap khac phuc hién cé va nhat ky truy cap tai khoan. Mot 16i gidi
thich chung chung vé Ilra dao qua email khong thé xac dinh dugc ai la nguodi da thuc hién viéc
dat lai mat khdu hoac tao khoa API.

Doc céc khi€u nai da dugc ghi nhan ~ Yéu cau cac ho so lién quan - Bi€u dé moi quan hé cla
ngudi diéu hanh -

Phan B — Cac quy dinh va hoé sa thuc thi - Muc 10
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M6t quy tac tu déng héa APIL. Mét quy tac cam tu déng héa.

Boi cadnh va céac gidi han vé nguén

Cau hdi ma phan nay dat ra la lam thé nao d€ dung hoa hai van dé nay: nhitng hinh thic st
dung nao cla “API” dugc phép, do ai cho phép, va dua trén nhimng tiéu chi cdng bé nao. O day
khéng c6 udc tinh nao vé so luong ngudi dung thuong mai dugc phép cda “API”, va viéc thiéu
danh sach cbéng bé cling khéng ngu y con s6 nao — chinh su vang mat dé mdéi la két luén, cha
khong phai con s6 an sau nd. Céc tin nhan hd trg tir Steam duoc trich dan & trén da duoc du én
ArchiSteamFarm sao chép lai trong phan Cau héi thudng gap (FAQ) cla riéng minh (da dugc
xac minh nguyén van tai 2026-09-22); day khoéng phai la cdc an pham cua Valve, va cac tai
khoan ma céc tin nhan nay dugc gui dén cling khdong dugc xac dinh.

Quy dinh (Piéu 4.C cua SSA): Khéng st dung tap Iénh, bot hay cac hé théng khdong do con
nguoi diéu khién trén Steam. Ban ghi: Valve cung cdp moét dich vu REST khéng giao dién nguoi
dung (API) véi muc dich duy nhat la tu dong hda gilta cdc may chu, va trao quyén truy cap cho
bat ky tai khoan nao. Ngudi dung sé bi cam néu st dung cac céng cu tu déng héa; giao
dién tu dong héa la san pham riéng cua Valve. Danh sach cadc muc dich thuong mai nao
dugc phép str dung van chua bao gio dugc cong ba.

Lam tudng vé “nha phat trién tro choi”

Steamworks SDK (Phién ban chinh thtrc)

Puoc cac studio game chinh théng s dung dé tich hop cac thanh tich, tinh nang ghép tran va
bang xép hang vao (ng dung khach game cla ho. Yéu cau qua trinh tich hop phtc tap bang
C++ va thu tuc dang ky doi tac chinh thiec.

Steam Trang web API (The Loophole)

Mot kién tric JSON/REST khdng cé phan dau (headless) dugc thiét ké danh cho cadc may cha
web bén ngoai. Trong md hinh “hijack” dugc ghi chép tai day, kién tric nay dugc st dung dé
doc danh sach hang ton kho va thao tac cac giao dich ngang hang tlr cdc may cha tur xa; cac
muc dich s&r dung hgp phép ctia né khéng dugc liét ké trong tai liéu nay.

Chia khéa nay danh cho ai? Mot nguoi dung théng thudng cdia Steam khong can dén khda Web
API ngay trong Ung dung; trang khéa nay nam dudi mét URL danh cho nha phat trién va muc
dich dugc ghi rdé ctia né la dé truy cap tir bén ngoai, & phia may cha. Cac khiéu nai vé viéc
chiém quyén diéu khién da duoc luu trir md td nhirng nan nhan khong biét dén su ton tai cla
trang nay cho dén khi moét khéa da dugc dang ky trén tai khoan cua ho.

Mau thuan trong tu déng hoéa

Diéu 4.C cla Luat An sinh Xa hoi (SSA) quy dinh nhu sau: "Ban khéng dugc sir dung bat ky hinh
thic kich ban, bot, macro hoac cac hé théng khac khéng do con ngudi diéu khién (‘Tu déng
héa') dé tuong tac véi Noi dung va Dich vu trén Steam dudi bat ky hinh thic nao." Tuy nhién,
cac di€m cubi Web API (nhu cancelTradeoffer) khong yéu cau giao dién nguoi dung (Ul) va khéng
can ma xac thuc (captcha), dong thoi hoan toan bo qua client ctia Giao thirc M& hda Tuong tac
(Steam). Giao thic Giao ti€p Ngudn mé (API) dugc thiét ké dé tu ddng hda gilra cdc may chu;
quy tac nay cdm nguoi dung thuc hién ty dong hda; ranh gidi gitra hai truéng hgp nay khéng
dugc cong bo.

Vi tri phia may chu trong quy trinh giao dich

Khéa Web APl cho phép mét mday chu cla bén th& ba thuc hién cac giao dich cua tai khoan ma
khong can dén Gng dung khach Steam. Trong mo hinh “chiém quyén diéu khién”, may chu dé
nam gilta cha tai khodn va may chu giao dich.

« - Khdng c6 man hinh xac nhan giao dich nao dugc hién thi cho cac thao tac cta khoa.

PHISHDESTROY / VI - CCO 1.0 36 /107



o - Cho phép thuc hién truy van nén (GetTradeOffers).
o - HUy va phat hanh lai cac uu dai ma khong can su tuong tac cla nguodi dung.

Valve da xay dung giao dién nay, cdm nguoi dung st dung céc céng cu tu déng hda trong cac
quy tac cta minh va chua céng bd bat ky tiéu chi nao vé nhiing hinh thic sir dung thuong mai
nao dugc phép.

Phan B — Cac quy dinh va ho so thuyc thi - Muc 11
Mudi ngay duoc yéu cau. Mudi nam dé giai trinh.

Boi canh va cac gidi han vé ngudn

Vao ngay 20 thang 7 nam 2016, c6 van phap ly cla Valve da dat ra thoi han 10-ngay cho céac
nha diéu hanh cd bac. Mugi nam sau (tinh dén thoi di€m chup anh hé so, 2026-09-21), it nhat
mot nén tdng dugc néu tén trong cac bdo cdo béo chi vé thong bdo dé, CSGOFast, van dang
hoat dong v6i mot may cha xac thuc trén tén mién riéng. N6i dung van ban duogc tai tao dudi
day dua trén cac bao cdo bado chi tai 21 thang 7 nam 2016; ban tdi tao nay khong phai la ban
quét. H6 so thi hanh ma thong bdo nay dé cap dén van chua dugc cdng bé. Thu ngd gt dén Uy
ban la Phan 2.

Hay doc thong bdo “2016” thadng 7 dugc dang bén canh cac quan sat sau day. Yéu cau con ton
dong la ho so thuc thi doi véi tiing nha khai thac.

Mot tuan trudc dé — 13 thang 7 nam 2016, trudc cong ching

Vao ngay 13 Thdng 7 nam 2016 da luu trir 2026-09-21 ~, Valve da mo ta cach cac trang web
cO bac s dung Steam: OpenlID dé xac thuc tai khoan va tao tai khodn ty dong cho hoat dong
giao dich. Valve khang dinh rang viéc s& dung céc co ché nay dé van hanh hoat dong kinh
doanh c& bac d& vi pham API va céc thda thuan nguoi dung cta ho. Ca phan mé ta co ché
1an quy dinh cam déu cé trong tuyén bé cé ghi ngay thang cua chinh “Valve”. Trén
trang 2026-09-21, cdc may cha xac thuc trén mién riéng biét dugc kiém tra khong béo cédo bat
ky truong hop chan nao tur bé loc lién két (Link Filter), va trang Valve cling chua c6ng b6 bat ky
ban ghi thuc thi nao theo ting nha mang.

PHU LUC A / THANG 7 NAM 2016 TAI TAO BO CHU

CONG TY VALVE
Bellevue, bang Washington

NGAY: Thang 7 ndm 2016 (theo bdo chi 21 Thang 7 nam 2016)

TU: Karl Quackenbush, Téng c6 van phéap ly

Tra 10i: Yéu cau nglng va cham ddt — viéc st dung tai khoan Steam vao muc dich thuong mai
LUV Y: Ban tai tao tr van ban dugc bdo cdo; khéng phai ban quét

"Chung toi dugc biét rang quy vi dang van hanh mot trong nhiing trang web c& bac dugc liét ké
dudi day. Quy vi dang st dung cac tai khoan Steam dé tién hanh hoat ddng kinh doanh nay.
Theo Thoéa thudn nguoi dang ky cdia Steam, céc dich vu Steam va Steam chi duoc cap phép cho
muc dich sir dung cé nhan, phi thuong mai."

"Quy Vi can ngay lap tdc nglrng va cham dut viéc tiép tuc st dung cac tai khodn Steam cua
minh cho bat ky muc dich thuong mai nao. Néu quy vi khdong tuan thu yéu cau nay, trong vong
mudi (10) ngay, Valve sé dp dung moi bién phép khac phuc cé thé, bao gbm nhung khéng gidi
han & viéc cham dat cac tai khoan cta ban."

Tai lap ho so - tham khdo hé so goc
Karl Quackenbush
Giam doc Phap ché, Cong tyValve
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GHI CHU BEN LE / BAI XUAT BAN
Muoi ngay. Vay thi sao?
Thoi han da dugc quy dinh rd rang. Viéc thuc hién cla cdéng ching cling can phai nhu vay.

Quan diém da duoc cdng bd cua Valve vé “2016” »

Luu y vé thai han +
TRUYEN CHAM BIEM / KHONG PHAI LA THU TUONG TAC CUA VALVE
Thua han chét,

Ban dugc cho mudi ngay. Khéng hi€u sao, lich lai [a th& duy nhat van hoat déng binh thuong.

Xin vui long chuyén tiép bat ky phan héi nao vao ho so céng khai.

Dong thoi gian Thang 7 nam 2016 - Thang 9 nam 2026
Han chét trong thong bao:
10 Ngay
Thang 7 nam 2016
Thoi gian da tréi qua k€ tu khi cé thong béo:
3,715 Ngay
S6 liéu da dugc diéu chinh tir 20 (ngay 2016 thang 7) sang ban chup nhanh ho so tai 21 (ngay
2026, thang 9) - day khdéng phai la so liéu thoi gian thuc
H6 so thi hanh da dugc cong bé:
Khong cé
Khong tim thay théng tin chi tiét vé cac truong hop ngat két néi hoac chan theo tirng nha mang
<« Ngay thit0-10 — thai han, dé ma réng quy md Ngay thi 3715 — anh chup nhanh p

1. 20 2016 thdng 7Pa ban hanh Iénh bat giir c6 théi han 10 ngay Ngay thi 0

2. 17 2024 thang 2Cac nghia vu theo DSA duoc ap dung Ngay thu 2,768

3. 25 2026 thdng 2€Céng bé don khi€u nai cua Téng chuéng ly bang New York Ngay

thua3,507

4,21 2026 thdng 9Téng quan vé hé so Ngay tht' 3715
Muoi nam sau, CSGOFast — dugc dé cap trong cac bdo céo truyén thong vé cac théng bao
cla Nhém Cong tac vé Bao mat Mang (2016) — hién dang hoat déng: csgofast.com da tra vé
thong bdo chan tir BO loc Lién két (Link Filter) doi véi 2026-09-19 va 2026-09-21,, trong khi
mdy chu xac thuc clia né steam-login.authtofast.com (dd dang ky 2026-06-30) thi khéng.
Ban ghi day du va cé ghi ngay thang vé cac thay d6i bdo mat clda Valve: Dong thdi gian vé an
ninh - - H6 so cha Washington va tiéu chuan thi hanh: dugi day

Theo hé so ghi nhén: Thong bdo cia Nhém Coéng tac vé Tén mién (2016) da dat thoi han la
ngay 10-; Valve da van hanh mot danh sach tén mién (Link Filter) va nhan duogc cac tén may
chu xéac thuc trong cac yéu cau OpenlD cula riéng minh; chua cé ban ghi thuc thi nao danh
riéng cho ting nha diéu hanh dugc cong bé. Cac bdo cdo tir cdng dong mo ta moét hanh dong
2018 nham vao mot nén tang thuang mai dién ti (Skinjar), nhung nhirng bdo cdo nay chua
dugc xac minh va khong dugc sir dung lam co sé trong bai viét nay.

CSGOFAST / LOI XAC THUC PA LUU

Hay tuan theo may chu tra vé da duoc chi dinh.

Cac lién két ban ghi 16 trinh da Iuu csgofast.com d€N steam-login.authtofast.com. T€nN May chu riéng
biét nay duogc truyén trong yéu cau OpenlD cla Steam. Diéu nay cung cdp cho cac nha diéu tra
mot dia chi cu thé dé doi chiéu véi cac ban ghi vé viéc loc va thuc thi cta Valve.
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Kiém tra |6 trinh CSGOFast va ngudn gdc clia nd 2 - So sadnh két qua clia bd loc lién két da luu
trén Steam ~

HO SO CONG KHAI / WASHINGTON - 2016 - 2026

Hai thoi han. Mét tiéu chuan thi hanh van chua dugc lam ré.
20 THANG 7

Valve cung cap cho cac trang web ca cuoc 10 ngay

Yéu cau tlr phia luat su clia cong ty nay da cadnh bdo rang viéc ti€p tuc sir dung céac tai khoan
Steam vao muc dich thuong mai cé thé dan dén viéc cham dut tai khoan.

27 SEP

Washington gay ap luc Ién Valve

Uy ban C& bac cla bang d& yéu cau cung cap bang chiing vé cac bién phap nham ngén chan
viéc chuyén nhuong “skin” d€ danh bac va dat han choét trd 16i vao ngay 14 thang 10.

17 OCT

Valve bac bé cdo buéc

Valve da tra |6i sau thoi han quy dinh, bac bé cdo budc rang ho tao diéu kién cho hoat déng co
bac, cho biét da vo hiéu hda cac tai khoan lién quan va khang dinh khéng muén ngiing hoat
déng giao dich cling nhu dich vu OpenlD déi véi tat cd ngudi dung. it nhat mot nén tdng dugc
néu tén trong cac bdo cdo truyén thong vé cac thdong bao thadng 7 (CSGOFast) van dang hoat
dong mot thap ky sau dé. Ca hai su kién nay chi cé thé ding néu nha diéu hanh da thay thé
cac tai khoan bi v6 hiéu hda; hé so chimng minh diéu nay van chua dugc céng bd. WSGC nén
yéu cau Valve lam ré mau thuan gilra hai théng tin nay.

2026

Cac tuyén duong duoc ghi nhan vao thang 9 nam 2026

S6 dang ky tuyén dudng ghi lai cdc nén tang 44 xac thuc thdng qua cadc may chd xac thuc
thudc cadc mién riéng biét, bao gobm CSGOFast, bang cach sir dung OpenlD va céc co ché giao
dich Valve dugc m6 ta tai 2016.. Ban ghi thuc thi nham chi ra nhitng nha khai thac nao da bi
ngat két ndi van chua dugc 1ap.

BAN TOM TAT CUA UY BAN - 30 THANG 1 NAM 2018

Muoi tam thang sau khi Céng ty Dich vu Buu chinh va Vién théng (Valve) gui phan héi, co
quan quan ly van coi dé la mét y dinh.

Trong budi lam viéc véi co quan lap phap cla bang tai phién diéu tran céng khai vé Du luat HB
2881, Uy ban da tém tat tuyén bd ngay 7 thdng 2016 theo cach dién dat cta riéng minh: Valve
"da tuyén bé y dinh siét chat viéc sit dung nén tang cia minh dé tao diéu kién cho
hoat ddéng ca cuogc bang skin." Trang nay cling ghi lai tdc dong cla théng bédo d6 déi véi du
bdo cla nganh — “do dé," Du bdo vé thi truong cé cugc truc tuyén tai 2020 da dugc diéu chinh
tlr 19.7 ty do la dén 670 triéu do la, muic gidm khoang 97 phan tram, chi dua trén théng bao
nay. Du bdo da thay déi. Bao cédo vé viéc thuc thi quy dinh d6i véi tiing nha khai thac - von la
co s dé€ bién minh cho viéc nay - van chua dugc céng ba.

Céc s0 liéu thi truong nay la udc tinh ctia Narus Advisors / Eilers & Krejcik Gaming dudgc trich
dan trong ban tém tat cda Uy ban, cht khéng phai 1a két luan cda Uy ban; cung tai liéu nay udc
tinh quy md cé cugc bang skin trong tro choi “2016” vao khoang $5 ty, trong dé khoang $3 ty
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dién ra trén cac trang web theo mé hinh song bac. Nguén: 2026-09-22, SHA-256
c507c9025793dadaadaf395c4d8882125973211c318ee8e9b6T18a5b3755e050.

Cé thé so sanh quan diém c6ng khai ctia Valve vé “2016” vdi co sé ha tang hién c6 ngay nay.
Cau hoi dat ra la liéu cac bién phap thuc thi cé tdc dong dén cac tai khodn va tuyén dudng
dugc sir dung badi cac nha khai thac bi cam hay khong. Viéc thong bao truéc muoi ngay
khéng phai la bang chitng cho thay théng bao d6 da dugc thuc hién déi véi tat ca cac
nha khai thac duoc néu tén trong dé. Hanh dong cia OPSkins lién quan dén “2018” la bién
phap can thiép duy nhat dugc ghi nhan nham vao moét nguoi diéu hanh cu thé; xét trén boi
canh cac nén tang 189 da dugc kiém tra va khong c6 ho so cong khai nao theo tiing ngudi diéu
hanh, mot hanh dong dugc ghi nhan nhu vay khong da dé cho thdy mot xu hudng thuc thi nhat
quan.

Théng bdo “2016” cdia Uy ban Cd bac Washington ~ da luu trir 2026-05-20 ~ - Phan hdi cla
Valve vé bai viét “17” trén tap chi “2016” thdng 10 (ban sao tai liéu) ~» - Bubi bdo cdo cua
WSGC truéc co quan lap phdp, “30” thdng 1 nam 2018 (ban sao luu trit, 4 trang) ~ - tép tuong
tu trén wsgc.wa.gov 2 - ban ghi truy xuat & ham bam ~ - Chuong trinh khuyén mai OPSkins
“2018” clia Valve ~ da luu trir 2026-03-07 ~ - Ki€ém tra 16 trinh hién tai ~

Ki€m toan phap y theo chiéu doc - Cac d6i tuong bi yéu cau nglrng va cham dit hoat dong trén
trang web 2016

Thép ky “10--Day Notice”: Kiém todan kha nang ton tai vé mat phap y doéi véi cac
dia di€m duoc néu tén trong “23”

Vao ngay 19-20 thang 7 nam 2016, Valve, Téng co van phéap ly Karl Quackenbush da ban hanh
cac théng bdo chinh thidc yéu cadu ngung va cham dat hoat dong déi véi cac nén tang co bac
bang skin trén 23, yéu cau cac nén tang nay ngling s dung thuong mai cac tai khoan Steam
trong pham vi 10 ngay duéi nguy co bi déng tai khoadn va bi khéi kién. Hon 3,700 ngay sau dé,
mot cudc ki€m toan thuc nghiém da vach tran moé hinh thuc thi thuc su: nhiéu nha khai thac
chua bao gid ngling hoat dong, mot s6 khac van ti€p tuc hoat dong téi sdu nam sau thai han,
va hé sinh thai tri gid hang ty d6 la nay van ti€p tuc tan dung kién tric OpenlD cuValve.

5+ TRUC TIEP

Hoat dong 6n dinh trén céc nén tdng nhu 2026 (CSGOBig, CSGO500, CSGOFast, v.v.)

6 NAM

Thoi gian hoat dong dai nhat sau khi nhan théng béo trudc khi déng cra (CSGOatse hoat dong
gua dia chi 2022)

$5.01B

2016 khéi lugng giao dich theo gié tri (Narus / Eilers & Krejcik)

200+

Céc trang web cd cugc truc tuyén dang hoat ddng séi néi trong giai doan thi truong dat dinh
The Surviving Titans - K& hoach tai chinh va tang luu lugng truy cap “2024-2026"

TU cac canh bao vé “10-” dén cdac tap doan da quéc gia: Doanh thu hang ty dé la

Thay vi loai bd hoat dong ca cugc bang skin, cac thong bao trén 2016 cla Valve da thic day
mot cudc cach mang trong nganh. Cac nha diéu hanh con tén tai da tai co cau thanh cac phap
nhan nudc ngoai (Curacao, Belize, Sip), tién phong trong giao dich ngang hang (P2P) dé€ vuot
qua cac lénh cadm bot, va hién dang xt ly hon 10 hang triéu lugt truy cap trang web maoi
thang va hang ty dé la doanh thu ca cuoc hang nam trong khi van ti€p tuc xac thuc thong
qua Steam:
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Nén tang / Tén mién

Théng bdo vé su kién
“2016” thang 7

Két qua thi hanh va
tinh trang con ton tai

Xac minh da ghi lai /
Céc lién két chinh

CSGOBig
csgobig.com

CSGO0500
€sgo500.com / 500.casino

CSGOFast
csgofast.com

CSGOLounge /
Dota2lounge
csgolounge.com /
dota2lounge.com

CSGOCasino
csgocasino.net /
csgocasino.gg

CSGOatse
csgoatse.com

CSGOSweep
csgosweep.com

CSGOWild
csgowild.com

CSGOPot
csgopot.com

CSGODiamonds
csgodiamonds.com
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10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

STILL LIVE IN 2026
Temporarily paused,
relaunched; authenticates
via letmeinbig.com &
csgobiglogin.com

STILL LIVE IN 2026
Rebranded into 500
Casino (Curacao license
#8048/JAZ2014-037),
multi-million monthly
turnover

STILL LIVE IN 2026
Actively operating
roulette, crash, and
jackpot via steam-
login.authtofast.com

STILL LIVE IN 2026
Pivoted to esports coin
wagering and crypto
betting; maintained
continuous operation

LIVE VIA SUCCESSOR
(2026)

Domain redirected; active
successor portal operates
under csgocasino.gg

SURVIVED 6 YEARS
(ACTIVE TO 2022)
Continued full gambling
operations for six years
following Valve's 10-day
ultimatum

SURVIVED TO DEC 2017
Operated publicly for 17
months after deadline

SURVIVED TO DEC 2017
Promoted by major
influencers; ran for 1.5
years post-C&D before
crypto migration

SURVIVED TO SEPT 2017
Operated high-stakes
jackpot betting 14 months
past notice

SURVIVED TO MID 2017
Ran through 2017 despite
admitted outcome
tampering for sponsored
streamers

X: @csgobig » - FB:

csgobigofficial ~

Live Platform (500.casino)
Ve

Dossier Auth Audit ~

Live Platform ~

Successor Domain 2~

X: @CSGOatsecom
(Active to 2022) ~

X: CSGOSweep Status
Dec 2017 ~

X: @Wild (Active Dec
2017) ~

X: @csgopot (Active Sep
2017) ~

X: @csgodiamondscom
(2017) ~
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Nén tang / Tén mién

CSGOLotto
csgolotto.com

CSGODouble
csgodouble.com

CSGOMassive
csgomassive.com

CSGOStrong
csgostrong.com

Théng bdo vé su kién
“2016” thang 7

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

Két qua thi hanh va
tinh trang con ton tai

CLOSED JULY 2016

Shut down under public
scandal; target of federal
FTC consent order

CLOSED JULY 2016
Shut down voluntarily
immediately after C&D
publication

CLOSED 2016
Ceased public operations
in late 2016

CLOSED 2016
Ceased public operations
in 2016

Xac minh da ghi lai /
Céc lién két chinh

FTC Consent Order
(Docket C-4632) ~

X: @CSGODouble (Closed

ul 2016) ~

X: @Csgo _massive 2

FB: csgostrongfree 2

Skins2 10-Day Notice (Jul 2016) CLOSED 2016 FB: CSNCOM ~
skins2.com Ceased public operations
in 2016
Nén tang Luu lugng truy Doanh thu / Khéi Thuc thé doanh Cac bién phap
cap hang thang lugng udc tinh nghiép va pham vi quan ly chinh va
(S6 luot truy cap) tham quyén md hinh
CSGOEmpire 2.3M — 9.0M / mo $1.5B — $2.5B Moonrail Limited Pioneered 0% fee

csgoempire.com

CSGOROoll
csgoroll.com

500 Casino
(CSGO500)
500.casino /
¢sgo500.com

CSGOBig
csgobig.com
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Avg 6+ min
duration; 80% direct

2.74M — 3.5M / mo
Avg 9m 23s
duration; 16%
bounce rate

220K — 425K / mo
~105k unique
monthly visitors

~169,600 / mo
Avg duration 19m
12s; US primary

Annual Handle
>1,000,000 P2P skin
trades/mo; $6.4M
active liquid order
floor

$1.0B — $2.0B
Annual Handle

Est. $100M-$200M
annual corporate
revenue from house
edge

$100k / week
($5.2M/yr) in
Royales

High-roller wagering
requirement: $400
wager per $1
rakeback

Multi-Million Annual
Volume

Mystery boxes,
roulette, and case
battles

B.V. (Curacao
#148182)
Payments: JHOLT
LTD (Cyprus);
Founder: "Monarch"
(Ossi Ketola)

Feral Holdings
Limited
Headquartered in
Belize City, Belize
(Reg #171519)

Perfect Storm B.V.
(Curacao #150536)
Curacao Gaming
Control Board
license
OGL/2024/1354/088
2

Operates via
auxiliary proxy
routing
letmeinbig.com (reg
2023) &
csgobiglogin.com

P2P item trading;
licensed Curacao
0GL/2024/1183/086
9

Banned by
Australian ACMA
(May 2023);
sponsored tier-1
team G2 Esports
with underage
players

Banned by Swedish
Spelinspektionen
(Nov 2023) for
unlicensed targeting
of Swedish players

Target of July 2016
C&D; relaunched
with proxy auth
architecture
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https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://x.com/CSGODouble
https://x.com/CSGODouble
https://x.com/csgo_massive
https://www.facebook.com/csgostrongfree/
https://www.facebook.com/CSNCOM/

Nén tang

CSGOFast
csgofast.com

CSGOPolygon
csgopolygon.com /
plg.bet

Luu luong truy
cap hang thang
(S6 luot truy cap)

~150K — 250K / mo
Global multi-
language audience

~300K — 500K/ mo
CIS and Eastern
European
dominance

Doanh thu / Khoi
lugng udc tinh

Multi-Million Annual
Volume
High-velocity
roulette and crash
games

Multi-Million Annual
Volume

Crypto & skin
roulette, match
betting

Thuc thé doanh
nghiép va pham vi
tham quyén

Offshore operational
entities

Routes Steam auth
via steam-
login.authtofast.com

Second-wave target
(Oct 2016)

Pivoted to
cryptocurrency with
mirror domain
plg.bet

Cac bién phap
quan ly chinh va
mo6 hinh

Target of July 2016
C&D; never
discontinued
operations; active in
2026

Survived a full
decade; continues
skin liquidation via
third-party APIs

Lan séng th hai: Tai sao thong bdo yéu cau ngimng va cham dat (C&D) cua Valve lai nham vao
43cung cac trang web khac?
Vao ngay 17 thang 10 n&m 2016,, luat su cta Valve da chinh thic thong bao véi Uy ban C& bac
Ti€u bang Washington rang, sau khi nhan dugc cac thong bdo ban dau tai 23 vao ngay 19,
thdng 7 nam Valve, ho da gui cac thu yéu cau nging vi pham dén hon 20 cac trang web ca
cugc truc tuyén khac (khién téng so chinh thic vugt qua 43). Lan séng th( hai nay la diéu
khong thé trdnh khai badi vi danh sach ban dau da bo sét mét cach khé hi€u nhing trung tam
c0O bac 16n nhat va tai tiéng nhat trén thé gidi:

« CSGOJackpot.com: Don vi tién phong lich s trong Iinh vuc “skin jackpots”, ting x& ly khoi
luong giao dich 1én t&i hang tram triéu trudc khi phdi déng clra do doi mat véi nguy co bi
truy té hinh sy tir chinh phu lién bang.

« CSGOShuffle.com: DPay la dia diém nam & trung tdm vu bé béi phat truc tuyén “2016” hoi
thang 7, nai nguoi phat truc tuyén trén Twitch c6 biét danh PhantomLOrd bi mat sé hitru 33%
cla cbng ty nay va bi phanh phui vi da thao ting ty |é cugc bang tién cla cong ty.

« Hé sinh thai vi moé (200+ Cac nha khai thac): Theo nghién cltu nganh do Narus
Advisors va Eilers & Krejcik Gaming thuc hién, cé hon 200 trang web ca cugc véi cac giao
dién khac nhau dang hoat dong tai 2016,, tao ra doanh thu ca cuogc tri gid $5.01 ty tir 3.03
triéu nguodi chai tich cyc. Cac thu cla Valve tai 43 chi nham dén chua dén 20% thi trudng

hoat dong.

Céac cudc diéu tra chinh thirc ca Chinh phu va co quan quan ly vé tro choi cd cugc da “Steam”
Hién tuong co bac truc tuyén da dugc ghi nhan qua nhiéu cudc diéu tra chinh thic theo quy
dinh phéap luat, cac bién phap thi hanh phap luat va cac van ban néu ré quan diém cua chinh

phu:

1. Uy ban C& bac Tiéu bang Washington (WSGC) (2016-2018)
D& gui yéu cau chinh thic “Nglmng va Cham dut” téi 5 vao ngay 2016; da cong b6 Ban tom tat

lap phap trén 30 vao ngay 2018, trong dé ghi nhan rang “skins” la cac tai san tuong duong tién
mat va bdo cdo khdi lugng cé cugc bang “skins” tri gid $5.0B.

Bdo cdo lap phdp cia WSGC dudi dang PDF (Ban sao cuc bd) ~

2. U.S. Uy ban Thuong mai Lién bang (FTC) (thang 9 nam 2017,, H6 so vu viéc C-

4632)

Day la bién phap thi hanh phap luat dau tién cta chinh phu lién bang lién quan dén hoat déng
cd cugc “skin” nham vao cac chud sé hiru cia CSGOLotto la Trevor Martin va Thomas Cassell, v4i
cdo budc vé cac hanh vi llra déi va viéc ki€m soat nén tdng ma khbng cong bé.

Quyét dinh va Lénh dong thuan cua FTC ~
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https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-skins-gambling-briefing-2018.pdf
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter

3. Ban tuyén bé quan diém cta Uy ban Co bac Vuong quéc Anh (UKGC) va cac cudc
ki€m toan vé thanh thi€u nién

The Gambling Commission’s 2018 survey found that 3% of 11-16-year-olds said they had ever
bet with in-game items (skins).

Kho luu trit nghién cltu cia UKGC ~

UKGC policy on virtual currencies 2

4. Cudc diéu tra cha Thuong vién Uc vé Méi trudong va Truyén thong (2018)

Bdo cdo cua Quéc hdi Lién bang vé "Cdc giao djch vi mé trong tro choi dé nhadn cac vat phdm
dua trén may rdi", danh giad co ché hép qua may man cla tua game “Valve”, viéc rat tién tir thi
truong th cap va cac hanh vi lach luat.

Cudc diéu tra cia Quéc hoi Uc »

Nhu cau chua dugc dap ung

Cong bd ho so thuc thi: nhitng tai khoan co bac va bot nao da bi vo hiéu héa, nhiing
may chu trad vé nao da bi han ché, va nhiing dich vu thuong mai nao da duoc cap
phép. Viéc céong bd Iénh cam céng khai va canh bao trén trang chu khéng ching
minh duoc rang hoat déng co ban da bi cham dut.

Phan B — Cac quy dinh va ho so thuc thi - Muc 12
Tén may chu da cé san trong yéu cau.

BG6i canh va cac gidi han vé nguén

Valve hé thdng nay hién da cé san mét danh sach tén mién (Link Filter) va da nhan dugc tén
may chu xac thuc trong moi yéu cau OpenlD. Ma gid duéi day minh hoa cau truic logic cla viéc
két néi hai thanh phan nay. Khong cé bang ching cong khai nao cho thay Valve thuc hién diéu
nay.

Valve hién da van hanh mot danh sach chan tén mién. Valve hién da nhan dugc théng tin may
chd dang nhap trong moi yéu cau OpenlD. Khéng can phai xay dung gi cd — chi can noi
hai thit dé lai véi nhau la dugc. D6 la thao tac tra cGu tén mday chud dua trén danh sach do
Valve tu duy tri. Ma gia dudi day chi mang tinh minh hoa, khéng phai la céch trién khai
cuValve.

forensic_autoban.py

# MA GIA MINH HOA — Céc ham “Valve.block_domain()" va “flag_session_as_mitm()" khdéng
phai la cac l1énh goi thuc té dén “API". Diéu nay minh hoa cau trdc logic cia mét bién phap
gidm thi€u ma Valve cé thé trié€n khai d6i véi cdc mién xac thuc proxy, cht khdng phai co ché
hoat dong thuc té bén trong cta Valve.

# Hinh minh hoa: Cau tric logic cla qua trinh kiém tra yéu cau OpenID dén

def ki€m tra yéu cau OpenlD(yéu cau):

blocked _origins = database.ldy _danh_sach _cac_nén_tdng bi dua vao danh_sach den()
proxy _domain = request.params.lay( 'openid.realm')

target redirect = request.params.lay( 'openid.return_to')

# Logic: NEu may chu proxy chuyén hudng trd lai mét trang web bi chan, hdy chan may chu
proxy dé.

dé trang web trong blocked_origins:

néu trang web trong target redirect:

Valve.chan_mién(proxy _domain)

Valve.danh dau phién lam viéc la MITM(request.session)

# KEét qud: Yéu cau dang nhap doéi véi may cha dé da bi tir choi
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https://www.gamblingcommission.gov.uk/news/article/gambling-commission-publishes-new-report-on-children-and-gambling-trends
https://www.gamblingcommission.gov.uk/licensees-and-businesses/guide/page/digital-and-virtual-currencies
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Environment_and_Communications/Gamingmicro-transactions/Report

Quan sat:

Trong trudng hop moét tén mién chinh da cé trong Danh sach loc lién két (e.g.howl.gg, bi chan
tai 2026-09-18/19/21) va may chu xac thuc cdia né (howl.uno) xuat hién trong yéu cau OpenID
tlr NGt dang nhap cua trang web dé, thi maéi lién két nay c6 thé dugc Valve phat hién thong qua
d{r liéu yéu cau cua chinh né. Viéc ki€m tra nay c6 thé tu déng héa; tuy nhién, viéc cé thuc
hién ki€m tra hay khéng thi khéng thé tu dong hoa.

Cac tién Ié da duoc ghi chép va bao cdo

Valve da cé it nhat moét 1an can thiép chinh thic doi véi mot nha diéu hanh bén th& ba: trong
vu “2018”, co quan nay da thu hoi quyén truy cap ctia OPSkins vao hé thong ExpressTrade
(Théng bdo cua Valve ~ da luu trit 2026-03-07 ~). Cac béo céo tir cdng dong trén trang 2018
cling dé cap dén viéc moét nén tdng thuong mai dién ta (Skinjar) bi mat quyén truy cap; nhiing
bdo cdo nay chua dugc xac minh va co ché xay ra dugc suy luan dua trén két qud, chr khéng
phai tir quy trinh da dugc céng bo.

Tién |é nay xac lap diéu gi:

Valve cé thé ngat quyén truy cap ctia mot nha cung cap dich vu bén th ba bat c khi nao ho
quyét dinh. CSGOFast, dugc nhac dén trong cac bao céo truyén théng vé cac théng béao ngay 7
thang 2016, da hoat dong trén dia chi 2026-09-21 véi mday chd xac thuc dugc dang ky tai 2026-
06-30 va khoéng bi chan bdi bd loc lién két. Ly do tai sao mdt nha cung cap dich vu bi ngat két
néi trong khi nhiing nha cung cap khac thi khéng van chua dugc gidi thich dua trén bat ky tiéu
chi céng bo nao.

Nhitng théng tin ma ngay dang ky thé hién va khéng thé hién

Ngay dang ky cia mdt may chu xac thuc la gidi han dudi vé thoi diém may cha dé co thé xuat
hién lan dau tién trong mot yéu cau OpenlD; diéu nay khéng chirng minh viéc st dung lién tuc.
sc-auth.net, vi du, tén mién 2019-04-02 (RDAP) da dugc dang ky va dugc ghi nhan xuat hién
trong quy trinh dang nhap Steam cua Skin.Club vao thang 9 nam 2026; nhiing gi da xady ra
trong khoang thai gian gilra hai ngay nay khong dugc ghi nhan cong khai.
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https://blog.counter-strike.net/expresstrade/
https://web.archive.org/web/20260307161538/https://blog.counter-strike.net/expresstrade/

Kiém toan so sanh: Tiéu chuan tuan thu cua Té chic Hop tac va Phat trién Kinh

té (API)

Khia canh thi hanh

GitHub API Quy dinh

Steam Trang web API (Valve)

1. Compliance Neutrality

2. OpenlID / Auth Proxy Abuse

3. Monetization of Abuse

4. Evasion Loop Lifespans

Published, uniform rules.
Documented rate limits (e.g. 5,000
calls/hr for authenticated users,
15,000/hr for GitHub Enterprise
Cloud organisations) and published
acceptable-use policies apply to
every account.

GitHub's published policies allow
OAuth apps and tokens to be
suspended or revoked for abuse,
and its documentation describes
automatic revocation of exposed
tokens (authors' summary of
GitHub documentation).

GitHub takes no transaction fee on
items moved by third-party
automation; its revenue model is
subscriptions and marketplace
listings.

Suspended OAuth client IDs stop
working platform-wide at
suspension; the documentation
does not publish a time-to-action
figure and none is assumed here.

No published criteria. Individual
accounts are terminated under the
automation and commercial-use
clauses (archived complaints),
while no per-operator enforcement
record for commercial platforms
has been published.

Separate-domain auth hosts
observed in Steam OpenlID flows
(e.g. rbsnin.com, howl.uno, sc-
auth.net) returned no Link Filter
block on 2026-09-21 while their
main domains did.

Valve sells the case keys that
produce the items, and the
Community Market charges a
combined fee of about 15% on
sales completed inside the Market.
No figure for revenue attributable
to third-party platforms is
estimated here.

Separate-domain auth hosts with
registration dates from 2011 to
September 2026 returned no Link
Filter block in the checks of 2026-
09-19 and 2026-09-21. Registration
date is a lower bound on possible
use, not proof of continuous use.

Nguén: Bai viét trén GitHub — Tai liéu vé gidi han téc dé va chinh sach nén tang cta API do GitHub cdng b6 (tém tat cla tac
gid, khong trich dan) - Bai viét trén Steam — Céac kiém tra cla Link Filter d6i vGi 2026-09-19 va 2026-09-21 (linkfilter-recheck-
2026-09-21.json), ca s6 dir liéu RDAP (domain-registration.json) va cac khi€u nai hé trg da dugc luu trir (kho luu trir bang

ching).

Phan B — Cac quy dinh va ho sa thuc thi - Muc 13

Chénh léch gia so véi muc gia trén trang webSteam

Mén dé nay nam trong kho clia Steam; viéc ban hang dién ra & nai khac. Mot khau AWP Dragon
Lore mdi nguyén ban dé 62 Cac uu dai dang dién ra trén CSFloat; mUc gid yéu cau thap
nhat $10,623.95. Trén chinh thi trudng cla Steam, gid chao ban khéng dugc cao haon khodng
$1,800.. D€ ban vGi mic gid cao hon da ghi nhan, chd sé hitru can cé ngudi mua ngoaiSteam
hoac thong qua mot nén tang giao dich khéc. Mat hang va viéc chuyén nhugng van phu thudc

vao Steam.

What this means — the Community Market listing ceiling
Steam’s own market refuses a listing above roughly $1,800. A seller may ask less, never more.
Iltems whose market price sits above that line therefore cannot be sold at that price on Steam
at all — which is the mechanism that moves those sales to third-party venues while the item
itself never leaves Valve’s inventory system.

Section 13 — the off-Steam price gap -
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https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html

BGi canh va cac gidi han vé ngudn

Trong phan nay c6 ba cach tinh khac nhau va chidng khong thé thay thé cho nhau. 245 la s6
lugng danh muc tén san pham CS2 cé muc gid uu dai ré nhat hién c6 vuot qua $1,800 chi riéng
trén trang CSFloat, 20 thdng 9 nam 2026. 241 dé chinh la tap hgp dé trir di bon hang muc
dugc ghim tai mdc tran $100,000 clda CSFloat, day chinh la bang d{r liéu dugc dung dé tinh
todn muc san $13.63M. 248 Pay la mét buc tranh téng quan khac: cac danh muc ¢ gia cao
hon muc tran tai hai hoac nhiéu hon trong sé nam san giao dich trén 23 vao ngay 2026. Cac
san giao dich nay cé su trung lap, do dé tuyét doi khéng dugc cdng don sé liéu tlr cdc nén tang
khac nhau. Moi con s6 ¢ day déu la gid chao ban, khéng phai gid ban da hoan tat, va khong cé
con sO nao trong s6 do la doanh thu, doanh s6 hay Igi nhuan — cho Valve hay bat ky ai khac.
Céc gia tri duoc liét ké trén PriceEmpire la cac udc tinh lam tron do trang web dé cong bo, va
thé "Steam" cla trang nay bao géom cac mat hang tUr cac tro chai khac thudéc dong Steam, do
dé pham vi so sanh gilta cac muc khoéng hoan toan trung khép.

M6t mat hang. Hai hé théng gia. THEO DOI KET QUA

Budéc 3/3

Véi mic gid dé, nguoi ban can mot nén tang giao dich bén ngoaiSteam hodc mot ngudi mua.
Mat hang nay van phu thudc vao kho hang va hé théng chuyén nhugng cta Steam.

sTeaM Gia khoang $1,800 Gigi han so lugng tin dang trén Chg Céng déng da dugc cong bo
DANH MUC PA LuU $10,623.95 AWP Dragon Lore nguyén seal tu nha may, xin bdo gia

SU PHY THUOC VAN la mét san pham thudc dong “Steam” Danh muc hang tén kho va viéc
chuyén giao van dugc thuc hién trén Steam

01 /SAN PHAM Valve kho dé trong tro choi vat phdm “2” trong CS2 hoac Dota dugc luu trit tai Steam

02 / TRAN NHA Khoang $1,800 trén Steam Gis t6i da cho mét san phdm dugc dang trén Market

03/ YEU CAU TU BEN NGOAI $10,623.95 cho Dragon Lore Uu dai “CSFloat” ré nhét trong anh chup
man hinh ngay hom dé

04 / GIAO HANG Steam van con trong chudi Quyén sé hitu va viéc chuyén nhuong vat phdm phu thudc vao
hé théng cta né

CAU TRUC THI TRUOGNG - BAN TOM TAT THEO NGAY, 20 THANG 9 NAM 2026

Chénh léch gia la c6 thé do luong duoc.

Chidng t6i da thong ké cac danh muc tén mat hang cé muic gid uu dai ré nhat hién cé cao hon
chinh xac $1,800. CSFloat va Skinport la cadc ban chup riéng biét véi danh muc hang tén kho
CS2 trung lap; s6 lugng cla ching khdng thé cong don. Cac uu dai bén ngoai cho thay nhiing
noi c6 gid chao ban cao hon dugc dang tai, trong khi Steam van kiém soat quyén s hitu va
chuyén nhugng mat hang.

245 CAC DANH MUC CS2 - CSFLOAT

166 CAC DANH MUC CUA CS2 - SKINPORT

3 DOTA2: CAC DANH MUC - SKINPORT

$10,623.95 cAu HOI VE TANG DRAGON LORE

Dragon Lore: 62 hién cé CSFloat giao dich trong danh muc “Factory New”; muc gid hién thij la
gid chao béan, khong phai gid ban da dugc xac nhan. Steam cho phép dang badn mat hang véi
gid thap haon, nhung khéng dugc dang muc gid chao ban cao haon da dugc ghi nhan. Tuyén bo
tai 2016 cua Valve xac nhan rang ho da biét vé viéc cac nha diéu hanh co bac stir dung OpenlID
va co sd ha tang giao dich Steam. Viéc mot san giao dich bén th& ba cu thé c6 vi pham quy tac
cua Valve hay khong phai dugc xac dinh riéng biét.

Xem toan bd s6 dang ky - CSFloat JSON ~ Skinport JSON ~» Tuyén bé “2016” cua Valve »
DIRECT CSFLOAT API / BAN CHUP MAN HINH THEO NGAY $13.63M
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https://phishdestroy.io/steam_dossier/vi/elite_skins.html
https://phishdestroy.io/steam_dossier/vi/elite_skins.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://store.steampowered.com/oldnews/22883

Gia chao ban téng cong téi thi€u tai 241 danh muc san pham va 3,395 cac uu dai dang ap
dung. Bugc tinh bang cadch nhan muc gid chao ban ré nhat cia méi nhém véi sé lugng cé
phiéu dugc chao ban trong nhém dé. Bon nhém bi gidi han é mic tran $100,000 theo quy dinh
cta Uy ban Chiing khodn va Giao dich (CSFloat) da bi loai khoi bang phan tich than trong nay.

Con sé nay cho thay diéu gi

Céac uu dai nay tuong duong véi it nhat $13,631,888.25 trong cac mic giad niém yét clia bd
suu tap “CSFloat” phién ban gigi han nay. Khi tinh cd bén hang muc cé muc gid cao nhat, tong
cbng sé la $14,231,888.25. Day la mot gid san déi vdi cac 1énh mua dang hoat déng, ch
khong phai doanh sé ban hang da hoan tat, doanh thu tién mat, Igi nhuan hay toan bo thi
truong CS2.

Tinh toan lai tr bdn chup nhanh CSFloat clia hang “245-" ~
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PRICEEMPIRE / GIA TRI NIEM YET Steam: #15 thudc 39

Nhiéu dia diém niém yét muc gia cao hon so véi “Steam”.

UuSkins

$133.8M

YouPin898

$127.5M

Buff.163

$104M

Moon.Market

$100.3M

White.Market

$89.6M

Buff.Market

$86.7M

Steam

$31M

S&u gié tri 16n nhat dugc hién thi va Steam. PriceEmpire lam tron cac con sé nay; Steam cho
thay $31M. C6 14 dia diém dugc liét ké x&p trén dia diém nay theo gia tri bang do la dugc hién
thi.

PRICEEMPIRE / SO LUONG UU DAl Steam: #1 thuéc 39

Steam van dan dau vé soé luong 16i dé nghi.

Steam

32.2M

YouPin898

5.9M

C5Game

4.6M

HaloSkins

4.4M

Skinport

3.8M

Steam chuong trinh 32.2M s6 lugng dé nghi. S6 lugng dé nghi va téng gid chao béan tra 10i cho
nhitng cau hoi khac nhau; nhiéu tin rao ban gia thap cé thé chi€ém phan Ién trong téng so.

Ngudn: So sédnh c6ng khai cta PriceEmpire » da luu trit 2026-09-21 ~, dugc ghi lai tai 2026-09-20 19:03 UTC; ngay 39-trich
xudt hang ~. Cac con s6 nay la udc tinh dugc lam tron, va hang tén kho cé thé trung lap gitra cac dija diém. Thé cua “Steam”
cling mo ta cac vat pham tir céc tua game khac thudc dong “Steam”, do dé pham vi cGia hai danh sdch nay khéng hoan toan
trung khdp. Gia tri dugc liét ké phan anh gid chao ban, chr khdng phai doanh sé hay doanh thu.

42
MOT NGUON THONG TIN KHAC / STEAMANALYST

Hé sinh thai thuong mai dang hién hitu ré rang truéc mat.

Danh muc thi trudng cla SteamAnalyst da luu trir 2026-07-19 ~ liét ké cac san giao dich CS2
cla bén th( ba tai 42 cung véi Steam, kém theo di{t liéu gid maGi nhat cho cac san pham 32
thudc danh muc 43. PriceEmpire liét ké cac san giao dich 39 dua trén tiéu chi lya chon riéng
cla minh. Cac doanh nghiép dugc néu tén, cac uu dai cong khai, gid ca hién thi: nén kinh té
nay hoan toan minh bach va cé thé kiém tra dugc.

GIG | HAN CHINH LA CO CHE: VIEC GIAM GIA SE KET THUC, NHUNG MAT HANG THi KHONG.
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https://pricempire.com/cs2-marketplaces
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https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace

Trén nam san thuong mai dién t& dugc ghi lai trong moét ban chup man hinh cé gidy phép, 248
Cac danh muc san pham CS2 déu c6é muc gia duoc dinh riéng, cao hon muc tran niém
yét khoang $1,800 cua Steam tu hai don vi tré 1én — va tat ca cac danh muc nay déu
khong cé mat trén Steam. Cung mét ban chup nhanh nay da phan loai toan bé danh muc
theo gia: Thi truong cla Valve c6 95.3% cac danh muc san pham cé gid dudi muc tran va 1.9%
cac danh muc c6 gia trén muc tran. Su sut giam nay khéng phdn anh nhu cau gidm sut; né
hoan toan phu hop véi quy tac da cong bé. Viéc ban hang ¢ nhimng muc gid dé doi hoi phai cé
nguoi mua hodc san giao dich bén ngoai, trong khi Steam van kiém soat hang tén kho va qua
trinh chuyén giao — giao dich dugc thuc hién qua trang thanh toan cta Valve va viéc giao hang
van dién ra trén nén tang cua Valve.

Steam Cau hoi thudng gdp Vvé thi truong ~ da luu trit 2026-09-21 » Steam Thda thuan ngudi
dang ky ~ da luu trir 2026-09-21 » B6 dit liéu ban dé nadm thi truong » Bang k& nquén gbéc ~
Ban chup nhanh trudc dé clia CSFloat » Skinport dnh chup nhanh » PriceEmpire » da luu tri
2026-09-21 ~» SteamAnalyst » d& luu trir 2026-07-19 ~ S6 ghi chép chénh |éch gid » Ban dé
thang gia ~

Phan C — Khung phap ly
Phan C — Khung phap ly - Muc 14 - Quyén tiép can cla nhan vién

Ai c6 thé thiét 1ap lai cac bién phap bao vé?

Boi cadnh va cac gidi han vé nguén

Tinh bdo mat cla tai khoan con phu thubc vao nhitng ngudi cé quyén khoi phuc tai khoan,
ki€ém tra cac thong tin riéng tu hoac thiét Iap lai cac bién phap bdo mét cta tai khoan dé. Cubc
diéu tra phai theo doi chat ché cac hanh dong dac quyén nay, giéng nhu cach ma né theo doi
cac hanh vi lam dung lién quan dén “API”.

Viéc khoi phuc tai khodn trao cho nhan vién hé trg quyén chuyén quyén sa hitu tai khoan khai
chud s hitu ban dau. Valve da xac nhan bang van ban hai lan — vao ngay 2023 thang 2
va ngay 2025 thang 11 — rang quyén han nay da duoc st dung dé chuyén céc tai
khoan cho nhitng nguoi khéng dung. Cach nhau 33 thang, qua cung mot kénh. Dudi day:
gid tri clia quyén truy cap do, sdu truong hgp duogc trich dan nguén, va ban ghi ma Valve luu
gilr cho tung truong hop va chua tiing cung cap cho bat ky ai.

Loi khai dugc luu gilr/ 9 Thang 5 nam 2025

Mot phi€u khdi phuc da vd hiéu héa tinh nang bao méat cua tai khoan, cung véi
khoan thiét hai dugc bao cao la $10,000

Mét nguoi dung trong kho luu trir cac trudng hop hé tro da bdo céo rang bd phan Hb trg clia
Steam dé& dat lai mat khau va vo6 hiéu hda tinh nang bao vé tai khoan sau khi mét ngudi khéac
gUi yéu cau khoi phuc tai khodn. Tac gid cho biét tai khoan nay da khong hoat déng trong nhiéu
nam, van luu gilr cdc muc tir thoi 2016-2017 va dugc bdo vé badi tinh nang Steam Guard, c6 s6
dién thoai lién két cung cadc ma khodi phuc da luu tri.

"Steam Support still gave someone else access to my account."

Cdo budc tur géc nhin nguoi th&r nhat, dugc ghi lai trong steam support tickets MEGA.json, truy cap
110. Doc toan b6 bai dang da duogc luu lai ~

Day khong phai la trudng hgp xui xéo clia mot ngudi dung nao dé. Canh clra dé — tuc la yéu
cau hé trg nham chuyén tai khoan cho bat ky ai cung cap dit liéu cli hon — chinh la quy trinh
dugc ghi nhan ap dung cho moi truong hop trong s6 cai dudi day, va Valve da hai lan néu ro

diéu nay bang van ban.
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Chu sé hitu khéng thé thang trong cudc tranh luan dé. Qua trinh khdi phuc yéu cadu ma
CD dau tién, dia chi email dau tién, thé thanh toan dau tién va s6 dién thoai dau tién. Nhiing
théng tin nay c6 trong co sé dir liéu cha Valve, va bd phan hd trg cé thé truy cap d€ doc ching
— theo bdo cdo la cé thé truy xuat dir liéu tir mudi 1dm nam trudc. MOt ngudi cd ban sao hoé so
cla ban sé ludn cung cap dugc nhiéu théng tin lich s& hon ca chinh ban. Cac muc tiéu dugc
chon sao cho phu hgp: khéng hoat dong trong nhiéu nam, cé gia tri cao va thuong dugc mua
lai t&r nguoi khac, do dé nguai sé hitu hién tai khéng bao gid biét ma goc. Sau dé, cac tai khodn
nay bi x6a hoan toan, cat dit dau vét lich st giao dich ma cong dong st dung dé truy vét mét
skin — mot thao tac xéa ma ngudi dung thong thuong khoéng thé thuc hién néu khéng tuan thua
thoi gian chd tiéu chuan.

Quyén truy cép téi thi€u / OWASP A01

Céac quyén truy cap phuc héi nén dugc gidi han trong pham vi nhiém vu cu thé, phai dugc ra
soat doc lap va ghi lai. Can kiém tra xem ai cé thé dat lai théng tin dang nhéap, g& bo tinh nang
Bao vé chéng truy cap trai phép (Steam Guard), xem hé so thanh todn hoac xuat dit liéu tai
khodn. Huéng dan vé ki€ém sodt truy cap cia OWASP ~» da luu trir 2026-09-20 ~

Truy cap ho trg rong rai Rui ro lién quan dén pham vi truy cap

Vuot ra ngoai pham vi hang tén kho.

NE&u quyén truy cap rong rai bi lam dung, dt liéu do luong tlr xa cd nhan cé thé tré thanh cong
cu dé phan loai déi tuong, thuc hién cac cudc tan cong llra ddo nham muc tiéu va gidm sat. Cac
nan nhan tiém nang bao gom ngudi dung thong thuong, quan nhan, nhan vat céng chidng va
gia dinh cla ho. Pay la mo6t mo hinh de doa; cac quyén truy cép cu thé can phai dugc ghi chép
trong hé so kiém soat truy cép.

01 Lich st va vi tri IP
Nhat ky IP c6 thé tiét 16 lich sir két n6i mang va vi tri xap xi. Badn than cac nhéat ky nay khéng
thé xac dinh chinh xac cac chuyén déng thuc té.

02 Nhan dang dau van tay thiét bi

Cac ma dinh danh thiét bi, néu duoc thu thap va co thé truy cap, cé thé lién két cac phién lam
viéc va tai khodn véi nhau.

03 Dir liéu do tu xa vé hoat dong

Dau thai gian dang nhap va ban ghi phién lam viéc c6 thé tiét 16 théi quen s& dung, bao gom
ca nhiing hoat dong khéng hién thi trén hé so cong khai.

04 Truyén théng va lién hé
Viéc truy cap vao cac tin nhan da luu trir hodc théng tin lién lac sé lam gia tang nguy co bi
phan loai hé so ca nhan va bi lgi dung théng qua cac thd doan thao tdng tam ly.

05 Vach tran danh tinh

Céc ban ghi gbéc vé email, sé dién thoai va thanh toan cé thé gilp xac dinh danh tinh ctia mét
ca nhan thong qua tai khoan an danh.

06 Viéc ban lai dir liéu va trach nhiém giai trinh

Céc danh sach muc tiéu da xuat ra c6 thé dugc st dung dé thuc hién cac vu Itra ddo cé cha
dich. Can xac dinh déi tugng thuc hién, vi tri truy cap, nguoi nhan va cac giao dich chuyén tién;
chi riéng vi tri khong da dé€ xac dinh viéc truy cap cling nhu mién trir trach nhiém phap ly.

Valve trinh bay vé viéc ghi nhat ky dia chi IP, thong tin thiét bi, hé so thanh toan va cac nha
cung cap dich vu ho trg bén thi ba trong Chinh sédch bdo méat §§ 3, 5.2 da luu trit 2026-09-21
2. Chinh sach nay cho phép bén th( ba truy cap dé€ hd trg — tuy nhién, hé so theo ddi cho thay
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nha thau nao da truy cap vao danh muc nao, vao thai di€ém nao va dua trén co sé Gy quyén
nao thi van chua dugc cong bo.

Phan 14.1 - The Register - Thang 6 2022 —» Thang 11 2025 - Tat ca so6 liéu déu cé nguon goéc rd
rang

Valve Canh ctta da duoc mé ra hai lan, cach nhau ba muoi ba thang. N6 chua bao
gio dong lai.

Cé sau truong hop dugc bdo cdo lién quan dén viéc cac tai khodn bi chiém doat théng qua
kénh yéu cau trg gilp cta chinh Steam, hoac théng qua thong tin dang nhap ma kénh nay bdo
vé. Mdi s6 tién dugc néu la con sé ma ngudn dugc trich dan da cong bd, va mbi ngudn déu
dugc néu tén. Hai trong so sau truong hop nay da dugc boi thuong day du. Diém khac biét gilra
hai trudng hop nay véi cac truong hgp con lai khéng phai la nhitng gi da xay ra — ma la ai
dang theo doi.

Valve gl bang van ban — Thang 2 nam 2023 “"The items in question were removed from your
account because they were received from an account that was compromised through a support
help request, for which the CS:GO team takes responsibility. We have reversed the trades and
removed them from any account which received them."” Steam Hé tro tra 10i ngudi nhan cac
san phdm cuda HFB, duoc sao chép bdi Dexerto, 21 thang 2 nam 2023 ~ dé luu trir 2025-08-18
y

Valve lai viét bai — Thang 11 nam 2025 - 33 thang sau dé “"A support technician that handled
the help request failed to follow our process which resulted in your account restored to
someone else. | apologize for this error."” Steam Tra 10i binh luan cua Hawkeye337, dugc trich
dan trong Dexerto, 14 thdng 11 ndm 2025 ~

1.21 2022 thang 6
HFB — kho hang Ién nhat trong tro choi$2,000,000+ - d§ huy déng duoc
$3,000,000+ trong dot huy déng vén tiép theo trén 2023 vao thang 2
Bay moén dé luu niém AWP Dragon Lores va con dao Karambit ngoc xanh #1; riéng con
dao nay da c6 gia tri khoang 1.26 triéu do la. Tai khodn nay da khéng hoat déng trong
ba nam nhung ng dung xac thuc trén dién thoai di dong van con hoat dong; du vay, dia
chi email va mat khau van dugc thay déi thong qua quy trinh khéi phuc cta bd phan ho
trg.

Tién da hét trudc khi cac mén dé duoc mang di. Theo bdo cdo $200,000+ Mot
phan tién thu duogc tir viéc ban hang da dugc rat qua market.csgo.com — moét san giao
dich thanh todn bang tién mat va tién dién t. Viéc hly giao dich sé tra lai skin. N6 khéng
tra lai s6 tién mat ma nguoi dung da rut vé tai khoan.

Va ban va lai bi héng. Mot nguoi mua da chuyén mén dé “Souvenir Dragon Lore” cla
minh vao mo6t Kho chia trong tro chai. Tap 1énh khéi phuc cla Valve khéng thé “nhin”
vao bén trong chinh kho chira dé, nén né da cép cho chu sé hiru mét ban sao méi va dé
nguyén ban bj an — Valve da sao chép mét $130,000 mat hang khi dang c6 gang hay
bd Mot vu trdm cap. Vu viéc da bi phat hién nho déi chi€u ma ID mat hang va théng tin
bdo cdo tlr cOng dong, va mat hang dé da bi xéa moét thadng sau dd, vao thang 7 nam
2022. Ngudi mua da dugc BUFF hoan tién, cht khdng phai tir Valve. Viéc khac phuc khan
cap mot cach thiéu bén vitng nhu vay khéng phai la mot bién phap kiém soat; dé la diéu
ma mot nén tadng thuc hién khi khéng thé kiém soat dugc tinh hinh.

Dexerto, 21 Jun 2022 » da luu trir 2022-07-02 ~» - Kaspersky ~ - SO tién rat ra trén moi

Esportfire, 22 Jun 2022 » da Iuu trit 2026-05-15 ~, dugc trich dan tir nhiéu nguon trén
trang Twitter - sao chép va xda theo Esportsbetting, 14 Thdng 7 nam 2022 ~
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Pa duogc phuc héiCac giao dich dé bi huy bé. Cac mat hang dé bi thu hoi khdi kho hang
cua nhing nguoi dd mua chdng vdi gia day du.

2. 14 2022 thang 8
CS.Money — cac bot ctia chinh nén tang nay$6,300,000 - 19,000+ cac giao dién -
udc tinh ban dau $1.6M
Nhing ké tan céng da chiém doat cac tép xac thuc trén thiét bi di dong clia cac bot giao
dich trén san thuong mai dién tdr va xéa sach dir liéu trong dod, sau dé chuyén mot phan
s6 tai san chiém dugc cho cac nha giao dich néi tiéng nham che gidu dau vét. Cac nha
nghién cu trong céng déng da lap ban do 55 cac tai khoan cua ké tan céng chi
trong vai gio va da xuat ban chung.

Valve khéng dao ngugc bat cir diéu gi. Ly do dugc dua ra la trang web cla bén thi ba
nam ngoai Steam — chinh la Steam, ngi ma vu trém déa dién ra tir dau dén cudi trén nén
tang hang tén kho, giao dich API va hé thong tai khodn cla trang web nay.

Esportfire, 14 Thang 8 nam 2022 » da luu tr{r 2025-11-15 ~

Bi tu chéikhdng c6 su ddo chiéu. Mat mat van thudc vé nén tang va nguodi dung cda né.
3. Da dugc bdo cao

21 2023 thang 2

Qkss — cung mét canh ctra, cung mét dién vién$1,000,000+

Theo bdo cdo, trudng hgp nay dugc xr ly theo cach tuong tu nhu truong hop HFB, do

cung mét ngudi dung thuc hién, thong qua cung mét yéu cau hod trg. Truong hop HFB da

dugc gidi quyét triét dé tdm thang trudc dé. Con truong hop Qkss thi chua.

Mot con duong. Hai cau tra loi. Khong c6 chi tiét nao trong ho so da cong bé cho thay
su khac biét gilra hai vu viéc nay, ngoai trir quy mé cua khan gia.

Dexerto, 21 Thang 2 nam 2023 ~ da luu trir 2025-08-18 ~

Bi tu chéiChua duoc khéi phuc.

4. Da dugc bdo cao
2023 thang 2
Chinh hoat déng giao dich ndi gidan — kéo dai suét mét nam= $320,000 - dién ra
trong khoang mot nam, khéng phai la viéc dinh gia hang tén kho
Quyén truy cap tu phia hd trg da truy cap dugc lich s tai khoan dén 15 tuéi — ma CD
dau tién, email dau tién, thé dau tién. D6 chinh xac la nhimng bang chirng ma quy trinh
khoi phuc yéu cau, va dé la ly do tai sao ngudi nam gitr ca s& dit liéu ludn thang trong
cudc tranh cai véi ngudi nam gilt tai khoan.
Blogger Mzkshow da vach tran cach thic ma ké diéu hanh néi bé “Steam Help” va dong
pham “Alexander” nham muc tiéu vao cac tai khoan khéng hoat déng chira hon $100k
skin. Mot khdu M4A4 Howl bi danh cap, di kém véi cac skin iBUYPOWER va Titan Katowice
2014, da dugc ban véi gid $35,000 va cubi clng lién quan dén Valerii "b1t" Vakhovskyi
cua NAVI, ngudi hoan toan khéng hay biét gi vé viéc nay. Sau khi Valve can thiép, nha
thau da sa thai toan bd bé phan hoé trg Steam cla minh.

VKPlay 2 - Lis-Skins ~ - Escorenews (RU) » - Dexerto (EN) 2

Khéng cé sé dang ky Valve chua bao gid céng bé sé luong tai khodn bi dnh hudng la
bao nhiéu, cling nhu chua théng bao cho nhiing nguoi bi anh hudng.
5. Da dugc bdo cao

2 Thadng 12 nam 2024
"Matvey" — sau cac vu sa thai$13,000
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Viéc khoi phuc da dugc chap thuan cho moét nguoi da cung cap dir liéu tai khodn ma
chinh chu tai khoan cling khong thé xac minh dugc. Hai nam sau khi nha thau gidi thé bd
phan hd trg Steam, viéc dp dung cung phuong thic nay da mang lai két qua tuong tu.

Bai dang duoc luu trt, 2 thdng 12 nam 2024 » da luu trir 2025-08-05 ~» - cdc hang nguén
& ham bam |

Bi tu chéiChua duoc khéi phuc.

6. 13 2025 thang 11
Hawkeye337 (Mark Spurlock) — va lan thura nhan tha hai= $300,000-$500,000 -
Bé suu tap holo ddy du cua Katowice 2014
Ké tan céng da yéu cau 1 bitcoin va bat dau sao chép bd suu tap sang cac thiét bj
Negev dé€ xéa bd nd. Steam Phan héi bang van ban cta bd phan Hb trg chinh |a 1oi thira
nhan th hai néu trén: mot ky thuat vién da xar ly yéu cau hé trg, khéng tuan tha quy
trinh va da chuyén tai khodn dé cho nguoi khac.

Nguyén nhan dan dén su cé chinh la nguén cap dir liéu. Chi vai gio sau khi céc bai
dang gan thé Valve dugc dang Ién X, tai khodn nay da dugc khoéi phuc va tat ca cac
sticker déu dugc phuc hoéi. Qkss khéng cé lugng ngudi theo doi nhu vay.

Skin.club » - Dexerto ~ - Esportfire 2 da luu trt 2025-12-17 ~

Pa duogc phuc héiBai viét dd bi g& xuéng chi vai gio sau khi trd thanh chd dé hot.

Nhiing gi so cai ghi lai Ia diéu ma khong mét truong hop cu thé nao cé thé lam duoc.

Tuyén duong nay chua bao gio bi déng ctra. Lan nhap vién dau tién c6 ngay thang la
thang 2 nam 2023 va lan th hai la thdng 11 nam 2025 — cach nhau ba muoi ba thang,
clng v&i vu sa thai hang loat cGa nha thau, mét vu tai dién da dugc ghi nhan va mot vu vi
pham nén tang tri gid $6.3 triéu xay ra trong khodng thoi gian dé. Tinh tir vu trdém dau tién
dugc ghi nhan trong s6 sach nay, kénh nay van mé trong ba nam va nam thdng. DU van dé
d& dugc khac phuc tai 2023, thi vao thang 11, yéu cau trg gilp van chuyén tai khoan sang
ngudi dung sai 2025 — Cau ndéi ctua chinh Valve.

Viéc boi thuong tap trung vao viéc theo déi muc ddé chua y, chit khéng phai muic do
tén hai. D3 khoi phuc: kho d6 16n nhat trong trd choi va ngudi suu tam c6 cha dé gay sét. Pa
tlr ch6i: $1,000,000, $6,300,000, $13,000.Valve chua bao gio cong bd quy tdc ma ho dp dung,
bédi vi néu cong bé quy tac thi sé phai gidi thich vé ba truong hagp trén.

Khoéng ai dugc théng bao. Khong phai nhirng nguai dung cé lich st tai khodn bi trich xuat

khdi co sé& dit liéu, khdng phai co quan giam sat, cling khong phai thi truong da mua cdc mat
hang dé véi thién chi va sau dé bi thu hoi. Khéng cé thong béo vé vi pham, khéng cé béo cédo
su cd, cling khong cé s6 liéu théng ké vé so tai khoan bi anh hudng — va sé tién thu duoc

con lai dudi dang tién mat, thong qua céc san giao dich thanh todn bang tién mat va tién

dién tu. Viéc ddo ngugc giao dich khéng thé theo ddi dong tién rat ra khoi Steam.

Valve luu gilt ban ghi ki€m toan hé trg, nhat ky phiéu yéu cau khoi phuc va ban ghi giao dich
cho moi dong 6 trén. Khéng co tai liéu nao trong sé dé dugc cung cap. Yéu cau nhan ban sao
cla riéng ban —»

Cau hoi vé NDA
Tinh bdo mat phai di kém véi trach nhiém giai trinh vé mat ky thuat.
So sanh cac thoa thuan bdo méat véi cac quyén truy cap thuc té, cac bién phap kiém soat xuat

khau, cac phé duyét khdi phuc va nhat ky truy cap. Mét cau tra 16i mau khong thé gidi quyét
duoc cdo budc rang chinh quy trinh khoi phuc da bi lam dung.
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GDPR Céc bai viét 28, 32-34

Diéu 33 quy dinh ngudi kiém soat dit liéu phai théng bdo cho co quan gidm sat vé vu vi pham
d{r liéu cd nhan trong vong 72 gio; Diéu 34 yéu cau phai thong bdo cho nhiing ngudi bi dnh
hudng khi rai ro déi véi ho 3 mic cao. Valve da xac nhan bang van ban, hai lan, rang kénh ho
tro clia ho da chuyén cac tai khodn cho nham ngudi — bao gom lich s giao dich, hé so thanh
todn va tat cad cac thong tin lién quan. Chua c6 théng bao nao theo quy dinh tai hai diéu
khoan trén duoc céng bd, va chua cé nguoi dung nao bi anh huéng bdo cdo rang ho
da nhan duoc thong bao do. Boc quy dinh ~ da luu trir 2026-09-20 ~

Hay thém yéu cau hd trg vao don yéu cau cla ban -

Phan C — Khung phap ly - Muc 15 - Quy md thuong mai

Theo déi dong tién. Phan tach cac giao dich.

B6i cdnh va céc gidi han vé nguén

Van dé vé muc dich thuong mai tréd nén ré rang hon khi cac dong tién dugc tach biét. Cac giao
dich chuyén nhugng tai san cho bén th ba, hoat dong ban hang chinh ctia Cong ty Cé phan
Céng nghé Thoéng tin va Truyén thong (Valve) va cac khoan rut tién ra bén ngoai la nhiing giao
dich khac nhau.

Mat hang nay thudc sé h(tu ciia Valve. Danh muc hang ton kho thudc sé& hitu ctia Valve. Qua
trinh chuyén giao dugc thuc hién trén cdc mdy chu cta Valve. Chi cé viéc thanh toan la dién
ra & mot noi khac — day chinh la budc quyét dinh liéu mét ngudi c6 phai la don vi chuyén
tién hay khéng, va cling la budc duy nhat ma Valve khéng thuc hién.

Co ché thu nhéap

Noi dong tién thuc su luu chuyén.
Ba con dudng / nén kinh t&€ moét mat hang

1. 01 / Tai khoan Danh sach ngudi dung
Céc bai viét dugc dang trén Steam

2. 02 / Chuyén khoan Giao dich ngang hang (P2P)
Ngugi dung « bot hodac ngusi dung < ngudi dung

3. 03 / Thanh todn Nén tang bén ngoai
Thanh toan hoac hoan tat thanh todn Steam

Luu thongbéng luc kinh té khéng chi dimg lai & mirc phi chuyén nhugng

Steam cung cap co sé ha tang quan ly hang ton kho va chuyén nhugng dugc cac thi truong bén
ngoai st dung. Lap luan kinh té clia cudc diéu tra cho rang tinh thanh khoan khi ban lai va nhu
cau lap lai duy tri chi tiéu cho cac “vd”, “chia khdéa” va cac mat hang thay thé, kem theo phi tir
cac giao dich ti€p theo trén Thij truong Cong dong. M6t giao dich chuyén nhuong truc tiép gilta
nguoi dung (P2P) khéng phai chiu hoa héng clia Thi trudng Cong dong; thuc té ké toan nay
khong giai quyét dugc lgi ich réng 16n hon. Valve van duy tri quyén kiém soat doi véi quyén
truy cap tai khodn va cac han ché giao dich trong suét qua trinh.

1. 01 / Nhu cau th& cdp Kha nang thanh khoan va gia tri ban lai
Nhu cau ttr hoat dong thuong mai va cd bac & nudc ngoai

2. 02 / Chi tiéu chinh Chia khéa, hop dung va vién nang
Céac giao dich mua hang tu trang web Valve khi cé chuong trinh khuyén mai

3. 03 / Doanh thu Thu nhép tu ban hang lan dau
Cong vdi cac khoan phi trén doanh thu thuc té tu thi truong
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
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5% + 10%Steam + Phi CS2 déi véi cac giao dich trén Thi truong Cong déng

K&t luan kinh té tir cudc diéu tra: thi truong ban lai s6i ddng cé thé thic day chi tiéu cho cac
mat hang mdi. Co ché “15%"” quen thudc két hgp cadc muc phi thi truong, tuan theo muec toi
thi€u va quy tac lam tron; day khéng phai la mét khoan thué ap dung cho moi giao dich thuang
mai quoc teé.

Bang phi cia Chg Cong dong Valve ~ da luu trit 2026-09-21 ~. Trén 25 ngay 2026 thang 2
T6ng chudng ly bang New York da nép dan khéi kién da luu trir 2026-09-01 ~ véi cdo bubc rang
cac hop chién lgi phdm tra phi c6 lién quan dén viéc ban lai bang tién mat bén ngoai va tac hai
tlr c0 bac — chinh mai lién hé nay da dugc ho so nay ghi nhan tir géc do ca sé ha tang ky
thuat. Khi€u nai dé chi la mot cdo bubc, khéng phai la két luan; né dugc trich dan ¢ day vi mot
cd quan thuc thi phap luat cua tiéu bang da dat ra cho Valve mét cau haéi lién quan dén cau hdi
ma tai liéu nay dat ra: ho so thuc thi phap luat nao phu hop véi nhitng tuyén bé cong khai dé?

1. 01 / Muc Nap tién bang tién dién tu
H6 so dich vu bén ngoai va vi

2. 02 / Chuyén d6i Can bang - giao dién
Cac mat hang dugc giao thong qua cac giao dich trén Steam

3. 03 / Thoat Ban tién phap dinh bén ngoai
Ngugi ban, ngudi mua va don vi thanh toan

KYC?Xac dinh déi tuong diéu khién tai méi 1an chuyén giao

Pay la hudng can diéu tra, ch& khéng phai dich vu chuyén déi tién mat “Steam” API do chinh
nén tdng cung cap. Can ghi chép lai cac thong tin vé xac minh danh tinh, viéc luu gilt tai san,
maé giao dich va ngudi nhan tién tai méi nha cung cap dich vu bén ngoai trudc khi khang dinh
rang viéc rat tién mat dé khong tuan tha quy trinh xdc minh danh tinh (KYC).

Hoa Ky / Dao luat Bdo mat Ngan hang

H&y phéan loai hoat déng trudc, sau dé méi dén nghia vu.

FinCEN danh gid hoat dong chuyén tién dua trén cac hoat ddéng cu thé cta doanh nghiép. Viéc
chap nhan va chuyén déi tién do cé thé chuyén d6i dugc c6 thé dan dén cac nghia vu lién quan
dén dich vu tién té, tuy thudc vao cac dinh nghia va truong hop ngoai 1&é hién hanh. Vi “Steam”
cua Valve chdp nhan tién va chuyén déi ching thanh cac vat phdm trong tro choi; sau do,
nhing vat phdm nay dugc thanh ly théng qua cac nha diéu hanh bén th(r ba dé déi lay tién
that. Vat phdm va qua trinh chuyén nhugng dién ra trén nén tang cia Valve; viéc rat tién mat
thi khong, va viéc liéu bat ky phan nao trong chu trinh dé cé dap Ung cac dinh nghia vé chuyén
tién hay khéng la mét van dé phéan loai thudc thdm quyén cta FinCEN, khéng phai la két luan
dugc dua ra tai day.

FinCEN FIN-2019-G001, céc diéu 1-2, 5.1 » da luu trir 2025-07-11 ~

Lién minh Chau Au / rira tién

Theo déi ngudn thu, kién thic va su ho tro.

Chi thi (EU) 2018/1673 quy dinh vé hanh vi rra tién c6 chu y va viéc tham gia lién quan dén
tién thu dugc tir hoat dong tdi pham. Van dé can lam rd trong qua trinh diéu tra la Cong ty
Valve da biét nhitng gi vé cac nha khai thac s&r dung co sé ha tang giao dich va OpenID cula
minh sau ngay 13 thang 7 nam 2016, - thai diém cdng ty nay cong khai mé ta viéc sir dung dé
- va cong ty da cé nhiing bién phap gi déi véi ho. Cong ty Valve chua cong bd bat ky hé so xur
ly vi pham nao theo tiing nha khai thac; chinh hé so dé, chr khdng phai tai liéu nay, madi cé thé
tra 16i cau haéi trén.

Khung phap Iy vé luat hinh su cta Lién minh chau Au ~
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Thuat ngir trong AMLDG6: Chi thi vé luat hinh su néu trén khac véi Chi thi (EU) 2024/1640,,
con dugc goi la AMLD6. Chi thi sau nay c6 thai han chuyén héa thanh luat chung la ngay 10
thang 7 nam 2027,, véi mot sé trudng hgp ngoai 1é cu thé. Bai viét 78 » d& luu trir 2026-08-30
2

Phan C — Khung phap ly - Muc 16 - Théng bao, phan hoi, trdch nhiém
Pao luat Dich vu Ky thuat sé: ghi nhan kién thic vao hoé so

Boi cadnh va céac gidi han vé nguén

Hai yéu t6 trong théng béo theo Diéu 16 thudc trach nhiém clda ngudi nép hd so chr khéng
phai ctia bd ho s nay: thong tin cad nhan cta ngudi ndp hd so va tuyén bo thién chi xac nhan
tinh chinh xac cda théng tin. Tat cd cac yéu cau khac cta Diéu nay — gidi thich c6 can ci va vi
tri dién t& chinh xdc — dugc néu ré trong Muc 3 va trong s6 dang ky 16 trinh, kem theo céc
phan hoi da luu va ma bam, dé bat ky bén nao cling cé thé ndp ho so. Hai gidi han nira doi véi
chinh luat nay: viéc mat quyén mién trir déi véi nha cung cép dich vu luu trir khéng tu né dan
dén trach nhiém phap ly theo bat ky luat nao khac, va mic phat toi da (6%) tai Diéu 52 (3) la
muc tran theo luat dinh, khéng phai la mdc phat dugc xac dinh cu thé déi vdi Valve.

Theo Luat DSA, nha cung cap dich vu luu trir chi dugc hudng su mién trir tradch nhiém cho dén
khi ho cé théng tin cu th€ ma van khéng cé hanh déng nao. H6 so nay chinh la théng bao
dé. Bai bdo néu tén cac may chu, ngay thang, cac phan hoi da duoc luu trir va céc gia tri bam.
K& tu khi bai bdo dugc céng bd, cau hoi khdong con la liéu Valve co biét hay khéng — ma la
Valve da lam gi tiép theo.

01 Thang 7 nam 2016 / Trién I1dm ho so

Yéu cau kéo dai muodi ngay.

Théng bdo dugc tai lap 6 trén la diém khdi dau lich st cho viéc so sanh viéc thi hanh trong cudc
diéu tra.

02 17 Thang 2 nam 2024 / bon dang ky chung

Khodng thoi gian DSA.

Can phan biét hanh vi trong qué kh( véi hanh vi trong giai doan ma cac nghia vu theo Luat
DSA cé lién quan dugc ap dung.

03 Mugi nam / anh chup nhanh ho so géc

Thoi gian thuc hién can cé hé so theo doi.

Thoi gian da troi qua ké tir ngay 7 thang 2016 (xem Muc 11) la mot chi sé trong ho so. Pay
khéng phai la mudi nam vi pham DSA da dugc xac dinh. Hay lién két ting thong bdo véi mot
muc cu thé, quy dinh phap luat dp dung, bang ching gui théng bdo va phan hoi.

Bai viét 52(3) / muc tran theo quy dinh6%

trong téng doanh thu hang nam trén toan cau

MUrc phat téi da doi véi hanh vi vi pham céc nghia vu theo Luat DSA, duogc tinh dua trén nam tai
chinh trudc dé cua nha cung cap. Pay la muc tran theo quy dinh phap luat, khéng phai la mic
phat d& dugc dp dung doi vGi Cong ty Dich vu Kiém todn va Thué (Valve).

Céc bai viét 6, 8 & 16 / tiéu chi phap ly

Do6i véi cac dich vu luu trir lién quan, viéc ¢ kién thic cu thé va khéng hanh déng kip thoi cé
thé dan dén viéc mat quyén mién trir danh cho dich vu luu trir. Mot théng bdo du rd rang c6 thé
chirng minh viéc biét vé ndi dung cu thé dé. DSA khoéng quy dinh nghia vu gidm sat chung; viéc
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mat quyén mién trir ban than né khéng du dé xac lap trach nhiém phép ly theo moét luat khac.
DSA: Cac diéu 6, 8, 16, 52, 53, 93 va phanly do 17 » da luu trir 2026-09-20 ~

Xem lai cac khi€u nai da dugc luu gilt » Tao dong thoi gian tai khodn = Phan tich phap ly va
kinh té toan dién —»

Phan C — Khung phap ly - Muc 17 - Danh tinh, do tudi, quyén truy cap thuong mai

Nguoi chua thanh nién: Viéc dang nhap vao Steam khong phai la
hinh thic xdc minh dé tudi

BGi canh va cac gidi han vé ngudn

Khong c6 dir liéu nao cua tré vi thanh nién xuat hién & bat ky dau trong ho so nay va ciling
khong cé dit liéu nao dugc thu thap: cac tac gid khong dang ky, khong tai Ién hoac dang nhap
vao bat ky nén tdng nao dugc néu tén. Bat ky ai tham khao phan nay can gilr bi mat cac bang
ching lién quan dén tré em va che giau cac chi tiét nhan dang khai cac tai liéu cong khai.
COPPA dugc trich dan & day vaéi tu cach la luat bao vé quyén riéng tu cla tré em, cé cac diéu
kién pham vi dp dung riéng — doi tugng, su biét ro thuc t€, dit liéu cad nhan dugc thu thap —
ch&r khéng phai la quy dinh chung vé d6 tudi tham gia co bac; don khi€u nai tai New York cua
Vién Bao vé Quyén riéng tu Tré em (2026) la mot cdo bubc tir co quan nha nudc, chr khong
phai la két luan chinh thic.

"Dang nhap bang Steam" chirng minh rang tai khoan do tén tai. Diéu dé khéng chitng minh
duogc gi vé tudi tac ca — va trén cac trang web nay, dé la cadnh clra duy nhat ngan céch gilra
mot ddra tré va mot khoan tién gui. Hay doc né clng véi Phan 3.1: trong (ing dung khach
Steam, canh b&o ma trinh duyét thuong hién thi sé khéng bao gio xuat hién, do dé tré em sé
khoéng bao gio nhin thay canh bao dé.

Nh{ng tinh nang ma OpenlID cla Steam cung capThong tin tai khoan

Mot SteamID da dugc xac minh dung dé dang nhap hoac lién két tai khoan.

#z

Nhirng diéu ma nha khai thac phai xac dinhDiéu kién tham gia

DO tudi, pham vi tham quyén va cac thu tuc xac minh danh tinh can thiét.

Co sd ky thuat: Tai liéu vé Steamworks OpenID ~ da luu trit 2026-09-21 ~. Viéc xac nhan danh
tinh da dugc ghi nhan khéng phai la chiing nhan cho thay ngudi dung dugc phép tham gia co
bac mot cach hop phap.

COPPA / Tré em dudi 13

Xac dinh toan tu va dir liéu.

Luat COPPA ap dung déi véi cac dich vu danh cho tré em thudc pham vi diéu chinh va cac dich
vu c6 thoéng tin cu thé vé viéc thu thap théng tin cd nhan tir tré em dudi 13.. Pay la luat bdo vé
quyeén riéng tu cua tré em, khéng phai la quy dinh chung vé d6 tuGi tham gia co bac. Can xac
dinh ré déi tuong ngudi dung, loai dir liéu cd nhan dugc thu thap, mdc dd nam rd théng tin va
quy trinh xin sy dong y cta phu huynh.

FTC: Cac yéu cau cua COPPA » da luu trir 2026-09-21 ~

Céc bang ching can dugc bao quan

Ghi lai toan bd qua trinh tu khi dang nhap dén khi nap tién.

Gilr nguyén cao ché kiém tra do tudi, ndi dung théng bédo dang ky, cac diéu kién du diéu kién,
quy trinh thanh todn va lich st khiéu nai cta trang web. Danh gid tirng nha diéu hanh mot cach
riéng biét. Gilr bi mat moi bang ching lién quan dén tré em va che di cac théng tin nhan dang
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trong cac tai liéu cong khai.

Mot ho sa thi hanh phap luat lién quan la 2026 Thong bao vé don kién tai New York da luu trir
2026-09-01 ~, trong dé cdo budc rang cac hdp qua cé tra phi gay hai cho ngudi dung tré tudi.
Day khbéng phai la két luan theo COPPA.

Phan C — Khung phap ly - Muc 18 - GDPR Diéu 15 request

Yéu cau. Phan hoi. So sanh con thiéu.

Anh ay yéu cau bén diéu, trong dé cé ban ghi nhat ky sé tiét 16 danh tinh cla nguai da cai dat
khoéa API vao tai khodn cla anh ay. Ba ngay sau, vé dugc déong lai kém theo mét lién két
dan dén mét trang khéng chia bat ky théng tin nao trong sé dé — va cau két thac bai
bdo nay lai bi chinh cac luat su cla Valve bac bé.

Tai khodn nay thubc vé ai - Nguon goc va gidi han

Nhirng anh chup man hinh nay khéng phai ciua PhishDestroy. Nhiing thong tin nay dén
tr mot nguoi dung binh thuong clia Steam — mot ngudi tham gia cudc khao sat ngan do du én
nay té chirc, nguoi da tu minh guii yéu cau va cung cap cac anh chup man hinh. Tai khoan la
cla anh ay, phiéu yéu cau la cta anh &y, va cac trao déi dién ra gilta anh dy va bd phan Hé trg
cla Steam. Du an nay khéng gl yéu cau, khéng sé hitu tai khodn nao trén nén tdng nay va
khéng phai la bén lién quan trong phi€u yéu cau nay.

Vao ngay 16 thang 9 nam 2026, anh da gui mot yéu cau truy cap thong tin theo Dao luat Bao
vé Quyén riéng tu cta California (GDPR/CCPA) 15, trong dé yéu cau cu thé vé cac ban ghi dang
ky khda API, lich s&r dang nhap kém dia chi IP, lich s Gy quyén thiét bi va lich st giao dich. Vao
ngay 17 thang 9, nhan vién “Logen” da hudng dan anh truy cap trang D{ liéu Tai khoan tu
phuc vu. Vao ngay 18 thang 9, anh ay cho biét cdc danh muc dugc yéu cau khong cé trén trang
dé va dé nghi chuyén vu viéc 1én Nhém Bao méat D liéu hodac Chuyén vién Bao vé D liéu
(DPO). Vao ngay 19 thang 9, nhan vién ho trg "Kal" da déng phiéu yéu cau véi cung 16i hudng
dan. Ca hai anh chup man hinh déu dugc luu gilr bén dudi (dia chi email clia nguoi yéu cau da
dugc che di; ma SHA-256 trong steam tos assets/screenshot-manifest.json).

Anh 8y la nguoi dé nghi phu hgp vi mot ly do rat binh thuong: Tai khoan cua anh ay c6 khéa
Web API thuéc loai “Steam” ma anh ay khéng tao ra, duoc dang ky dudi tén tlocalhost.
Khéng ré né duoc tao ra vao thdi diém nao — khéng phai déi vdi anh ta, va cling khéng
phai tir bat ky thong tin nao ma Valve da cung cap cho anh ta, bédi vi ban ghi duy nhat cé thé
xac dinh thoi di€m doé chinh la nhat ky dang ky khda “API” — va day chinh xac la danh muc ma
hé thong da gidau di. Khdéa nay khong phai la méi: né da ton tai tur trudc khi anh ta biét dén né
mot khoang thoi gian ma anh ta khéng thé do luong duogc, cling vi ly do dé.

Céac chu tai khoan khac cling dang gui yéu cau tuong tu. Bat ky phan hoi nao nhan dugc sé
dugc b6 sung vao day theo cac diéu kién tuong tu nhu hai trudng hgp nay — s6 phiéu yéu cau,
ngay ghi nhan, ma SHA-256,(théng tin ngudi yéu cau da dugc an danh) — bat k&€ phan hoi dé
chap thuan hay tlr chéi cdc danh muc dugc dé xuat.

Du &n nay khong dua ra quan diém nao vé ly do tai sao phi€u yéu cau da bi déng. Trong phiéu
yéu cau doé khbéng néu rd ly do nao, va & day cling khong suy luan ra ly do nao ca.

Yéu cau. Phan héi. So sanh. THEO DOI KET QUA

Buéc 3/3

Ong 8y da yéu cau bén danh muc cu thé. Trang “D{t liéu tai khodn” ma éng dugc huéng dan
truy cap la tinh nang xuat dir liéu tu phuc vu cta chinh Valve, va du dn nay khéng thé liét ké
ndi dung cla né cho tai khoan ctia nguai khac — do dd, khéng cé so sanh chi tiét theo ting
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danh muc nao dugc cdng bé tai day. Diéu dugc ghi nhan la tuyén bé clia 6ng vao ngay 18
thang 9 rang cac danh muc dé khéng ton tai, va viéc déng lai yéu cau vao ngay 19 thang 9,
trong dé chi lap lai viéc chuyén hudng ma khéng gidi quyét cdc danh muc dé.

YEU cAu Cac danh muc cu thé API- h6 so khda, dang nhap, thiét bj va giao dich
PHAN HOI Tham chi€u dir liéu tai khoan Kiém tra viéc trao déi ho trg
BAI KIEM TRA D@ cung cap nhitng gi? So sanh tirng danh muc dugc yéu cau

Man hinh 1/2 — Yéu cau (16 thang 9) va cau tra I16i dau tién, nhan vién hé trg “Logen” (17
thang 9)

GDPR Vé HT-2YBP-F7JP-D4VB — Yéu cau va phan héi ban dau

Nguon: help.steampowered.com, phi€u yéu cau HT-2YBP-F7JP-D4VB - dugc ghi lai vao ngay 16-17 thang 9 nam 2026 - dia chi
email clia ngudi yéu cau da dugc 8n 2026-09-21 - Tép: gdpr-ticket-1.png - SHA-256
da940c731ab9869d226e9d06ccc8alb393738766b7b0c445a56662623e025a66 (screenshot-manifest.json).

Man hinh 2/2 — Yéu cau chuyén cap (18 thang 9) va viéc déng yéu cau, nhan vién ho trg “Kal”
(19 thang 9)

GDPR Phi€u HT-2YBP-F7JP-D4VB — Yéu cau chuyén |én cap trén va déng phiéu

Nguon: help.steampowered.com, mé& vé HT-2YBP-F7)JP-D4VB - dugc ghi lai vao ngay 18-19 thdng 9 nam 2026 - Tép: gdpr-
ticket-2.png - SHA-256 44844ea7b251f7fd7d79f87ee1578a846606a97b9659d3a53b322120¢c422219b (screenshot-
manifest.json).

Phan hoi cudi cung, 19 thang 9 (trich nguyén van):

"Céc dir liéu ma Steam luu trir hién da cé san trén trang Dt liéu tai khodn cGa ban. Do bd phan
Hb6 tro Steam khong thé cung cap thém thong tin nao khac, Yéu cau nay sé bi déng."
Khéng cung cap dit liéu - khdng néu ré co sé phap ly cho viéc tir chéi - khong hién thi két qua
khi chuyén 1&n cap trén

Cau dé la sai, va chinh cac luat su cua Valve da chitng minh diéu dé. Thu cla luat su
ngay 1 thang 10 nam 2025,, doan 1.9, md ta méi tuong quan & cap do thiét bi lién két mot
thiét bi véi hang chuc tai khodn (Phu luc A). Ban tra |6i dé kém theo 830 trang tai liéu luu tri
(Phu luc B). Khong c6 thong tin nao trong sé dé xuat hién trén trang Dt liéu tai khoan.

Tai sao tai khodn nay lai yéu cau tép nhat ky khda “API"?

Anh 8y khong chon bén danh muc dé mét cach ngau nhién. Nhitng localhost ma khéa trén tai
khodn cla anh dy la dau hiéu cida mét doan ma, chi khéng phai cua mét nguoi dang
nhép tén mién thuc vao trang danh cho nha phat trién (Phan 5, Phan 6). Tai liéu duy
nhat cho biét ai la ngudi tao ra nd va tir dau chinh la nhat ky dang ky khéa “API”. P4 la diéu
dau tién anh ay yéu cau. Va dé cling chinh la théng tin ma co quan déng clra da giau di.

Nguodn: chu tai khoan, trong qua trinh khdo sat cia du an nay. Cac anh chup man hinh vé g trén
da dugc ma hda bam; trang chlra khéa khéng dugc cong ba.

Danh gia - PhishDestroy

Viéc dong mét phi€u yéu cau ho trg trong khi cau hoi van chua dugc giadi dap khong phai la mot
su cd ngau nhién G day. D6 la két qua binh thudng. Ching t6i ludn 16,319 hé so khi€u nai va hd
trg dugc luu gilt va 354 céc giao dich hd trg da loai trir trung lap dugc trich dan tir cadc nguén
dé. Vé nay la moét vi du cu thé, dugc ghi lai day du vé hinh thirc ma ching thé hién.

Yéu cau ho trg — Da luu gilr HT-2YBP-F7)P-D4VB

Loai yéu cau GDPR Bai viét 15 DSAR

Tinh trang vé DA DONG CUA 19 THANG 9 NAM 2026 — KHONG CO DU LIEU DUQC CUNG CAP
Cac dai ly trén san giao dich "Logen" (17 thang 9), "Kal" (19 thang 9)

D3 ndp 16 2026 thang 9

D{r liéu dugc yéu cau Ai da dang ky khéa Web API lién két véi tai khoan nay, va tu dia chi IP /
thiét bi / dau thaoi gian nao?

Can c& phap ly dugc vién dan GDPR Diéu 15 — quyén truy cap dir liéu cé nhan
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Khung phap ly: Diéu 12 (3) quy dinh co quan kiém soat c6 thai han mot thang ké tir ngay
nhan duoc (cé thé gia han néu cd ly do chinh dang). Thai han nay chua hét hiéu luc tai thoi
diém xudt ban, va hoé so nay khéng khang dinh cé vi pham thdi han. Phan déi nay lién quan
dén ndi dung: van ban tra |6i cudi cung cé lién két dén mét trang tu phuc vu nhung khéng cho
thay bén loai dit liéu dugc néu tén da dugc cung cap, va néu co quan kiém soat tir chéi thuc
hién, Diéu 12(4) yéu cau co quan nay phai néu ro ly do va cac kénh khi€u nai. Ca hai diéu nay
déu khong xuat hién trong van ban trd |6i cuéi cung.
Tai sao dit liéu cu thé nay lai quan trong?

Nhat ky su kién khéa Web API la ban ghi cho biét liéu c6 bén th( ba nao da dang ky khéa bang
cach sir dung cookie phién bi ddnh cap hay khéng — co ché dugc mo ta trong cadc don khiéu
nai vé viéc danh cap tai san dugc luu gilr trong kho luu trir cla hé sa nay. Viéc tiét 16 danh tinh
nguoi da dang ky khoda API, tur dia chi IP nao va vao thai diém nao sé:

« Cho phép nan nhan so sanh dia chi IP tao ra lién két API véi lich si dang nhap cda chinh ho

o Tiét 16 cac dia chi IP cla trung tam d{ liéu co lién quan dén co sé ha tang bot Itra ddo / co

bac da dugc xac dinh
« Cung cap bang ching c6 thé dugc sir dung trong céc thi tuc té tung dan sy hodc hinh su
doi véi nguoi thuc hién hanh vi

« Hién thi liéu chu tai khoan c6 dugc thong bao khi khdéa dugc tao hay khdng
Theo ho so ghi nhan: Valve luu gilr cdc ban ghi & cap do thiét bi va ban ghi lién quan dén tai
khoan — thu cua luat su dai dién cho ho ngay 1 thdng 10 nam 2025 da mo tad cac ban ghi nay
(xem Phu luc A, Ban ghi nhé vé bang chiing — Nguén 1). Trong phi€u yéu cau HT-2YBP-F7)P-
D4VB, chu thé d{r liéu da yéu cau cung loai hoé so nay va phi€u yéu cau da dugc dong lai vai
viéc chuyén hudéng dén mot trang tu phuc vu ma theo bdo cdo cia chu thé dir liéu thi khéng
chira cac hé so dé. Viéc tir ch6i dé c6 hgp phap hay khong la van dé thudc tham quyén cua co
guan giam sat; hau qua la ngudi ma dit liéu lién quan dén khdng nhan dugc thoéng tin dé.
Cubc trao d6i — bén tin nhan, ba ngay

Hai nhan vién ho trg clia Steam da tra 16i bang tén riéng dugc hién thi trén phiéu yéu cau:
“Logen” trong phi€éu ngay 17 thang 9 va “Kal” trong phi€u ngay 19 thang 9. Ca hai déu hudng
dan ngudi gui yéu cau truy cap trang D{r liéu Tai khoan. Khdong cé thong tin nao trén phiéu yéu
cau cho thay liéu yéu cau nay cé dugc chuyén dén Nhém Bdo méat hoac Can bd Bao vé D liéu
cla Valve hay khéng, va hé so nay cling khéng néu rd danh tinh cGa cdc nhan vién hé trg, vai
tro cia ho, cling nhu céch thirc phi€u yéu cau dugc chuyén tiép.

16 SEP

Diéu 15: bon yéu cau da dugc ndp véi bon danh muc dir liéu duge néu tén

17-18 SEP

Tham chi€u dén dit liéu tai khodn; ngudi yéu cau dé nghi chuyén I1én DPO

19 SEP

Vé da dugc déng véi cung mot ma gidi thiéu; khong cé dir liéu, khéng néu rd co sé

Diéu 15 GDPR quy dinh roé rang nhitng quyén gi ma déi tugng dugc hudng

Diéul5 (1) (a) Muc dich xt& ly — ly do tai sao Valve luu trir dir liéu

Diéuls (1)(b) Céac loai dit liéu — nhiing gi dugc luu trir tai Valve

Diéul5 (1) (c) Ngudi nhan hoac cdc nhém ngudi nhan — nguoi da nhan dir liéu (e.g, nguoi
nam gitt khéa API)

Diéuls (1) (d) Thaoi han luu gilr hodc céac tiéu chi dé€ xac dinh thoi han dé

Bai viét “15” (3) MOt ban sao cta dir liéu cd nhan dang dugc x&r ly — i.e., chinh ban ghi nhat ky
phim (API)

BAI VIET:12 (3) Y&u cau phan héi trong vong mét thang ké tir ngay nhan dugc; viéc gia han
phai dugc théng bao trong thang dé. Thoi han nay chua hét han tai thoi diém xuat ban. Piéu
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12 (4): Néu co quan quan ly khéng c6 bién phap xt ly, co quan nay phai néu ré ly do va hudng
dan ngudi khi€u nai vé cac kénh khi€u nai.

Quy trinh khiéu nai vé quy dinh — danh cho moi ngugi dung

Bat ky ngudi dung nao da gui yéu cau theo Diéu 15 GDPR téi Valve ma khong nhan dugc phan
héi tudn tha (hodac nhan dugc mau thu tir chéi khong kém théng tin) déu cé thé ndp don khiéu
nai lén co quan gidm sat tai quoc gia thanh vién EU/EEA cia minh. Baon vi hoat dong tai EU cla
Valve la Cong ty TNHH Valve tai Hamburg, do dé co quan gidm sat chd chot déi véi cac khiéu
nai xuyén bién giéi la Co quan Bao vé Dir liéu va Tu do Thong tin cia Hamburg
(HmbBfDI). (Theo Diéu Valve, dai dién cla 27 cling cé tru sé tai Hamburg; dia chi cGa dai dién
khong tu né quyét dinh co quan cé tham quyén.) Khiéu nai cling c6 thé dugc ndp 1én co quan
c6 thadm quyén cla quoc gia thanh vién noi ngudi khi€u nai cu trd theo Diéu 77.

Mau don khiéu nai HmbBfDI » GDPR van ban (Diéu 12, 15, 77) » da luu trit 2026-09-20 »
Hudng dan cha EDPB ~

Ma tham chi€u vé cho moi khi€u nai: HT-2YBP-F7JP-D4VB — dugc luu gilt trong ho so nay nhu
mot truong hgp da dugc ghi nhan.

Mot truong hop da dugc ghi nhan

Cac ho so d6 van con ton tai; nhung chu thé dir liéu chua nhén duoc ching.

Luat su cla Valve da mo tad cac ho so tuong quan & cap do thiét bi trong mét 14 thu ngay 1
thang 10 2025. Vao ngay 19 thang 9 2026, mot yéu cau theo Diéu 15 déi véi cung loai hé so
nay da bi dong lai kem theo 10i huéng dan truy cap trang tu phuc vu ma ngugdi yéu cau cho biét
khéng chlra cac thong tin d6, ma khong néu rdé co sé phap ly. Phiéu yéu cau HT-2YBP-F7)P-D4VB
la mot truong hop dugc ghi nhén; liéu diéu nay cé phan dnh mot thuc tién phé bién hon hay
khong la cau hoi danh cho co quan gidm sat, co quan nay c6 thé yéu cau Valve cung cap ho so
xG ly vu viéc.

GDPR Cac bai viét 12, 15, 77 / Co quan giam sat

Cé thé nOp don khi€u nai theo cac Diéu 12 va 15 truc tiép tdi co quan gidm sat c6 thdm quyén
ma khéng phai chiu chi phi (Piéu 77). Ca quan nay c6 thé dp dung cac bién phap khac phuc,
bao gom yéu cau tuan thu yéu cau truy cap, va phat tién theo Diéu 83(5)(b) doi véi cac vi
pham quyén cla chu thé dir liéu. Viéc luu gilr ma tham chiéu vé gbc va bat ky phan héi nao tir
Valve (hoac viéc khéng nhan dugc phadn hoi) sé cing co tinh thuyét phuc cla don khiéu nai.

Xem mau DSAR -

Phan C — Khung phap ly - Muc 19 - Luat hgp dong
Théa thuan dang ky trai véi kién truc riéng cliia nén tang

BGi canh va cac gidi han vé ngudn

Céc tac giad khong phai la luat su va nhirng ndi dung nay khoéng phai la tu van phap ly. SSA
dugc trich dan tir ban stra d6i ciia 10 thang 9 nam 2026; cac ban sira d6i khac c6 thé cd noi
dung khac nhau, va cach danh sé diéu khoan da thay d6i qua cac ban stra d6i — hay doi chiéu
diéu khoan véi phién ban ap dung cho hanh vi dang dugc dé cap. Cac bai viét 25 va 32 néu ro
nhitng yéu cau cuia quy dinh, ch& khéng phai la co quan gidm sat da phat hién vi pham. Cac s6
liéu trong bai viét 1 néu roé cac gidi han pham vi dugc quy dinh tai Muc 13.

Ba trong s6 cac quy dinh c6t 16i clia SSA cé su mau thuan vai cach thic xay dung nén tang
nay: lénh cdm s dung cho muc dich thuong mai két hop véi mic tran gia trén Thi truong,
khién cac giao dich c6 gié tri cao bi ddy ra khdi nén tang; diéu khoan vé trach nhiém clda nguoi
dung déi véi cac khda xac thuc hai yéu té (API) mau thuan véi di€m cubi khda (key endpoint)
von trudc khi cé quy dinh vé xac thuc hai yéu t6 (2023,) khéng yéu cau yéu t6 xac thuc th& hai;
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va ngdn nglr quy dinh vé viéc thi hanh mau thuan véi h6 so cong khai cho thay khéng cé viéc
thi hanh déi véi ting nha diéu hanh. Viéc nhitng mau thuan nay cé anh hudng dén kha nang thi
hanh hay khong la van dé thudc thdm quyén cla toa an; phan nay trinh bay cac su kién ma toa
an sé xem xét.

Thuyét "1" / Kién tric vén hda thi truong

Giéi han gia thi truong va quy dinh cam st dung vao muc dich thuong mai

Cho cdng dong Steam cé murc giad niém yét toi da khoang $1,800.. Theo mo6t ban chup man
hinh da 16i thai (23 Sep 2026), cac danh muc mat hang CS2 trén 248 cé muc giad dugc niém yét
doc lap cao hon muc tran doé tai hai hoac nhiéu san giao dich; nhitng mat hang nhu vay khéng
th€ duogc ban véi muc gia dé trén nén tang riéng cua Valve. Cac chd sd hiru muén ap
dung muec gid doé sé st dung cadc nén tang giao dich cla bén th& ba, hoat déng trén cac tai
khodn Steam va Steam APl — luu y rang Co quan An sinh X& héi (SSA) phan loai cdc nén tang
nay la thuong mai trir khi dugc cho phép ré rang.

Céc mat hang vuot qua muc tran cla Thi trudng — cac thi truong bén th& ba bu dap phan
chénh léch - cac thi truong nay st dung tai khoan Steam va Steam API - Co quan An sinh Xa
hoi (SSA) cdm st dung thuong mai ma khdéng cé su cho phép - chua cé danh sach cac truong
hop dugc phép nao dugc cong bé. Phi téng hgp cla Thi truong Coéng déng (khodng 15%) chi ép
dung cho céac giao dich dugc hoan tat bén trong Thi truong, khong ap dung cho cac giao dich
bén ngoai nay.

Tham s6 2 / Kién tric bdo mat khda API

L6 héng bao mat lién quan dén khéa (API) 1a mét van dé vé thiét ké nén tang
chit khéng phai do su bat can cia ngudi dung

Trudc day, diém cudi tao khda API cla 2023, Steam da chap nhéan yéu cau POST keém theo mét
sessionid bi danh cap va tao ra thong tin dang nhap cé dac quyén cao khéng cé xac nhan
qua email, xac thuc hai yéu té hoac xac thuc qua thiét bi. Cac khi€u nai vé viéc chiém
quyén diéu khién API dugc thu thap trong cudc diéu tra nay déu tuan theo mét mé hinh nhat
dinh: tép Iénh cla ké tan cdng, cookie phién bj dadnh cap, tao khda an, chan giao dich (ndi dung
yéu cau dugc trinh bay tai Muc 8).

GDPR Diéu 25 (bdo vé dit liéu ngay tu thiét ké) va Diéu 32 (an ninh trong qua trinh x{& ly) yéu
cau phai ap dung cac bién phap ky thuat phu hgp véi mic do rai ro. Viéc cap mét chiing chi cé
khd nang bi chan trong qua trinh giao dich ma khéng cé yéu t6 xac thuc th( hai hoac théng
bdo cho chu sé hitu la mot van dé thiét ké thudc trach nhiém cta ngudi ki€m soét. Viéc liéu
diéu khoan clia SSA quy dinh tréch nhiém cho ngudi dung cé thé dugc vién dan trong bdi canh
dé hay khong la van dé thudc thdm quyén cla tdoa an va co quan gidm sat.

Tham sé 3 / Kha nang hién thi theo thai gian thuc

Valve nhén tén may chu xac thuc moi khi dang nhéap

Tén may chu xac thuc dugc gui dén diém cubi OpenlD cla Valve dudi dang van ban thuan tay
trong openid.return to Va openid.realm (Cau trdc yéu cau dugc trinh bay tai Muc 3). Viéc trich xuat
thong tin nay la moét thao tac tiéu chuan. Theo d{r liéu tai 2026-09-22, trong cac cap 26, mién
chinh nam trong B6 loc lién két (Link Filter), trong khi mdy chd mang théng tin dang nhap
Steam thi khong. Valve chua cong b6 bat ky ban ghi thuc thi nao theo trng nha mang, do dé
khong thé xac dinh duoc tur dir liéu cong khai liéu cé bat ky bién phap nao khac ngoai Bo loc
lién két (Link Filter) @& dugc ap dung cho cac may chu nay hay khéng.

Ai sé chiu chi phi nay?
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M6 hinh trong cac don khiéu nai da dugc luu trir

Trong cac khi€u nai dugc xem xét, phan hoéi ctia BO phan HO trg Steam déi véi cdo budc chiém
doat khda APIludn tudn theo mét khudn mau: tir chdi khoéi phuc, néu rd trach nhiém cla nguoi
dung doi véi tai khodn va khoéa API, sau dé déng phiéu yéu cau. Ho so nay khong dua ra udc
tinh vé so lugng tai khodn bi dnh hudng hay gié tri bi mat; cling khéng tim thay nguén nao
cung cap con so nay.

Van dé khéng phai la liéu cadc ngudi dung cd nhan c6 mac 16i hay khong. Van dé la ai phai chiu
trdch nhiém vé mot kién tric ma, cho dén khi 2023, cho phép mot yéu cau POST st dung
cookie bi danh cap dé tao ra thong tin dang nhép giao dich cé quyén truy cap cao ma khong cé
bat ky théng bado nao va khong yéu cau xac thuc hai yéu té.

SSA véi tu cach la mot van ban so véi SSA véi tu cach la mot hop dong

Mét toa an xem xét hd so nay sé khéng dién giai Pao luat An sinh Xa hdi (SSA)
mot cach tach biét.

Ho sé xem xét tai liéu nay cung véi |4 thu ngay 10 thang 2025 cla luat su, trong dé mo td maoi
tuong quan & cap do thiét bi, cac ngay dang ky may cha xac thuc, cac dau thoi gian dang ky
theo 16, ndi dung yéu cau khda API, cling nhu khodng thai gian mudi nam gilra cac thdong bao
thdng 7 2016 va cédc nén tdng van dang hoat dong vao thang 9 2026.. D6 chinh la hé so ma
Valve sé phai gidi quyét.

SSA so véi hé so / nhitng diém chinh

« "Khéng dugc sir dung cho muc dich thuong mai" — Gigi han cta Thi truong khién cac giao
dich c6 gié tri cao phai chuyén sang cac thi truong thuong mai cta bén thi ba

« "Ngudi dung phai chiu trach nhiém vé cac khéa API" — khong cé xac thuc hai yéu to6 trén
di€m cubi khoa trudc khi truy cap 2023

« "Chung t6i xr ly nghiém céac truong hop vi pham" — khéng c6 ho so xi ly vi pham theo ting
nha khai thac nao dugc cong bo ké tir thadng 7 nam 2016

« "Ban da dong y véi cac diéu khodn" — trong mo hinh chiém quyén diéu khién, viéc chap
nhan dugc thuc hién béi mot tap 1énh, chit khéng phai chu tai khoan

K&t luan - Nhitng gi ho so da chirng minh va nhitrng gi ching tdi yéu cau
Cac két qua. Cac tai liéu ma ching to6i yéu cau.

BG6i canh va cac gidi han vé ngudn

Moi phat hién dudi day déu lién quan dén mot hd so cong khai cé ghi rd ngay thang trong cac
phan trén. Cac yéu cau nay dugc gi dén céc co quan c6 tham quyén, nhitng co quan co6 thé
budc phai cung cap thr duy nhat ma cudc diéu tra nay khéng thé ti€p can dugc: chinh cac ho
so vé viéc thi hanh, truy cap va xt ly dit liéu cta Valve.

Méi yéu cau déu dua trén mot két luan da dugc ghi ngay thang. Céc co quan chic nang cé thé
yéu cau cung cap cac tai liéu ma cudc diéu tra dua trén ngudn cong khai nay khéng thé budc
phai cung cap.
Nh{ng gi h6é so cong khai da xac nhan
1. 44 Céc nén tang truc tuyén xac thuc théng qua moét tén mién riéng biét c6 thé dang ky —
27 vGi tép bang chiing dugc cong bd theo tiing tuyén dudng, 17 dugc thu thap thd céng
va liét ké riéng biét. Tinh dén thoi di€ém 2026-09-22,, cac cap 26 da bi chan tén mién
chinh trong B loc lién két Steam, trong khi may chd chra thong tin dang nhéap cla
chidng thi khong — csgogem.com bi chan, api.csgem.com da dang ky tu thang 3 nam 2014.
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Steam nhan dugc tén may chu doé trong openid. realm Va openid. return_to moi khi dang nhap.
Phan 3

2. Vao ngay 13 thdng 7 nam 2016 Valve, co quan nay da cdng khai néu tén co ché nay va
cam ap dung nd; dong thoi, cadc thong bao cula luat su dai dién cho co quan nay tai 20
thang 7 nam 2016 da dat ra thoi han muoi ngay. Trong mudi nam ké tir thoi han dd, chua
c6 ho so thi hanh nao déi véi ting nha khai thac dugc céng bé. Phan 11

3. Diém cubi chinh ctia Web API thudc Du dn Nghién clru Bao mat (Steam) da cap mét thong
tin xac thuc cé quyén truy cap cao va cé thé thuc hién giao dich chi dua trén mot cookie
phién, ma khong cé yéu tdé xac thuc th hai trudc khi truy cap 2023. Phan 5

4. MOt yéu cau trén GDPR 15 (ma phiéu HT-2YBP-F7JP-D4VB) da dugc déng sau ba ngay
kém theo mot lién két dén dich vu tu phuc vu va khéng c6 dit liéu nao. Phan 18

DPiéu ching téi yéu cau moi co quan chirc nang

Uy ban Co bac Ti€u bang Washington

Ma lai tép “2016”. Yéu cau cung cap danh sach chi tiét theo tung nha diéu hanh vé cac tai
khodn, bot va may chu trd vé nao da bi vo hiéu hda sau khi nhan dugc thong béao 10 ngay,
cling nhu nhitng nha diéu hanh nao sau dé da lay lai quyén truy cap. Phan 2

HmbBfDI (Hamburg; Cong ty TNHH Valve)

Ki€m tra xem phan hoi tai Diéu 15 c6 dap ng nghia vu cGa co quan quan ly hay khéng, va yéu
cau cbng b6 cac ho so dang ky va truy cap khdéa APIcé lién quan dén viéc xac dinh danh tinh
cua chu thé thuc hién hanh vi. Phan 18

Cac diéu phoi vién dich vu ky thuat sé caa DSA

Ghi chd vé dinh tuyén may chu xac thuc (auth-host) vao ho so dudi dang thong bdo, sau dé
danh gid xem phan hoi tir Valve cé dap ing cac nghia vu cia minh hay khéng sau khi thong tin
da duogc ghi chép lai. Phan 16

Bat ky chu thé dir liéu nao

Hay sir dung mau bai viét “15” d€ yéu cau cac ban ghi tuong tu cho tai khoan cia ban; ban ghi
dugc luu gilt c6 thé gilp xac dinh ai la ngudi da khéi tao thao tac dat lai hoac tao khda. Phu luc
G

Yéu cau duy nhat dang sau ca bon truong hgp nay déu giéng nhau: cong bé cédc hd so vé viéc
thi hanh, truy cap va xt ly dir liéu ma chi Valve m&i nam gilr. Mét canh bdo trén trang chd, mot
thu thong bdo 10 ngay va moét trang tu phuc vu déu la nhitng hanh déng thé hién quyén kiém
soat. Viéc quyén ki€m soat d6 c6 dugc thuc thi hay khong la cau hoi ma hé so cdéng khai khéng
thé tra 10i, nhung co quan quan ly thi co thé.

Phu luc — céc tai liéu chirng c chinh va tai liéu lam viéc
Phu luc A — Thu tU cla luat su

Ban tém tat bang ching — tai liéu do Nguén cung cap 1

Co sé bang chidng va tinh trang nguén cla cac thu tir trao d6i gilta cac luat su dugc trich dan
tai cdc muc 1,, 18 va 19.

Co sé bang ching va tinh trang nguén — cac tai liéu do Nguén cung cap 1

Ngudi dung ma lénh cdm vinh vién clia ho dé dan dén cudc ki€ém tra nay khéng phai la déi
tuogng cla cubc kiém tra. Viéc |énh cdm dé cé hop ly hay khdng khéng dugc xem xét & day, va
ho so nay khong bdo vé cling khong phan bac diéu dé. Tai khoan dé khong phai la van dé
chinh. Diéu quan trong la ndi dung: Ngudn 1 — chu tai khoan bi khda, ngudi d& nhan dugc thu
t&r dudi day tir luat su clia Valve véi tu cach la chd thé dit liéu trong yéu cau theo Diéu GDPR
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cta chinh minh — d& chuyén tiép thu tir d6 cliing céc hé so vu viéc kém theo, kém theo quyén
cho phép cbéng khai xem xét cac tai liéu nay. Tén cla ngudi nay dugc giau kin; cac tai liéu dugc
mo ta theo ngay thang, siéu dit liéu cla tac gid va ma bam.

Thu tlr 6 dugc gui d€ tra 16i yéu cau theo Dao luat Quyén Truy cap Thong tin (GDPR) / Yéu cau
Tiét 160 Thong tin An ninh (DSAR). Trong qua trinh dé, luat su ctia Cong ty Phan mém May tinh
(Valve) da dua ra mot tuyén bé cé chir ky, trong dé6 mo td mot tinh nang ma B6 phéan Ho trg
Dich vu Mang (Steam Support) trudc dé da thong bao véi nguai dung la khdng thé thuc hién
dugc vé mat ky thuat. Doan trich dan dudi day chinh la tuyén bé dé.

Phan tich sau hon cla cac tac gia vé doan trich nhat ky da thu dugc la khéng dugc dua vao
hé so nay dang cho két qua danh gia doc lap. Khdong cé phan nao khac trong cudc diéu tra nay
dua vao két qua nay.

Théng tin dugc ghi nhan trong hé so: dir liéu do tu xa lién tuc & cap db thiét bi

Trong doan 1.9 cua blc thu dugc cho la do luat su cla Valve g, cac luat su cda Valve néu ro:
"Theo théng tin tr 2019 va 2023,, tai khoan nay chu yéu duoc sur dung tor mét thiét bj cling dé
duoc diung dé€ dang nhdp vao hang chuc tai khodn Steam bj danh cap."

Su that: Luat su cla Valve tai dady mo ta viéc doi chi€u dir liéu & cap do thiét bi gilra cac tai
khodn trong khoang thoi gian bén nam. Steam B6 phan hé trg da thong bdo vdi cac nan nhéan
bi trom cap rang viéc theo ddi cdc mat hang bi danh cap hoac lién két cac tai khoan véi thiét bj
la khéng thé thuc hién dugc vé mat ky thuat. Steam Quy trinh Uy quyén thiét bi cta Guard da
dugc cong khai ghi chép, do dé viéc ton tai cac ban ghi theo tirng thiét bi khdong phai la diéu
mai; diéu méi la xadc nhan bang van ban cla luat su rang cac ban ghi dé dugc luu gilr va lién
két gilta cac tai khodn trong khodng thai gian nhiéu nam.

Tai sao diéu nay lai quan trong: Maéi tuong quan c6 thé lién két mot thiét bi véi hang chuc
tai khoan bi chiém quyén kiém soat trong vong bon nam thudc cling loai hé so ma co quan ho
tro cho biét ho khéng thé sir dung dé hoé trg cdc nan nhan. Cac loai hé so d6é cé kha nang xéac
dinh céc tai khodn va thiét bi trong chubi hanh vi trdm cap va ban lai. Nhirng hé so nao tén tai,
thoi gian luu trit [a bao 1au va trén co sd nao ching bi tlr chéi cung cap cho chu thé dir liéu la
nhing cau héi danh cho co quan giam sat.

Nguon: Thu cla luat su dai dién cho Valve ngay 1 thang 10 nam 2025,, doan 1.9, va phu luc
PDF tai trang 830-- dugc Nguon 1 nhan dugc dé€ dap lai yéu cau theo Diéu GDPR, Muc 15 - M3
SHA-256 cua phu luc dugc ghi lai tai disclosure-audit.json - N6i dung bic thu khéng dugc trich
dan; tén tai khodn va dir liéu clia bén thir ba da dugc loai bo.

Trang thai: mé
Céc tai liéu ngudn cé thé truy cap qua kho luu trir bang ching.

Phu luc B — Tép PDF da tao - Ki€m tra viéc che gidu thong tin

Viéc che giau trong tép PDF duoc tao ra chi mang tinh hinh thuc:
phan van ban bi che van cé thé trich xuat duoc

Luat su cla Valve da tra 10i yéu cau ti€p can thong tin theo Dao luat Tu do Thong tin (GDPR)
bang cach dinh kém mét trang tir trang web 830-, trong dé cac phan bi che gidu dugc td deé 1én
van ban thay vi xda bd chiing. 902,270 céc ky tu nam dudi cac thanh mau den va duoc
trich xuat truc ti€p bang céng cu trich xuat van ban — bao gém ca cdc ma dinh danh
cla bén th&r ba ma cac thanh ngang dugc thiét ké dé che gidu. Tai day chi cong b6 s6 liéu téng
hop; khéng sao chép bat ky nbéi dung dugc bdo vé nao, va ban than phu luc cling khéng dugc
cbng bo.

1. K&t qua kiém tra hinh hoc cho thay
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Bai viét “GDPR” trén trang 15, ngay 1 Thang 10 nam 2025 di kém véi mét phu luc PDF gom
830-trang (Aspose.PDF chita thong tin siéu d{r liéu cGia nha xuat ban .NET, dugc tao va sta doi
vao clng ngay). Cac tac giad da tién hanh ki€m tra hinh hoc & cdp d6 trang: déi v4i méi trang,
cac hinh chr nhat mo gan nhu mau den dugc vé sau I16p van ban da dugc xac dinh vi tri va cac
ky tu c6 thé trich xudt nam bén duédi ching da dugc dém.

bugc do trén tép da tao

902,270

Céc ky tu van c6 thé trich xuat dugc tir dudi cac thanh mau den

Pugc thong k&, khong phai udc tinh. Day la s6 liéu théng ké vé cac nhan vat dugc dé cap —
khéng phai s6 nan nhéan, so6 trudng hop xac dinh lai danh tinh hay s6 vu viéc.

830/ 830

Cac trang bi dnh hudng — moi trang

986

Hinh chit nhat bao phd van ban cé thé trich xuat

1,329

T6ng s6 hinh ch{r nhat mau den duc

Céac thanh mau den dugc vé chong Ién I6p van ban; ching khéng xda bd I6p van ban dé. Van
ban nam dudi cac thanh nay c6 thé duogc trich xuat bang céc céng cu PDF tiéu chudn. Chi s6
liéu téng hop mdi dugc cong bd; ndi dung bi che khuat khéng dugc sao chép lai tai day.

Thi nghiém phap y: Tach 16p

ASPOSE.PDF MAU THIET KE LGP PHU VECTOR CHO “.NET” (PHU LUC P. 412)

Don khiéu nai dugc ndp déi véi tai khoan: [Dang nhap: redacted_user _667]

Ly do do ngudi dung dua ra: [NOI DUNG: "Ngudi dung bdo cdo c6 cadc mat hang triing 1ap trong
kho va hanh vi giao dich vi pham quy dinh..."]

Phan nén trudc: <path fill="#000" /> L6i: Dong dit liéu UTF-8 co ban van nguyén ven

Nguén: Phu luc PDF kém theo thu tu van cda 1 ngay 2025 (830 trang, Aspose.PDF dé xem thong tin siéu di liéu cla nha san
xudt .NET) - dugc cac tac gia do ludng, phuong phap va sé liéu tinh theo trang trong disclosure-audit.json - Ma SHA-256 cla
phu luc dugc ghi trong cung mot tép - ban than phu luc khéng dugc céng ba.

2. Tai sao diéu nay lai quan trong doi vGi phan hoi ctia cha thé dit liéu

Luat su cua Valve da gui tép tin nay cho chu thé dir liéu nham dap Gng yéu cau cung
cap hoé so ca nhan cua ngudi dé. Cac vach che trén dé chi mang tinh hinh thdc: van ban
bén dudi chua bao gid bi xda, do dé cac théng tin nhan dang cla bén th& ba ma cac vach che
nay nham che gidu van dugc gui dén ngudi nhan cung vdi tép tin. Viéc che gidu théng tin ma
c6 thé bi loai bd bang céng cu trich xuat van ban sé khdéng che gidu dugc gi, dong thai cling
khién ngudi nhan khong thé xac dinh dugc théng tin nao da bi tiét 16 va théng tin nao chua.

Diéu 15 (4) chinh la ly do tén tai cla nhiing gidi han dé: quyén dugc cung cap ban sao khéng
dugc xam pham dén céc quyén va tu do cla ngudi khac. D6 chinh la nghia vu ma tdc pham
nay da khong tuan thu. Viéc liéu su viéc nay c6 dugc coi la vi pham dir liéu cad nhan theo Diéu
4(12) hay khong la do co quan gidm sat quyét dinh; viéc tiét [6 dir liéu c6 thé do luong dugc
trong tép va c6 thé tai tao bai bat ky ai sé hiru cing cac byte d6 — ma SHA-256 da dugc cong
bd, nhung phu luc thi khéng.

Nhitng gi nam duéi cac thanh d6 khéng phai la sé tai khoan. D6 1a néi dung cac bdo cdo
cla ngudi dung dugc gui chéng lai nguoi yéu cau, keém theo thong tin vé tac gid cda chidng: céc
tai khodn dang nhap Steam — do mot tai khoan dang nhap hiém khi chi dugc s dung trén
Steam — nén da gilp xac dinh danh tinh cGa ngudi ddng sau ching — Theo théng ké cua
cac tac gia, hon 60% sé nguoi dung dugc néu tén trong tai liéu nay cé thé duoc xac
dinh danh tinh mét cach day da — kém theo ban van ban goc, chua dugc chinh stra cla
nhitng gi ho da viét. Noi dung dé bao géom nhiing 16i chic chét chéc va nhimng 10i 1dng ma nham
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vao quoc tich cla nguoi yéu cau. Mot sé ngudi duge xac dinh danh tinh nhu vay la tré vi thanh
nién. Pon vi san xuat da trao danh sach cac phéng vién dugc néu tén cho nguodi ma
ho da dua tin, dé chinh |a tac hai cu thé ma Diéu 15 (4) dugc ban hanh nham ngan chan.

Trinh tu cac ky tu trong tép ciing quan trong khong kém néi dung cta né. Yéu cau nay
ban dau vap phai yéu cau cung cap thém bang chirng xac minh danh tinh, véi ly do dia chi
email bi danh cta ngudi yéu cau khéng chira tén cla anh ta; tai khoan nay da bi khda vinh vién
trong thai gian tri hodn sau dé. Blc thu cuéi cing cung cap dir liéu, hon sdu tuan sau thoi han
quy dinh tai Diéu 12(3), da de doa ngudi nhan sé bi truy to hinh su va gilr lai phan dit liéu con
lai cia chinh anh ta cho dén khi anh ta giai thich hoat dong tai khoan ctia minh vai luat su. Viéc
tiét 16 nay cling gidi dap hai cau hdéi ma Valve chua tung tra 10i cdng khai: cadc ho so dugc cung
cap cho thay viéc lién két tai khoan da dién ra tur rat 1au trudc day 2019, va dir liéu theo ddi ndi
bd véi mic db chi tiét Valve ma trudc day chua ting dugc mo ta.

Pham vi cia phan nay: Phan tich & day chi gigi han trong co ché bién tap, dugc danh gia dua
trén tép tin da duoc tao ra. Phan tich sdu hon cla cac tac gid vé cac ban ghi da tao ra sé dugc
gilr lai cho dén khi cé két qua danh gid doc lap va khong duoc st dung lam co sd& cho bat ky
phan nao khac trong ho so nay.

Bang ching: Thu cla luat su ngay 1 thang 10 nam 2025 va phu luc PDF kém theo (SHA-256
dugc luu trong ho so ki€m toan); Cac phép do va phuong phap déi véi tép PDF & cap db trang
2. Trinh tu cha yéu cau, viéc tir choi trang8 va mo ta chi tiét vé cac ban ghi bi ro ri dugc trinh
bay day da trong ban tuong trinh cla PhishDestroy, “Chd ché cua toi doi dau vdéi cac luat su
hang dau vé vu ‘GDPR’”, 17 thdng 8 nam 2026 ~ da luu trir 2026-08-21 ~. Tén tai khoan va dir
liéu cla bén th& ba da dugc bo qua & day; khdng cé thong tin nao nam trong pham vi cac
thanh nay dugc trich dan.

Page 8 of the covering letter refuses part of the request, and states the reason in
writing: “Eine genauere Auskunft ist aufgrund des Schutzes der personenbezogenen
Daten anderer Nutzer der Steam-Plattform... nicht moglich.” — a more detailed answer is
not possible, because the personal data of other Steam users must be protected. The 830-
page appendix was in the same package. What the bars covered was not account numbers:
it was the reports filed against the requester, their authors named, with the raw
unredacted messages attached. The account holder had asked Valve, through its counsel,
for his own file; what he could extract from it was other people's. Nothing in this appendix
turns on who drew the boxes. What it establishes is that the protection Valve invoked as
its ground for withholding is the protection this same production failed, in the same
envelope, on the same day.

Tai liéu ching cu lién quan dén ho tro va trao déi phap ly

Nguoén: https://phishdestroy.io/steam dossier/vi/index#exhibit-gallery-section

Phu luc D — Thu thap nguén

Cac tai liéu géc duogc lua chon

Sau tai liéu tir kho luu trir — ba bai dang trén dién dan “GitHub” trong hé théng theo doi cla
Valve va ba bai dang trén Reddit vé cac két qua ho trg dang gay tranh cai. M6i nguén déu dugc
dinh kém véi tuyén bo lién quan, ndi dung van ban da luu va van dé ma né dat ra.

1/ 6 cac ban ghi da chon
Chon mét ban ghi nguon

GH-01 / GITHUB Open in saved build
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Hardware keys, requested in 2016
ValveSoftware / steam-for-linux - #4521 - 2016-06-27

A user asked Valve to support U2F hardware keys as an alternative second factor. The saved
issue carries both Feature Request and reviewed labels, with its state recorded as open.

I request U2F usb dongle support in steam as an alternative.

Excerpt from the GitHub issue /

Documented record
A dated request for an additional account safeguard, published in Valve's own issue tracker and
labelled reviewed.

Accountability demand
Publish the product decision, the response date and the protection delivered after review.

Read saved record » Open GitHub ~
In the dossier: Account safequards — Archive #484 - build 2026-09-17

GH-02 / GITHUB Open in saved build
Crash reports without an effective opt-out
ValveSoftware / steam-for-linux - #6459 - 2019-08-18

The reporter describes a Steam client from 12 August 2019 on Ubuntu 16. They say disabling
the crash-upload destination did not persist after a restart, and include the relevant
configuration.

If I disable the “ServerURL’, it gets overwritten after every reboot.

Excerpt from the GitHub issue /7 archived 2026-04-19 ~

Documented record
A specific privacy complaint with a client date, operating system and configuration excerpt.

The saved issue is open.

Accountability demand
Identify the investigation, the affected builds and the change that made the opt-out effective.

Read saved record —» Open GitHub ~ archived 2026-04-19 ~
In the dossier: Request the underlying records = Archive #467 - build 2026-09-17

GH-03 / GITHUB Open in saved build
Auth-ticket abuse reported to Valve
ValveSoftware / Source-1-Games - #3857 - 2022-02-26

The author alleges that a server operation retained Steam authentication tickets after players
disconnected and used misleading server listings. The post asks Valve to address the behavior.

Making their servers look packed.

Excerpt from the GitHub issue /

Documented record
A public abuse report lodged in Valve's tracker on 26 February 2022. Its saved state is open;
the report includes links to screenshots.

PHISHDESTROY / VI - CCO 1.0 69/107


https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=484
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=484
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=484
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=467
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=467
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html?source=GitHub&record=467
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/Source-1-Games/issues/3857

Accountability demand
Produce the investigation result and the mitigation record for the reported authentication-ticket
abuse.

Read saved record » Open GitHub ~
In the dossier: Dataset scope = Archive #768 - build 2026-09-17

RD-01 / REDDIT Author's account

44 disputed Market purchases
r/DotA2 - author handle withheld - 2022-07-07
The author reports 44 unauthorized Market purchases on 6 July 2022 and roughly $500+ in

losses. They say two-factor authentication was enabled and describe repeated template replies
from support.

2nd ticket in and I have still yet to receive a non robotic copy paste template response
from Steam.

Excerpt from the Reddit post ~ archived 2025-03-20

Documented record
A dated account of disputed purchases, with links to transaction screenshots and a support
response. The amounts and events are the author's report.

Accountability demand
Reconcile the disputed purchases with transaction and session logs. Explain the evidence
behind support's decision.

Read saved record » Open Reddit » archived 2025-03-20 ~
In the dossier: Support and enforcement - Archive #4,533 - build 2026-09-17

RD-02 / REDDIT Author's account
A permanent ban and closed appeals
r/ohnePixel - author handle withheld - 2024-12-09

The author disputes a permanent ban and says support cited suspected account transfer and
community reports. They describe closed tickets and plans to request their personal data.

I explained my situation and asked for more details, but they're sticking to their decision
and closing my tickets.

Excerpt from the Reddit post /

Documented record
A preserved appeal account, including the reasons the author says support supplied and links
to four images. The post date comes from the selected support export.

Accountability demand
Identify the evidence supporting the permanent ban and the review available to challenge it.
Closing an appeal does not explain the decision.

Read saved record - Open Reddit ~
In the dossier: Request the underlying records = Archive #4,766 - build 2026-09-17

RD-03 / REDDIT Author's account
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A recovery reset and a reported $10,000 loss
r/legaladvice - author handle withheld - 2025-05-09

The author alleges that support reset credentials and disabled account protections after
someone else submitted a recovery ticket. They report a loss of about US$10,000 from an
inactive account.

Steam Support reset my password and turned off all my account security.

Excerpt from the Reddit post /

Documented record
A preserved allegation about the recovery process overriding account safeguards. The saved
post records what the author says support told them.

Accountability demand
Identify who authorised the reset, the ownership evidence they accepted and the access log.
Account recovery is part of the security system Valve controls.

Read saved record -» Open Reddit 2
In the dossier: Request the underlying records = Archive #4,592 - build 2026-09-17

S4u ban ghi da dugc chon. Cac trang thai “GitHub” md ta ban dung da dugc luu. Cac bai dang
trén Reddit luu gilr théng tin tai khodn cua tac giad.

Tai xuéng sau ban ghi 1

Ban dung cé thé tim kiém nay chira 16,319 cac ban ghi riéng biét: 393 Trustpilot, 5,635
Reddit, 2,395 GitHub, 276 web va 7,620 cac ban ghi trén wiki. Nhiéu ban ghi cé thé lién quan
dén cung mot su kién. Tép xuat dir liéu hang riéng 1é tir 40,448-c6 pham vi khac.

Tim kiém trong toan b6 kho luu trit » - Tao tép manifest » - Pham vi va sé luong bd di liéu -

Phu luc E — Nghién c(u dién hinh

ArchiSteamFarm va diéu khoan tu déng héa

Mot cong cu “card-farming” ma ngudén ma, trong phan Cau hai thuong gap (FAQ) cla chinh
cOng cu nay cho biét né dang hoat dong trén hang triéu tai khodn, trai ngugc véi diéu khodn
trong Théa thuan ngudi dang ky (§ 4.C) cdm viéc tu dong hda. Cac co ché — nhiing gi mot
trang trai phai mua tur Valve trudc khi cé thé tao ra bat ky thr gi, ly do tai sao moi cach rit tién
tlr thé déu vi pham gidy phép, ho so thuc thi va ai la nguai diéu tiét nén kinh té thé — duogc
trinh bay day da trong Phu luc V 2.

Thda thuan dang ky cua Hiép hdi Truyén thong Doc lap (Steam), Diéu 4.C, quy dinh nhu sau:

"Ban khéng dugc sir dung bat ky hinh thirc kich ban, bot, macro hoac cac hé théng khac khong
do con ngudi diéu khién (‘'Tu dong hda') dé€ tuong tac véi NOi dung va Dich vu trén Steam dudi
bat ky hinh thic nao." — Steam Thda thuan ngugi dang ky § 4.C (phién ban hién hanh) » da
luu trit 2026-09-18 ~

Valve thuc thi diéu khoan nay. Né lam viéc nay rat tét. Cau héi thuong gap vé
ArchiSteamFarm (ASF) — m6t cong cu mé& ngudén ma ma chinh tai liéu hudng dan cta né mo
ta la chay trén hon vai triéu tai khoan Steam K& tur [an phat hanh dau tién trén 11 cach day
nhiéu nam — bai viét nay trich dan ba théng béo ho trg tir Steam vé viéc vinh vién cam cac tai
khoan da van hanh mang ludi bot. Valve da phat hién ra cdc mang ludi nay, néu tén ching va
vo hiéu héa ching. Do dd, cau hoi quan trong ¢ day khéng phai la liéu Valve co thé phat hién
hoat déng tu dong hda trén quy mé Ién hay khéng.
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Trang chinh thirc clia du &n Cau hoi thudng gap vé ArchiSteamFarm dé cap truc ti€p dén nguy
co bi cam:

"Diéu nay cuc ky khd xdy ra néu xét dén thuc té la ASF dang dugc st dung trén hon vai triéu
tai khoan Steam k& tir khi phién ban dau tién ctia né dugc phat hanh cach day hon 11 nam —
nhung van la mot kha nang, bat ké xac suat thuc té la bao nhiéu."

"Valve da thira nhan ré rang su ton tai cha 'Steam idlers', nhu da néu & day, nén néu ban hai
toi, toi khd chac rang néu ho khdng chdp nhan diéu dé, ho da cé hanh dong tir 1au roi, thay vi
chi ra rang nhiing hanh vi dé c6 thé gay ra van dé lién quan dén VAC." Tu khéa é day la cac
trang web “Steam” dang idler, vi du nhu ASF, chit khéng phai cac trang web idler vé
tro choi."

— Cau hdi thudng gap vé ArchiSteamFarm, JustArchiNET. Nguén: Trang wiki vé GitHub ~ - Ba
xac minh nguyén van 2026-09-22

Cau tra 10i trong phan Cau hoi thuong gap (FAQ) cho cau héi “Cé ai bi cdm vi diéu dé khong?”
la Pung vay, va trich dan lai néi dung ma bd phan hé trg cia Steam da gui cho ba ngudi trong
so ho:

1,000+ bot : bi cam giao dich
"Co vé nhu tai khodan nay da duoc st dung dé quan ly mét mang Iudi cac tai khoan bot. Viéc sur
dung bot vi pham Thda thuan nguoi dung cua Steam."

170+ bot - bi cdm vinh vién, Chuaong trinh gidm gid mua déng cta2017

"Tai khodn nay da duoc s dung dé thu thép trai phép cac thé suu tép trén Steam, cling nhu
cac hoat dong lién quan va khéng chi gidi han ¢ cac hoat déng thuong mai. Tai khoan nay da bi
khda vinh vién va bd phdn Hé tro cua Steam khéng thé cung cap thém su hé tro nao vé van dé
nay."

120+ bot - bj cdm vinh vién

"Tai khodn nay cung vdi cdc tai khodn khac dé duoc str dung dé tan céng lam qua tai ha tang
mang cta chdng téi, ddy la hanh vi vi pham Quy tac tng xu truc tuyén cta Hiép hdi Béng chay
Quéc gia (Steam)."

— Céc tin nhan ho trg tir Steam dugc trich dan trong phan Cau héi thudng gap (FAQ) cua
ArchiSteamFarm, muc “Cé ai bi cam vi ly do dé khéng?”. Nguon ~ - BDa xac minh nguyén van
2026-09-22

Pat hai ban ghi canh nhau. M6t ngudi dung ca nhan s dung bot khai thac 1,000 da bi phat
hién, dugc théng bdo rang “viéc st dung bot la hanh vi vi pham Thda thuan Ngudi dung cua
Steam” va bi x6a vinh vién. Cac nén tang thuong mai trong hé so nay van hanh céc tai khoan
tu déng Steam nhu hoat dong kinh doanh coét 16i cGa ho, véi quy m6 16n hon nhiéu, va xac thuc
théng qua OpenlD riéng cua Valve moi khi dang nhap — va chua c6 bat ky hé so xir ly nao theo
ting nha diéu hanh dugc céng b6 doéi véi bat ky nén tdng nao trong sé dé. Piéu khoan dé cé
hiéu luc. Van dé la né nham vao ai.

ASF khong bi cdo budc bat c&r diéu gi & day, va cach hi€éu cha ASF vé quan diém cla Valve la
cla riéng ho — tac giad bai viét da néu ré rang “ASF khong dugc Valve Uy quyén”. Cong cu nay
dugc sir dung ¢ day nhu mot phuang tién do ludng: né cho thdy rang Valve phéat hién cdc mang
bot, néu tén ching bang van ban va cdm vinh vién. Valve c6 thé& giai quyét van dé chi bang
mot cau bang cach céng bé cac cong cu tu ddng hda thuong mai nao ma ho cho phép, cung vai
ho so chi tiét theo ting nha cung cap vé cac bién phap da thuc hién déi véi phan con lai.

Tac dong cua viéc “farm thé” déi véi doanh thu cuValve

Thé suu tap thu dugc tir viéc “farm” dugc ban trén Chg Coéng dong clia Steam, noi thu mot
khodn phi téng céng khoang 15% cho méi giao dich hoan tat trong Chg; tai khoan phai da chi
tiéu $5.00 USD trén Steam trudc khi c6 thé nhan dugc bat ky thé nao; va viéc nhan thé yéu cau
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phai s& h(tu tro choi hoac thuc hién cac giao dich mua trong tro choi. Khdong cé con s6 doanh
thu téng hop nao dugc udc tinh & day — quy mé hoat dong chi dugc néu theo nhu phan Cau
hoi thuong gap (FAQ) clia ASF. Phan FAQ nay cling ghi nhan Valve dé phan biét “Nhing nguoi
luoi biéng dSteam” (cay thé) tir "nhing nguoi choi game khéng lam gi ca"; xem Cau hdi thudng
gap vé ASF ~. Céc co ché dugc trinh bay day du trong Phu luc V. — Thang do va bdy danh cho
muc dich thuong mai.

Chua dé ArchiSteamFarm — hé théng canh tac thé ty dong

Ty 1& quy dinh Hang triéu tai khodn (theo phan Cau hdi thuong gap clia ASF — sé lugng tai
khoan dang hoat dong chinh xac chua dugc xac minh)

Dugc dém, khéng phai dugc trich dan 10,880,610 Téng cong cé API bai dang trong nhém
Steam cua chinh ASF (5,360,499 khong gidi han, nhu Steam hién thi) — con s6 “hang triéu”
trong phan Cau hoi thuong gap (FAQ) khdng phai la moét cau chuyén, ma la sé lugng thanh
vién. Cac bai dang tai 88.97% khong bi ap dung bat ky hinh thic cam nao tir Steam. Bang
thong ké day du vé Iénh cam ~

Céc théng tin dugc céng bé trong tai liéu huéng dan clda chinh cong cu nay

« ASF dang nhéap vao cac tai khoan & ché do khéng giao dién va dé cac tro chai & trang thai
cho dé€ nhan thé ma khéng can khéi chay ng dung khach Steam (theo tai liéu du an).

« Phan Cau héi thuong gap (FAQ) giai thich rang Valve da biét vé “nhimng nguoi ludi biéng
trénSteam” va rang “néu ho khong chap nhan diéu dé, ho da cé hanh dong tir 1au roi”.

« Khéng c6 béo cdo nao vé viéc thuc thi nham muc tiéu trong han 11 nédm (theo phan Cau hai
thudng gap); doanh sé ban thé tai Chg Cong dong phat sinh tir &6 phai chiu muc phi téng
hgp cuSteam khoang 15%.

o Phan Cau hoi thuong gap (FAQ) néu ré muc tran khuyén nghi la mudi tai khodn cho moi nha
diéu hanh va dan nguén tir Valve: “Khuyén nghi nay dua trén cac huéng dan ndi bd cua
Valve, cling nhu cac dé xuat cta chinh ching t6i.” Valve chua céng bo bat ky huéng dan
nao nhu vay.

« Gidi han ky thuét, theo cung phan Cau hdi thuong gap (FAQ) nay: "Ban cé thé chay toi da
100-200 bot véi mot dia chi IP va mét phién ban ASE."

» Thai gian chai dugc tao ra nhan tao dugc ghi lai tai Valve — “théng tin nay thuong dugc cap
nhat khoang méi 30 phat” — va § 4.C liét ké “Gia mao so0 liéu théng ké trong tro choi (e.g.,
théi phong sé tran thang hoac thua, XP, thai gian choi)” 1a hanh vi bi cam.

Nguoén

Trang wiki cadu hdi thudng gap (FAQ) chinh thiéc cla JustArchi ASF » Kho luu trit
ArchiSteamFarm ~ da luu trir 2026-09-24 ~

Diéu khodn vé tu dong hda dugc quy dinh ré rang; phan Cau hoi thuong gap (FAQ) clia ASF da
néu rd tir nhiéu nam nay rang cdng cu nay dang hoat déng trén hang triéu tai khoan; chua cé
bdo cdo nao vé viéc thuyc thi cé chd dich nham vao cong cu nay. Khoang cach gitra quy dinh va
viéc ap dung quy dinh chinh la thuc trang hién tai; nguyén nhan dan dén diéu nay chua dugc
lam ro trong bai viét nay.

Tri€én |dm tron ven Nén kinh té thé: quy trinh, quy md, gidy phép va ai la ngugi gidm sat ~
Nhirng gi mot trang trai phai mua tu Valve trudc khi c6 thé san xuat dugc mot thé; hai dong
trong § 4.C mé ta hoat déng_“trong thé” qua cac tdc dong cua nd; ly do tai sao moi cach doi
thé 13y tién mat déu vi pham gidy phép Valve trong khi Valve thu phi ngay t& dau; hé so thuc
thi bao gém dot ki€m tra VAC vao thdng 6 tai 2025 va viéc cdm theo chubi dua trén sé dién
thoai chung; cung vdi nhan vién Valve va céc diéu phdi vién cong déng dugc phat hién dang
quan ly dich vu trao d&i thé va danh sdch cdm xung_quanh Steam. Cudc diéu tra dan sé vé cac
loai bi cdm Ching t6i khéng hdi trang trai Valve dién tich trang trai la bao nhiéu. Ching t6i da
tu dém. ~ 10,880,610 Téng s6 tai khodn (c6 gidi han va khéng gidi han) dugc doc tir nhém
Steam cua chinh ArchiSteamFarm, nhém ma phan mém sé ty déng tham gia theo mac dinh khi
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khéi chay lan dau, trir khi ngudi dung bd chon cai dat tham gia nhém (bao gém ca cac trang

trai bot thuong mai va ngudi chai théng thudng van gilr nguyén cai dat mac dinh). 88.97%

khéng bi bat ky hinh thic cdm nao tir Steam; trong sé cac trudng hap 11% bi cdm, 99.8% chi la

cac lénh cam céng déng mang tinh hinh thirc va khéng bao gid ngan can viéc giao dich. Sau

khi déi chiéu vdi SteamRep, 67.77%, cac dbi tuong lra ddo trong danh sach nay van hoat dong

tu do moét khi cac I1énh cam choéng gian lan dugc g bd. Véi phan tich theo ngay dang ky, vi tri

dia ly va ty |é ton tai — quy md thuc té, dugc do ludng, khdng phai chi la 10i ké.

Phu luc F — Sé cai lam viéc

So quy tac: cac diéu khoan chéng lai cac nén tang duoc ghi nhan

Chon mét quy tac; danh sach sé hién thi cadc nén tang da dugc ghi nhan va gan thé theo quy
tac dé, kem theo tén mién chinh, may chu xac thuc da khai bdo va két qua Loc Lién két da luu.
Trong trudng hop trang web bi chan hoac c6 tén mién khac dé dang nhap: hay tuan theo quy
tac cho dén khi dén dudng dan con lai.

175 cac ban ghi cé lién quan

theo quy tac nay

174 mién cap cao nhat 0 Cac dé cap dén C&D

TRICH DAN QUY DINH / SSA §2.G

Su dung cho muc dich thuong mai va tinh phi tai khoan

“...exploit the Content and Services or any of its parts for any commercial purpose, except
as expressly permitted elsewhere in this Agreement (including any Subscription Terms or

Rules of Use).”

THEO DOI CAC KY LUC

Pang ky nén tang 175

Céc con so6 trong bang la udc tinh dua trén nguon
175 trong s6 cac ban ghi cta "175"

Dich vu / nhém me

Mién chinh / co quan
dang ky

Mién xac thuc / do tugi
dugc quan sat thay

Thang do / Phan hoi da
ghi nhan

Casino

Rust Roulette

PHISHDESTROY / VI - CCO 1.0

csgoempire.com
11.3 yearsRegistered
2015-06-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoempirelogind.com
6.2 yearsRegistered
2020-07-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/vi/enforcement_audit.html
https://rdap.verisign.com/com/v1/domain/csgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://rdap.verisign.com/com/v1/domain/csgoempirelogin4.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json

Dich vu / nhém me

Rust Casino

Roulette Casino

Crypto Casino

Case Opener

Skin Casino

Skin Roulette

Skin Casino

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgofast.com

11.5 yearsRegistered
2015-03-27

RDAP ~

Open Steam Link Filter

Mién xdc thuc / d6 tudi

duogc quan sat thay

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

steam-
login.authtofast.com

83 daysRegistered 2026-

06-30

RDAP ~ - authtofast.com

ZFilter status is a
separate check

duelbits.com

6.6 yearsRegistered
2020-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

farmskins.com

10.5 yearsRegistered
2016-03-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

insane.gg

7.5 yearsRegistered
2019-04-02

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

(parent)

SEPARATE DOMAIN Return
hostname captured 2026-

09-19 - capture ~

switchflips.com

6.4 yearsRegistered
2020-04-21

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

steam.kobal.cc
9.7 yearsRegistered
2017-01-07

RDAP ~ - kobal.cc
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-

09-19 - capture ~

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.insane.gg
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

Thang do / Phan hoi da

ghi nhan

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence
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https://rdap.verisign.com/com/v1/domain/rustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://rdap.verisign.com/com/v1/domain/rustly.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://rdap.verisign.com/com/v1/domain/csgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://rdap.verisign.com/com/v1/domain/authtofast.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://rdap.verisign.com/com/v1/domain/duelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://rdap.verisign.com/com/v1/domain/switchflips.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://rdap.verisign.com/com/v1/domain/farmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://tld-rdap.verisign.com/cc/v1/domain/kobal.cc
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoluck.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/insane.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/insane.gg.json
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json

Dich vu / nhém me

Skin Casino

Case Opening

Skins Casino

Skin Casino

Skin Casino

Skins Casino

Case Battles

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

juice.gg

7.9 yearsRegistered
2018-10-19

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

ggdrop.com

8.6 yearsRegistered
2018-02-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

howl.gg

9.5 yearsRegistered
2017-03-16
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

hunt.gg

6.9 yearsRegistered
2019-11-04

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

letmeinjuice.com

2.4 yearsRegistered
2024-04-15

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

ggauth.com

3.4 yearsRegistered
2023-05-03

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

howl.uno

41 daysRegistered 2026-
08-11

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture »

api.csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~ -
csgocasino.gg (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.hunt.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture »

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://rdap.radix.host/rdap/domain/howl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json

Dich vu / nhém me

Skin Casino

Skin Casino

Rust Roulette

Rust Automation

Rust Roulette

Rust Casino

Skin Casino

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

skinrave.gg

3.1 yearsRegistered
2023-08-16

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

rustchance.com

8.0 yearsRegistered
2018-10-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cobaltlab.tech

3.5 yearsRegistered
2023-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS ~»

Open Steam Link Filter
ZFilter status is a
separate check

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

api.skinrave.gg
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

hgfuihd.com

7.6 yearsRegistered
2019-01-27

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

cobaltauth.com

1.7 yearsRegistered
2025-01-07

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

api.raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~ - raided.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOQIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture »

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://rdap.verisign.com/com/v1/domain/rustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json

Dich vu / nhém me

Skin Upgrader

Skin Casino

Case Opening

Case Opening

TF2 Gambling

TF2 Gambling

TF2 Gambling

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

upgrader.pro

1.2 yearsRegistered
2025-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.fans

8.2 yearsRegistered
2018-07-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gdskins.com

10.1 yearsRegistered
2016-08-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2royal.com

4.1 yearsRegistered
2022-08-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2hunt.com

8.7 yearsRegistered
2018-01-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2.bet/coinflip

8.4 yearsRegistered
2018-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

upgauth.space

38 daysRegistered 2026-
08-14

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

auth.skinfans.com
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

auth.gds.to

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

tf2auth.com

5.2 yearsRegistered
2021-07-27

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

rstspcl.com

6.1 yearsRegistered
2020-08-08

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

tf2.bet

8.4 yearsRegistered
2018-05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://rdap.radix.host/rdap/domain/upgauth.space
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://rdap.centralnic.com/fans/domain/skin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://rdap.nic.one/domain/hotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json

Dich vu / nhém me

Skin Casino

CS2 Market

P2P Market

P2P Market

P2P Market

Skins Market

Skins Market

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csfloat.com

5.2 yearsRegistered
2021-07-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.land

4.7 yearsRegistered
2022-01-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

haloskins.com

2.8 yearsRegistered
2023-12-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~ - skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

csgofloat.com

11.0 yearsRegistered
2015-09-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

auth.skin.land
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

haloskins.com

2.8 yearsRegistered
2023-12-10

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://rdap.verisign.com/com/v1/domain/skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://rdap.identitydigital.services/rdap/domain/white.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://rdap.identitydigital.services/rdap/domain/moon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://rdap.identitydigital.services/rdap/domain/skin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json

Dich vu / nhém me

Corporate Market

P2P Marketplace

Regulated Market

Marketplace/Swap

Skins Market

Instant Swap

Corporate Market

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

buff.163.com

29.0 yearsRegistered
1997-09-15

RDAP ~ - 163.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

market.csgo.com
26.6 yearsRegistered
2000-02-07

RDAP ~ - csgo.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

skinport.com

8.0 yearsRegistered
2018-09-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinflow.gg

3.8 yearsRegistered
2022-11-26

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.place

6.0 yearsRegistered
2020-09-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinsmonkey.com
5.7 yearsRegistered
2021-01-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbaron.de

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

buff.163.com

29.0 yearsRegistered
1997-09-15

RDAP ~ - 163.com
(parent)

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

dota2.net

14.9 yearsRegistered
2011-10-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

skinport.app

6.3 yearsRegistered
2020-06-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.skinflow.gg
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skin.place

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

skinsmonkey.com

5.7 yearsRegistered
2021-01-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

skinbaron.com

10.7 yearsRegistered
2015-12-22

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://rdap.verisign.com/com/v1/domain/163.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://rdap.verisign.com/com/v1/domain/csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://rdap.verisign.com/com/v1/domain/skinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://pubapi.registry.google/rdap/domain/skinport.app
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://rdap.identitydigital.services/rdap/domain/skin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json

Dich vu / nhém me

Rust Market

Instant Swap

TF2 Marketplace

Instant Swap

P2P Market

Skins Market

Instant Swap

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

rust.tm
Registry date

unavailableRegistry date

unavailable

Open Steam Link Filter
ZFilter status is a
separate check

pirateswap.com

6.0 yearsRegistered
2020-09-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinswap.com

9.9 yearsRegistered
2016-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

balticskins.com

153 daysRegistered
2026-04-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi

duogc quan sat thay

dota2.net

14.9 yearsRegistered
2011-10-29

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

login.pirateswap.com
6.0 yearsRegistered
2020-09-22

RDAP ~ - pirateswap.com

(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skinswap.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

balticskins.com
153 daysRegistered
2026-04-21

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://rdap.radix.host/rdap/domain/mannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://rdap.nic.trade/domain/cs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://rdap.nic.trade/domain/cs.trade
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json

Dich vu / nhém me

CS2 Market

CS2 Market

CS2 Market

CS2 Market

Skins Trading

Instant Sell Portal

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tradeit.gg

9.1 yearsRegistered
2017-08-21

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

49skins.com

3.4 yearsRegistered
2023-04-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

aim.market

3.3 yearsRegistered
2023-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOQOIS »

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

api.rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~ - rapidskins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

connect-tradeit.com
4.6 yearsRegistered
2022-02-23

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

api.49skins.com

3.4 yearsRegistered
2023-04-19

RDAP 2 - 49skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS ~ - skinvault.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

aim.market

3.3 yearsRegistered
2023-05-22

RDAP

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

auth.skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOIS ~ - skinout.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://rdap.verisign.com/com/v1/domain/49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://rdap.identitydigital.services/rdap/domain/aim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json

Dich vu / nhém me

Skins Trading

P2P Portal

TF2 Scrap Swap

TF2 Cashout

Instant Cashout

Case Opening

Community Hub

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skins.cash

10.5 yearsRegistered
2016-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo.net

14.2 yearsRegistered
2012-07-22

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

cybershoke.net

6.8 yearsRegistered
2019-11-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

skinscash.live

6.8 yearsRegistered
2019-12-05

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~»

cn2.easylot.net

10.0 yearsRegistered
2016-09-03

RDAP ~ - easylot.net
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

auth.cybershoke.net
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~»

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/ntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://rdap.nic.tf/domain/scrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://rdap.nic.tf/domain/marketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://rdap.verisign.com/net/v1/domain/csgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://rdap.verisign.com/net/v1/domain/easylot.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json

Dich vu / nhém me

Matchmaker Hub

SaaS Analytics

SaaS Analytics

SaaS Tools

Marketplace

SaaSs Price DB

Mass Blackmarket

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

fastcup.net

14.6 yearsRegistered
2012-02-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

scope.ggd
7.8 yearsRegistered

2018-12-10

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

tradeupspy.com

6.5 yearsRegistered
2020-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi

duogc quan sat thay

api.fastcup.net
14.6 yearsRegistered
2012-02-16

RDAP ~ - fastcup.net
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

scope.gg
7.8 yearsRegistered

2018-12-10

IP2WHOIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.tradeupspy.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~ - cs.deals
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/net/v1/domain/fastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://rdap.verisign.com/com/v1/domain/leetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json

Dich vu / nhém me

Ready-Account Hub

Skin Gambling

Crypto Casino

Licenced Casino

Roulette/Slots

Case Opening

Rust Casino

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

z2u.com

26.9 yearsRegistered
1999-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoroll.com

11.6 yearsRegistered
2015-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rollbit.com

11.9 yearsRegistered
2014-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

500.casino

5.9 yearsRegistered
2020-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobig.com

11.4 yearsRegistered
2015-04-12

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

casedrop.com

14.8 yearsRegistered
2011-12-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

banditcamp.com
12.2 yearsRegistered
2014-06-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

www.z2u.com

26.9 yearsRegistered
1999-11-10

RDAP 2 - z2u.com
(parent)

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

www.csgoroll.com
Registry date
unavailableRegistry date
unavailable

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

rbsnin.com

3 daysRegistered 2026-
09-18

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/z2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://rdap.identitydigital.services/rdap/domain/500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json
https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json

Dich vu / nhém me

Case Opening

Case Opening

Roulette Casino

Case Opening

Dice Casino

Upgrader Casino

Skin Roulette

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

skinbox.com

18.8 yearsRegistered
2007-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tastydrop.com

6.1 yearsRegistered
2020-08-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgopolygon.gg

6.5 yearsRegistered
2020-03-28
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

magicdrop.ru

10.3 yearsRegistered
2016-05-16

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

csdice.com

3.8 yearsRegistered
2022-11-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinodds.com

1.2 yearsRegistered
2025-06-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgowin.com

12.0 yearsRegistered
2014-09-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

86 /107


https://rdap.verisign.com/com/v1/domain/skinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://rdap.verisign.com/com/v1/domain/csdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://rdap.verisign.com/com/v1/domain/csgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json

Dich vu / nhém me

Crash Casino

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contract

Skin Roulette

Case Opening

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

csgorun.net

7.3 yearsRegistered
2019-06-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

openskins.com

3.6 yearsRegistered
2023-02-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.com

7.6 yearsRegistered
2019-02-07

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgomagic.com

9.4 yearsRegistered
2017-05-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobounty.com
11.5 yearsRegistered
2015-03-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

ezskins.com

27.5 yearsRegistered
1999-03-11

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

rustcases.com

7.2 yearsRegistered
2019-06-22

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/net/v1/domain/csgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://rdap.verisign.com/com/v1/domain/openskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://rdap.verisign.com/com/v1/domain/rustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json

Dich vu / nhém me

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

Case Casino

Crypto Casino

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

csgoreaper.com
11.1 yearsRegistered
2015-08-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgocases.com
12.3 yearsRegistered
2014-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-skins.com

11.2 yearsRegistered
2015-07-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgonet.com

8.8 yearsRegistered
2017-12-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

wtfskins.com

9.0 yearsRegistered
2017-10-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

flamecases.com
10.0 yearsRegistered
2016-09-18

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

gamedom.com

11.7 yearsRegistered
2015-01-21

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://rdap.verisign.com/com/v1/domain/csgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json
https://rdap.verisign.com/com/v1/domain/gamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json

Dich vu / nhém me

Case Battles

Case Opening

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

Case Opening

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

skin.club

9.0 yearsRegistered
2017-09-04

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

daddyskins.com

9.9 yearsRegistered
2016-10-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustix.gg

1.7 yearsRegistered
2025-01-16

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

skins.club

4.2 yearsRegistered
2022-07-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgohouse.org

146 daysRegistered
2026-04-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.net

216 daysRegistered
2026-02-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

bloodycase.gg

19 daysRegistered 2026-
09-02

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

sc-auth.net

7.5 yearsRegistered
2019-04-02

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.nic.club/domain/skin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://rdap.nic.club/domain/skins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json

Dich vu / nhém me

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

Case Opening

Skin Casino

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

csgoclicker.com

8.3 yearsRegistered
2018-05-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.gg

4.0 yearsRegistered
2022-09-30

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

cs-drop.com

262 daysRegistered
2026-01-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

hellstore.net

11.7 yearsRegistered
2015-01-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustloot.com

354 daysRegistered
2025-10-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-case.com
10.3 yearsRegistered
2016-05-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgogem.com
9.9 yearsRegistered
2016-10-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Check timed out 2026-09-

19 - capture ~

Route not confirmed
Check timed out 2026-09-

19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://rdap.verisign.com/net/v1/domain/hellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://rdap.verisign.com/com/v1/domain/csgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json

Dich vu / nhém me

Crypto Casino

Rust Casino

Crash Casino

TF2 Gambling

TF2 Gambling

Crypto Casino

CS2 Market

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

rainbet.com

8.8 yearsRegistered
2017-11-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustclash.com

5.4 yearsRegistered
2021-05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

12c¢s.fail

181 daysRegistered
2026-03-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

www.tf2easy.com
6.3 yearsRegistered
2020-06-02

RDAP ~ - tf2easy.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

tf2blaze.com

7.6 yearsRegistered
2019-01-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shuffle.com

30.1 yearsRegistered
1996-07-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buff.market

5.9 yearsRegistered
2020-10-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

services.rainbet.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Check timed out 2026-09-

19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/rainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://rdap.verisign.com/com/v1/domain/tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://rdap.identitydigital.services/rdap/domain/buff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json

Dich vu / nhém me

CS2 Market

Trading Engine

P2P Market

Mass Market

CS2 Market

P2P Marketplace

Bot Trading

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

avan.market

8.3 yearsRegistered
2018-05-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

uuskins.com

2.6 yearsRegistered
2024-01-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

youpin898.com

6.1 yearsRegistered
2020-08-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

c5game.com

10.5 yearsRegistered
2016-03-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

waxpeer.com

7.3 yearsRegistered
2019-05-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdac thuc / dé tuéi Thang do / Phan hoi da
duoc quan sat thay ghi nhan

No sourced measurement
See dated evidence

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

Route not confirmed No sourced measurement
Website returned an error See dated evidence
2026-09-19 - capture ~

No sourced measurement
See dated evidence

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

No sourced measurement
See dated evidence

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

No sourced measurement
See dated evidence

waxpeer.com

7.3 yearsRegistered
2019-05-20

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~»
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https://rdap.identitydigital.services/rdap/domain/avan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
https://rdap.verisign.com/com/v1/domain/youpin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://rdap.verisign.com/com/v1/domain/c5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json

Dich vu / nhém me

US Marketplace

Official Market

Trading Platform

Rust Market

CS2 Market

P2P Marketplace

Chinese Powerhouse

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

dmarket.com

30.2 yearsRegistered
1996-07-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcommunity.com/
market

20.3 yearsRegistered
2006-05-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootfarm.com

11.9 yearsRegistered
2014-10-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustskins.com

7.6 yearsRegistered
2019-01-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

krakatoa.com

26.4 yearsRegistered
2000-05-15

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shadowpay.com
10.1 yearsRegistered
2016-08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

igxe.cn

15.0 yearsRegistered
2011-09-06

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Not an external login site
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/dmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://rdap.verisign.com/com/v1/domain/rustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json

Dich vu / nhém me

Automated Swap

Cash-out Portal

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation

TF2 Botnet

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

swap.gg
9.6 yearsRegistered
2017-01-29

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

bitskins.com

11.2 yearsRegistered
2015-07-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2mart.com

1.1 yearsRegistered
2025-08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbid.com

10.2 yearsRegistered
2016-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootbear.com

8.7 yearsRegistered
2018-01-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

backpack.tf

14.4 yearsRegistered
2012-05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

stntrading.eu
Registry date

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website returned an error

unavailableRegistry date 2026-09-19 - capture 2

unavailable

Open Steam Link Filter
ZFilter status is a
separate check

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://rdap.verisign.com/com/v1/domain/skinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://rdap.nic.tf/domain/backpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json

Dich vu / nhém me

Instant Cashout

Dota 2 Market

Server Network

Matchmaking Portal

LATAM Hub

SaaS Tools

SaaS Index

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

skinwallet.com

18.0 yearsRegistered
2008-09-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2market.com
12.2 yearsRegistered
2014-07-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

xplay.gg

5.3 yearsRegistered
2021-06-13

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

esportal.com

26.8 yearsRegistered
1999-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamersclub.com.br
11.2 yearsRegistered
2015-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

epidemic.gg

4.9 yearsRegistered
2021-11-03
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

cs2stash.com

3.5 yearsRegistered
2023-03-05

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://rdap.verisign.com/com/v1/domain/esportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://rdap.registro.br/domain/gamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json
https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json

Dich vu / nhém me

SaaS Index

SaaS Index

Trading Exchange

SaaS Tracker

SaaS Tracker

Account Exchange

Grey Market

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

csgoskins.gg

6.8 yearsRegistered
2019-12-21
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

steamanalyst.com
12.6 yearsRegistered
2014-02-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcardexchange.ne
t

13.3 yearsRegistered
2013-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dotabuff.com

14.2 yearsRegistered
2012-06-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tracker.gg

8.9 yearsRegistered
2017-10-12

IP2WHOIS ~»

Open Steam Link Filter
ZFilter status is a
separate check

funpay.com

17.0 yearsRegistered
2009-09-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

playerauctions.com
26.3 yearsRegistered
2000-06-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://rdap.verisign.com/com/v1/domain/funpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json

Dich vu / nhém me

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

Account Broker

Smurf Shop

Smurf Shop

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

eldorado.gg

8.0 yearsRegistered
2018-09-12
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

g2a.com

24.8 yearsRegistered
2001-12-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

kinguin.net

16.8 yearsRegistered
2009-12-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

g2g.com

31.1 yearsRegistered
1995-08-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

playerup.com

19.3 yearsRegistered
2007-05-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfhub.net

2.7 yearsRegistered
2023-12-26

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

smurfaccounts.com
5.3 yearsRegistered
2021-05-18

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://rdap.verisign.com/com/v1/domain/g2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json
https://rdap.verisign.com/com/v1/domain/g2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://rdap.verisign.com/com/v1/domain/playerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json
https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json

Dich vu / nhém me

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling

Card Leveling

PHISHDESTROY / VI - CCO 1.0

Mién chinh / co quan
dang ky

buycsgorank.com
6.2 yearsRegistered
2020-07-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgosmurfkings.com
9.3 yearsRegistered
2017-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfstore.co

8.6 yearsRegistered
2018-03-03

WHOQIS ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlviup.com

9.9 yearsRegistered
2016-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlevels.com
10.6 yearsRegistered
2016-02-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

levelsteam.com

79 daysRegistered 2026-
07-04

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlevelu.com
6.0 yearsRegistered
2020-09-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duogc quan sat thay

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Thang do / Phan hoi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json

Dich vu / nhém me

Rank Boosting

Rank Boosting

Boosting SaaS

Boosting SaaS

Rank Boosting

Boosting SaaS

Mién chinh / co quan
dang ky

eloking.com

12.2 yearsRegistered
2014-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

boosteria.org

11.9 yearsRegistered
2014-10-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

overgear.com
14.4 yearsRegistered
2012-04-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

blazingboost.com
14.2 yearsRegistered
2012-06-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2boost.com

2.9 yearsRegistered
2023-10-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buyboost.com

22.4 yearsRegistered
2004-04-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

Mién xdc thuc / d6 tudi
duoc quan sat thay

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Lap luan cta cudc diéu traquy tic duoc lua chon / Phan tich va binh luan +

Ganh nang chiing minh

Thang do / Phan héi da
ghi nhan

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

Cudc diéu tra nay dat ra van dé vé su chénh léch gilra cac han ché déi véi viéc sir dung thuong
mai va cac dich vu dugc ghi nhan tai day. Can phan loai tng hoat dong va xac dinh xem c6 su
cho phép ré rang nao hay khong trudc khi két luan dé la vi pham hop dong. Phi ctia Cho Céng

dong khong &p dung cho moi giao dich bén ngoai.
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https://rdap.verisign.com/com/v1/domain/eloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://rdap.verisign.com/com/v1/domain/overgear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json

Ban ghi duoc gan thé la gi, va khéng phai la gi

Mot ho so sé dugc gan nhan khi trong hé so c6 ghi chd kém ngay thang cho thay nén tang dé
thudc pham vi diéu khoan theo néi dung van ban. Viéc gan nhan khéng déng nghia véi viéc vi
pham da dugc xac dinh, va chua cé gidy phép ré rang tir Co quan Quan ly Hang hai (Valve)
dugc cap cho bat ky nén tang nao dugc liét ké tai day. Trong trudong hgp nén tang doé co gidy
phép, viéc cong bo gidy phép dé sé gidi quyét muc ghi chép nay.

Nguon va phuong phap luanbpy toan, dinh nghia va pham vi +

Céc s0 liéu trén dé cap dén quy tac da chon. Cac loai ban ghi chi dugc tinh mot 1an cho moi
nén tang; cac thé day du sé hién thi trong phan chi tiét nén tadng. Tinh nang tim ki€m va bé loc
dugc ap dung trong pham vi quy tac d6. Ngay dang ky dugc Iay tir ban chup nhanh da luu tai
RDAP / WHOIS. Cac tén mién con st dung ngay tao cla tén mién cha. TuGi doi cla tén mién
khéng du dé xac dinh hoat déng lién tuc hodc dudng dan xac thuc. Tén may chi xac thuc hién
tai dugc 1ay tur cac yéu cau OpenlD da luu, kem theo dau thoi gian UTC; cac kiém tra chua dugc
gidi quyét khong téi sir dung cac nhan cl. Cong cu quan sat ding lai trudc khi dang nhép tai
Steam va khong kiém tra trang thai bd loc lién két tai Steam. Tai xuéng cac ghi nhan vé tuyén
dudng_~ Tai xudng két qua ki€ém tra s6 dang ky »

Khédm phéa kho luu trir ma nguén ~

Phu luc G — TUr mau van ban tir ch6i dén ho so gbc

Cam nang DSAR: Yéu cau cung cap bang ching

St dung Diéu 15 GDPR dé yéu cau cung cap dir liéu cd nhén lién quan dén viéc tao khda API,
khoi phuc tai khodn va truy cap dich vu ho trg. H6 so dugc luu gilr cé thé xac minh ai la nguoi
khéi xuéng hanh déng va nén tang da dua trén co sé nao.

1.01

Hay luu giir dong thoi gian cua ban.
Luu lai cac théng bao tai khodn, phiéu yéu cau, ma giao dich va ngay gio theo mui gio
UTC. Bdo mat tai khodn va xem xét cac tuy chon khéi phuc dp dung cho tro choi va giao
dich.
Steam Théng tin vé cac bién phdp bao ho thuong mai ~

2.02

Yéu cau cung cap dir liéu da duogc luu trir cua ban.

Yéu cau cung cap dau thoi gian, dia chi IP nguon, cac su kién quan trong trong vong doi
khdéa, xac nhan bao mat va cac hanh déng khoi phuc lién quan dén tai khoan. Bao gom
cac su kién truy cap ho trg va ngudi nhan trong truong hgp nhiing dir liéu dé lién quan
dén ban.

3.03
Hay luu gilr bién ban giao hang.
Hay st dung kénh lién hé vé quyén riéng tu cta Valve. Thaoi gian phan hoi thong thuong
la mét thang; néu can gia han thém téi da hai thang, phai néu ro ly do trong thang dau
tién do.
Valve lién hé vé quyén riéng tu ~ da luu trir 2026-09-21 ~

4. 04
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https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/vi/steam_evidence_archive.html
https://help.steampowered.com/en/faqs/view/365F-4BEE-2AE2-7BDD
https://store.steampowered.com/privacy_agreement/#8
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/

Hay so sanh cac cau tra loi.

Doi chiéu cac ban ghi véi dong thoi gian cla ban. Hai ly do tai sao c6 nhitng ndi dung bi
bd so6t, sau d6 néu can thiét, hay st dung thu tuc khi€u nai Ién cap trén c6 tham quyén.
Luu gilt nguyén van cau tra 16i nhu da nhan dugc.

Pham vi / Bai bdo15

Quyén truy cap bao gém dit liéu cd nhan dugc luu gilt, bao gom ca dir liéu trong nhat ky. Quyén
nay khéng dam bdo viéc truy cap vao moi tai liéu ndi bo, ho so dugc tai lap hodc dir liéu chua
duoc che gidu lién quan dén nguoi khac. Hay yéu cau mét ban sao dé hi€u va ca sé phép ly cho
bat ky han ché nao.

Hudéng dan vé quyén truy cap cla EDPB, cac diéu 2, 4-6 » - GDPR Céac bai viét 12, 15, 77 » da
luu trlr 2026-09-20 ~

Yéu cau truy cap théng tin cta chd thé dir liéu GDPR / Bai viét 15

Bao mat tai khoan va lich st truy cap
Hay thay thé cac truong dugc dat trong dau ngoac trudc khi gui.

To: Valve Privacy Team
Subject: Article 15 GDPR request — account security records

Account / SteamID: [YOUR ACCOUNT IDENTIFIER]
Relevant period (UTC): [START] to [END]
Related support tickets: [TICKET REFERENCES]

I request a copy of the personal data concerning me that you retain for this period, including:

1. API-key registration, confirmation, use and revocation events, with available timestamps, source
IP addresses, registered domains, device or user-agent information and non-secret key identifiers.

2. Recorded account-recovery actions, password/email/phone changes, Steam Guard removals or resets,
confirmation events and the account-related evidence relied on to authorize those actions.

3. Personal data in support-access and administrative-action logs concerning my account, including
available dates, purposes, actions and the support entity involved, subject to applicable rights of
others.

4. Account-related records used to determine any sanction, and available records of my complaints,
reviews and responses.

Please also provide the applicable processing purposes, categories, recipients, retention periods or
criteria, and available information about sources where data were not obtained from me.

Where processing relies on my consent, please provide the retained record of the consent relied upon
and the wording presented at that time.

Please provide an intelligible electronic copy with time zones and field definitions. Please do not
include active credentials or secret tokens. If any requested data are not held, please say so. For
any withheld data, please identify the scope and legal basis of the restriction and provide the
remainder.

Please acknowledge receipt and respond within the applicable Article 12 period, explaining any
necessary extension. I also ask you to preserve relevant existing records while this request is

handled.

Name: [YOUR NAME]
Date: [DATE]
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https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

M6t dia chi IP trung tam d{r liéu c6 thé thiét l1ap dugc nhing gi

Su khéng khép la bang chiing can duoc diéu tra.

Yéu cau khda “API” xuat phat t&r mang trung tam dit liéu, nhu trong vi du vé nha cung cap dich
vu luu trir dugc néu trong cudc diéu tra nay, cé thé cé y nghia khi so sanh véi cac ban ghi dang
nhéap, théng bdo xac nhan va dong thoi gian cla ngudi dung. Chi riéng dia chi IP khéng da dé
xac dinh danh tinh cta doi tugng thuc hién hanh vi hoac ty déng v6 hiéu hdéa moi bién phéap
phong vé. Bang ching cho thdy mot déi tugng ¢ y dé xau da cung cap su déng y dugc ghi lai
c6 thé lam lung lay tinh hgp 1é cla sy dong y do; cac co sé phap ly khac va cac van dé veé trach
nhiém phéap ly can dugc phan tich riéng biét.

Xem don khiéu nai “ban-and-GDPR” da duoc luu gilt »

Phu luc H — Phén tich kho Iuu trit “Wayback Machine” - Théng ké hd trg da céng bo

Khéi luong ho tro. Thoi gian phan hoi da céng bé.

BGi canh va cac gidi han vé ngudn

Valve cong b6 sé liéu thong ké hé tro hang ngay tai store. steampowered. con/stats/support. Kno luu
trir Wayback Machine luu gilr cadc ban sao luu lich st cla trang nay tir 2018 dén 2026. Ty |é
khoi lugng cong viéc trén sé lugng nhan vién dugc suy ra tir cac s6 liéu nay khéng phu hop véi
viéc kiém tra tha cong ting phi€u yéu cau trong khodng thoi gian phan héi da céng bé.

So sanh cac s6 liéu ho trg da Iuu trir ciaValve qua céc ban chup nhanh da luu. Phuong phap
nghién cu gidi thich nhiing s6 liéu nay c6 thé va khong thé do ludng dugc nhitng gi.

Khoi lugng so véi thoi gian phan hoi da céng bo (2018 - 2026)
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https://phishdestroy.io/steam_dossier/vi/steam_enforcement_evidence.html#support-records

Hai hang nguoi ché tai mét quay hé trg, nhu cé thé thay qua cac anh chup man
hinh duoc luu tri trén 21.

Valve céng b6 s6 liéu ho trg truc tuyén tai store.steampowered. com/stats/support. MOi gia tri dudi day
chinh la gigi han duéi Valve dugc in trén trang dé vao ngay Internet Archive luu trir trang web
— chr khoéng phai la udc tinh clda ching téi. Ca hai day so liéu déu la cung mét dai lugng duoc
do bang cung mot don vi, do d6 chdng thudc vé cung mét truc va cé thé so sdnh truc tiép vai
nhau.

Yéu cau hoan tién — sé tién ma Valve dang nam gilr Bao mat va khéi phuc tai khodn —
tai khodn ma ban da mat

no captures - 38 months
10 t H H -+
8hiddm

account recovery
8t - 1 +

6t - -+
4t - -+

2t Lol ‘ T Ie I 1
Y/ . | 52 m
I refunds

0 h

2019 2020 2021 2022 2023 2024 2025 2026

15 m — one capture only

49-55 phutGia tri dudi cung ctia khodn hoan tra trong moi lan ghi nhan tir thdng 2 nam 2018
dén thang 8 nam 2026.. Trong khoang thoi gian tdm nam rudi, gia tri nay chi dao dong chua
dén sau phut, trong khi khéi lugng hoan trd hang ngay bién déng gap chin lan.

2.4 h » 8.7 h10.9 5.8 Gidi han dudi cla thai gian khoéi phuc tai khodn nam & muic khoang 2.4
gio trong moi lan ghi nhan cho dén thang 12 2022, ngoai trr mot lan. Trong ba lan ghi nhan
2026, cac gia tri dugc cong bé lan lugt la Valve h, h va 8.7 h.

x2.8 » x13Theo s6 liéu do chinh Valve céng bo, toc dé xtr ly yéu cau hoan tién cham hon bao
nhiéu so va&i viéc xir ly cac khodn hoan tra. Tinh trang nay 6n dinh trong nam nam, sau dé
khoang cach ngay cang néi rong — hang dgi tré nén cham hon chinh la hang dgi ma ngugi
dung, ch khdong phai Valve, phai tu chi tra.

Nguodn: 21 Wayback Machine cac dnh chup man hinh cua
store.steampowered.com/théng_ké/hé trg, 2018-02-03 dén 2026-08-10; trich xuat tai
VALVE_EVIDENCE PACK/databases/steam support stats history.json. Hdy xem cdc giéi han kem theo cac
s6 liéu: bi€u dé nay thé hién thdp hon Gidi han trén va dudi clia khodng gia tri Valve dugc céng
bd. Gidi han trén dugc cong bo kém hon & cd hai chi s6 — thai gian hoan tién dao dong tir 1.5
gio dén 1.5 ngay, thai gian phuc hoi dao dong tur 7.0 gid dén 3.6 ngay. Hai ban ghi da dugc luu
trit trong phién ban dia phuang hda cldia cuing mot trang Valve — 2018-11-03 bang tiéng Séc,
2020-03-25 bang tiéng Phap — va dugc danh dau la (cs) va (fr) trong bang; cac sé liéu cua
ching dugc hién thi & day véi cac don vi do luong dugc dich va cac con s6 gilt nguyén nhu da
cong b6, trong khi cac chudi nguén nguyén van dugc gilt nguyén trong tép trich xuat. Moi lan
thu thap dit liéu déu céng bo thai gian phan héi cho ca hai hang dgi, va khong cé diém nao trén
ca hai duong cong dugc ndi suy. Con sé phuc hoi trong mot phat duy nhat 15-1a 2020-10-21
dugc danh dau trén bi€u doé va dugc gilt lai: n6 chi xuat hién trong moét 1an thu thép dir liéu duy
nhat va khéng cé lan thu thap dir liéu nao khdc nam trong cung mot bac do 16n véi né. Khéng
c6 ban ghi nao ton tai trong khodng thoi gian tir 2022-12-08 dén 2026-02-01; khoang tréng 38-
thang trong ban ghi dugc té6 béng va khéng cé dudong nao dugc vé qua dé. Cac sé liéu nay md
ta thoi gian phan hoi da dugc cong bd. Chang khdng thé hién nhiing gi dién ra bén trong mot
phi€u yéu cau, va Valve chua c6ng b6 s6 lugng nhan vién dé so sanh véi cac s6 liéu nay.

PHISHDESTROY / VI - CCO 1.0 103 /107


https://web.archive.org/web/20260810154631/https://store.steampowered.com/stats/support

Mé tung bdn chup dudi dang bang

M6i ban ghi da duoc luu trit, nhu dé dugc céng bé

Chup Tién hoan lai / Phan héi vé viéc  Khéi phuc / ngay Céc bién phap tng
ngay hoan tién phé va phuc hoi

2018-02-03 98,788 50.12 minutes to 25,662 2.51 hours to 1.80
1.52 hours days

2018-05-07 60,494 53.83 minutes to 24,226 2.45 hours to 2.22
1.47 days days

2018-08-02 69,084 50.27 minutes to 28,953 2.44 hours to 22.17
1.59 hours hours

2018-11-03 (cs) 63,410 49.28 minutes to 33,910 2.42 hours to 1.31
1.54 hours days

2019-02-01 76,305 50.13 minutes to 35,164 2.44 hours to 2.04
1.52 hours days

2019-05-18 78,951 51.03 minutes to 27,514 2.46 hours to 20.39
3.12 hours hours

2019-09-07 78,941 50.65 minutes to 28,812 2.42 hours to 13.59
1.66 hours hours

2019-12-13 69,589 50.77 minutes to 25,322 2.45 hoursto 1.13
1.55 hours days

2020-03-25 (fr) 139,278 49.45 minutes to 32,302 2.48 hours to 3.62
1.53 hours days

2020-06-26 278,504 48.98 minutes to 20,343 2.39 hours to 6.99
2.29 hours hours

2020-10-21 107,633 50.80 minutes to 20,688 15.33 minutes to
1.54 hours 8.62 hours

2021-03-20 158,956 50.80 minutes to 25,760 2.34 hours to 11.62
1.64 hours hours

2021-06-26 547,907 51.93 minutes to 29,728 2.40 hours to 15.63
6.73 hours hours

2021-10-10 170,103 51.88 minutes to 23,989 2.39 hours to 13.05
3.25 hours hours

2022-01-31 354,386 53.65 minutes to 24,391 2.42 hours to 15.29
8.09 hours hours

2022-05-09 172,555 51.83 minutes to 23,289 2.41 hours to 16.90
1.65 hours hours

2022-09-05 153,453 53.67 minutes to 23,594 2.45 hours to 1.22
4.15 hours days

2022-12-08 181,075 54.83 minutes to 27,111 2.46 hours to 18.89
6.67 hours hours

2026-02-01 317,762 50.30 minutes to 47,197 10.91 hours to
1.52 hours 21.30 hours

2026-05-09 246,776 50.12 minutes to 35,264 5.81 hours to 15.60
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Chup Tién hoan lai / Phan hoi vé viéc Khéi phuc / ngay Cac bién phap tng

ngay hoan tién phé va phuc hoi
2026-08-10 373,244 52.05 minutes to 45,319 8.73 hours to 16.52
2.07 hours hours

NHAN XET CHIiNH:

Doc theo 21 Cac ban sao luu cua Wayback tir 2018-02-03 dén 2026-08-10,, s6 lugng yéu
cau hoan tién hang ngay dao déng tir 60,494 (2018 thang 5) dén 547,907 (2021 thang 6) — a
9.1x chénh léch. S6 liéu tlir 2026 la 373,244 (+278% so vdi so liéu thang 2 tai 2018).

Trong suét chin nam dé, gidi han dudi da dugc cong bd vé thoi gian phdn hoi hoan tién chua
bao gio roi khoi mirc 49-55 phut dai: téng thai gian di chuyén dudi sau phut, trong khi khoi
lugng cong viéc dang sau né tang Ién gap chin lan.

Néu mot nguoi danh ra chi 5 gidy dé€ doc ting vé, viéc xir ly 373,244 vé mdi ngay (theo s6 liéu
hién tai) sé chiém 22 cac dai ly lam viéc tai 24/7 chi dé ma va déng chlng; vao gid cao
di€m (547,907, thang 6 2021) con s6 nay tang lén 32.

Néu thai gian phan héi dugc céng bé phan anh thai gian xtr ly cho moi phi€u yéu cau (~52
phat/phiéu), thi sé lugng nhan vién lam viéc dong thoi can thiét sé vao khoang 13,500 dai ly
3 muc hién tai va khodang20,000 khi dat dinh. Chua tim thay soé liéu cé ngudn gbéc nao vé so
lugng nhan vién hd trg cla Valve; do do, & day khdong dua ra con sé nao.

Diéu sau day: ty 1& khoi lugng céng viéc trén s6 lugng nhan vién khong phu hgp véi viéc kiém
duyét thu céng ting phiéu yéu cau trong khodng thoi gian phan héi da céng bé. Cac so liéu
nay phu hop véi quy trinh ki€m duyét lan dau chd yéu dugc ty dong héa; ty 1& phan tram cac
phi€u yéu cau dugc kiém duyét thi cong khong dugc cong bé.

Tai sao diéu nay lai quan trong doi véi viéc tuan thu Dao luat vé Nguoi khuyét tat (GDPR)
GDPR Diéu 22 cam viéc ra quyét dinh doi véi tirng cd nhan hoan toan tu ddong ma tao ra cac
hau qua phéap ly dang k&, ma khbéng cung cap quyén yéu cau xem xét lai béi con ngudi khi ¢
yéu cau. Néu cac quyét dinh ho trg ciia Steam (déng phiéu yéu cau, xu ly tai khodn, tir chéi
yéu cau dir liéu) dugc thuc hién hoan toan bang céc tap Iénh tu déng, thi moi quyét dinh nhu
vay “anh huéng dang ké” dén ngudi dung déu co thé vi pham Diéu 22.

Vé HT-2YBP-F7)P-D4VB (Muc 18) da dugc dong sau ba ngay véi mot mau chuyén ti€p va
khoéng cé bat ky phan héi nao lién quan dén ca sé phap ly dugc trich dan. Khéng thé xac dinh
dugc liéu cé ai da xem xét ndi dung nay hay khéng dua trén phi€u yéu cau; dé la cau hoi ma co
quan gidm sat cé thé dat ra cho Valve theo Diéu 22 va Diéu 15(1)(h).

Nguon: Wayback Machine — céc ban chup nhanh tir store.steampowered.com/stats/support
(2018-02-03, 2021-06-26, 2026-08-10) — d{r liéu dugc trich xuat vao tép
VALVE_EVIDENCE_PACK/databases/steam_support_stats history.json (21 — céc ban chup
nhanh, 2018-2026). Luu y: thai gian phan héi "~52 phat" la gidi han dudi cia danh muc hoan
tién; thai gian phan hoi vé bdo mat tai khoan la 2.4-16.5 gio trén cung cac ban chup nhanh.
2021-06-26 la mic dinh moi thoi dai (547,907 yéu cau hoan tién), khéng phai la diém gilra
tang déu — khoi lugng da tang vot ~6x trong 2020-2021 sau dé gidm mot phan trude khi phuc
hoi I1én 373K trong 2026.

Phu luc | — Pham vi tap dir liéu - s6 liéu cé thé tai tao
DPEm sé ban ghi. Kiém tra pham vi.
B6i cadnh va céac gidi han vé nguén

Hay dém s6 ban ghi, sau dé kiém ching céc khang dinh: moi con s6 dudi day déu c6 thé dugc
tinh lai tir cac tép da cong bo.
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Ki€m tra cac tap dir liéu co sd, tai tao cac soé liéu théng ké va phan biét cdc hang nguon véi céc
su co riéng é.

Tép CSV chinh chlra 40,448 hang. Trong s6 dd, 36,516 dén tUr nguon tin vé Ira ddo (phishing)
trén Discord-AntiScam. Phan con lai 3,932 Cac muc nay bao gom cac bai viét trén GitHub, céac
bai danh gia, két qua tim ki€m, ndi dung trén dién dan va cac nguén khéc, cung cap mot chi
muc toan dién vé cac chu dé dugc céng dong dé cap va cac bdo cdo bdo mat.

Trong tép CSV d6, 1,690 cac hang dugc phan loai dudi nhan b suu tap “L6 héng bao mét chua
dugc va”, dai dién cho cac van dé cta ngudi dung trong qué khir va cac théng bdo vé 16 héng
bao mat. Viéc truy vét cac bao cdo nay doi hdi phai ra sodt dong thoi gian phat trién cu thé cla
ting chubi thdo luan va lich s cac ban va céng khai.

Kho Iuu trir cé thé tim kiém “16,319-" |a mot phién ban riéng biét, dugc bién soan can than vdi
danh sach ndi dung riéng, dugc thiét ké dé kham phé chi tiét tai chd cac khi€u nai clia ngudi
dung va béo céo su c6 cu thé.

To build a reliable audit trail, every user-reported record must be verified against
documented build timelines and historical patch logs.

Céac ban ghi suu tap riéng biét thudc Phan 1l 231,829 Ma danh sach duy nhat, bao gom
33,509 trong danh muc dang ky tu dong va 198,320 dugc danh dau la cac giao dich chuyén
nhugng chua dugc xac minh. Gia tri SHA-256 cua tép dau vao trung khép véi két qua do ludng
d& luu gilr. Cac s6 liéu nay phan anh cac né luc niém yét va cac giao dich chuyén nhugng dugc
ghi nhan, ch khéng phai gia tri giao dich da hoan tat hay téng s6 vu trém cap da dugc xac
minh, t&r d6 nhan manh su can thiét phai dua vao ho so goc clia nén tang dé do luong chinh
Xac tac ddng kinh té. Danh sach céc gia tri do ludng va ham bédm ~

Nam vitng CSV ~ - Danh muc luu trit cd thé tim kiém ~ - Kiém tra cdc ban ghi nguén 2

Phu luc ] — Gidi thiéu vé cudc diéu tra nay

Valve khong céong bd bat ky ho so thi hanh nao. Chung téi da ché
tao mot cai.

Doc lap. Khong mang tinh thuong mai. Dugc xay dung hoan toan dua trén dir liéu cong khai. Ba
dugc g dén cac co quan quan ly.

88.97% doi xe tu dong hda van hoat ddng binh thudng — khéng cé bat ky 1énh cdm nao
67.77% trong s6 nhitng ké Itra ddo da bi Toa an Toi cao (51,732) két an lai duoc tra ty do
$26.8M+ MUc chi tiéu téi thi€u tai cra hang déi vGi doi xe khong thudc dién gidi han

3.6% Cac tén mién cd bac bi chan béi tinh nang Loc lién két cha Valve

8 nam céac su c6 an ninh da dugc ghi nhan

Pay la gi. Mot ho so diéu tra chi tiét vé nén tang Steam cla Cong tyValve — bao gém lich st
thuc thi quy dinh, hé sinh thai “card-farming”, khung phap ly, va co sd ha tang xac thuc ma céac
nha diéu hanh cd bac st dung thong qua hé théng chuyén ti€p OpenlD cla chinh Steam. Moi
so liéu déu co thé kiém ching duoc tir hai nguén: trang API cdng khai cla Valve va céc bd dir
liéu dugc cong bd kém theo cudc diéu tra nay.

Poi tugng danh cho ai. Cac co quan quan ly cé tham quyén déi vdi Valve — Ca quan giam
sat cla Co quan Quan ly Tai chinh Ha Lan (GDPR), FiInCEN, Uy ban Chiing khoan va Giao dich
(SEC), Diéu phoi vién Dich vu Ky thuéat s6 theo Pao luat Dich vu Ky thuat sé (DSA), UOKIK, va
bat ky co quan thuc thi phap luat nao dang diéu tra cac luong tai chinh lién quan dén Steam.
Cling danh cho cadc nha bdo, nha nghién clru va moi ngudi dung da bi cadm tai khodn vinh vién,
bi tir chdi hoan tién hoac bi dadnh cap tai san trong tai khoan va dugc thong bdo rang khéng cé
quyén khang céo.
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Yéu cau duy nhat. Valve luu trir dr liéu nay véi d6 chinh xac tuyét déi — kem theo ly do cam,
khong gian ID day da, theo thai gian thuc. Hé théng cé thé thuc hién moi truy van trong ho so
nay chi trong vai giay va da quyét dinh khong cong bé bat ky thdong tin nao trong dé. Cau hdi
dat ra cho bat ky co quan c6 thdm quyén nao cling rat don gian: Tai sao khéng?

Piéu ma cac tac gia khong khang dinh. Trong qua trinh nghién cttu nay, khéng cé thao tac
dang nhap nao vao Steam dugc thuc hién trén bat ky nén tdng bén th( ba nao. Mot URL
OpenlD dugc cung cap chi xac dinh cac tham s6 yéu cau, chlr khéng phai la mét thao tac dang
nhap da hoan tat. Viéc s6 hitu mét tén mién riéng biét c6 thé dang ky khéng tu né la bang
ching cho viéc lach luat. Ngay dang ky la méc thoi gian s6m nhat ma mét may chu cé thé xuat
hién lan dau tién trong mot yéu cau OpenlID; chidng khéng chdng minh viéc s dung lién tuc.
Cac tac gid khong khang dinh nhiing gi Valve biét hoac du dinh: moi tuyén bé vé Valve déu
dugc lién két véi mot tai liéu cong khai céd ngay thang hoac mot quan sat cd ngay thang. Trong
truong hop mot tuyén bé khéng thé dugc ching minh bang tai liéu nguén, tuyén bé dé da bj
loai bd.

Chung toéi la ai

PhishDestroy — cac nha diéu tra doc lap. Khéng cé lién hé nao vGi Cong ty Valve hay bat ky
nén tdng nao dugc néu tén tai day. Mot tai khodn Steam da dugc sir dung duy nhat dé€ ghi chép
lai yéu cau tai GDPR trong Muc 18.

Thong bdo mién trir tréch nhiém phap ly

Cudc diéu tra phi thuong mai, phi tap trung vi lgi ich céng cong. Tat ca dir liéu dugc cung cap
“nguyén trang” ma khong kém theo bat ky bado ddm nao. An phdm nay khéng phai 1a phéan
quyét tu phap.

PHAM VI CONG CONG

Céap phép

Tat cad cac quyén dugc nhugng lai cho nhén loai. Dugc phép sao chép, chinh slra, xuat ban —
khoéng can ghi nguén. Cam truy cap tai khu vuc thuéc thdm quyén ctia OFAC. Gidy phép day du
& tuyén bé mién trir trdch nhiém -
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