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PHU LUC VI — CUOC DIEU TRA DAN SO MA VALVE KHONG CONG BO

AY

Ki€ém toan viéc thuc thi — Cudc diéu tra vé
lénh cam “1,182,811”

Chung téi khéng hadi Valve dién tich trang trai la bao nhiéu. Ching toi déd duoc dém né.

PHAN NAY CHUNG MINH DIEU Gi

Cudc ki€ém toan nay trinh bay mét cudc diéu tra thuc nghiém vé cac tai khodn bi cdm trén
1,182,811 bang cach s dung diém cudi chinh thirc GetPlayerBans cua Valve, dong thoi doi
chiéu cadc nhém bot thuong mai véi cadc danh sach ghi nhan hanh vi gian 1an da dugc xac minh.
K&t qua chdng minh rang hon 63% bot bi cam d& thanh toan phi truy cap ctra hang $5.00 cua
Valve trudc khi bién phap xt ly dugc dp dung, tir dé tao ra hang triéu doanh thu ban dau. Hon
nlra, trong s6 51,732 nhiing ké Itra dao da bi két 4n va dugc ghi nhan trong cac danh sach Itra
dao, hon 67% khong phai déi mat véi bat ky Iénh cadm nao tir cong dong hay 1énh cdm giao
dich — diéu nay chiing to rang cac bién phap xur ly cGia nén tdng nay chi nham muc dich thu lgi
nhuan thuong mai ch& khéng phai boi thudng cho nan nhan.

« Quay lai Ban tém tat danh cho 1anh dao

Hién chua cé con sé chinh thic nao vé s6 lugng tai khodn ty dong hdéa dang hoat déng trén
Steam. Tuy nhién, diéu nay khéng can phai la bi mat: khéng gian ID cla Steam la mot day so
nguyén lién tuc va Valve cung cap khéa Web API d€ duyét qua day nay. Vi vay, ching toi da
chon cdng déng 1én nhat tu xac dinh ban than — cdng dong ArchiSteamFarm — va quét qua
ting thanh vién mot 1an thong qua diém cubi chan (ban endpoint) cdia chinh Valve. Céng dong
nay tu xac dinh vi ASF, khi khdi chay lan dau, sé ty ddng tham gia nhém Steam trur khi nguoi
dung tir ch6i tham gia mot cach rdé rang hodac bd chon cai dat tham gia nhdm (AutoJoinSteamGroup
/ Thong ké). Do cai dat nay dugc bat theo mac dinh, danh sach thanh vién nhém bao quat moét
nhom doéi tugng rong 16n: cdc mang bot thuong mai hoat ddng véi nhiéu tai khoan, nhing
nguoi dam mé choi game thinh thoang dé tai khodn chay ngam, va nhitng ngudi chai binh
thuong da chay phan mém trén tai khoan cé nhan ctia ho ma khong bao gid hdy dang ky mac
dinh. Diéu nay khién danh sach thanh vién tréd thanh mét ban thong ké thuc té vé pham vi tiép
can tich 10y cta phdn mém: 10,880,610 Téng sé6 tai khoan (bao géom cac thanh vién
khong bi giéi han da duoc xac nhan qua 5,360,499 va da vuot qua nguong $5.00).
Sau dé, ching téi da dat ra cau hdi duy nhat thuc sy quan trong — “Valve” thuc su da gay ra
diéu gi cho ho?

Trang nay khéng phai la gi. Pay khéng phai la 1ap ludn cho rang Valve nén cdm 10 triéu
nguoi, va cling khong phai la 16i phan nan vé nhiing ngudi “cay thé”. Moi con s6 dudi day déu
duoc dua ra vi mot ly do duy nhat: Valve ¢é cdm vinh vién cédc céd nhan, va ly do dugc néu rd
bang van ban la viéc sir dung Steam vao muc dich thuong mai va tu dong hda. Diéu nay danh
gid cach quy tac dé dugc ap dung déi véi cing mot hanh vi trén quy mo 16n — béi mét nha
diéu hanh ma trong qua trinh dé, ho thu phi mé& khéa $5.00, phi gidy phép tro choi va phi Thi
truong Valve. K&t luan 6 day la su bat déi xiing, cht khéng phai viéc “farm”.

PHISHDESTROY / VI - CCO 1.0 1/13


https://phishdestroy.io/steam_dossier/vi/enforcement_audit
https://phishdestroy.io/steam_dossier/vi/#briefing-heading

S6 lugng M trong bd suu tap “10.88” Nhitng ké Itra ddo lang thang (53.5k) 100Ki€m toan tra phi
so v3i kiEm todn mién phi
10,880,610 T6ng s6 thanh vién nhém ASF d& doc qua Iénh cdm do chinh Valve dua ra tai APl (bao gém ca tai khoan cé

gigi han va khéng cé gigi han)

88.97% Chua ting bi ca&m 1an nao ca — céc tai khodn 9,680,599 van con hoat dong

63.06% Trong s6 cac tai khodn bj c&m cé nhiing tai khodn da thanh toan (5USD + chi phi) — 100,000 Phan SRSWOR
(£0.39% MoE)

67.77% Trong s6 nhiing ké Ira ddo da bi két an trén dién dan 51,732, khong ¢é ai bi cam tham gia vi hanh vi lira ddo (s6

liéu thong ké day du)

01 — Quy mé

Mudi triéu tai khoan, va chin trong sé mudi tai khoan van chua bi
xam pham

Mot quan thé tu dém s6 luogng cla minh, dugc doc moét lan qua diém cubi riéng claValve.
TAI SAO NO TU PEM?

ASF sé tham gia nhom thay cho ban

Khi chay lan dau, ArchiSteamFarm sé thiét lap Théng ké Mac dinh dugc dat thanh “true” va tu
dong thém vao nhém “Steam” cla Archi’s SC Farm. Ngudi van hanh phdi chi dong chon khong
tham gia. Do do, s6 lugng thanh vién nay la muc toi thi€u cta s6 luot cai dat — ch& khdéng phai
muc t6i da. Nhirng ngudi van hanh da tat tinh nang Théng ké sé khong dugc tinh vao; sé luot
cai dat thuyc té it nhat cling bang con sé nay.

NHUNG GI CHUNG TOI A POC

10,880,610 téng sé muc

Danh sach thanh vién ctia nhém “API” da tra vé téng cong 10,880,610 SteamID64 — bao gbm
ca nhiing tai khoan bj gidi han va khong bi gidi han. Trang nhém cla “Steam” hién thj
5,360,499 (chi bao géom nhiing tai khoan khéng bi giéi han). M&i muc trong danh sach da dugc
xtr ly mét 1an qua ISteamUser/Lay danh sach nguai chai bi cdm trén 2026-09-23. Nam muoi Iam
phut chi véi mét phim.

CAU TRA LOI
88.97% sach sé

1,200,011 c6 bat ky 1énh cdm nao tir Steam (11.03%). Cac truong hgp khac 9,680,599 hoan
toan khdéng cé bat ky théng tin nao duoc ghi nhan — Khong phai la 1énh cdm céng dong,
cling khéng phai VAC, chang cé gi ca. Hé théng farm dé khéng bi x6a bd. N6 van dang dugc dé
chay. Chi can moét diéu khoan nhu vay, nham vao moét ngudi, la da dé loai bo ngudi dé vinh
vién.

Trong sé cac tai khoan trén 10,880,610, c6 bao nhiéu tai khoan da duoc Valve
tiép can

Toan bo luc lugng dugc quét, duge phan chia theo viéc liéu Valve cé dp dung bat ky 1énh cdm
nao hay khéng. Phan mau dé thé hién tat cd nhitng gi Valve da tirng thuc hién doéi véi ham doi
nay.

88.97%chua bao gid bi cam

11.03%

Khong cé bat ky 1énh cdm nao — 9,680,599 (88.97%) C6 moét s I1énh cam lién quan dén
“Steam” — 1,200,011 (11.03%)
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10,880,610C4c thanh vién nhém ASF da quét
9,680,599Chua ting bi cam — 88.97%
1,200,011Ap dung bt ky 1énh cd&m nao — 11.03%
55 phutbé dém tat ca, trén mét phim “API”

Chi phi ma déi tau nay da phai chi tra dé€ Valve ton tai

Day khong phai la udc tinh vé thu nhap cla trang trai. Pay la mdc chi tiéu toi thi€u ma trang
trai da chi tai cira hang cta “Valve” — duogc tinh ra dua trén quy tac riéng cuValve, dp dung cho
con sO dugc néu & trén.

So liéu thong ké “10,880,610” bao gom toan bd danh sach thanh vién nhdm ASF nhu dugc tra
vé bdi trang APl — bao gom ca cac tai khoan c6 gidi han va khong cé gidi han. Ban than trang
Steam Tai khoan nguoi dung cé gidi han Trang nay néu ré rang cac tai khoan cé gigi han khéng
duoc tinh vao Steam tinh trang thanh vién nhém (céc tai khoan nay khong dugc tinh vao so
lugng thanh vién nhédm hién thi), nhung van cé thé xuat hién trong danh séch thanh vién co sa.
Tap con khong bi gigi han — cac tai khodn da chi tiéu it nhat $5.00 tai cira hang Steam — chinh
xac la 5,360,499 — con s6 Steam hién thi trén trang nhém, theo quy dinh cla chinh Steam thi
con s6 nay khong bao gom cac tai khoan bi gidi han. Cach tinh mdc toi thi€u $5.00 chi ap dung
cho tap con khéng bi giéi han dé.

5,360,499thanh vién khdng cé gidi han
(S6 lugng nhém dugc hién thi trén Steam)
X

$5.00Mic t6i thiu riéng clha Valve

dé khéng con bi gidi han nira

$26,802,4954idi han chi tiéu tai clra hang

béi tap con khéng gidi han

Day la mlc thap nhat cla sé tién ma Valve da nhan dugc tir phan khong bi gigi han cda doi tau
— khong phai la udc tinh doanh thu, cling khéng phai la tuyén bé vé Igi nhuan. Chi phi thuc té
trén maoi tai khoan cao hon déi véi phan 16n céc trudng hgp; con sé $5.00 chi la ngudng t6i
thi€u bat budéc ma théi.

Phi thu hoach thu cap: téi da 66.7% tinh trén khoéi luong hang héa dugc nuéi trong.
Ngoai phi tham gia $26.8M, moi 1an ban thdo thé va hang hda trén Thi truong Céng déng déu
phai trd cho Valve mét muc phi téi thi€u bat budc la hai cent ($0.01Steam + $0.01). D6i véi cac
thé va mat hang rac théng thuong 3-cent, Valve trich ra 2 xu tr 3 xu — tuong duong vaéi
viéc cat giam thuc té 66.67% xu d€ cé loi cho Valve, vugt xa muc 13i sudt quang céo 15%
dugc cong bo.

Luu y quan trong vé dan sé: Viéc tham gia nhdm khdng phai la bang chiing cho thay moi tai
khodn déu la bot chuyén dung, cling nhu khéng phdn anh hét tat ca cac bot trén Steam. Theo
mac dinh, ASF sé tu dong dang ky cac tai khoan vao nhém cdng déng clia minh ngay khi khéi
chay; trir khi ngudi dung cht déng bd chon hodc vo hiéu hda co cdu hinh dé (AutoJoinSteamGroup),
nguai choi thuong xuyén, nhimng nguoi chi choi mot lan va cac thanh vién cong dong van cé tén
trong danh séach cling véi cac doi tau khai thac tu dong. Hon nlra, 1énh cam do hé thong phat
hién hanh vi gian 1an (Steam) khéng kém theo ly do cong khai. K&t luan nay la ty Ié thuc
nghiém dugc ghi nhan trén toan bd nhdm ngudi dung lién quan dén phan mém nay, ch khéng
phai la phan quyét riéng 1é déi véi bat ky tai khodn nao. Téng hgp, c6 thé tai hién: asf-ban-
census-2026-09-23.json.

02 — DPia ly
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Noi doi tau hoat dong

Chi cé 8.5% trong s6 cac tai khoan bi cam la c6 khai bdo qudc gia. Trong sé nhiing tai khodn da
khai bdo, Hoa Ky chiém ty I& I6n nhat.

M6t ho so trén Steam cé truong “qudc gia” la tly chon. 100,413 cua cac tai khoan bi cam

trén 1,182,811, hay dién vao day — 8.5%. Trong s6 nhém thiéu sé dé, Hoa Ky dan dau véi
15.5%,, ti€p theo la Ukraine, Trung Qudc va Nga, con phan con lai trai dai thanh mot dai dai
khap chau Au, My Latinh va Bédng Nam A. Khéng ai kiém ching dir liéu nay: Afghanistan nam
trong top 10, diéu nay cling gan dung véi thuc té. Cac quéc gia khac 91.5% bi bd qua thay vi
dugc xép hang, do dé nhiing gi dugc trinh bay dudi day chi phan anh hinh anh cdia moét nhém
thi€u sé tu chon — khéng phai la ban dé cla toan bd d6i tau, va cling khdng phai la co sé dé
xac dinh noi diéu hanh doi tau doé.

Cac tai khodn bi khéa theo quéc gia duoc khai bao

15 la nhitng qudc gia ding dau trong s6 cac tai khodn bi cam trén 100,413 do tiét 1§ vi tri cong
khai. Ty I& phan tram nay tuong Ung véi tap con cac tai khoan dé. Di chudt vao dé xem sé6 liéu.

United States
Ukraine

China

Russia

Canada
Australia
Japan

Brazil
Germany
Afghanistan
United Kingdom
Romania
France
Philippines

India

0% 5% 10% 15% 20%
Vi tri dugc doc tir Lay tom tat ngudi choi déi vai tap con bi cam. Trudng nay do chd tai khoan
thiét [ap va khoéng cé ai xadc minh, do dé, mét dia chi thoat VPN hay mdét muc nhap dua cot
cling dugc tinh nhu mét muc nhap thuc su.

03 — D6 tuoi ngon

Cac khoan phai thu gan day, khéng phai la cac khoan tén dong tu
trudc

Dua trén thoi diém tao tai khodn, nhém nguoi dung bi cdm nay la nhirng ngudi mdi, ch khéng
phai la nhitng nguoi con sét lai tir thoi ky thé bai.

NEu day la mot mé hon don tir lau dang dan dugc don dep, cac tai khodn bi cadm sé chu yéu tap
trung vao nhitng nam dau cula thoi ky thé suu tap. Nhung thuc té lai hoan toan ngugc lai. Trong
s6 1,132,852 cac tai khodn bi cdm cé hién thi ngay tao, 70% dugc tao ra trong phién ban
2020 trd 1én, va gan mét nua trong sé dé duoc tao ra ké tir 2023. Con s6 nay tang tur
59,175 dugc tao ra tai 2017 Ién mic cao nhat la 227,030 duoc tao ra chi trén 2024. Moi
nguoi trong sé ho déu da vugt qua cong clra hang $5.00 trudc khi ctra hang kip nhan thé, nén
phi vao clra da dugc thu tir moi nguoi.
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Thoi diém cac tai khoan bi cam duoc tao ra

Nam tao tai khoan cta cac thanh vién bi cdm trén 1,132,852 - nhiing tai khoan hién thi ngay
tao. Nhém nay la 2020-2026, ch& khong phai thoi ky thé suu tap 2013-2015. Dinh diém: 2024.
Di chuét vao dé xem s6 lugng.
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70%Cac tai khoan bj khda dugc tao tur ngay 2020 trd di

227,030Cac tai khodn bi khdéa dugc tao trén 2024 — nam dat dinh cao

51,701Ranh “2021”, nam gilra hai nam dat dinh — chua cé 10i giai thich

2003-2026D(r liéu c6 san, nhung khéi lugng chi bao gom sdu nam gan day nhat

Ngay sang lap la Lay tom tat nguoi choi d6i véi tap con cac tai khoan bi cam, da dugc loai trir
trung lap theo SteamID64. Ngay tao la ngay tai khoan dugc lap, ch& khong phai ngay tai khoan
bi cdm hay ngay bat dau hoat dong “farming”; théng tin nay dugc xem xét & day nhu bang
chiing cho thay dé mai cia nhém ngudi choi, ch khéng phai dé danh gid y dinh. C6 ba diéu
ma bi€u dé nay khoéng thé hién:

+ Mot xu hudng sau su kién “2024.” M6t tai khoan dugc tao tai 2025 hoac 2026 c6 thaoi
gian tén tai ngan hon nén chua bi cdm, con 2026 bao phu khodng thoi gian chin thdng — do
dé, chubi 227,030 -» 121,070 - 16,534 la hanh vi ki€ém duyét, ch& khong phai su suy giam.

o Ty Ié cam. S6 nam k€& tu khi tao tai khoan chi dugc théng ké déi véi cac tai khoan bi khéa,
do d6 khéng cé mau sé. Chi riéng su gia tang sé lugng ngudi dung da du dé tao ra xu huéng
nay.

. Tai sao “2021” lai sup d6? 51,701 nam gilta 105,821 va 104,641,, 3 vi tri thdp hon mét
nla so vai ca hai trang 1an can. Khong cé thong tin cdng khai nao gidi thich diéu nay; phan
nay dugc dé nguyén nhu vay thay vi dugc lam min.

04 — Thoi diém

Khi “Valve” dugc thuc hién, viéc thuc hién dé dién ra trong nam dau
tién

Ly do hién nhién d€ giai thich tai sao trang web 88.97% van chua bi can thiép chinh la do lugng
cOng viéc ton dong. Tuy nhién, cac Iénh cam da dugc ban hanh tur lau lai cho thay diéu nguoc
lai.

Tai khoan dé da ton tai dugc bao lau khi bi cam?

Thoi gian s dung tai khodn tai thoi diém bi cam, déi véi cac tai khoan bi cam trén 293,750 cé

cd ngay tao tai khodn va ngay bi cam gan nhat. Hon mot nira trong sé dé da bi phat hién vi
pham trong nam dau tién.
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55.1% inside the first year
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Bi cdm trong nam dau tién — 55.1% Sau doé bi cam — 44.9%

0.80 yTudi trung vi cla tai khoan tai thai diém bi cdm

55.1%Bi cam trong nam dau tién ké tir khi tao tai khoan

33.7%Bi cam trong vong sau thang dau tién

293,750C4c tai khodn cé ca hai ngay

Day la cau tra 10i cho 1ap luan phan bac hi€n nhién dé. Néu 88.97% cua doi tau van chua bi xi
ly chi vi viéc thi hanh luat dién ra cham chap — do lugng cong viéc tén dong dang dan duogc
gidi quyét — thi cac Iénh cam dé /am ngudi dung sé cé xu hudng gia di. Thuc té lai ngugc lai:
dé tudi trung vi clia cac tai khoan bi khéa la chin thang rudi tudi, va mot nhém thir ba —
33.7% — da bi bat trong vong sau thang. Khi Valve can thiép vao nhém nay, ho hanh dong rat
nhanh. Chin trong mudi ngudi van dang lan trén khéng phai chd dgi trong hang.

Tudi tai thoi di€ém cdm = ngay tao tir Lay tdm tat ngudi chai trir di ngay cam dugc ngu y bai S6
ngay k& tir lan cdm gan nhat, xem thém tai 2026-09-23. Gié tri nay chi dugc tinh toan khi ca
hai gié tri déu c6 san: 293,750 trong s6 cac tai khoan bi cam tai 1,200,011. Cac tai khoan con
lai khéng c6 gia tri “s6 ngay k& ti” va bi loai trlr, ch&r khong phai dugc gid dinh — do dé, hay
hi€u day la cau tric cla tap con c6 ngay thang, ch& khéng phai cla ting truong hop bi cam.

05 — Thuc chat Iénh cdm nay la gi

Khi Valve thuc su hoat dong, né cling khong ngan chan duoc bot
Trong s6 cac trang web 11% cé ap dung bat ky Iénh cdm nao, hdy xem dé la Iénh cam nao.

Lénh cam khong phai la 1énh cdm. Trong s6 cac tai khoan 1,200,011 ma Valve da bao céo,
99.8% mang theo mét céng déng 1énh cam — mot han ché ap dung cho céc dién dan, ho
so va nhém, nhung khéng anh hudng gi dén bot giao dich. Tai khodn d6 van c6 thé nhan thé,
van c6 thé giao dich va van cé thé chuyén kho hang. Cac tai khoan thuéc danh muc 22.2% déu
bi cdm chai it nhat mot tro choi, con céac tai khoan thudc danh muc 3.9% bi cam VAC; cac danh
muc nay c6 phan trung lap, nén khong dugc cdéng dén. Hinh phat duy nhat thuc su ngan chan
hoat dong giao dich — Iénh cam kinh té/giao dich — dugc ap dung cho cac tai khodn thudc
danh muc 5,214. Chung t6i khéng dua vao con sé dé dé két luan — |énh cam giao dich noéi
chung rat hiém gap trén Steam. Y nghia cla biéu dé nay don giadn hon: ngay ca ty |& phan tram
Valve ¢é Touch van tiép tuc giao dich.

Ly do thuc su khién nhitng nguoi thuéc nhém “11%” bi cam

Ty 1é phan tram cda tung loai Iénh cdm so vdi téng s6 thanh vién dugc quét béi 10,880,610.
M&i tai khoan cé thé bi 4p dung nhiéu hon mét loai Iénh cam. Di chudt vao dé xem sé lugng.

PHISHDESTROY / VI - CCO 1.0 6/13



Community ban

Game ban

VAC ban

Economy / trade ban
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Lénh cam “Steam” khéng c6 trudng “ly do”, do dé khéng c6 1énh cdm nao trong s6 nay dugc
quy cu thé cho viéc “farm” thé — day la su két hop cla cac loai Iénh cam hién cd, di kem vaéi
nhitng gi madi loai thuc su han ché&. Lénh cam tur cdng dong khdng ngan can viéc giao dich; con
lénh cam kinh té / giao dich thi c6. Téng hop: asf-ban-census-2026-09-23.json.

06 — Nhém déan s6 con lai

Nhiing ké Itra dao trén Valve da bi vach tran: 51,732 - Téong diéu tra
dan sd day du

Mot danh sach th hai, doc lap — cac truong hop gian 1an dugc cdng dong xac nhan — duogc so
sanh vai cing mot co sé& dir liéu chinh thirc vé gian [an va lam dung (API).

C6 thé cho rang nhém ngudi dung tu dong héa chi la nhimng ké ludi biéng vé hai. Nhung khéng
thé ndi nhu vay vé nhém thir hai. SteamRep la mot co sd dit liéu uy tin céng déng da hoat dong
tlr 1au; mot tai khoadn bi gdn nhan Bl CAM M6t ké Itra dao da bi cdng déng dé két luan 1a cé toi,
dua trén bang chidng tir cdc nan nhan va nhét ky tro chuyén giao dich dugc ghi lai. Chidng toi
da hoan tat viéc théng ké 100% d6i véi tat ca 51,732 cac hé so c6 trang thai "Bl CAM" so
v@i trang web chinh thic cta Steam tai dia chi API (ISteamUser/Lay danh sach ngudi chai bi
cam/phién ban 1) — va chi tinh nhitng bién phap trirng phat lién quan dén hanh vi Itra dao.
Lénh cdm VAC ap dung doi véi viéc s dung phan mém gian lan trong tro choi (aimbot,
wallhack); bién phap nay khdong dnh hudng gi dén nguoi giao dich va khdéng phai la bang chiing
cho thay Valve da xt ly hanh vi gian lan, do dé khong duogc tinh la bién phap x& ly gian lan.

Trong toan bd danh sach tai khoan trén 51,732-, nhiing tai khoan 67.77% — 35,059
da bi xac dinh la ké lira ddo — khéng cé bat ky Iénh cam nao lién quan dén hanh vi
Itra dao tu Valve: Ho van c6 thé giao dich, van c6 thé g yéu cau két ban dén cac nan nhan
mai, van c6 thé nhan tin. Chi cé 32.23% mdi bi 4p dung Iénh cdm cdng déng hoac cdm giao
dich, va Iénh cam giao dich — bién phap duy nhat thuc sy ngan chan viéc chuyén giao kho dé
— chi &p dung cho 18.81% (céac tai khodn 9,731). Ngoai ra, 12.81% (tai khodn 6,627) con bi
cam VAC hoac cam choi game chi vi gian lan trong tro chai, trong khi van hoan toan khéng bi
han ché trong viéc giao dich trén Steam.

Nhitng doi tuong lra dao da duoc xac nhan, dua trén viéc Valve cé ap dung Iénh
cam lién quan dén hanh vi ltra dao hay khéng (Danh sach toan dién)

Tat ca cac hd so bi cam trén SteamRep tai 51,732, dugc phan loai theo viéc Valve ap dung I1énh
cam cOng doéng hay Iénh cam giao dich. Cac Iénh cam VAC va Iénh cam trong tro choi khéng
dugc tinh vao — vi chiing khong lién quan dén hanh vi gian lan. Di chu6t vao dé xem sé lugng.
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No scam-relevant ban

Community or trade ban

0% 18% 35% 53% 70%
Community ban
Trade / economy ban
VAC (not fraud)
Game ban

0% 6% 13% 19% 25%

51,732Kiém tra cac ho so bi cam trén SteamRep — Danh sach day du tai 100%

35,059Khong bi cam vi lién quan dén Itra ddo (67.77%)

18.81%Hay thuc thi Iénh cdm giao dich nham cham duit cac hanh vi Ira ddo (9,731)
32.23%CG phiéu Valve da bi cdm giao dich trén thi truong cdng dong hoac thi trudng chuyén
nganh (16,673)

SteamRep la moét co sé dir liéu danh ti€éng cla bén th ba, dugc cong dong danh gia, ch khéng
phai la quyét dinh cla Valve — va d6 chinh la diém mau chét: bang chiing bén ngoai, dugc so
sénh véi nhimg gi chinh Valve da thuc hién. T4t ca cac hd so bi CAM (51,732) tir tép xuat chudn
déu dugc doi chiéu truc tiép véi ISteamUser/Lay danh sach ngudi choi bi cam/phién ban 1.
“Lién quan dén Itra ddo” cdé nghia la bi cam tham gia céng dong hoac bi cam tham gia hoat
dong kinh té/thuong mai; cac hinh thirc cdm VAC (12.81%) va cam choi game (3.86%) dugc
tinh riéng vi chdng nham x& ly hanh vi gian lan, cht khéng phai Itra ddo. B dit liéu ki€m toan
day du: steamrep steam bans.csv.

Hai nhém déan s, moét két qua

Day khong phai la cing mét nhédm ngudi va cling khéng phai la cung mét hanh vi. M6t bén la
mudi triéu tai khodn tu déng; bén kia la nam muoi ba nghin ké Ilra dao da bi két an. Piém
chung duy nhat gilta chdng la hinh thic cGa két qua: 9 trén 10 tai khoan néng trai chua
bao gio dugc sit dung, va hon hai phan ba (67.77%) s6é déi tuong lira ddo da duoc xac
nhén khéng phai chiu bat ky hinh thuc xit phat nao lién quan dén hanh vi lira dao.
Lénh cam céng déng Valve thuc su dugc ap dung mot cach tuy tién, cht yéu nham han ché
quyén truy cap vao cac dién dan va ho so cad nhan, ch& khong phai dé ngan chan hoat dong
giao dich. NUt bdo céo, ca sd dit liéu uy tin, Iénh cdm nham ngan chan hanh vi Itra ddo: tat ca
déu c6 san, nhung déu chua dugc tan dung day du. So sdnh diéu do6 véi cac trudng hgp tir chéi
da dugc luu trir trong ho so chinh, noi cing mot cong ty vinh vién xdéa mot tai khoan duy nhat
va vién dan viéc stir dung thuong mai va tu dong hda lam ly do — diéu khodn nay khéng phai la
vO hiéu, ma la rat ré rang.

07 — Vu Ilra dao tai khodn “5.00” va vu chiém quyén kiém soat tai khoan

Ki€m toan thuc nghiém tai khoan 100,000-: cic mang botnet khéng
phai la nhitng tai khoan mién phi dung mét lan

Logic 18y mau théng ké va chiing minh toan hoc: tai sao viéc sir dung bat ky tai khoan 100,000
nao khac cling cho két qua hoan toan giéng nhau.

PHISHDESTROY / VI - CCO 1.0 8/13


https://phishdestroy.io/steam_dossier/VALVE_EVIDENCE_PACK/databases/steamrep_steam_bans.csv

Lap luan chinh ma Valve dua ra trudc cac co quan quan ly va té chirc bao vé ngudi tiéu dung la
cac hanh vi ltra dao ty dong va “farming” dugc thyuc hién thong qua cac tai khoan “dung mot
lan” mién phi, tén tai trong thoi gian ngan va nhanh chéng bi khéa. Theo cac quy dinh da dugc
Valve cong b6, mot tai khodn la S6 luong cé han cho dén khi né chi tiéu it nhat 5.00 USD trong
clra hang “Steam”, khién tai khodn dé khong thé thuc hién cac giao dich, gli yéu cau két ban
va stir dung cac tinh nang “AP1”. Ching t6i da kiém ching truc ti€p tuyén bé nay bang cach
kiém tra trang thai kiém tién tir mét mau dai dién, dugc lua chon mot cach chat ché vé mat
todn hoc clia 100,000 cac tai khoan bi khéa trén Steam duoc trich xuat tir tap dir liéu siéu
d{r liéu h6 so “1,182,811” cla ching toi.

QUY TRINH LAY MAU (SRSWOR)

100,000 Lat cat khach quan

Trich tr N = 1,182,811 d& chon ngau nhién cac tai khodn Steam bj cdm duy nhat bang phuaong
phép Ldy mau ngau nhién don gidn khéng thay thé thong qua mot bd tao s6 ngau nhién
(PRNG) dong nhat vé mat mat ma. Méi tai khoan déu c6 xac suat dugc chon nhu nhaula P=n
/| N = 8.45%, gilp loai bé hoan toan sai Iéch do su séng sét va sai léch do hoat dong.

CHUNG MINH TOAN HOC

Do sai s6 < £0.4%

Ap dung cdng thic Piéu chinh Dan sé Hitu han (FPC) tai m6t 99% Khoang tin cdy (Z =
2.576):

MoE = Z x v[p(1l-p)/n] x Vv[(N-n)/(N-1)] = #0.39%

KHA NANG TAI TAO

Tai sao bat ky gia tri k nao trong céng thic “100” déu cho két qua giong nhau
Vi d6 léch chuan nam trong khoang +0.4% & muc do tin cdy 99%, Viéc lay bat ky mau tai
khoan 100,000-ddc lap nao khac déu dugc dam bao vé mat toan hoc la sé nam trong
khoang 63.06% = 0.39% (62.67% dén 63.45%). Mau khao sat nay phan anh toan b6 1.18
triéu nguoi bi cam.

Két qua kiém todn da hoan toan bac bo Iap luan bao chira vé “bot dung mét 1an”. Trong sé céac
tai khoan 100,000 dugc kiém todn thong qua giao dién ho so XML cli cta Steam: 61,490 Cac

tai khoan (63.06% vé cac loai tai khoan) la cac tai khoan Khéng giéi han (Tra phi) da
chi tiéu it nhat $5.00 trén trang web Steam. Chi 36,021 (36.94%) la cac tai khoan mién
phi c6 gidi han, trong khi cac tai khoan 2,489 chua dugc cau hinh hoac la tai khoan riéng tu.

100,000 Tai khodn bi cam: Tai khoan tra phi (5USD + chi tiéu tai ctra hang) so véi
tai khoan mién phi cé giéi han

Ki€m toan thuc nghiém trén 100,000 d6i véi cac tai khoan bi cam dugc chon ngau nhién. Hon
63% da vuogt qua c6ng thanh toan cua Valve. Di chudt vao dé xem sé liéu.

lon-limited (Paid = $5.00)

Limited (Free < $5.00)

0% 16% 33% 49% 65%

100,000D4n s6 dugc 1dy mau (SRSWOR, N =1.18M)
63.06%Tai khoan tra phi khong giéi han (tai khoan 61,490)
+0.39%D0 |éch chuan tai khodng tin cay 99%
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~745,80050 tai khodn tra phi dugc suy dién tur tap dir liéu “1.18” c6 dung lugng M

Thuc trang co ban: Viéc thanh ly tai khoan trén quy moé céng nghiép

Tai sao lai ¢ ti 63% s6 tai khoan bi cd&m trong mau khao sat la nhiing tai khoan tra phi da chi
tiéu tién that tai cira hang cta Valve? Nhitng nguoi diéu hanh mang bot khdong bao gio tu bd ra
hang triéu dé€ tao cac tai khodn dung mot lan. Ty Ié nay cho thdy quy mé cla cac tai khoan bi
xam pham va chi€m quyén diéu khién luan chuyén trong hé sinh thai.

Thang do nay c6 thé quan sat truc tiép trén cdc nén tdng ngam: trén cac san giao dich nhu FSB
Market (mot tén goi an danh; tén g6c dugc giadu di ¢ day), trén 550,000 Steam tai khoan
(nhat ky danh cap, dir liéu thu thap tlr cac vu Ilra ddo qua email, tan cong bang théng tin dang
nhap c6 san) ludn dugc rao bén tai bat ky thoi diém nao (phishdestroy.io/théng-tin-truc-ti€p).
San giao dich xac thuc ngudi mua va ngudi badn bang OpenlD Steam cua chinh Valve, va ca hai
bén déu khong FsB Market cling khOng the associated forum bi chan béi bo loc lién két cla Valve.

Theo quy dinh tai Muc 06,, trang web Valve khdong chi ddong ngan chan hanh vi gian lan nay:
67.77% cac doéi tuong lira ddo da duoc cdng dong xac nhan khéng bi ap dung bat ky
Iénh cam lua dao nao trén Steam, va 88.97% thudc doi ngii tu ddng hda van hoan toan
khéng bi can thiép. Cac tai khoan nay hoat déng tu do, xac thuc thdng qua cac API chinh thic
va thuc hién giao dich trong toan bo hé sinh thai ma hau nhu khéng gap bat ky tréd ngai nao.

So d6 kién tric vé bang ching phap y va thuc thi phap luat

Quy trinh tuong tac tlr 10.88M tai khoan da dugc quét dén 100k mau dir liéu thuc nghiém va
53.5k d6i tugng Itra ddo da dugc xac nhan - Nhap vao cac lién két dé xem bang chiing tho
Bang xép hangO01 - 10.88: T6ng diéu tra d6i tau tu déng hda

Cong dong tu nhan la chuyén vé tu dong hda I16n nhat trén Steam da 1an luot bi dp dung |énh
cam chinh thic cta Valve tai API. Diéu nay chimng minh rang cac doi bot thuong mai van hoat
dong moét cach 88.97% khong bi triing phat trong khi phai trd hang chuc triéu cho phi tham
gia.

9,680,599 88.97% Hoat dong & Hoang so

Céc tai khodn dang chay phan mém tu déng va chua ting bi cam dudi bat ky hinh thirc nao
trong lich su.

D{r liéu JSON thé tir cudc diéu tra dan sé (1.2 KB) » Xem Muc “01” ~

$26,802,495 Miic doanh thu téi thiéu tai clra hang

buogc thu thap béi Valve tir cac thanh vién khéng gidi han cta 5,360,499 da vugt qua ngudng
tham gia t6i thi€u la $5.00.

Kiém todn hiéu qua s dung thé » Valve $ Cau hdi thudng gap vé Quy tac “5” ~

1,200,011 11.03% Tap con dugc dénh dau

99.8% Chi &p dung cac lIénh cam trong cong dong vé my pham; hoat dong giao dich van dién
ra binh thuong trén cac tai khoadn thudc 99.95%.

Phén tich theo loai ban » Co s& di liéu bj cdm (60.4 MB) !

Ki€m toan 1dy mau thuc nghiém cap do 02 - 100,000-(N = 1,182,811)

Mot 14t cat dai dién SRSWOR dugc danh giad thong qua cac diém cubi XML cl. PO sai s6 da dugc
ching minh todn hoc la < +0.4% tai khoang tin cdy 99%. Diéu nay bac bd khang dinh rang céc
bot bi cd&m la nhiing tai khodn dung mot |lan mién phi.

61,490 (63.06%) Tai khoan tra phi khéng gi6i han (5+ chi tiéu)

Hon 63% tai khodn bi cam lién quan dén cac giao dich tra phi. Udc tinh cé khodng ~745,800
tai khodn trd phi (mdc san tham gia la $3.73triéu tré 1én) trong nhédm tai khoan bi cam.

Tép CSV két qud gidi han (2.1 MB) | 100k Bdo cdo phdpy ~

36,021 (36.94%) Tai khoan mién phi cé gidi han (<5.00 USD)

Mot s it tai khodn bi cam phu hop véi dac diém “bot dung moét lan roi bé” ma Valve dua ra.
Céc tai khodn 2,489 la nhiing tai khodn chua dugc cau hinh hoac & ché do riéng tu.

100k Mau tép CSV (8.5 MB) | Phan tich chi tiéu MD
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34.67% vs 63.93% Kiém toan viéc lam sach dit liéu hé so

Valve da xda cac biét danh va khoi phuc vé SteamID64 goc trén cac tai khodn tai 34,673,
nhung van gilr nguyén hoan toan cac tén tuy chinh va anh dai dién trén cac tai khoan bj cadm
tai 63,928.

Phan Vé sinh » T6ng quan vé 16 trinh ~

34.59% Di san Cac tai khoan tén dong (Puoc tao vao ngay 2003-2019)

Hon moét phan ba so tai khodn bi cam da dugc dang ky tai 5 dén 20cach day nhiéu nam, ching
to viéc chi€ém doat tai khodn trén quy mo céng nghiép nham vao nhimg ngudi choi lau nam cla
Steam.

Nién bi€u theo do tudi » Cac truong hgp tur chéi hé trg ~

Cép d6 03 - 51,732 Danh sach nhiing ké Ilra ddo da dugc SteamRep xac nhan

Danh sach day du trén 100% vé nhiing ké Ira ddo da bi cong dong x ly, kém theo nhat ky tro
chuyén véi nan nhan va bang ching giao dich, dugc déi chi€u vaGi cac APl cdm chinh thic trén
Steam. Diéu nay ching minh su that bai cé hé théng trong viéc thuc thi cac bién phap xu ly.
35,059 (67.77%) Khong cé 1énh cam vi ltra ddo (Mién trir hoan toan)

Hon hai phan ba s6 doi tugng lra dao da dugc xadc minh khoéng bi d4p dung bat ky 1énh cam nao
vé “Cong dong” hay “Giao dich” tir Valve. Ho van hoat doéng binh thudng dé€ thuc hién cac giao
dich va tim kiém nan nhan méi.

Céc Iénh cdm trong SteamRep API (2.6 MB) | Bdo cdo ki€m todn SteamRep ~

9,731 (18.81%) Kinh t&/ Cac Iénh c&m thuong mai

Day la bién phap tring phat duy nhat cé thé cham dut viéc thanh ly hang tén kho. Chi dp dung
doi véi chua dén mot phan nam s6 déi tugng lra ddo da dugc xac nhan.

Ngubén SteamRep (2.1 MB) | Xem phan “06” ~

6,627 (12.81%) Cac 1énh cam gian 1an khéng lién quan (Chi 4p dung cho VAC)

Bi cam vi s dung aimbot/wallhack trong cac tro chai, trong khi cadc hoat déng giao dich Steam
va llra ddo cta ho van 100% tiép tuc dién ra.

Phan tich m&c do khong lién quan ctia VAC ~ Lich trinh bdo mat ~

Cap d6 04 - Cac vu tan cong lam bién dang trang Wiki va cac vu vi pham an ninh hé théng vao
thdng 8 2026

Viéc lam bién dang tai liéu ndi bé danh cho nha phéat tri€n, viéc han ché quyén truy cap cla
cac bién tap vién cong dong va cac su cb vé bado mat viung bién chua dugc khac phuc da dugc
ghi nhan trong bo tai liéu ching cu.

1,200+ Ban bién tap Nhat ky xung dot ctia VDC Wiki

Céc bién tap vién cong déng dang cé gang khac phuc céac lién két Itra ddo va cac mau thu rac
da bi cac bo loc ty ddng chan mot cach c6 hé théng, trong khi nhan vién cla Valve lai phét 1o
cac canh bdo.

Bdo cdo vé cac cubdc xung doét ¢ Nga (127 KB) ~ Bdo cdo phan loai (66 KB) ~

12 TB Khong xac thuc su c6 ro ri tai san vao thang 8 trén 2026 (CWE-284)

Valve da luu trit 12 terabyte ma nguédn ndi bé va cac ban dung nguyén mau trén mot diém cudi
c6ng khai ma khéng c6 co ché xac thuc trong nhiéu tuan.

Valve H6 sa vé su thi€u nang luc (43 KB) ~ Kho luu trit bang_chiing_ ~

Vu vi pham an ninh tai CEVA Logistics Thang 8: Su c6 ro ri théng tin c& nhan (Pll) cla khach hang tai2026
Tén, dia chi va s6 dién thoai cia nhitng ngudi mua bo bai “Steam” tai chau Au da bj rd ri tir d6i
tdc hau can cua trang web Valve, dan dén hang loat vu Itra ddo qua email.

Bién badn su cd » H6 so thi hanh ~

Hién tugng nhiéu do Iay mau: banned 100k slice.csv (Tai khoan 100,000). Két qua kiém toan:
slice 100k _limited results.csv. Bdo c&o phan tich ddy di: BANNED 100K PHAN TiCH PHAP
Y.md.

08 — Phuong phéap va gidi han
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Cach hi€u néi dung nay, va nhitng diéu ma né khéng khang dinh

Ba nhém dan sé dai dién, mot nhém “AP1”, phuong phap |ay mau thong ké nghiém ngat.

THU'C THI VA THAM QUYEN

Cudc diéu tra dan s6 ASF, phan trich xuat tir tai khoan SRSWOR trén 100,000-va viéc doi chiéu
chéo trén SteamRep da dugc thuc hién bdi cdc thanh vién clda PhishDestroy thong qua céc tai
khoan Steam va kh6éa Web API cla riéng ho, nhu mot phan trong nd luc céng khai cta Lién
minh nham chéng Itra ddo va cadm cac hanh vi gian lan. Tac gia cua tai liéu nay khéng s hitu
khda Web API tir Steam va cling khéng tu minh thuc hién bat ky lan quét truc ti€p nao. Viéc
tong hop, bam, xac minh va cong bd duoc thuc hién dua trén két qua dau ra tir cac thanh vién

tham gia.

Dan sé

Nguodn géc cua né

Pa doc nhiing gi

ASF members
10,880,610

100k Banned Accounts SRSWOR
Slice
100,000

SteamRep scammers
51,732

Yéu cau bao hd

The public member list of the
ArchiSteamFarm Steam Community
group. Steam's group page shows
5,360,499 members (non-limited
only); the API member list returned
10,880,610 total entries including
limited accounts. The group is
auto-joined on first run unless the
user explicitly disables the default
group-join setting in configuration
(AutoJoinSteamGroup / Statistics),
meaning the member list includes
commercial bot clusters, individual
card idlers, and regular gamers
who left the default option enabled.

A representative sample drawn
uniformly at random without
replacement from the 1,182,811
banned accounts corpus ($P =
8.45\%$%). Finite Population
Correction yields a margin of error
of $\pm 0.39\%$ at a 99%
confidence level ($Z = 2.576%).

Complete 100% census of all
profiles marked BANNED in the
SteamRep community reputation
database (51,732 total profiles).
Zero sampling or filtering applied.

GetPlayerBans for every member
(ban flags); GetPlayerSummaries
for creation dates and country.
Batched at 100 IDs, deduplicated
by SteamID64.

Monetization and limited account
status (isLimitedAccount) audited
via Steam's legacy XML profile
interface ( ?xml=1) over
distributed proxy pipelines.
Confirms 63.06% paid status.

ISteamUser/GetPlayerBans/v1 for
all 51,732 accounts, cross-
tabulated against SteamRep
status. Confirms 67.77% walk free
of any scam bans.

Chi bao gom céc ty 1é thuc nghiém va cac udc lugng dugc gidi han thong ké. Trong tap hop
ngudi dung tu dong hda, 88.97% khéng bi cam; tap con bi cam cd xu hudng tap trung vao cac
tai khoan gan day (70% ké tir 2020). Trong béo cdo kiém todn thuc nghiém vé tai khoan
100,000-, 63.06% tai khoan bi cam la tai khoan tra phi (khéng bi gidi han), véi bién d6 sai sé da
dugc chirng minh toan hoc trong khodng +0.4%. Trong sé cac doi tugng Iira ddo da duoc xac
nhén tai 51,732, 67.77% khéng bi cdm lién quan dén hanh vi lra ddo. Moi s6 liéu déu cé thé tai
tao tu trang web riéng cua Valve tai API.
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Nhitng diéu khéng dugc yéu cau

Lénh cadm “Steam” khéng c6 trudng “ly do”, do dé khéng c6 1énh cdm nao 6 day dugc quy cho
mét nguyén nhan cu thé. Viéc tham gia nhém khoéng phai la bang ching cho thay tai khoan d6
la bot tu d6ng: vi ASF cho phép tham gia nhédm theo mac dinh trir khi ngudi dung tu bé chon,
nén céng dong nay bao gdbm ca cac trang trai tai khoan thuang mai véi nhiéu tai khoan 1an cac
tai khodn ca nhan cla nguoi choi binh thudng va nhiing ngudi choi nghiép du. Quéc gia la
thong tin do ngudi dung tu khai bdo, va danh sach trén SteamRep la két qud phan quyét cla
céng dong, khong phai phan quyét cta toa an. Khéng c6 cd nhan nao dugc néu tén.

Tai sao diéu nay lai quan trong

Valve né cling s&r dung ciing mét Hé thong Tinh toan Tuong doi (API), cé co sé dir liéu riéng lam
nén tang, va cac ly do cdm ma qua trinh quét nay khong thé nhin thay. N6 cé thé thuc thi truy
van nay trén toan bd khéng gian ID chi trong vai gidy. Thudc do cho phép mot bén thd ba ki€m
tra tuyén bo thuc thi déi véi mot s6 cu thé chua bao gio dugc cong bé badi chinh bén duy nhat
c6 thé tao ra no6 véi do chinh xac tuyét doi. Pay la udc tinh tir bén ngoai, dugc dua ra dé cau
hoi c6 thé dugc dat ra keém theo mot con s6 cu thé.

Poc ti€p: nén kinh té thé ma nhém dan sé nay van hanh - - hd trg truy cap va chéng trém - -
tai liéu day da »
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