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CNPABA: VAL-REG-2026-09-EVID

MPOICXOAXKEHHSA: phishdestroy.io/steam_dossier/

MPABA: YCI NPABA NMEPEOAKOTHLCA NOOCTBY

3aKOH MNMpo CynoBO-OyxranTepCcbKuUn ayauT Ta
HOPMAaTUBHUM 000ATOK

CncrtemaTun4He HagaHHA nocayr «APl» CTOPOHHIMW opraHi3auisgmm, apxiTekTypa
aBTOMaTM30BaHOro obxony Ta HEBMKOHAHHSA AOroBipHUX 3060B’A3aHb B ekocmncTemi «Valve»
Steam

OomeH-Bnaaseub phishdestroy.io

LinboBa nnatdopma Valve Steam / Steamworks

OCHOBHMI BEKTOP aBTeHTUMiKaLii Steam OpeniD 2.0 / Be6-caut API

KOpnandHa npuceaTa «Yci npaBa Ha noacTteo» (CCO)

Po3gin I: MemopaHOyM KepiBHMLUTBa Ta BUCHOBKW Wwono gakTtie MOCUJIAHHA: MEMO-
SUMMARY-01

Llen LOKYMEHT € opilinHUM aKTOM Cy[0BO-EKCMEPTHOro ayanTy, B AKOMY aHaNi3yeTbCSA
B3aEMOAia MiXK onybnikoBaHUMM KOMEPLUINHUMK YMOBaMuM Koprnopauii «Valve», Tl TeXHIYHMN
KiHLEeBMMN TOYKaMN ayTeHTU@ikaLii Ta BUABIEHUMN KOMepLinHUMK naaTgopMmamMum TpeTix
CTOpPiH. AyanT 6yno npoBeneHo 3a OMOMOro NacMBHOMO CNOCTEPEXEHHS 3a Mepexxeto 6e3
ayTeHTU@iKauii, nepeBipkn peecTpauii Ha canTi RDAP Ta aHani3y 3arajbHOOOCTYMHUX
TenemeTpuyHuxX gaHux Link Filter.

OcHoBHa iHopMauia: EMNipnyHi cnocTepeXXeHHs CBiaYaTb MPO CMCTEMAaTUYHY
HEeBIAMOBIAHICTb MiXX My6NIYHUMWN OOrOBIPHMMUN 3aNeBHEHHAMKW KoMMaHii «Valve» Ta ii
BUPOBHMYOI0 iHpPacTpyKTypoto. Xoda Yroga 3 aboHeHTaMm «Steam» (SSA) cyBopo 3abopoHse
HeCaHKLIioHOBaHe KoMepLinHe BUKOPUCTaHHA (§ 2.G), aBTOMaTM30BaHy B3aEMOLit0 3a
nonomoroto 6oTie/ckpunTis (§ 4.C) Ta nepepnady obnikosmx 3anucie (§ 1.C), koprnopauis
«Valve» NpoOoBXye HafaBaTU iIHPPACTPYKTYPY A9 ornepaTUBHOI NporpamMHol ayTeHTudikauii
3a OpenlD Ta 3anuTiB WOA0 HAafABHOCTI TOBapiB WoHanMeHwe 175 komepuinHum cyb’ekTam,
AKi reHepyloTb 06CArn BTOPUHHUX TPaH3aKLUin y pO3Mipi KilbKOX MiNbApAiB A0NapiB.

175

KomepuinHi onepaTtopu, WO NMPONLWAN ayanT
44

XoCcTn aBTeHTUdIKaLUii 3 oKpeMnumMm gOMeHamMm
26

Mapwn NpoKci-cepBepiB 3 po3aiieHHAM QinbTpiB
100%
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He3acTocoBaHi nonoxeHHA § 2.G / § 4.C 3akoHy Npo couianbHe 3abe3nevyeHHs (SSA)

0

MpuMyCoBi CKacyBaHHS aBTOpM3aLin

BinnoBiaHi AoroBipHi Ta 3aKoHO4aBYi HOpMN

SSA§2.G

3abopoHa KOMepLiNHOro BUKOpPUCTaHHA: KaTeropnyHo 3ab0poHSETbCA BUKOPUCTAHHS
KoHTeHTy Ta lNMocnyr y kKoMepuinHux uingx 6e3 nonepegHbOro NMMCcbMOBOIro 403BOJY
Kopropauii «Valve».

SSA§4.C

OOMe>)XeHHA Wo [0 aBToMaTu3auii: KateropnyHo 3abopoOHAETLCA BUKOPUCTAHHSA CKPUNTIB,
Toprosux 60TiB, MakpociB abo cncTeM, Lo He KepyTbCsa IOANHOK, A1 B3aEMOAIT 3i
cny>xbamum Ta puHkamm Steam.

SSA§1.C

BuMorum wopn0 ocobucToro BUKopuctaHHsa: ObmMexye BUKOpUCTaHHA 061iKkoBUX 3anunciB
BUKJIIOYHO 0COBUCTUMU LinaMuK; KaTeropnyiHo 3abopoHs€e npofak, opeHay, nepenady abo
06bMiH 0611iKoBMMIM 3anncamMm KOpUCTyBadiB Steam.

3akoH €C npo 6e3neky aaHux (DSA) (2022/2065)

OuiHKa cucTteMHoOro pusuky (ct. 34/35): [lyxe Benuki oHnanH-nnatgopmu (VLOP) NOBUHHI
aKTUBHO BUABATHU, OLLIHIOBATU Ta MiHIMI3yBaTu CUCTEMHI PU3UKN, WO BUHUKAIOTb BHACNI 40K
aBTOMATW30BAHOI0 3JI0BXKWUBAHHA Ta HECAHKLIOHOBAHOI0 KOMEpPL,iNHOr0 BUKOPUCTAaHHS.

Po3gin Il: PeecTp ooka3iB A — 3a40KYMeHTOBaHI Napu 3 po3aiieHnMn inbTpamm 3B’ A3KiB
(MapwpyTn 26) MOCUNAHHA: EX-SPLIT-LEDGER

KpuMiHanicTM4HMM aHani3 MeToAaiB YXUJIEHHSA Bif BUABJIEHHA 3 BUKOPUCTAHHAM
po3misieHnX JOMEeHIB: Y paMKax cuctemu cinbTpauil mocnnaHb «Steams Big KoMnaHii
«Valve» (steamcommunity.com/linkfilter/?url=...), KON KiHLUEBUA KOPUCTYBaA4 HAaTUCKAE Ha
nocusaHHA, WO BeAe Ha naaTdopMy, Mo3HaAYeHy SK a3apTHa abo YOPHOPMHIOBa, Ha CanTi
Valve 3’9Bna€TbCa NOMiTHE nonepen)xeHHs («/locunaHHA 3a6/10K0BaHO! ... MO3Ha4Y€EHO AK
MOTEHUINHO WKigamse»). OaHaK KPUMiIHaNICTUYHE BiACTEXXEHHA MapLUpPyTy NOKa3yeE, Wo
KOMepLUinHi nnaTtdopmMm 26 npauioloTs Ha apXiTeKTypa 3 po3aisieHMMU AOMEeHaMMU: X04a
OCHOBHU KoMepUinHMn goMeH BJIOKYETbCA y GhinbTpi nocunaHb, ApyropsagHuUin SOMEH, Ha
AKOMY PO3MilLEeHO KiHLEBY TOYKY noBepHeHHst OpenlD canTty Valve, mo3HavyeHUn sk
«YUCTUW». Cepeepu OpenlD canTy Valve 6e3 nepebois npuinMatoTb 3anUTH Ha
aBTeHTU@IiKaLilo Big LUX MPOKCi-XOCTIB, WO A03BOJISIE 3HATU MonepeaXeHHs Npo Hebe3zneky
0N1s1 KOPUCTYBaYiB i BOAHOYAC NPOAO0BXYyBaTM 06pobKy BXO4IB y CUCTEMY.

# OCHOBHMHA FonoBHu# OdomeH DinbTp RDAP OcHoBa
KoMepuinHm  dinbTp NMPOKCi- aBTeHTUdika 3apeecTpoBa 06niky
M OOMEeH cepBepa uii HO
ayteHTudika
uii OpenlD
01 rollbit.com BLOCKED rbsnin.com CLEAN 2026-09-18 PASSIVE_CAPT
URE
02 skin.club BLOCKED sc-auth.net CLEAN 2019-04-02 PASSIVE_CAPT
URE
03 howl.gg BLOCKED howl.uno CLEAN 2026-08-11 PASSIVE_CAPT
URE
04 duelbits.com  BLOCKED switchflips.co CLEAN 2020-04-21 PASSIVE_CAPT
m URE
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05

06

07

08

09

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

OCHOBHUM
KOMepLUiiHn
W OOMeH

csgofast.com

farmskins.co
m
cobaltlab.tech
csgo.net
ggdrop.com
rustchance.co
m

skin.fans
skinport.com
skins.cash
tf2hunt.com
daddyskins.co
m
key-drop.com
clash.gg
c5game.com
swap.gg
shadowpay.co

m
€SgoCcases.co
m
csgogem.com

gamdom.com

12cs.fail
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FonoBHuM
dinbTp

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

BLOCKED

domMmeH
npokKci-
cepBepa
ayteHTudika
uii OpeniD

steam-
login.authtofa
st.com

steam.kobal.c
C

cobaltauth.co
m

cn2.easylot.n
et

ggauth.com

hgfuihd.com

auth.skinfans.
com

skinport.app

skinscash.live

rstspcl.com

go-go-
daddy.com

kdauth.com

clggauth.com

www.imbastar
.com

swapauth.co
m

thelogins.com

log-1n.com

api.csgem.co
m

login.gambldo
m.com

fail.games

DinbTp RDAP
aBTeHTuUdika 3apeecTpoBa
i HO

CLEAN 2026-06-30
CLEAN 2017-01-07
CLEAN 2025-01-07
CLEAN 2016-09-03
CLEAN 2023-05-03
CLEAN 2019-01-27
CLEAN 2018-07-16
CLEAN 2020-06-20
CLEAN 2019-12-05
CLEAN 2020-08-08
CLEAN 2019-01-26
CLEAN 2026-05-13
CLEAN 2024-09-16
CLEAN 2016-02-27
CLEAN 2018-10-06
CLEAN 2018-01-22
CLEAN 2017-11-27
CLEAN 2014-03-08
CLEAN 2017-09-24
CLEAN 2021-08-24

OcHoBa
o6 niky

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE

PASSIVE_CAPT
URE
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25

26

m

OCHOBHUM FonoBHuM JomMmeH dDinbTp RDAP OcHoBa
KoMepuinHim ¢inbTp NpPOKcCi- aBTeHTUdika 3apeecTpoBa 006niky
M DOMeH cepBepa uii HO
ayteHTudika
uii OpeniD
skinsnipe.com BLOCKED pricing.tradeu CLEAN 2020-03-11 PASSIVE_CAPT
pspy.com URE
csgobig.com  BLOCKED letmeinbig.co CLEAN 2023-01-20 PASSIVE_CAPT

URE

* MpumMiTKa: MNacmBHI NepeBipKN, BUKOHaHI WOA0 HEABTEHTURIKOBAHMNX KiHLEBUX TOYOK
inbTpa nocnnaHb Steam Ha canTax 2026-09-19 Ta 2026-09-21.. HeobpobneHi Tina
Bignosigen HTTP Ta pangxectn SHA-256 36epiratoTbcs y Habopi faHUX peno3nTopito
(steam_tos_assets/linkfilter-2026-09-22.json).

Po3gin lll: Peectp B — MNoBHUI nepenik KoOMepLuinHnx cyb’eKTiB rocnogaproBaHHS, LLO

nponLwwAn ayanT 3a nporpamoto «175» MOCUNAHHA: EX-175-, MASTER-CENSUS

Y HaBegEeHOMY HUXKYe PEECTPi AeTasIbHO ONMCAHO BCi CTOPOHHI KoMepuinHi nnatdopmn 175,
AKi aKTUBHO nepeBipeHo B 6a3i faHnx ayanTy. KoXXeH 3anuc MicTUTb Ha3By cyb’ekTa
rocnogaploBaHHs, OCHOBHUM KOMEPLINHNI OOMEH, BUSAB/IEHNIA MapLUPYT ayTeHTudikauii
OpenID Steam, knacudikauito 4ianbHOCTI, BiANOBIAHOCTI WOA0 NOpYyLUEeHb OOMOBIPHUX
3060B’s3aHb (SSA § 2.G, SSA § 4.C, SSA § 1.C) Ta none «[Llia», 3acikcoBaHe y BuxigHomy Habopi
AaHux. No3Ha4vka «[QunB. naToBaHi 4OKa3M» BKa3ye YMTayeBi Ha NiATBEPAXKYOYi 3anncun; BOHa
He CBiAYMTb Npo Te, Wo «Valve» He BXXMBasla XXOOHWX 3aX04iB
MO3HA4YaAETbCA AK «HE BCTAHOBJIEHO».

. BiocyTHicTb nona «Aaii»

JopaTok HasBa CnoctepexyBa Knacudikauia MMopyLieHHA Valve fis
opraHisauii Ta HUA MapLpyT YMOB A,0roBOpYy
OCHOBHUM aBTeHTUdiKaui
OOMEeH i / npokci-
cepsep
EX-001 CSGOROoll www.csgoroll.co Skin Gambling SSA § 2.G, SSA§ See dated
csgoroll.com m 4.C evidence
DIRECT
EX-002 CSGOEmpire csgoempirelogin  Casino SSA §2.G,SSA§ See dated
csgoempire.com 4.com 4.C evidence
SPLIT PROXY
EX-003 Rollbit rbsnin.com Crypto Casino SSA § 2.G, SSA § See dated
rollbit.com SPLIT PROXY 4.C evidence
EX-004 500 Casino fivezerozero.co  Licenced Casino SSA § 2.G, SSA§ See dated
500.casino SPLIT PROXY 4.C evidence
EX-005 CSGOBig csgobig.com Roulette/Slots SSA § 2.G, SSA§ See dated
csgobig.com DIRECT 4.C evidence
EX-006 CaseDrop casedrop.com Case Opening SSA § 2.G,SSA § See dated
casedrop.com DIRECT 4.C evidence
EX-007 RustReaper rustreaper.com  Rust Roulette SSA § 2.G, SSA§ See dated
rustreaper.com  DIRECT 4.C evidence
EX-008 BanditCamp banditcamp.com Rust Casino SSA § 2.G, SSA§ See dated
banditcamp.com DIRECT 4.C evidence
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AdopnaTtok

EX-009

EX-010

EX-011

EX-012

EX-013

EX-014

EX-015

EX-016

EX-017

EX-018

EX-019

EX-020

EX-021

EX-022

EX-023

EX-024

EX-025

EX-026

EX-027

EX-028

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

SkinBox
skinbox.com

TastyDrop
tastydrop.com

CSGOPolygon
csgopolygon.gg

MagicDrop
magicdrop.ru

CSDice
csdice.com

Rustly
rustly.com

SkinOdds
skinodds.com

CSGOWin
csgowin.com

CSGORun
csgorun.net

OpenSkins
openskins.com

RustBet
rustbet.com

CSGOMagic
csgomagic.com

CSGOBounty
csgobounty.com

EZSkins
ezskins.com

RustCases
rustcases.com

CSGOReaper
csgoreaper.com

CSGOCases
csgocases.com

CSGO-Skins
csgo-skins.com

CSGONet
csgonet.com

WTFSkins
wtfskins.com
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CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

skinbox.com
DIRECT

tastydrop.com
DIRECT

csgopolygon.gg
DIRECT

magicdrop.ru
DIRECT

csdice.com
DIRECT

rustly.com
DIRECT

skinodds.com
DIRECT

csgowin.com
DIRECT

csgorun.net
DIRECT

openskins.com
DIRECT

rustbet.com
DIRECT

csgomagic.com
DIRECT

csgobounty.com
DIRECT

ezskins.com
DIRECT

rustcases.com
DIRECT

csgoreaper.com
DIRECT

csgocases.com
DIRECT

csgo-skins.com
DIRECT

csgonet.com
DIRECT

wtfskins.com
DIRECT

Knacudikauin

Case Opening

Case Opening

Roulette Casino

Case Opening

Dice Casino

Rust Casino

Upgrader Casino

Skin Roulette

Crash Casino

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contra

ct

Skin Roulette

Case Opening

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-029

EX-030

EX-031

EX-032

EX-033

EX-034

EX-035

EX-036

EX-037

EX-038

EX-039

EX-040

EX-041

EX-042

EX-043

EX-044

EX-045

EX-046

EX-047

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

CSGOFast
csgofast.com

Duelbits
duelbits.com

FlameCases
flamecases.com

Farmskins
farmskins.com

CSGOLuck
csgoluck.com

Gamedom
gamedom.com

Skin.Club
skin.club

DaddySkins
daddyskins.com

Insane.gg
insane.gg

Rustix
rustix.gg

Skins.Club
skins.club

CSGOHouse
csgohouse.org

SkinRave
skinrave.net

BloodyCase_G
G
bloodycase.gg

CSGOClicker
csgoclicker.com

RustBet_GG
rustbet.gg

CS_Drop
cs-drop.com

HellStore
hellstore.net

RustLoot
rustloot.com
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CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

steam-
login.authtofast.
com

SPLIT PROXY

switchflips.com
SPLIT PROXY

flamecases.com
DIRECT

steam.kobal.cc
SPLIT PROXY

csgoluck.com
DIRECT

gamedom.com
DIRECT

sc-auth.net
SPLIT PROXY

daddyskins.com
DIRECT

api.insane.gg
DIRECT

rustix.gg
DIRECT

skins.club
DIRECT

csgohouse.org
DIRECT

skinrave.net
DIRECT

bloodycase.gg
DIRECT

csgoclicker.com
DIRECT

rustbet.gg
DIRECT

cs-drop.com
DIRECT

hellstore.net
DIRECT

rustloot.com
DIRECT

Knacudikauin

Roulette Casino

Crypto Casino

Case Casino

Case Opener

Skin Casino

Crypto Casino

Case Battles

Case Opening

Skin Roulette

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-048

EX-049

EX-050

EX-051

EX-052

EX-053

EX-054

EX-055

EX-056

EX-057

EX-058

EX-059

EX-060

EX-061

EX-062

EX-063

EX-064

EX-065

EX-066

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

CSGO_Case
Csgo-case.com

CS2Skin
cs2skin.com

Juice_GG
juice.gg

GGDrop
ggdrop.com

CSGOGem
csgogem.com

Rainbet
rainbet.com

Howl_GG
howl.gg

Chicken_GG
chicken.gg

CSGOCasino_G
G
csgocasino.gg

Hunt_GG
hunt.gg

CSBattle
csbattle.com

SkinRave_GG
skinrave.gg

CSDouble
csdouble.gg

RustChance
rustchance.com

RustClash
rustclash.com

CobaltLab
cobaltlab.tech

Raided_GG
raided.gg

RustNeo
rustneo.gg
Splits_GG
splits.gg
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CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

Ccsgo-case.com
DIRECT

cs2skin.com
DIRECT

letmeinjuice.co
m
SPLIT PROXY

ggauth.com
SPLIT PROXY

csgogem.com
DIRECT

services.rainbet.
com
DIRECT

howl.uno
SPLIT PROXY

chicken.gg
DIRECT

api.csgocasino.g

9
DIRECT

api.hunt.gg
DIRECT

csbattle.com
DIRECT

api.skinrave.gg
DIRECT

csdouble.gg
DIRECT

hgfuihd.com
SPLIT PROXY

rustclash.com
DIRECT

cobaltauth.com
SPLIT PROXY

api.raided.gg
DIRECT

rustneo.gg
DIRECT

splits.gg
DIRECT

Knacudikauin

Case Opening

Skin Casino

Skin Casino

Case Opening

Skin Casino

Crypto Casino

Skins Casino

Skin Casino

Skin Casino

Skins Casino

Case Battles

Skin Casino

Skin Casino

Rust Roulette

Rust Casino

Rust Automation

Rust Roulette

Rust Casino

Skin Casino

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
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See dated
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See dated
evidence

See dated
evidence

See dated
evidence
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evidence
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AdopnaTtok

EX-067

EX-068

EX-069

EX-070

EX-071

EX-072

EX-073

EX-074

EX-075

EX-076

EX-077

EX-078

EX-079

EX-080

EX-081

EX-082

EX-083

EX-084

EX-085

EX-086

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

Upgrader_Pro
upgrader.pro

SkinFans
skin.fans

HotPizza
hotpizza.one

G4Skins
g4skins.com

12CS_Fail
12cs.fail

TF2Royal
tf2royal.com

TF2Easy
www.tf2easy.co
m

TF2Hunt
tf2hunt.com

TF2Bet
tf2.bet/coinflip

TF2Blaze
tf2blaze.com

OpenStars_GG
openstars.gg

Shuffle_Com
shuffle.com

Skins.com
skins.com

White.Market
white.market

Buff.Market
buff.market

Avan.Market
avan.market

CS.MONEY
cs.money

UUSkins
uuskins.com

YouPin898
youpin898.com

Moon.Market
moon.market

PHISHDESTROY / UK - CCO 1.0

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

upgauth.space
SPLIT PROXY

auth.skinfans.co
m
SPLIT PROXY

hotpizza.one
DIRECT

auth.g4s.to
SPLIT PROXY

12cs.fail
DIRECT

tf2auth.com
SPLIT PROXY

www.tf2easy.co
m

DIRECT
rstspcl.com
SPLIT PROXY
tf2.bet
DIRECT
tf2blaze.com
DIRECT
openstars.gg
DIRECT
shuffle.com
DIRECT
api.skins.com
DIRECT
white.market
DIRECT
buff.market
DIRECT

avan.market
DIRECT

auth.dota.trade
SPLIT PROXY

uuskins.com
DIRECT

youpin898.com
DIRECT

moon.market
DIRECT

Knacudikauin

Skin Upgrader

Skin Casino

Case Opening

Case Opening

Crash Casino

TF2 Gambling

TF2 Gambling

TF2 Gambling

TF2 Gambling

TF2 Gambling

Skin Casino

Crypto Casino

CS2 Market

P2P Market

CS2 Market

CS2 Market

Trading Engine

P2P Market

Mass Market

P2P Market

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-087

EX-088

EX-089

EX-090

EX-091

EX-092

EX-093

EX-094

EX-095

EX-096

EX-097

EX-098

EX-099

EX-100

EX-101

EX-102

EX-103

EX-104

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

CSFloat
csfloat.com

Skin.Land
skin.land

C5Game
c5game.com

HaloSkins
haloskins.com

Buff.163
buff.163.com

Waxpeer
waxpeer.com

CS.MONEY Bot
cs.money

Market.CSGO
market.csgo.co
m

Skinport
skinport.com

SkinFlow
skinflow.gg

DMarket
dmarket.com

Skin.place
skin.place

SkinsMonkey
skinsmonkey.co
m

SkinBaron
skinbaron.de

Steam
steamcommunit
y.com/market

RustTM
rust.tm

PirateSwap
pirateswap.com

Mannco.Store
mannco.store

PHISHDESTROY / UK - CCO 1.0

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

csgofloat.com
SPLIT PROXY

auth.skin.land
DIRECT

c5game.com
DIRECT

haloskins.com
DIRECT

buff.163.com
DIRECT

waxpeer.com
DIRECT

auth.dota.trade
SPLIT PROXY

dota2.net
SPLIT PROXY

skinport.app
SPLIT PROXY

api.skinflow.gg
DIRECT

dmarket.com
DIRECT

api.skin.place
DIRECT

skinsmonkey.co
m
DIRECT

skinbaron.com
SPLIT PROXY

steamcommunit
y.com/market
DIRECT

dota2.net
SPLIT PROXY

login.pirateswap
.com
DIRECT

mannco.store
DIRECT

Knacudikauin

P2P Market

Skins Market

CS2 Market

Skins Market

Corporate

Market

P2P Marketplace

Bot Trading

P2P Marketplace

Regulated
Market

Marketplace/Swa
p
US Marketplace

Skins Market

Instant Swap

Corporate
Market

Official Market

Rust Market

Instant Swap

TF2 Marketplace

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-105

EX-106

EX-107

EX-108

EX-109

EX-110

EX-111

EX-112

EX-113

EX-114

EX-115

EX-116

EX-117

EX-118

EX-119

EX-120

EX-121

EX-122

EX-123

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

SkinSwap
skinswap.com

LootFarm
lootfarm.com

Rustskins
rustskins.com

ExeSkins
exeskins.com

BalticSkins
balticskins.com

CS.Trade
cs.trade

RapidSkins
rapidskins.com

Tradelt
tradeit.gg

Krakatoa
krakatoa.com

ShadowPay
shadowpay.com

49skins
49skins.com

SkinVault
skinvault.gg

Aim Market
aim.market

Skinout
skinout.gg

NTSkins
ntskins.com

IGXE
igxe.cn

Swap.gg
swap.gg
Bitskins
bitskins.com

GamerPay
gamerpay.gg

PHISHDESTROY / UK - CCO 1.0

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

api.skinswap.co
m
DIRECT

lootfarm.com
DIRECT

rustskins.com
DIRECT

exeskins.com
DIRECT

balticskins.com
DIRECT

cs.trade
DIRECT

api.rapidskins.co
m
DIRECT

connect-
tradeit.com
SPLIT PROXY

krakatoa.com
DIRECT

shadowpay.com
DIRECT

api.49skins.com
DIRECT

api.skinvault.gg
DIRECT

aim.market
DIRECT

auth.skinout.gg
DIRECT

ntskins.com
DIRECT

igxe.cn
DIRECT

swap.gg
DIRECT

bitskins.com
DIRECT

gamerpay.gg
DIRECT

Knacudikauin

Instant Swap

Trading Platform

Rust Market

P2P Market

Skins Market

Instant Swap

CS2 Market

CS2 Market

CS2 Market

P2P Marketplace

CS2 Market

CS2 Market

Skins Trading

Instant Sell

Portal

Skins Trading

Chinese
Powerhouse

Automated Swap

Cash-out Portal

P2P Portal

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-124

EX-125

EX-126

EX-127

EX-128

EX-129

EX-130

EX-131

EX-132

EX-133

EX-134

EX-135

EX-136

EX-137

EX-138

EX-139

EX-140

EX-141

EX-142

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

TF2Mart
tf2mart.com

SkinBid
skinbid.com

LootBear
lootbear.com

Backpack.tf
backpack.tf

Scrap.tf
scrap.tf

Marketplace.tf
marketplace.tf

STNTrading
stntrading.eu

Skins.Cash
skins.cash

SkinWallet
skinwallet.com

Dota2Market
dota2market.co
m

CSGO.NET
csgo.net

Cybershoke
cybershoke.net

XPlay_GG
xplay.gg

FastCup
fastcup.net

Esportal
esportal.com

GamersClub
gamersclub.com
.br

Leetify
leetify.com
Scope_GG
scope.gg

TradeUpSpy
tradeupspy.com

PHISHDESTROY / UK - CCO 1.0

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

tf2mart.com
DIRECT

skinbid.com
DIRECT

lootbear.com
DIRECT

backpack.tf
DIRECT

scrap.tf
DIRECT

marketplace.tf
DIRECT

stntrading.eu
DIRECT

skinscash.live
SPLIT PROXY

skinwallet.com
DIRECT

dota2market.co
m
DIRECT

cn2.easylot.net
SPLIT PROXY

auth.cybershoke
.net
DIRECT

xplay.gg
DIRECT

api.fastcup.net
DIRECT

esportal.com
DIRECT

gamersclub.com
.br
DIRECT

leetify.com
DIRECT

scope.gg
DIRECT

api.tradeupspy.c
om
DIRECT

Knacudikauin

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation

TF2 Scrap Swap

TF2 Cashout

TF2 Botnet

Instant Cashout

Instant Cashout

Dota 2 Market

Case Opening

Community Hub

Server Network

Matchmaker Hub

Matchmaking

Portal

LATAM Hub

SaaS Analytics

SaaS Analytics

SaaS Tools

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

Valve Lin

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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AdopnaTtok

EX-143

EX-144

EX-145

EX-146

EX-147

EX-148

EX-149

EX-150

EX-151

EX-152

EX-153

EX-154

EX-155

EX-156

EX-157

EX-158

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

Epidemic_GG
epidemic.gg

CSDeals
cs.deals

Pricempire
pricempire.com

CS2Stash
cs2stash.com

CSGOSkins
csgoskins.gg

SteamAnalyst
steamanalyst.co
m

SteamCardExc
hange
steamcardexcha
nge.net

DotaBuff
dotabuff.com

Tracker_GG
tracker.gg

FSB Market
(an
anonymized
label; the
original name
is withheld
here)

FSB Market

FunPay
funpay.com

PlayerAuctions
playerauctions.c
om

Eldorado.gg
eldorado.gg

G2A
g2a.com
Kinguin
kinguin.net

G2G.com
g2g.com

PHISHDESTROY / UK - CCO 1.0

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

epidemic.gg
DIRECT

api.cs.deals
DIRECT

pricempire.com
DIRECT

cs2stash.com
DIRECT

csgoskins.gg
DIRECT

steamanalyst.co
m
DIRECT

steamcardexcha
nge.net
DIRECT

dotabuff.com
DIRECT

tracker.gg
DIRECT

FSB Market
DIRECT

funpay.com
DIRECT

playerauctions.c
om
DIRECT

eldorado.gg
DIRECT

g2a.com
DIRECT

kinguin.net
DIRECT

g2g.com
DIRECT

Knacudikauin

SaaS Tools

Marketplace

SaaS Price DB

SaaS Index

SaaS Index

SaaS Index

Trading
Exchange

SaaS Tracker

Saas Tracker

Mass
Blackmarket

Account
Exchange

Grey Market

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA §2.G,SSA &
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C

SSA§2.G,SSA §
4.C,SSA§1.C

SSA§2.G,SSA §
4.C,SSA§1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

Valve Lin
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evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence
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evidence
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EX-159

EX-160

EX-161

EX-162

EX-163

EX-164

EX-165

EX-166

EX-167

EX-168

EX-169

EX-170

EX-171

EX-172

EX-173

EX-174

EX-175

HasBa
opraHisauii Ta
OCHOBHUHW
AOMeH

Playerup
playerup.com

Z2U.com
z2u.com

SmurfHub
smurfhub.net

SmurfAccounts
smurfaccounts.c
om

BuyCSGORank
buycsgorank.co
m

CSGOSmurfKin
gs
csgosmurfkings.
com

SmurfStore_Co
smurfstore.co

SteamLviUp
steamlviup.com

SteamlLevels
steamlevels.com

LevelSteam
levelsteam.com

SteamLevelU
steamlevelu.com

EloKing
eloking.com

Boosteria
boosteria.org

Overgear
overgear.com

BlazingBoost
blazingboost.co
m

Dota2Boost
dota2boost.com

BuyBoost
buyboost.com

CnocTepexyBa
HUX MapLIpyT
aBTeHTudgiKkaui
i / npokci-
cepBep

playerup.com
DIRECT

WWW.z2u.com
DIRECT

smurfhub.net
DIRECT

smurfaccounts.c
om
DIRECT

buycsgorank.co
m
DIRECT

csgosmurfkings.
com
DIRECT

smurfstore.co
DIRECT

steamlvlup.com
DIRECT

steamlevels.com
DIRECT

levelsteam.com
DIRECT

steamlevelu.com
DIRECT

eloking.com
DIRECT

boosteria.org
DIRECT

overgear.com
DIRECT

blazingboost.co
m
DIRECT

dota2boost.com
DIRECT

buyboost.com
DIRECT

Knacudikauin

Account Broker
Ready-Account
Hub

Smurf Shop

Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling

Card Leveling

Rank Boosting

Rank Boosting

Boosting SaaS

Boosting Saa$S

Rank Boosting

Boosting Saa$S

MopywieHHna
YMOB [,0roBOpY

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C

SSA §2.G,SSA §
1.C

SSA§2.G,SSA §
1.C
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evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

See dated
evidence

Po3gin IV: TexHiyHa apxiTekTypa Ta MexaHi3aMun ayTeHTudikauii NMocnnaHHa: TECH-ANALYSIS-01
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1. BiacyTHICTb NnepeBipKU nNpaBa BJIaCHOCTi Ha goMeH y OpenlID 2.0: Peani3zauia
npoTokosy OpenID 2.0 y Valve (https://steamcommunity.com/openid/login) @HaNi3Yy€ openid.return_to
Ta openid.realm MapameTpu 6e3 HeobXiAHOCTI NonepenHbLOI peecTpauii po3pobHuKa,
KpuntorpadivyHoi NepeBipKM aBTEHTUYHOCTI abo NiATBEPAXXEHHS NpaBa B/IACHOCTI Ha JOMEH.
Byab-9KMN KOMEPUINHMI onepaTop MO)Ke nepeHanpaBuTM KOPUCTYBaAYiB Ha eKpaH BXoA4y Ha
canTi Valve i oTpuMaTun KpmnTorpadiyHo nignncaHe NigTBepaKeHHS ineHTUYHOCTI (Lo
MicTUTb SteamlID y chopmaTi 64-), nepeHanpaBsieHe Ha O0BiJIbHI JOMEHN.

2. MporpaMHUK 3anNuT LWOAO PEKJIAMHOIo iHBEHTapIO Ta 3JI0B)KMBAHHA KJIIOYaMM
«API»: lMicna nigTBepa>eHHA aBTeHTUiIKauil kopucTyBada 4Yepes OpenlD onepaTopu
HaACMNATb 3anNuUTnM 40 NyBAIYHMX Ta NapTHEPCbKMX BED-KiHLEBNX TOHOK API

(IEconItems 730/GetPlayerItems) OJ19 iHOEKCaALUIl TOBapHUX 3anaciB y pe)xumi peasibHOro 4acy.
MepeXi aBTOMaTWU30BaHOI TOPriBJli BUKOPUCTOBYOTb NPOrpaMHi CECiiHi TOKeHN ans
HaACMNAHHSA, 3aNUTYBaHHA Ta NPUAHATTA NPOMNO3ULLIA NPO Yyroan 3a NPUHLMMNOM «PiBHUNA-
piBHOMY» (P2P), Wwo npsamMo cynepeynTb 3aBOpOHi Ha B3aEMOLito 3 HeNtoACbKMMK CyB’'eKTamu,
nepenbaveHin y §4.C 3akoHy npo 6e3neky (SSA).

3. AcumeTpia dinbTpa nocunaHb: CniBiCHyBaHHA Nonepea)XeHb Npo 4OMEHN, CNPAMOBAHUX
Ha CrMo>XMBaYiB, Ta NOBHICTIO (PYHKLiOHaIbHUX TOYOK aBTeHTUiKaLii CTBOPIOE HOPMATUBHY
CynepeyHicTb: cucteMa TenemeTpil 6esnekn Valve knacudikye unx onepaTtopis K
«MOTEHUINHO WKIANNBUX», MPOTe iIHPPaCTPYKTypa aBTeHTUdIKaLiT Valve nponoBxye
30INCHIOBATN aBTEHTUIKALIIO TXHIX KOPUCTYBaYiB.

MeToponoria goka3sosoro 36opy Ta Aeknapauia Woa0 JaHUKra BignoBigasbHOCTI

Llen pokymeHT 6y10 CTBOPEHO Ha OCHOBI AaHUX, OTPUMAHKMX i3 HeEaBTEHTUMIKOBaAHNX
MepeXXeBUX 34NTYBaHb, iICTOPUYHNX 3anunTiB A0 peecTpy RDAP Ta nepeBipeHunx
KpuntorpadivyHnx xell-maHigecTiB. XKoaHi 061ikoBi AaHi KOpMCTyBadiB He NigaaBaancs
TeCTyBaHHIO Ha KOMMpoMeTaLito Ta He 06pobnsannca. Yci BUCHOBKM BigobparkatoTb
CrocTepexXxyBaHUM CTaH BUPOOHMNYOI Mepexi cTaHOM Ha BepeceHb 2026. Lleln OKYMEHT €
He3aaHra>xoBaHMM TeXHIYHUM O0Ka30M, NiAroTOBNEHNUM ANS CYAO0BUX, PErYISATOPHUX Ta
rpoMafCbKuUX po3ciifyBaHb.

nipCYMOK: SHA-256: NMEPEBIPEHO
¢c507c9025f93dalaadaf395c4d8882f25973211c318ee8e9b6f18a5b3755e050

APXIB: BIOKPUTA CYOOBA CMPABA

BUOAHO TA NMIAMNCAHO: phishdestroy.io - Koaniuis 3 KpuMiHanicTM4HnUX 4oCaigxeHb
MPABOBUIN CTATYC: YCI MPABA NEPEOAIOTBCA JIIOACTBY - CCO YHIBEPCAJIbHUN
NYBAIYHWUA OJOMEH
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