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What this means — OpenlID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not
receive the password, Steam confirms the identity to it. openid.realm is the field carrying the
address of the site asking for the sign-in, and openid.return_to the address Steam is to send
the user back to. Steam receives both on every request and prints the realm on its own login
page — which is why this dossier can name the host each platform authenticates through.

Section 3 — the observed routes —»
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What this means — the Steam Link Filter

Valve’s own blocklist for links leaving Steam. Click a listed address inside the client and an
interstitial appears instead of the page. It acts on the link that is posted, not on the login a site
performs, and it is the only such check that runs inside the Steam client.

Section 3.1 — why it is the only layer »
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&openid.mode=checkid_setup
&openid.return_to= https://rbsnin.com/... « 000 00; Valve[ 000 00O
&openid.realm= https://rbsnin.com « 000 000 00 OO0 0O; Steam$ 000 0000 000
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00 00000 00 7F- 00(check_authentication)[ 0000 OO, Valve 0000 00 0000 0O PO 000 0000 £OO
0oooo.

[ 0000 00000 0000 00 0000 00000- 00 0000 00 007+ 0000, 00 00000 £000 0000, 00 000 00 00000
00 000 00 000 Valvel 000 000 0000, 000 O 0000

000 000 0o002t

1. [0 00 000 0000 00 0o 00 00000- 0 0000 0000 (0: retwit. com)( Steam (00 000 0000 00000 0O
0000 00000- 00 0000 000 00000 000, 00 000 00 Valve 00 OpenD 0000 0O00 0O 00 0O0OC

2. 00 000 00 00000 0000 00000- 00 00 2011000 20260 90 000 000 00 000 00 0000 0000 000, O
[0 000 20160 70 00 00 000 00 0000 000 0000. 26000 0o, 00 0000 Link Filter 00 000 000 00, 00 000
[ 0000 0000 00 0o 0000 COCC0(0000 00 00, 2026-09-21 (1 2026-09-22; (00 00 O SHA-256 [00). O
0 0000 ValveZt 000 000 000 000 0000000, 0000 000 000000 007+ 000 000 0000 0000000 00 0000 0
000. Valvel] 00 OpenlD 0000 OO0 000CC 00000 Valve 0000 00 000 O0CC 000 00O, 00 0000000 00
00 000 00 007+ DO0O00O0 000 000 0 0000.

3. [0 00000 0o00 Valve( 0000 OO 000 0000. "Steam( 0000 Valvel 00000, 00 00 00 000 ValveZt
0000 0000 00000- valve 00 000 00 00 000 0O0O0, steam 0000 000 00 000 000 00C D00 0O 0o O
0 15%[0 0000 00000. 00 00 D00 00 000 0000 0. 00 000 0b0ooo 0oooo.

000 007t 0000?
00000, 202300 00 000 00 000 Freenom( 000 0000 O, OO OO0 0000 0000 00 000 000000C. 00o 0og
0 0000 0000 0O 0o0a.

0000 7HE0 007+ 00000. Steam( OpenlID 00 0000 00 COO~+ 000 00, 000 0007+ 0000 0007+ 0000
DNSZ 000 000 0000 “Steam( 000" OO0 0000 00 000. 0 07t- 0000 000 000 00000

000 000 £0 0000 booooo 0o oooo- 00 00 0o 000 0o 0ot 00000. 000 0000 0O 00 0 valved 00 000 O
000 0oo, 0o 0oo 0 0 0o 0o 000 0ooo 0oo 0 Dooo.

[0 00 007+ 000 DO00D: CSGOEmpire(] loginl-login100 2020-07-200 000000, 00 900 220 000 000
O000(Verisign RDAP). 000 00000 0000 000 000, 000 0000 0000 00 000 000 000 000 0000 200 0
oaoo.

00 000, 000 000000 00 0000 00 000 00 000 0000 oooo.

0 000 000, 2+ 0000 0000 0000 00 200 00 00 0000 000 000 00000 — 2026-09-22 (0 26(1, 000
00 000 0 7t0 000 00 120 600 0 — 00 0000 0000 0oo Z+=0 00 000 00 000 00000oa.

000 00 000 0000 0 000 000 ZHE000. Valvel 00 OpenlD 000 00 000 00 0000 00 0O 00 000 00000,
00 000 D07+ 000 00 boo?

Valve[] 000 007t — OO0 0 Auth 000 00000 0007*

00 00 DCO00 000 2= Valve 000 00, 00 007+ ©penlD 00 0000 OO0 0000 000 000 0000. 0 000
“Valve[] 00 000 000 000”0 00 00O, 00000 000 00 0 00 00 00 bC0 booo valve[ 000 0000 OO0 000 O
00 0000 ooo0.
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an Valve [ 000 00 openid. return_to [J0?

20160 70 2016[] 70 13000 00; ~2300 000 00  000OC. 00 O 00 000 0000 000 0000,
00 00 0000 000 (00 00, 20160 70 21 OpeniD [0 000 0000 00000
0); ValveZt 2016 100 WSGC[ 00 O
00 00 400 000 0000 000

20170 ~000 000. 000 00 000 00 B0 00 00o00a.
IEconItems_730/GetPlayerItems OpenID 00 OO0 OO0OO 00OOd.
(CSFloat[] 00000 OCO 000: Valve OO0
000 0000 00)

2018-03-29 CS:GO 7000 00 00 00 000- 00 00 007t 0000 0, OpenID 00
(blog.counter-strike.net) 000 0000 0o0oo.

2022-05-10 00 0 APIJO 00 00 000007t 0000000 000. 00-00 000 000000, OpenlD 000
(0007t 000: 00 00 00 — node- 0000 ooooa.
steam-tradeoffer-manager #325)

2023-12-04 API'[J 00 0 00 000 000 00000 000. 00 000000 000000, 000 000 o0

(steamcommunity.com/dev/apikey; 0000 000 OO 0000O0O-
0o oo 0m-

2026-09-19 /9] 21[] Steam 000 000 00 00O OO

000 2026-09-21 (0000 1400 00 000
0 00 000 00000 — 2026-09-220 [0
00000 2600 00 00 000000 — 2t 00

00 0000 0000 00 o0oo0od.

00: Valve 2016[] 70 1300 00 (store.steampowered.com/oldnews/22883, [J[J[] 2026-09-21) - 2017 000 OO CSFloat JJ00d 000
(blog.csfloat.com, [J[][] 2026-09-21) - 00 00O OO: linkfilter-recheck-2026-09-21.json.

0 000 ValveZt 000 7He0 000 OpenlD 000 000 007t O 0 0000 00000 000 O O0. openid. return_to 00 [
0 0000 ZH00000. 00 000 00 00000 0000 0000o.

70 000 000 O 00 auth-host

howl.uno 2026-08-11 (RDAP)[] 000000, OO 2026-09-2100 410 00O 00OOO. howl.gg[] 2026-09-18,
2026-09-19 [ 2026-09-2100 00 00 OO0 000 00O000OC. 000 0000 00 000000 0000 ooooa.
rbsnin.com 2026-09-18T09:34:52Z[] JO0000(Verisign RDAP), 2026-09-20[] Steam([] 00 000 00O
000 00O Rollbit] Steam 000 0000 OO00O00O0. rollbit.com[] 2026-09-19[] 2026-09-21[00 00 00O 00O 000
0 000 00, rbsnin.com(] 000 00000

0 0000 2+ 0000 Valvel 00 000 000 20 00000. openid. realm 0000 000 O0O0.

000 00000 000 00 00 00: 0 300 O; 00 OO0 linkfilter-recheck-2026-09-21.json [0 linkfilter-all-
results.json.

000 — 00 O 00 00 000 00 0o

1. 000 00

2026-09-21 Zte 000 000 1890 000 O 7800 0OO000: 3300 00 000000, 2000 00 00 00000 0000 —
00 00 D00 0000, 00 0 00 00 00 000 000 0000 0000- 000 25 000 00 200 0000 00 0000, 2400 00 0
0 00000 00 (dota2.net[] market.csgo.com ] rust.tm[] (00): 1000 007t 0000 OO0 OOOOO, 300
Steam(] 000 000 00000 DO, 1200 000 OpeniD URLE 00 000000C0. 007t- 00 OO0
(master_registry.json, 2026-09-22)0 00 000 Zt=0 0000C. 4400 00 000 0O0: 2600 00 00 000 000
BLOCKED, [0 000 CLEAN)O 00 000 000 00 1800 U7t 00 0 440 U, 27. 000 U0 OO0 0000, 000 1700
00000 000000 007 00 0000 reatm src: user JOO0- O 170 O 50(csgogem.com, gamdom.com,
12cs.fail, csgolounge.com, dota2lounge.com)] 2026-09-22[] 070000, O OO0 OO0 OO OO 0O oo@o
HTML + SHA-256)7} linkfilter-2026-09-22.json), 000 000 0000 000 00000 00 000 0000, 000 00 00
000 00 0 00 0000 0000 tfauth. com (tf2easy.com)] 2026-09-22[1 00000 OO0C0OCO.
arena.fragnet.net] 007H00, 0 0000 00 0000 000 O O 00 00 ZH00 000 0000. 00 0000 000 000 00 00
000 0 0000. auth-route-audit.json (2026-09-21 [O0)0 000 000 00 0000C. O, 0000 OO0 Steam
OpenlID 007t 000 0000 00 00O ZHI0 0000 000 00 00 0000 00000.

2. Steam [0 00 OO
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https://store.steampowered.com/oldnews/22883
https://web.archive.org/web/20260921021947/https://store.steampowered.com/oldnews/22883
https://blog.csfloat.com/how-floatdb-tracks-items/
https://web.archive.org/web/20260921022415/https://blog.csfloat.com/how-floatdb-tracks-items/
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/master_registry.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json

00 000 00 0000 steamcommunity.com/linkfilter/?url=https://[domain], JOO0 OO OO0 2026-09-19 [J
2026-09-21[7; SHA-256[]0 000 00 HTML. 00 0000 00 0000 00 007+ 000 000- 0000 0000 “Steam(
000 0000 O0(CLEAN)O “00 000! - 000 00 000 000" BO00(BLOCKED)[O 0000, google.com (000 00 O
707+ 0000 000 00000. 0 0000 00 00 000 00 0000 000 00 0000 00 “000"0 000 O 000000, 00 00 00
7t 00 000 0000 00 0000 00 00 000 00 000 0000000

3. 00 000 OO

O07te 00: Playwright 00007t 7 0000 000 OO0 OO0 O openid. return_to 00000 700 0000 OOOOOC. O
00 000 00: 00000 Steam( 00 "00 000000 <host>[] Steam [j[j Valve[] [JJ 000 0000 0000 Steam
000 000 ZHE0 00000 openid. realm (rbsnin.com, sc-auth.net, auth.dota.trade). (0 URL: 00000 OO
0 a Steam J00 00 URL; 00 00 00000 OO0 000, 0000 000 00 0000. 00 000000 0000 0000 0o000.

4. 000 00 00 — 0000 00 000 0 000

1890 000 0, 1100 0000 000 007t 000 000 000 00 OO0 000000 (189 — 78 — 1). 000000 00 OO0 O
0 0000 0000C0. =0 0000 000 11000 00 000 000 ZHe000: 0 00 220, 0000 140, HTTP 00 120, 00 0
0 100 — 0007+ 000 000 0000 0000, 00 000 0000 00 0000000 00000 0000; 200 0000 00 0000
Steam [J00 00 00O 0000, 160 0000 0000 0000 00 000 000 0000, 110 0000 DNSOO 0000 0000, 50 0
000 00 000 0000000 00 00 000 11000 000 0000 0000. NSO 0000 000 0 000 1100 000 Zte0 00
0 0000 0000. 000 - NXDOMAIN, 000 0000 00 00 007+ 000 0000 00000. 18900 0000 Zt=00 00, 0 O
00 0000 000 NXDOMAIN 007+ 0000 1107t 000000, 1780 00 (platform-audit.json, platforms-
removed.json). [J(ledger)[] 00 000 00 000 13700 00 0000 2026-09-19(] 00000 000O000- OO0 O
00 00 0000 007+ 0 0 0000.- 000 OpenlD URLO 00 O 70 000 00000CC. buff.163.com, gamerpay.gg
[ csgoluck.com[] buffauthproxy.163.com, gamerpayredirect.io [J lucklogin.appQ00 00O 00 00 00O
00000. 000 000 000 ZH=0 000 0000 0000.

250 00000 0007+ 0000. 000 780 000 0 2500 000 0000 0000, 5300 000 00000- O 000 0000 0000 00
11000 00 000 ZHi0 00 0000, 0 000 0000 00 0000 O 000 0000 00 0000- 7 0000 0007+ 0000 00
“Steam[JJ] 000”0 00000 OO OO0 O O0OC. 00 00000 0000 steam 0000 URLD 0000 O0OOO.

0 000 000 000 ZvE000: 0000 0007+ 18900 0000 00000 00000 000 0000 0000, 0 00 7800 000000
Valve[] 00 000000 007+ 0O00C. “Steam( 000”0 0000 OO 00O0(OO0 0000 0000 OO 000 00)O
openid.realn (] 0000 OO0 Valvel 00 000000 O00OO- O 00 000 B0 000 BO000 B00 000 00 00o0a.
Valve[] 0000 00O OO0 O000OC.

000 000 00000 000 ZHeQOO. auth-route-audit.json. RDAP(Verisign) / IP2WHOIS[ 000 00 00- 00 00
00: linkfilter-all-results.json.

000 00 00 0o

000 000 00 007+ 00 000000 000 ‘00 DO00° 00000 0 00 000 0 000 D00 0000 700 000- 0 000 00 000
00 00 Z+-00 00000 0 70 00 000 0000 0000- 000 ZHe0 007t ‘000 0000°0 00 0000 000 0000 000
0, 0000 000 00000 00 000 O 0000 D000 00 007+ 0000 00 00 0000 00000. 00 00 0000 “000 000000
00”000 00000- 00 000 000 0o0oo DOO too 0o booo. 0o booo booo 0oo 0o oo 0o 0ooo. 0o 0oo 0o
0 000 00 0.

A0 — 0000 - 03.10

Steam (000 Valve[] 0007t 000 O0CCOO-

Steam [JO000, 00 0 0000 00 0 00 0000 000 000 OO0 DO0000 000 0000. 00 000 Ssteam 000 000 00
00 000 00000, 0 000 00 000000 0000 00 0007+ 0000 0000. 00 000 00 00 00 0 002t 0000. 00 0 00
oao-

00 00000000 00 0000 00

1. Google []1] (0CCCCC OO0 O 0OCC 000 000 bOCC 00 0000 00 00 00 0oo. 00 00 0000 0000 booo
0 000oo0d.

2. 000 00 0000 00 0o0ob0oo booo boooo booo oo 0o boooo 0o 0oo bobo boto boto boco
0000 oooo.

3. J0000 HTTPS 00000 TLS 000 0000 0O, 000 0000 00000 D000 00 0oo0o.
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https://phishdestroy.io/steam_dossier/steam_tos_assets/platform-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/platforms-removed.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/platforms-removed.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json

Steam (0000, OO0 00000 O

1. Google [0 0O00- 0 00 0000 000D OO0 OOOO COOO 00 Google APIOZHO0000. 00 07t 00 00, O
0000 00 000 000 “000 D00D" 0007+ 00 000 00 070 0000 D00 0000

2. 0000 00 0000 00 000000- Steam( 0000 0000 00007+ 000, 0000 0000 00000 00 000 D000 00
00 00 00000 D000 0000 oooo.

3. 00000 HTTPS (0000 00 0000. 0000 000 00007t 00 00 000 0 Valve 0000 000 000D, 00 0000
[ 000 D00 DCCO000 OO TLs 000 boooo.

4. Steam []0] (J0Valve[] 00 00 0000, 007+ Steam 0000 000 0 00000 000 0000 000 00 0OOO. OO
00 0 000 000 00 0000 00 0 007+ 000 0077+ 0000 0000

0000 000 00 00 0 00 00000, 0000 0000 0 000 0o2t 00
Google[] 00 ‘000 000 00" 000 URL 0 000 OOO00 (testsafebrowsing.appspot. com) (O00: 00 OO0 00 O

Zte0 00 007t 00000- steam 00 00000 000 URLO 00 Steam 000000 000000 000000 00, 00 007t 0O
00 0000. steam(d 000 0 00 000 000 00 00 00 000000, 00 Valved 000 000 0000 0000 00000

Valve[] [0 000 00O O 0 00 00 Vvalve[] 0000 000 00 0000-
00 007+ 00000 000 0000 000 0000, 0 00 000 00 000 000 007+ 0000. Valvel HackerOne 00000 000
0 00 0000 00 0000 000000, 0o 000 0O Doooooo:

1. #291750 11 2025-11-16 ~ [0 0000 - medium

00 00 00 00 0o

20170 11{ 190 00, 000, 20180 50 90 000. 000 000 00 00: 0000 0000 000 .« (se3%s8e%82) 000
000 0()0 0000 — “000 000 0 0000 0 0000 000 00 00 007t 0000 00000.

2. #1079561 [ 2026-09-24 ~» 00 00 - 00

'Big Picture’ [1 000000 OO0 007+ OOOO 07F=0 007t 00000(O0 COO 000 0 00)-

2021( 10 150 000000, 00000, 20210 90 210 00000CC- Valve( 00 07+ 70 000 ‘00°00. 000 O
007t 0000 0000- 000 0000 0o, 00 0 007+ 0000 0000. 000 000 000 000 0000 00 0ood. 0000 0
000 0 00 0000 oooo.

0 000 0 00 0000 000 000 00, 0000 00: 0 200 ZHe0 0000 00 00 00 000 0007t 000 00 007t 0000
00 000, 00 000 000 007+ 00000 000 000000 000 000. 000 000 0 0000 000 00 — 00 00 00 07t 000
0. 00 007t 0000, 00000 00 007t 0000 0 — 0000 7E0 000 0000. 050 ~0 080- 0 000 00 0ooooa. 0
0 00 00 00 00000 0000 DO0C0. 0 00000 0000 000 0o02t 0 000 00000. 0, 0000 00 00 00 000 00 Valve
0 00 000 000 007t 00000 000 bo00.

00: 77 0000 00 HackerOne [0 00. 2026-09-22[0 00 — HackerOne[] 000 OO, OO, O, 00O, 07t 0,
000, 000 O 00- 00 00: hackerone-reports.json. 0000 000 007+ 0000 00 000, 000 00 0000 O 000 00O
0 0000.

00 00 - PhishDestroy 00000 0000 00000 00 0000 DOO0 0000 00000 00000

000 00 00000 000 70 000 00000 D000 0000 0000 00 00000. 200 000 0000 00. 000 0000 00 000
0 00, 0 000 0000 00 00 0o000. DOD00 000000 00000 0o 0o bOoo 00 000 000 boooo. Steam 0000 OO
0 0000- 000 0000 000000. 00000 0000 0 00 000 00 Do000.

0000 00 00000 bO0 000000 0ot booo 0o boooo?
[0 0O 000 C0O0 000, D000 000000 000. Steam 000 0007+ 0000 — 00 000, 00 00 00 00 — 000
Steam (000 0007+ O0O- OO 00000 00 00 00 000, 00007t 00 000 00 00 00. 00 0000 000 00 LoD 00 0

0 0000 00 0000 DOoo 0o 0oo. 0o 000 oo 0o oo. 0o Do 0 000 0o 0oo 60 0ooo. DOo 0 00 DOo 000 0O
000- 00 000 Steam( 00 00 OO0 00 000, 000 00 000 000.

000 ‘00 00" 000 00 00000 000 00 0000. ‘00 Valve” 000 00 0 00 00000 CO00 0000, 00 0 000 0 0002t
0000 000 0000. 00 0o- 00 00 000. oo 0 00 00 00: 0170
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https://hackerone.com/reports/291750
https://hackerone.com/reports/291750
https://web.archive.org/web/20251116185046/https://hackerone.com/reports/291750
https://web.archive.org/web/20251116185046/https://hackerone.com/reports/291750
https://hackerone.com/reports/1079561
https://hackerone.com/reports/1079561
https://web.archive.org/web/20260924181830/https://hackerone.com/reports/1079561
https://web.archive.org/web/20260924181830/https://hackerone.com/reports/1079561
https://phishdestroy.io/steam_dossier/steam_tos_assets/hackerone-reports.json
https://phishdestroy.io/steam_dossier/ko/steam_enforcement_evidence.html#support-records

(0: Steam[] Chromium Embedded Framework[] (100 [I 0O00 OOO00, steamwebhelper [JO00 — [ 2024
6[] 27[1 DARKNAVY[] [0 0O~ 000 Valved Steam 0000 00 00~ 000 2025-08-04 ~. CEF 000 OO

[0 0O00. 000 Do(Chromium) O0(Chrome)d 000, OO0 000 00 0000 00 0000 0000 APHD 00 000 000
0: 00000 00 ~ 000 2026-08-21 2, Chromium API [] ~ [J[] 2026-08-30 ~ (“Chrome[]0 0000

Google API [] 0000 Google 0000, 00 0000 0000 0O 00 DOOC™), 000 07t 0000 U0 00 00000 000 007t
00000 — OO0 00 #193814 ~. 000 URL: testsafebrowsing.appspot.com 2.

00 00 0 00 00

0000 00 07k-.00 00

00000 0O00 0o0 000 Co000. 007+ 0o0 Open!D 0000 00 0000 00 DO0O CO0O0. 000 0000 000 07k-0
00 0 0000

00 0000000 000 00 20 000, 000 000 00 000, 000 00 007t 0000 0000- 2 00 00 000 DNS 000 000
ao.
00000000 - 0000000 ~ - bownload observation data 2

A0 — 0000 - 040

000007t 00000. 00 0000 07t 0oooooa.

00 0 00 00

Steam (0000 00 000 00 100 0O 7000 D000 AP 00 000 0000000 0 00, 00 0000000 00 00 160 00 0
[ 0000 0000 00 07H00000- 000 00 000 ZHI00 0. 00 000 0 00 07H100 0, 000 000 0000 000 Zte0n 0
0000 LOOZH 000 00 07+ 00 0000- CSFleatd 00000 000 000 000 2017000, Valved 00 000 0000 000
O00000—20160700000000000100 — OO0 Dooo. 000 0ot 0000. 0ot 00 000 000 Valve 000
00 00 000, 00 00000 00 16 000 00 00 000 oooto,. 0oo. 00, 000 0000 0000 0000 0oo 0oo 0 0000

00 valvel] 00000: Steam [0 0000 000 OCOCC OO0 0000 CCC 000 000, 00 00 0000 000 000 booo 000
0. 00: 201700 Valve[] 00 000 100 0000 0000CC 0DOCCOO. © 000 000 0000 0000 0000 000 000000 00
[0 0000 000 000 © 00000 © 0000 Vvalve 000 000 00 000 0 00 00000 00000 000 00 000 00 0 00 0o
7} 00 0000- — 000 000 000 Valve 00 0OOC.

0o oo 0d

00000, Steam{0 000 00 7H0 0000 00000 0000 00 070 00 1D. 030 OSINT 00000000 000 100 0ooad
0 0000- 0000 000 0000 00, 00000 00 000 0000 07w 000 00 0000000 00 D000 00 0000 0000 000 0
00 0 0000

0000 000 00 0000 000 0000 0000 07t 000 00 0000000 000 00 000 0000 00 000 000 0 000.

ooo

CSFloat[] 00000 000 000, Valved 201700 00 000000 00000, DOOO0O O 00 000 000 100 000 0 00 000
O0. 000 00 000 00 Valved 000 000 0000 O00000- ZHE0 07+ 00, 0000 0000 0000 000 0 000 00 000 0
00 000 O 0ooo.

0 007t 0000 20, 000 000 00 000 000 00 000 £o00o00- 0000 £ 00 B0 0000 00 00 10 000 00000, 0
[ 00 000 00 bOo0ooo 0000 00 booooo 000 0 0o 00000. 0t 00 oo boo valve[ 000 00 0000, 00 0O
00 0000 0000 00 00, DO0 0 0 0O 000 O 000 000 0 0000

00 0: 00 00000 © 00 00 0O 160 00 0o 000 000 0 0000. 20170 00 000 000 0o 0o 160 000 00 000
Valve[] 000 0000 0000, 00 ZH=0 000 00000 000 D 0000- 000, 00 0 000 0000 00000 0000 000 2H0

0 0ao.
[Econltems_730

GET /IEconItems 730/GetPlayerItems/v1l/

00 700 0000 (00 00 0)
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https://www.darknavy.org/blog/exploiting_steam_usual_and_unusual_ways_in_the_cef_framework/
https://www.darknavy.org/blog/exploiting_steam_usual_and_unusual_ways_in_the_cef_framework/
https://steamcommunity.com/groups/SteamClientBeta/discussions/0/3365901765276206401/
https://web.archive.org/web/20250804051514/https://steamcommunity.com/groups/SteamClientBeta/discussions/0/3365901765276206401/
https://www.chromium.org/developers/design-documents/safebrowsing/
https://web.archive.org/web/20260821101616/https://www.chromium.org/developers/design-documents/safebrowsing/
https://www.chromium.org/developers/how-tos/api-keys/
https://web.archive.org/web/20260830122831/https://www.chromium.org/developers/how-tos/api-keys/
https://github.com/Homebrew/homebrew-cask/issues/193814
https://testsafebrowsing.appspot.com/
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json

"id": "14892281934",
"original_id": "11829910211",

00: 0000 0 00 ZH-0 0000 000 000 0 0000
0000 0000 (00 0o o

0o

"id": "HIDDEN BY PRIVACY SETTINGS",

"original id": "NULL",

00: 00 0000 0 00 00 0000 0o 00 0o 160 0000 000 000 000 0 oooo.

000 000 00: 00 00, 0000 0000 bOO00O0 000 oo 200 0o 000 0oo to 160 00 0000 0 00 00 0oco 0
00 000 0 00 0000C. 00 000 000 valve[ 00000, 00 0000 0000 0000 0oo. 000 00 0000 0o 10 000 000

0 0000(float, seed [ paint 0000 0000 000 Zt000 00COO)-
00: CSFloat 000000 20170 000 00 00O 1EconItems 736/GetPlayerItems — blog.csfloat.com/how-

floatdb-tracks-items ([J[J[1 2026-09-21) - (00 00000 00 000 0000 00 000 0. 000 000 000 0000- - 00
0000 00 Valve 00 OO0 0000 0OOOC.

A0 — 0000 - 050

0 0 00 00- 0007t 0000 D00 0 00 00 od.

00 0 00 00
Valve[] API [J 00000 20230 00 000 0000 00 00 OO0 (OWASP ASVS, NIST SP 800-63B)00 000 00000,
00 00 0000 000 0000 00 00 0oo(de~s8ma 000 000000

00 valve[] 0000000: 00 0007 00 0000 00 000 00000, 000 Z+=000 000 0 — 000 000 00 000 00 00
000. 00 20230 12000 0000 00 000000 00 00 boo 0 00000. 00000, steam Guard[ 00 000, 00 0O O
00000 000 000 0000 0oooo. Dooo 0o 0o 0ooo0 0od, © 00 000o, 000 0b00o0 0oboo.- 0oo oo ooo
2023-12-040] 070000, 00 20160 0007+ 000 0 0 70 000, 00000 000 00 00 000 000 00 60 000- 00
7t 000 000 Valve[ OO0 O0 000C- 0 000 000 000 000, 00 000 00000 0000 00000

OWASP ASVS 2.8 / NIST SP 800-63B [J000: 00 07t

1. k=00 00 00 00

Steam{00 00 000 0000 OO0 00 00 00 07t-0 0 APIO0 000 0 00000- 000 AP OO0 00000 000 0 200 0
[O(Steam Guard)00 000 Z+>=0 00 007+ 0000 000 000, Steam?t 0000 000 O 00 00 000 Steam Guard
000 00 000000 D 000 000 0 0o00g. (20160 Valve 00 00000 DOOO 0O O 00 00 007t 000000, 0000 O
00 000 00000: 00 D, GH-01.)

00: 20230 0000 D000 000. 0000 000 0R0 00007+ 0000 000 0000 000 00 000 0 00 00.
OWASP A01:2021 /[0 00 00 0OO0: OO0 07t

2. [0 00 000 000

Steam [J APIO0 00 00 00 007+ 00 000CO- “00 00" 00 00 00000 D00 000 AP O0 00 000 00000, 000 0
[0 0OO00. 000 00000, 000 00 00 00 000 0000 000 0000 000 “00” 000 200 00000-

00: 0000 0O 00- 0 000000 00 000 00 © 0ot 0o 000 00/00 000 000 0 tooo.
OWASP A07:2021 /00 O0O0: OO

3. 0 00 00

00000 00 000 1P 0000 000 000 0 000 00000 000000- 0000 000 000 00 000 ZF=0000 00007+ 000 0
000 0000 0o00. 00000 000 000 0000 000 0000 00 bR0 000 0oo0 000 00 00 007t 00 000 0oooao.
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What this means — the Community Market listing ceiling
Steam’s own market refuses a listing above roughly $1,800. A seller may ask less, never more.
Items whose market price sits above that line therefore cannot be sold at that price on Steam
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+ FAQQD 0000 00 100 00000 00000 0ooo 00, O boo Valvel 0000 OOOD- “0 00 000 00 Valve 000 O
00 000 000 00o0." ValvedOD 00 ZHE0 000 000 07 0OOO.

+ 000 FAQD 000 000 000 000 Z+=000. “00 PO 00 ASF 00000 00 100~20000 00 000 0 0000.”

- 000 000 07+-0 Valvel 0000 — “00 30000 0 00 0000000 — § 4.€O0 “00 000 0D 00(0: 00, 000,
000 07t 0000) "0 00 000 0000 0000

00

JustArchi ASF [[] FAQ [1[] » ArchiSteamFarm [J[1[1 2 ] 2026-09-24 ~

000 000 00000- ASF FAQOD 00 00 U 007+ 000 00 0000 U000 000 0000 000, 00 00 00 00 000 000 O
7t 0000. 000 0 00 000 000 000 000 000, 0 000 0000 0000 0oo0o.

OO0 00 O: 000, A0, 0000, 000 00 Zt=000 00 2 000 00 0 00 0000 00 ValveOno 000 o000 a0s 0
0000000000 0000 § 4.CO 0.0; 00000 000 000 Valvel 000 00000 00000, 00 Valve 0000 0000 [
O000; 202501 601 VAC 00 [0 A0000 C0 0000 A0 000 00 0r; 000 Steanm OO0 00 00 000 00 0000
(000 Valve O 0 0000 0000- 0000 00 00 000 ValveOnO 00 007+ 000 000 00 00000 00 0000000~
10,880,61000 0 O0(O0 00 0 000 Om0 ArchiSteamFarm[] Steam M0N0 0000, O00Z 00 21 OO0 0000
(0 01 000000 0100 0 00000 0 000 0000 2000 (O 000 00 000 000 000 0000 00 00). 88.97%(0 (10
(10000 Steam [0 A0 000, 000 00 111 % [199.8%[0 A0 A0 A00 A0 A0 0000 0000 O0001. SteamRep[]
(10 000 O, 000 00 001 0 67.77 %[0 000 002 0000 0000 000 0 0000. 000, 00 0 0000 00 000 00 — 0
[ICT 30T AL, IO O COCRT IR

Appendix F — Working ledger

Rules ledger: clauses against recorded platforms

000 0000, 00 000 007t 000 000 000 000 0000, 7+ 0000 O 000, 000 00 000 0 000 00 00 007t 00 0
0000 D00 00000 0000 0o 0000 0o. 000 0o 0o 000 tooooa.

175 (000 00

0 000 0o

174 [0 000 0 C&D [0 00
00000/ SSA §2.G

000 00 0 00 0d

“...exploit the Content and Services or any of its parts for any commercial purpose, except
as expressly permitted elsewhere in this Agreement (including any Subscription Terms or
Rules of Use).”

000 007t 000

0o 0o 175

000 000 0bo toooow.
1751750000

PHISHDESTROY / KO - CCO 1.0 51/83


https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm
https://web.archive.org/web/20260924181709/https://github.com/JustArchiNET/ArchiSteamFarm
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/card_economy.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html
https://phishdestroy.io/steam_dossier/ko/enforcement_audit.html

0oo / 0o oo

0000 /0000

000 00 000 /7 00

0o / 000 0o

Casino

Rust Roulette

Rust Casino

Roulette Casino

Crypto Casino

Case Opener

Skin Casino

PHISHDESTROY / KO - CCO 1.0

csgoempire.com
11.3 yearsRegistered
2015-06-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgofast.com

11.5 yearsRegistered
2015-03-27

RDAP ~

Open Steam Link Filter

csgoempirelogind.com
6.2 yearsRegistered
2020-07-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

steam-
login.authtofast.com
83 daysRegistered 2026-
06-30

RDAP ~ - authtofast.com

2 Filter status is a
separate check

duelbits.com

6.6 yearsRegistered
2020-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

farmskins.com

10.5 yearsRegistered
2016-03-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

switchflips.com

6.4 yearsRegistered
2020-04-21

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

steam.kobal.cc

9.7 yearsRegistered
2017-01-07

RDAP ~ - kobal.cc
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://rdap.verisign.com/com/v1/domain/csgoempirelogin4.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json
https://rdap.verisign.com/com/v1/domain/rustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://rdap.verisign.com/com/v1/domain/rustly.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://rdap.verisign.com/com/v1/domain/csgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://rdap.verisign.com/com/v1/domain/authtofast.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://rdap.verisign.com/com/v1/domain/duelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://rdap.verisign.com/com/v1/domain/switchflips.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://rdap.verisign.com/com/v1/domain/farmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://tld-rdap.verisign.com/cc/v1/domain/kobal.cc
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoluck.com.json

goo / 00 0o
Skin Roulette

Skin Casino

Skin Casino

Case Opening

Skins Casino

Skin Casino

Skin Casino

PHISHDESTROY / KO - CCO 1.0

0000 /0000

insane.gg

7.5 yearsRegistered
2019-04-02

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

juice.gg

7.9 yearsRegistered
2018-10-19

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

ggdrop.com

8.6 yearsRegistered
2018-02-23

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

howl.gg

9.5 yearsRegistered
2017-03-16
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~
Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

api.insane.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

letmeinjuice.com

2.4 yearsRegistered
2024-04-15

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

ggauth.com

3.4 yearsRegistered
2023-05-03

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

howl.uno

41 daysRegistered 2026-
08-11

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~ -
csgocasino.gg (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/insane.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/insane.gg.json
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://rdap.radix.host/rdap/domain/howl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json

0oo / 0o oo

Skins Casino

Case Battles

Skin Casino

Skin Casino

Rust Roulette

Rust Automation

Rust Roulette

PHISHDESTROY / KO - CCO 1.0

0000 /0000

hunt.gg

6.9 yearsRegistered
2019-11-04

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.gg

3.1 yearsRegistered
2023-08-16

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
Open Steam Link Filter
2 Filter status is a
separate check

rustchance.com

8.0 yearsRegistered
2018-10-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cobaltlab.tech

3.5 yearsRegistered
2023-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

api.hunt.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

api.skinrave.gg
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture »

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

hgfuihd.com

7.6 yearsRegistered
2019-01-27

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~»

cobaltauth.com

1.7 yearsRegistered
2025-01-07

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

api.raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~ - raided.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://rdap.verisign.com/com/v1/domain/rustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json

0oo / 0o oo

Rust Casino

Skin Casino

Skin Upgrader

Skin Casino

Case Opening

Case Opening

TF2 Gambling

PHISHDESTROY / KO - CCO 1.0

0000 /0000

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

upgrader.pro

1.2 yearsRegistered
2025-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.fans

8.2 yearsRegistered
2018-07-13

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gdskins.com

10.1 yearsRegistered
2016-08-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2royal.com

4.1 yearsRegistered
2022-08-17

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

upgauth.space

38 daysRegistered 2026-
08-14

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

auth.skinfans.com
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

auth.gds.to

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

tf2auth.com

5.2 yearsRegistered
2021-07-27

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://rdap.radix.host/rdap/domain/upgauth.space
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://rdap.centralnic.com/fans/domain/skin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://rdap.nic.one/domain/hotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json

0o / 00 0o
TF2 Gambling

TF2 Gambling

Skin Casino

CS2 Market

P2P Market

P2P Market

P2P Market

PHISHDESTROY / KO - CCO 1.0

0000 /0000

tf2hunt.com

8.7 yearsRegistered
2018-01-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2.bet/coinflip

8.4 yearsRegistered
2018-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csfloat.com

5.2 yearsRegistered
2021-07-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

rstspcl.com

6.1 yearsRegistered
2020-08-08

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

tf2.bet

8.4 yearsRegistered
2018-05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture »

api.skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~ - skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

csgofloat.com

11.0 yearsRegistered
2015-09-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://rdap.verisign.com/com/v1/domain/skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://rdap.identitydigital.services/rdap/domain/white.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://rdap.identitydigital.services/rdap/domain/moon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json

goo / 00 0o
Skins Market

Skins Market

Corporate Market

P2P Marketplace

Regulated Market

Marketplace/Swap

Skins Market

PHISHDESTROY / KO - CCO 1.0

0000 /0000

skin.land

4.7 yearsRegistered
2022-01-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

haloskins.com

2.8 yearsRegistered
2023-12-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buff.163.com

29.0 yearsRegistered
1997-09-15

RDAP ~ - 163.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

market.csgo.com
26.6 yearsRegistered
2000-02-07

RDAP ~ - csgo.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

skinport.com

8.0 yearsRegistered
2018-09-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinflow.gg

3.8 yearsRegistered
2022-11-26

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

skin.place

6.0 yearsRegistered
2020-09-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

auth.skin.land
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

haloskins.com

2.8 yearsRegistered
2023-12-10

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

buff.163.com

29.0 yearsRegistered
1997-09-15

RDAP ~ - 163.com
(parent)

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

dota2.net

14.9 yearsRegistered
2011-10-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-

09-19 - capture ~

skinport.app

6.3 yearsRegistered
2020-06-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-

09-19 - capture ~

api.skinflow.gg
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.skin.place
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence

No sourced measurement

See dated evidence
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https://rdap.identitydigital.services/rdap/domain/skin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://rdap.verisign.com/com/v1/domain/163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://rdap.verisign.com/com/v1/domain/163.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://rdap.verisign.com/com/v1/domain/csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://rdap.verisign.com/com/v1/domain/skinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://pubapi.registry.google/rdap/domain/skinport.app
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://rdap.identitydigital.services/rdap/domain/skin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json

0oo / 0o oo

Instant Swap

Corporate Market

Rust Market

Instant Swap

0000 /0000

skinsmonkey.com
5.7 yearsRegistered
2021-01-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbaron.de
Registry date

unavailableRegistry date

unavailable

Open Steam Link Filter
ZFilter status is a
separate check

rust.tm
Registry date

unavailableRegistry date

unavailable

Open Steam Link Filter
ZFilter status is a
separate check

pirateswap.com
6.0 yearsRegistered

000 00 000 /7 00

skinsmonkey.com
5.7 yearsRegistered
2021-01-06

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

skinbaron.com

10.7 yearsRegistered
2015-12-22

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

dota2.net

14.9 yearsRegistered
2011-10-29

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

login.pirateswap.com
6.0 yearsRegistered

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

2020-09-22 2020-09-22
RDAP RDAP ~ - pirateswap.com
Open Steam Link Filter (parent)

OWN SUBDOMAIN Return
hostname captured 2026-

2 Filter status is a
separate check

TF2 Marketplace

Instant Swap

P2P Market

PHISHDESTROY / KO - CCO 1.0

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinswap.com

9.9 yearsRegistered
2016-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

09-19 - capture ~

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skinswap.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://rdap.radix.host/rdap/domain/mannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json

goo / 00 0o
Skins Market

Instant Swap

CS2 Market

CS2 Market

CS2 Market

CS2 Market

Skins Trading

PHISHDESTROY / KO - CCO 1.0

0000 /0000

balticskins.com

153 daysRegistered
2026-04-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tradeit.gg

9.1 yearsRegistered
2017-08-21

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

49skins.com

3.4 yearsRegistered
2023-04-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

aim.market

3.3 yearsRegistered
2023-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

balticskins.com

153 daysRegistered
2026-04-21

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

api.rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~ - rapidskins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

connect-tradeit.com
4.6 yearsRegistered
2022-02-23

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

api.49skins.com

3.4 yearsRegistered
2023-04-19

RDAP ~ - 49skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS ~ - skinvault.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

aim.market

3.3 yearsRegistered
2023-05-22

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/balticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://rdap.nic.trade/domain/cs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://rdap.nic.trade/domain/cs.trade
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://rdap.verisign.com/com/v1/domain/49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://rdap.identitydigital.services/rdap/domain/aim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json

0oo / 0o oo

Instant Sell Portal

Skins Trading

P2P Portal

TF2 Scrap Swap

TF2 Cashout

Instant Cashout

Case Opening

PHISHDESTROY / KO - CCO 1.0

0000 /0000

skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skins.cash

10.5 yearsRegistered
2016-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo.net

14.2 yearsRegistered
2012-07-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

auth.skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOIS ~ - skinout.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

skinscash.live

6.8 yearsRegistered
2019-12-05

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

cn2.easylot.net

10.0 yearsRegistered
2016-09-03

RDAP ~ - easylot.net
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://rdap.nic.tf/domain/scrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://rdap.nic.tf/domain/marketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://rdap.verisign.com/net/v1/domain/csgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://rdap.verisign.com/net/v1/domain/easylot.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json

0oo / 0o oo

Community Hub

Matchmaker Hub

Saa$S Analytics

Saa$S Analytics

SaaSsS Tools

Marketplace

SaaSs Price DB

PHISHDESTROY / KO - CCO 1.0

0000 /0000

cybershoke.net

6.8 yearsRegistered
2019-11-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

fastcup.net

14.6 yearsRegistered
2012-02-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

scope.gg
7.8 yearsRegistered
2018-12-10

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

tradeupspy.com

6.5 yearsRegistered
2020-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

auth.cybershoke.net
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.fastcup.net
14.6 yearsRegistered
2012-02-16

RDAP ~ - fastcup.net
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

scope.gg
7.8 yearsRegistered
2018-12-10

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

api.tradeupspy.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~ - cs.deals
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://rdap.verisign.com/com/v1/domain/leetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json

0oo / 0o oo

Mass Blackmarket

Ready-Account Hub

Skin Gambling

Crypto Casino

Licenced Casino

Roulette/Slots

Case Opening

PHISHDESTROY / KO - CCO 1.0

0000 /0000

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

z2u.com

26.9 yearsRegistered
1999-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoroll.com

11.6 yearsRegistered
2015-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rollbit.com

11.9 yearsRegistered
2014-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

500.casino

5.9 yearsRegistered
2020-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobig.com

11.4 yearsRegistered
2015-04-12

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

casedrop.com

14.8 yearsRegistered
2011-12-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

www.z2u.com

26.9 yearsRegistered
1999-11-10

RDAP ~ - z2u.com
(parent)

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

www.csgoroll.com
Registry date

unavailableRegistry date

unavailable

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

rbsnin.com

3 daysRegistered 2026-
09-18

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed

Website returned an error

2026-09-19 - capture ~

Route not confirmed

Website returned an error

2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/lzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://rdap.verisign.com/com/v1/domain/z2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://rdap.identitydigital.services/rdap/domain/500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json

0oo / 0o oo

Rust Casino

Case Opening

Case Opening

Roulette Casino

Case Opening

Dice Casino

Upgrader Casino

PHISHDESTROY / KO - CCO 1.0

0000 /0000

banditcamp.com
12.2 yearsRegistered
2014-06-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbox.com

18.8 yearsRegistered
2007-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tastydrop.com

6.1 yearsRegistered
2020-08-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgopolygon.gg

6.5 yearsRegistered
2020-03-28
WHOISFREAKS ~
Open Steam Link Filter
2 Filter status is a
separate check

magicdrop.ru

10.3 yearsRegistered
2016-05-16

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csdice.com

3.8 yearsRegistered
2022-11-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinodds.com

1.2 yearsRegistered
2025-06-26

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement

Check timed out 2026-09- See dated evidence

19 - capture ~
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https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://rdap.verisign.com/com/v1/domain/skinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://rdap.verisign.com/com/v1/domain/csdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json

goo / 00 0o
Skin Roulette

Crash Casino

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contract

Skin Roulette

PHISHDESTROY / KO - CCO 1.0

0000 /0000

csgowin.com

12.0 yearsRegistered
2014-09-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgorun.net

7.3 yearsRegistered
2019-06-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

openskins.com

3.6 yearsRegistered
2023-02-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.com

7.6 yearsRegistered
2019-02-07

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

csgomagic.com

9.4 yearsRegistered
2017-05-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobounty.com
11.5 yearsRegistered
2015-03-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

ezskins.com

27.5 yearsRegistered
1999-03-11

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-
19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

64 /83


https://rdap.verisign.com/com/v1/domain/csgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json
https://rdap.verisign.com/net/v1/domain/csgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://rdap.verisign.com/com/v1/domain/openskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json

0o / 00 0o
Case Opening

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

Case Casino

PHISHDESTROY / KO - CCO 1.0

0000 /0000

rustcases.com

7.2 yearsRegistered
2019-06-22

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoreaper.com
11.1 yearsRegistered
2015-08-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgocases.com
12.3 yearsRegistered
2014-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-skins.com

11.2 yearsRegistered
2015-07-27

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

csgonet.com

8.8 yearsRegistered
2017-12-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

wtfskins.com

9.0 yearsRegistered
2017-10-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

flamecases.com
10.0 yearsRegistered
2016-09-18

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

65/83


https://rdap.verisign.com/com/v1/domain/rustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://rdap.verisign.com/com/v1/domain/csgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json

0o / 00 0o
Crypto Casino

Case Battles

Case Opening

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

PHISHDESTROY / KO - CCO 1.0

0000 /0000

gamedom.com

11.7 yearsRegistered
2015-01-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.club

9.0 yearsRegistered
2017-09-04

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

daddyskins.com

9.9 yearsRegistered
2016-10-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustix.gg

1.7 yearsRegistered
2025-01-16

IP2WHOIS ~

Open Steam Link Filter
2 Filter status is a
separate check

skins.club

4.2 yearsRegistered
2022-07-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgohouse.org

146 daysRegistered
2026-04-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.net

216 daysRegistered
2026-02-17

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

sc-auth.net

7.5 yearsRegistered
2019-04-02

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/gamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://rdap.nic.club/domain/skin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://rdap.nic.club/domain/skins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json

0o / 00 0o
Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

Case Opening

PHISHDESTROY / KO - CCO 1.0

0000 /0000

bloodycase.gg

19 daysRegistered 2026-
09-02

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

csgoclicker.com

8.3 yearsRegistered
2018-05-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.gg

4.0 yearsRegistered
2022-09-30

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

cs-drop.com

262 daysRegistered
2026-01-02

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

hellstore.net

11.7 yearsRegistered
2015-01-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustloot.com

354 daysRegistered
2025-10-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-case.com
10.3 yearsRegistered
2016-05-16

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://rdap.verisign.com/net/v1/domain/hellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json

0oo / 0o oo

Skin Casino

Crypto Casino

Rust Casino

Crash Casino

TF2 Gambling

TF2 Gambling

Crypto Casino

PHISHDESTROY / KO - CCO 1.0

0000 /0000

csgogem.com
9.9 yearsRegistered
2016-10-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rainbet.com

8.8 yearsRegistered
2017-11-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustclash.com

5.4 yearsRegistered
2021-05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

12c¢s.fail

181 daysRegistered
2026-03-24

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

www.tf2easy.com
6.3 yearsRegistered
2020-06-02

RDAP ~ - tf2easy.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

tf2blaze.com

7.6 yearsRegistered
2019-01-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shuffle.com

30.1 yearsRegistered
1996-07-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

Route not confirmed
Website returned an error
2026-09-19 - capture ~

services.rainbet.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json
https://rdap.verisign.com/com/v1/domain/rainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://rdap.verisign.com/com/v1/domain/tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json

goo / 00 0o
CS2 Market

CS2 Market

Trading Engine

P2P Market

Mass Market

CS2 Market

P2P Marketplace

PHISHDESTROY / KO - CCO 1.0

0000 /0000

buff.market

5.9 yearsRegistered
2020-10-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

avan.market

8.3 yearsRegistered
2018-05-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

uuskins.com

2.6 yearsRegistered
2024-01-29

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

youpin898.com

6.1 yearsRegistered
2020-08-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

c5game.com

10.5 yearsRegistered
2016-03-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

waxpeer.com
7.3 yearsRegistered
2019-05-20

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture »

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

waxpeer.com
7.3 yearsRegistered
2019-05-20

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/buff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://rdap.identitydigital.services/rdap/domain/avan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
https://rdap.verisign.com/com/v1/domain/youpin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://rdap.verisign.com/com/v1/domain/c5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json

0o / 00 0o
Bot Trading

US Marketplace

Official Market

Trading Platform

Rust Market

CS2 Market

P2P Marketplace

PHISHDESTROY / KO - CCO 1.0

0000 /0000

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dmarket.com

30.2 yearsRegistered
1996-07-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcommunity.com/
market

20.3 yearsRegistered
2006-05-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootfarm.com

11.9 yearsRegistered
2014-10-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustskins.com

7.6 yearsRegistered
2019-01-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

krakatoa.com

26.4 yearsRegistered
2000-05-15

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shadowpay.com
10.1 yearsRegistered
2016-08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Not an external login site
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/dmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://rdap.verisign.com/com/v1/domain/rustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json

0oo / 0o oo

Chinese Powerhouse

Automated Swap

Cash-out Portal

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation

PHISHDESTROY / KO - CCO 1.0

0000 /0000

igxe.cn

15.0 yearsRegistered
2011-09-06

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

swap.gg
9.6 yearsRegistered
2017-01-29

IP2WHOQIS ~

Open Steam Link Filter
ZFilter status is a
separate check

bitskins.com

11.2 yearsRegistered
2015-07-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2mart.com

1.1 yearsRegistered
2025-08-06

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

skinbid.com

10.2 yearsRegistered
2016-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootbear.com

8.7 yearsRegistered
2018-01-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

backpack.tf

14.4 yearsRegistered
2012-05-09

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://rdap.verisign.com/com/v1/domain/skinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://rdap.nic.tf/domain/backpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json

oo / oo 0o
TF2 Botnet

Instant Cashout

Dota 2 Market

Server Network

Matchmaking Portal

LATAM Hub

SaaS Tools

PHISHDESTROY / KO - CCO 1.0

0000 /0000

stntrading.eu

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

skinwallet.com

18.0 yearsRegistered
2008-09-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2market.com
12.2 yearsRegistered
2014-07-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

xplay.gg

5.3 yearsRegistered
2021-06-13

IP2WHOIS ~

Open Steam Link Filter
2 Filter status is a
separate check

esportal.com

26.8 yearsRegistered
1999-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamersclub.com.br
11.2 yearsRegistered
2015-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

epidemic.gg

4.9 yearsRegistered
2021-11-03
WHOISFREAKS ~
Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json
https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://rdap.verisign.com/com/v1/domain/esportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://rdap.registro.br/domain/gamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json

0oo / 0o oo

SaaS Index

SaaS Index

SaaS Index

Trading Exchange

SaaS Tracker

SaaS Tracker

Account Exchange

PHISHDESTROY / KO - CCO 1.0

0000 /0000

cs2stash.com

3.5 yearsRegistered
2023-03-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoskins.gg

6.8 yearsRegistered
2019-12-21
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

steamanalyst.com
12.6 yearsRegistered
2014-02-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcardexchange.ne
t

13.3 yearsRegistered
2013-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dotabuff.com

14.2 yearsRegistered
2012-06-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tracker.gg

8.9 yearsRegistered
2017-10-12

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

funpay.com

17.0 yearsRegistered
2009-09-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

000 00 000 /7 00

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://rdap.verisign.com/com/v1/domain/funpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json

0o / 00 0o
Grey Market

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

Account Broker

Smurf Shop

PHISHDESTROY / KO - CCO 1.0

0000 /0000

playerauctions.com
26.3 yearsRegistered
2000-06-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

eldorado.gg

8.0 yearsRegistered
2018-09-12
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

g2a.com

24.8 yearsRegistered
2001-12-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

kinguin.net

16.8 yearsRegistered
2009-12-17

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

g2g.com

31.1 yearsRegistered
1995-08-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

playerup.com

19.3 yearsRegistered
2007-05-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfhub.net

2.7 yearsRegistered
2023-12-26

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://rdap.verisign.com/com/v1/domain/g2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json
https://rdap.verisign.com/com/v1/domain/g2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://rdap.verisign.com/com/v1/domain/playerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json

0o / 00 0o
Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling

PHISHDESTROY / KO - CCO 1.0

0000 /0000

smurfaccounts.com
5.3 yearsRegistered
2021-05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buycsgorank.com
6.2 yearsRegistered
2020-07-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgosmurfkings.com
9.3 yearsRegistered
2017-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfstore.co

8.6 yearsRegistered
2018-03-03

WHOIS ~

Open Steam Link Filter
2 Filter status is a
separate check

steamlviup.com

9.9 yearsRegistered
2016-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlevels.com
10.6 yearsRegistered
2016-02-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

levelsteam.com

79 daysRegistered 2026-
07-04

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-
19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json

0oo / 0o oo

Card Leveling

Rank Boosting

Rank Boosting

Boosting SaaS

Boosting SaaS

Rank Boosting

Boosting SaaS

000 O0ooooo/ooooo +
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0000 /0000

steamlevelu.com
6.0 yearsRegistered
2020-09-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

eloking.com

12.2 yearsRegistered
2014-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

boosteria.org

11.9 yearsRegistered
2014-10-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

overgear.com

14.4 yearsRegistered
2012-04-20

RDAP ~

Open Steam Link Filter
2 Filter status is a
separate check

blazingboost.com
14.2 yearsRegistered
2012-06-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2boost.com

2.9 yearsRegistered
2023-10-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buyboost.com

22.4 yearsRegistered
2004-04-30

RDAP ~

Open Steam Link Filter
2Filter status is a
separate check

000 00 000 /7 00

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

0o / 000 0o

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://rdap.verisign.com/com/v1/domain/eloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://rdap.verisign.com/com/v1/domain/overgear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json

0ao oo

00 000 000 000 00 000 000 0o 000 -0 000 000 boooo. ZH7 000 0000, 00 booO ZH-000 00 000
0 07} 000 DO0000. 0000 00 0000 00 00 000 0o00 00 0000-

007t 000 0000 0000, OO0 0oZt

[0 OO0 007+ 000 00 000 0000 00 0000 00 000 00 000 000 000 00, 00 000 007t 00000. 000 000 00
000 000, 000 000 00 0000 0000 000 0000 Valve 072000 O 0000. 0000 000 0000 00 00, 00 00000
0 00 000 0ooo0.

00 0 000000, oo o oo oo +

00 000 000 000 0000 000- 000 000 2+ 0000 © 00 00000, 00 000 000 00 000 00000 00 0000 00 0
0 000 00000. 00 000 000 RDAP / WHOIS 00000 ZHi000. 00 0000 00 0000 00 000 00000. 00 07eO
000 0000 0000 00 000 000 € 000C0. 00 00 000 000 UTC 00000~ 000 000 OpeniD 0000 7000, 0000
00 00 000 00 0000 00000 0000. 0000 Steam 000 00 000 0000, Steam 00 00 000 00000 0000- OO0 O
[0 O00n-~ OO0 oo aonn. -~

O OO0 Ot~

00 G — 00 000 0000 00 0000

DSAR [I[] 000: 00 00 00

GDPR {11500 000 AP 0 00, 00 00 0 00 000 000 D00 00000 000 0 0000- 000 000 00 07t 00 000 000
00, 000 0000 00 000 00 000 0000 000 0 bood.

1.01

0o0oo O 0oooa-
00 00, 06, 00 10 0 000 UTC 0000 0i0000. 0ot 0ooC oooo. 00 00 0 0ob booo oo 0oo 0ooooo.

Steam [0 001 2
2.02

00 00 0000 0otoa.

00000, 00 1P, 00 000000 000, 00 00 00 0 00 00 00 000 00 000 000000. 00 0007+ 000 0oo 0o,
00 000 000 0 000 bo0 000oo0o.

3.03

00 000 0o too.

Valve[] 0000 00 0O 000 DOO000. 0000 00 07+-0 10000, 100 000 00 200000 000 000 00 0 00
0 0000 oow.

Valve MO0 00 00 00 2 000 2026-09-21 ~
4. 04

0 000 000 0oa.

00 000 000 00000 000 0000- 000 000 00 000 000 0, 000 00 7H=0 000 000 000000. 00 000 0
0 000 DO0000.

00 00/ 0150
00 000 000 000 0000 000 00 00 00 D000 Doooo. 0o 0o oo oo, 00bo 0o 00 000 00 000 0000 00000
00oo. 0000 0o oo 0o 0oo 0oo ootooa.

EDPB [0 (0. (0200, 040~0600 ~ - GDPR (12, (15[, 0770 ~ 000 2026-09-20 ~
00 000 00 00 00 GDPR /0150
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https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/ko/steam_evidence_archive.html
https://help.steampowered.com/en/faqs/view/365F-4BEE-2AE2-7BDD
https://store.steampowered.com/privacy_agreement/#8
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

00 00 0 0o o0
0000 00 000 0O bOo 000 000000.

To: Valve Privacy Team
Subject: Article 15 GDPR request — account security records

Account / SteamID: [YOUR ACCOUNT IDENTIFIER]
Relevant period (UTC): [START] to [END]
Related support tickets: [TICKET REFERENCES]

I request a copy of the personal data concerning me that you retain for this period, including:

1. API-key registration, confirmation, use and revocation events, with available timestamps, source
IP addresses, registered domains, device or user-agent information and non-secret key identifiers.

2. Recorded account-recovery actions, password/email/phone changes, Steam Guard removals or resets,
confirmation events and the account-related evidence relied on to authorize those actions.

3. Personal data in support-access and administrative-action logs concerning my account, including
available dates, purposes, actions and the support entity involved, subject to applicable rights of
others.

4. Account-related records used to determine any sanction, and available records of my complaints,
reviews and responses.

Please also provide the applicable processing purposes, categories, recipients, retention periods or
criteria, and available information about sources where data were not obtained from me.

Where processing relies on my consent, please provide the retained record of the consent relied upon
and the wording presented at that time.

Please provide an intelligible electronic copy with time zones and field definitions. Please do not
include active credentials or secret tokens. If any requested data are not held, please say so. For
any withheld data, please identify the scope and legal basis of the restriction and provide the
remainder.

Please acknowledge receipt and respond within the applicable Article 12 period, explaining any
necessary extension. I also ask you to preserve relevant existing records while this request is
handled.

Name: [YOUR NAME]
Date: [DATE]

00000 1PZH 000 000 0

0000 OO0 O oooog.

[ 0000 000 000 0000 000 20 000 00 000000 000 AP0 000 000 00, D0 00 0 0000 Cooo0 boo 0 0
0000 00 0 0000. 1P 000000 0000 000 0 000, 00 00 000 0000 0000000 0000. 000 0007+ 000 000 00
000 007t 000, 00 000 00 0000 0oo 000 0 000, 000 00 00 0 00 0ot 00 000 00000.

000 0000 0 GDPR (00 00 O =
00 H — 000 00 0000 00 - 000 00 00

00 000. 000 00 07tk
0000000
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https://phishdestroy.io/steam_dossier/ko/steam_enforcement_evidence.html#support-records

Valve[] 00 00 000 OO0 0000 00000. store. steampowered. com/stats/support. [0 O0(Wayback Machine) [

00000 2018000 2026000 0 0000 00 000 0000 0000. 0 0000 0000 000 0 00 000 000 00 07t- 0000
0 000 00 00 000 0oo0 0ood.

000 0000 00D valveld 00 00 00O O00 O0C0- 000 DOOOO 00 0O7t 000 000 0 00 000 000 0 000 0000 0o
0.

000 0 000 00 07t (2018( - 2026(])
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0 00 0000 000 © 0o 0ooo, 2100 000 00 00 0000 0o 000 © booo.

Valve[] 007t~ 00 000 0000 O0000. store. steampowered. com/stats/support. (00 7 OO OO0 00007 OO
0000 000 000 0 0000 000 0000 00 007t Valve 0 0000, 007t 000 70 0000- O 000 00 000 000 o0
0 007000, 000 00 00000 00 00 00 0000 00 O DoOo.

00 00 — money Valvel] 0000 00 00 00 0 00 — 00O 00

no captures - 38 months
10 t I H | H T

8 hd4dm

account recovery
8t I H | H T

6t L1 ‘ .
4t L1 ‘ .
2t . Lo 1
/L . 1 52 m

B refunds

0 h

2019 2020 2021 2022 2023 2024 2025 2026

15 m — one capture only

49-55[]2018[] 2[00 20260 80000 00 0000 00 0000 000 ZH=000. 80 0 00 O 0000 60 0000 000 00,
00 D000 900 000000.

2.407+v - 8.707+-2022[ 120000 00 00 00000 OO 00 007tA0 0 00 0000 00 2.407t- 000 0000.
2026000 0 00U 00 OO0OO Valve 717k 10.907+w, 5.807t, 8.707t-0 OOO0.

x2.8 - x13Valve[] 00 000 000 000, OO0 00 00 OO0 007t 000 0 000 0 0 0000. 50 000 000 000 0000
7+ 00 007+ 00000, 007t 0 000 0000 Valve 00 0007t 000 OO0 0000 00 00000.

00: 2100 000 OO0 00 store.steampowered.com/stats/support, 2018-02-03[0 2026-08-1001; 00 O
[]: VALVE_EVIDENCE PACK/databases/steam support stats history.json. (U 00 0JOU OUO UOO- U 00O ZEF7 00O0
000 Valve 00 0000000- 000 0000 O 00 0000 O 0000- 00 00 07t-0 1.507t-00 1.50 00, 00 00 07t-
0 7.007t-00 3.6 000000 000 Valve 0000 0000 — 000 2018-11-03, 0000 2020-03-25 — 00000
07t 0000 000, 0000 (es)d (fno0 0000 0000. 00 000 00 000 0000 000 000 000 00 00 000000, 00 00
00 00 000 000 0000 0000- 00 000 0 0 000 00 00 07te0 00000, 0 000 00 00 07— 00 00000. 2020-
10-2100 150 00 00 B00 000 0000 000 000 0000000- 0 000 0 000 0000 0000, 00 00 000 0 000 0 00
00 00 007t0 0000- 2022-12-08( 2026-02-01 0000 00 0007+ 0000 O000. 0000 O 3800 Z+- 000 00
000000, O 000 0000 0000 00000. 0 0000 000 00 07+-0 00000. 00 00 0000 00 00 000000 0000 00
0, Valvell 00 000 O 00 00 00 0000 00000.

00 00 000 O 0000 00
000 00 00000 00
a0 ao/o 0o 0o oo ao/o ao oo
2018-02-03 98,788 50.12000 1.52(J7t- 25,662 2.5107tw00 1.800
2018-05-07 60,494 53.83000 1.470 24,226 2.4507t-00 2.220
2018-08-02 69,084 50.27000 1.5907t~ 28,953 2.4407te 0 22.170
7t
2018-11-03 (cs) 63,410 49.28(]00 1.5407t 33,910 2.42007to00 1.310
2019-02-01 76,305 50.13000 1.5207t~ 35,164 2.4407t0 2.040
2019-05-18 78,951 51.03000 3.1207t~ 27,514 2.4607t ~ 20.390
7o
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ao ao/o 0o oo 0o ao/o 0o oo

2019-09-07 78,941 50.65[00 1.66]7t- 28,812 2.42007tw ~ 13.590
7o

2019-12-13 69,589 50.77000 1.5507t- 25,322 2.4507t001.13(

2020-03-25 (fr) 139,278 49.45000 107tw 530 32,302 2.4807tw[0 3.62[0

2020-06-26 278,504 48.98[0 2.2907t- 20,343 2.397tL ~ 6.99]]
7o

2020-10-21 107,633 50.80000 1.5407t- 20,688 15.33000 8.6207t -

2021-03-20 158,956 50.80(00 1.6407t- 25,760 2.3407tw 00 11.62[0
7o

2021-06-26 547,907 51.93[00 6.73[07t- 29,728 2.4007t-[0 15.630
7o

2021-10-10 170,103 51.88[00 3.25007t- 23,989 2.3907tw[0 13.0500
7o

2022-01-31 354,386 53.65[]0 8.09[J7t 24,391 2.4207tw [0 15.2900
7o

2022-05-09 172,555 51.83[00 1.65[07t— 23,289 2.4107tw[0 16.90[0
It

2022-09-05 153,453 53.670000 4.1507t- 23,594 2.4507t-[00 1.22[0

2022-12-08 181,075 54.83[00 6.6707t- 27,111 2.46007t-[0 18.89(0
It

2026-02-01 317,762 50.30000 1.5207t- 47,197 10.91J7t]0 21.30[]
Zte0n

2026-05-09 246,776 50.12000 1.52[07t- 35,264 5.8107t-[0 15.600
b

2026-08-10 373,244 52.05[00 2.0707t- 45,319 8.7307tw[00 16.52[
7o

00 0o od:

00 2100 000 0000 2018-02-03(0 2026-08-10000 0”7+ 00, 00 00 00 000 60,494 (2018(] 500) ~
547,907 (2021[] 6[]) — a 9.1x [J000. 20260 000 373,24400(2018[ 200 000 OO0 +278%).

09000 00 00 070 00 000 0000 0 00 49-550 00: 60 000 0 00 07F- 00, 0 000 0000 900 0-t00.
00 0000 2t~ 000 0 5000 000 00, 000 373,24400 000 0000 D00 000 2407t 00000 0000 2200
00 000 00 00 000 bO(547,907, 20210 60)000 0 007t 3200 00000

000 00 07+-0 000 00 07+= (000 0 520)0 000 0000, 00 0000 000 00 00 000 00 13,500 00 00 00 O
000, 00 000 ~20,000000. Valve( 00 000 00 007+ OO0 000 00CC 0000, 0000 00 000 ZHI00 0000
000 Zt=0 000 00000 000 00 00 000 000 0, 000 00 07— 0000 000 000 007+ 00000 00000. 0 000 1
[ 007t 000 0000 D000 0000, 000 000 000 000 000 0000 00000

000 GDPR 000 00 0 0007t

GDPR 022000 00 0 000 000 00 000 OO0 £o . 000 00 000 OO0 GO0 booo 0o bECoo OO0 booo. bo
Steam [ 00 00O(00 00, 00 00, 000 00 000 0000 0000 0000t 00 beeeb oo, botoo “0ob 0oo 000 O
0 000 02200 000 0 0000.

00 HT-2YBP-F7)P-D4VB (018[1)0 30 00 0000 00 000 000 0. 000 00 000 0o 000 CoC 0o 0000000.
00 000000 007+ 00 00000 000 000 0 000, 00 =0 000 0220 0 0150 010 (oo 00 ValveOO 000 0 0
0 0oooo.
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00: store.steampowered.com/stats/support[] Wayback Machine [JJJ (2018-02-03, 2021-06-26,
2026-08-10) — VALVE_EVIDENCE_PACK/databases/steam_support_stats_history.json 000 000 00
0 (000 210, 2018-20260). 00: “~520" 00 07t-0 00 00000 007t 00, 000 00000 00 00 00 00 O
7t 2.4-16.507t-00000. 2021-06-26[0 00 000(547,907 00 00 0000, 0000 000 0700 0000.
2020-202100 007t 0 60 000 O 00000 Zt=0o0Zt 202600 373K0 0000000

00 1 — 0000 00 - 00 200 00

000 00 00000- 000 0oo ood.

00 0 00 00
000 000 00 000 000 0ooo. 000 0o 000 boo 0o0o 0o 0ot 0 oooo.

00 000 000 0000, b0 000 0000, 00 0o 000 0bo booooo.

000 €SV 0000 0o 000 boot booo. 40,448 1. 00, 36,516 J000-0000 00 0000 00 DO00- 000 3,932
0 0000 GitHub, 00, 00 00, 00 000 0 00 000 0000, 000000 000 000 00 0000 00 0000 000 00000

00 CSV [0 000 1,69000 00 “0000 00 00 D0O(Unpatched Security Exploit)” 000 0000 0000 000, OO
000 000 00 0 000 00 000 D0000- 000 0000 00000 2+ 0000 0000 00 00000 00 00 000 0000 000

16,319-000 00 +J 00000 00 0000 00 0 00 0000 0000 0000 000 0 000 00, 000 00000 000, 00 000
000 ZH=00 0000.

000 0 00 0o 000 boooa. 0000 000 0o Doo 0o0o 0o 0o 0 0o 0o 0ot booo 0ooo ooo.

000 020 00 00 231,829 [0 00 1D, 0000 00 00 000 000 33,5090 000 000 000 198,3200 00000. 00
000 SHA-256 000 000 0070 DO000. 000 00 000 00 000 00 0000 000 00 000 00, 00 00 0 000 00
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