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What this means — OpenlID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not
receive the password, Steam confirms the identity to it. openid.realm is the field carrying the
address of the site asking for the sign-in, and openid.return_to the address Steam is to send
the user back to. Steam receives both on every request and prints the realm on its own login
page — which is why this dossier can name the host each platform authenticates through.

Section 3 — the observed routes —»
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What this means — the Steam Link Filter

Valve's own blocklist for links leaving Steam. Click a listed address inside the client and an
interstitial appears instead of the page. It acts on the link that is posted, not on the login a site
performs, and it is the only such check that runs inside the Steam client.
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What this means — the Community Market listing ceiling

Steam’s own market refuses a listing above roughly $1,800. A seller may ask less, never more.
Iltems whose market price sits above that line therefore cannot be sold at that price on Steam
at all — which is the mechanism that moves those sales to third-party venues while the item
itself never leaves Valve’'s inventory system.
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Section 13 — the off-Steam price gap =
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Rules ledger: clauses against recorded platforms
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Casino

Rust Roulette

Rust Casino

Roulette Casino

Crypto Casino

Case Opener

Skin Casino
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csgoempire.com
11.3 yearsRegistered
2015-06-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgofast.com

11.5 yearsRegistered
2015-03-27

RDAP ~

Open Steam Link Filter

csgoempirelogind.com
6.2 yearsRegistered
2020-07-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

rustreaper.com

23.2 yearsRegistered
2003-06-24

RDAP

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

rustly.com

12.4 yearsRegistered
2014-05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

steam-
login.authtofast.com
83 daysRegistered 2026-
06-30

RDAP ~ - authtofast.com

ZFilter status is a
separate check

duelbits.com

6.6 yearsRegistered
2020-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

farmskins.com

10.5 yearsRegistered
2016-03-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

switchflips.com

6.4 yearsRegistered
2020-04-21

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

steam.kobal.cc

9.7 yearsRegistered
2017-01-07

RDAP ~ - kobal.cc
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

csgoluck.com

9.3 yearsRegistered
2017-05-18

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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Skin Casino

Skin Casino

Case Opening

Skins Casino

Skin Casino

Skin Casino
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AV BALY / LIRA RV

insane.gg

7.5 yearsRegistered
2019-04-02

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

juice.gg

7.9 yearsRegistered
2018-10-19

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

ggdrop.com

8.6 yearsRegistered
2018-02-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

howl.gg

9.5 yearsRegistered
2017-03-16
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

api.insane.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

cs2skin.com

3.5 yearsRegistered
2023-03-06

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

letmeinjuice.com

2.4 yearsRegistered
2024-04-15

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

ggauth.com

3.4 yearsRegistered
2023-05-03

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

howl.uno

41 daysRegistered 2026-
08-11

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

chicken.gg

5.7 yearsRegistered
2021-01-11
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.csgocasino.gg

2.6 yearsRegistered
2024-02-17
WHOISFREAKS ~ -
csgocasino.gg (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/insane.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
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https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://rdap.radix.host/rdap/domain/howl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json

Bb—-EX/BIIN-T

Skins Casino

Case Battles

Skin Casino

Skin Casino

Rust Roulette

Rust Automation

Rust Roulette

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

hunt.gg

6.9 yearsRegistered
2019-11-04

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.gg

3.1 yearsRegistered
2023-08-16

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

rustchance.com

8.0 yearsRegistered
2018-10-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cobaltlab.tech

3.5 yearsRegistered
2023-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&

BHAR

api.hunt.gg
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

csbattle.com

9.8 yearsRegistered
2016-12-10

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

api.skinrave.gg
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

csdouble.gg

261 daysRegistered
2026-01-03
WHOISFREAKS ~
SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

hgfuihd.com

7.6 yearsRegistered
2019-01-27

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

cobaltauth.com

1.7 yearsRegistered
2025-01-07

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

api.raided.gg

171 daysRegistered
2026-04-03

IP2WHOIS ~ - raided.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://rdap.verisign.com/com/v1/domain/rustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json

Bb—-EX/BIIN-T

Rust Casino

Skin Casino

Skin Upgrader

Skin Casino

Case Opening

Case Opening

TF2 Gambling

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

upgrader.pro

1.2 yearsRegistered
2025-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.fans

8.2 yearsRegistered
2018-07-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gdskins.com

10.1 yearsRegistered
2016-08-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2royal.com

4.1 yearsRegistered
2022-08-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

rustneo.gg

1.3 yearsRegistered
2025-06-20

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

splits.gg

3.7 yearsRegistered
2023-01-23

IP2WHOIS »

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

upgauth.space

38 daysRegistered 2026-
08-14

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

auth.skinfans.com
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

hotpizza.one

1.8 yearsRegistered
2024-12-07

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

auth.gds.to

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~»

tf2auth.com

5.2 yearsRegistered
2021-07-27

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://rdap.radix.host/rdap/domain/upgauth.space
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://rdap.centralnic.com/fans/domain/skin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://rdap.nic.one/domain/hotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json

Bb—-EX/BIIN-T

TF2 Gambling

TF2 Gambling

Skin Casino

CS2 Market

P2P Market

P2P Market

P2P Market

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

tf2hunt.com

8.7 yearsRegistered
2018-01-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2.bet/coinflip

8.4 yearsRegistered
2018-05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csfloat.com

5.2 yearsRegistered
2021-07-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

rstspcl.com

6.1 yearsRegistered
2020-08-08

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

tf2.bet

8.4 yearsRegistered
2018-05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

openstars.gg

131 daysRegistered
2026-05-13

IP2WHOIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skins.com

25.1 yearsRegistered
2001-08-08

RDAP ~ - skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

white.market

9.6 yearsRegistered
2017-03-01

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture 2

moon.market

7.6 yearsRegistered
2019-02-27

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

csgofloat.com

11.0 yearsRegistered
2015-09-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://rdap.verisign.com/com/v1/domain/skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://rdap.identitydigital.services/rdap/domain/white.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://rdap.identitydigital.services/rdap/domain/moon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json

Bb—-EX/BIIN-T AMYBALY / LIX ) BBSNEBRERASY /& RT—)V/B@RShERE

BHARS
Skins Market skin.land auth.skin.land No sourced measurement
4.7 yearsRegistered Registry date See dated evidence
2022-01-21 unavailableRegistry date
RDAP ~ unavailable
Open Steam Link Filter OWN SUBDOMAIN Host in
2 Filter status is a supplied OpenlID URL
separate check 2026-09-19 - capture ~
Skins Market haloskins.com haloskins.com No sourced measurement
2.8 yearsRegistered 2.8 yearsRegistered See dated evidence
2023-12-10 2023-12-10
RDAP ~ RDAP ~
Open Steam Link Filter SAME HOST Host in
2 Filter status is a supplied OpenlID URL
separate check 2026-09-19 - capture ~
Corporate Market buff.163.com buff.163.com No sourced measurement
29.0 yearsRegistered 29.0 yearsRegistered See dated evidence
1997-09-15 1997-09-15
RDAP ~ - 163.com RDAP ~ - 163.com
(parent) (parent)
Open Steam Link Filter SAME HOST Host in
2Filter status is a supplied OpenlID URL
separate check 2026-09-19 - capture ~
P2P Marketplace market.csgo.com dota2.net No sourced measurement
26.6 yearsRegistered 14.9 yearsRegistered See dated evidence
2000-02-07 2011-10-29
RDAP ~ - csgo.com RDAP ~
(parent) SEPARATE DOMAIN Return
Open Steam Link Filter hostname captured 2026-
2Filter status is a 09-19 - capture ~
separate check
Regulated Market skinport.com skinport.app No sourced measurement
8.0 yearsRegistered 6.3 yearsRegistered See dated evidence
2018-09-05 2020-06-20
RDAP ~ RDAP ~
Open Steam Link Filter SEPARATE DOMAIN Return
2 Filter status is a hostname captured 2026-
separate check 09-19 - capture ~
Marketplace/Swap skinflow.gg api.skinflow.gg No sourced measurement
3.8 yearsRegistered Registry date See dated evidence
2022-11-26 unavailableRegistry date
IP2WHOIS » unavailable
Open Steam Link Filter OWN SUBDOMAIN Host in
2Filter status is a supplied OpenlID URL
separate check 2026-09-19 - capture ~
Skins Market skin.place api.skin.place No sourced measurement
6.0 yearsRegistered Registry date See dated evidence
2020-09-23 unavailableRegistry date
RDAP ~ unavailable
Open Steam Link Filter OWN SUBDOMAIN Host in
2Filter status is a supplied OpenlID URL
separate check 2026-09-19 - capture ~
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https://rdap.identitydigital.services/rdap/domain/skin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://rdap.verisign.com/com/v1/domain/163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://rdap.verisign.com/com/v1/domain/163.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://rdap.verisign.com/com/v1/domain/csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://rdap.verisign.com/com/v1/domain/skinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://pubapi.registry.google/rdap/domain/skinport.app
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://rdap.identitydigital.services/rdap/domain/skin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json

Bb—-EX/BIIN-T AMYBALY / LIX ) BBSNEBRERASY /& RT—)V/B@RShERE

BHAR

No sourced measurement
See dated evidence

Instant Swap skinsmonkey.com
5.7 yearsRegistered
2021-01-06

RDAP ~

Open Steam Link Filter
ZFilter status is a

separate check

skinsmonkey.com

5.7 yearsRegistered
2021-01-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

No sourced measurement
See dated evidence

skinbaron.de skinbaron.com
Registry date 10.7 yearsRegistered
unavailableRegistry date 2015-12-22

unavailable RDAP ~

Open Steam Link Filter SEPARATE DOMAIN Host
2 Filter status is a in supplied OpenlID URL
separate check 2026-09-19 - capture ~

Corporate Market

Rust Market No sourced measurement

See dated evidence

rust.tm dota2.net

Registry date 14.9 yearsRegistered
unavailableRegistry date 2011-10-29
unavailable RDAP ~

Instant Swap

Open Steam Link Filter
ZFilter status is a
separate check

pirateswap.com
6.0 yearsRegistered

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

login.pirateswap.com
6.0 yearsRegistered

No sourced measurement
See dated evidence

2020-09-22 2020-09-22
RDAP RDAP ~ - pirateswap.com
Open Steam Link Filter (parent)

OWN SUBDOMAIN Return
hostname captured 2026-

ZFilter status is a
separate check

TF2 Marketplace

Instant Swap

P2P Market

PHISHDESTROY / JA - CCO 1.0

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinswap.com

9.9 yearsRegistered
2016-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

09-19 - capture ~

mannco.store

8.6 yearsRegistered
2018-03-02

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.skinswap.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

exeskins.com

2.1 yearsRegistered
2024-08-14

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

72797


https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://rdap.radix.host/rdap/domain/mannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json

Bb—-EX/BIIN-T

Skins Market

Instant Swap

CS2 Market

CS2 Market

CS2 Market

CS2 Market

Skins Trading

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

balticskins.com

153 daysRegistered
2026-04-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tradeit.gg

9.1 yearsRegistered
2017-08-21

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

49skins.com

3.4 yearsRegistered
2023-04-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

aim.market

3.3 yearsRegistered
2023-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

balticskins.com

153 daysRegistered
2026-04-21

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

cs.trade

8.9 yearsRegistered
2017-11-14

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

api.rapidskins.com

4.5 yearsRegistered
2022-03-11

RDAP ~ - rapidskins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

connect-tradeit.com
4.6 yearsRegistered
2022-02-23

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

api.49skins.com

3.4 yearsRegistered
2023-04-19

RDAP ~ - 49skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.skinvault.gg

3.4 yearsRegistered
2023-05-06

IP2WHOIS ~ - skinvault.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

aim.market

3.3 yearsRegistered
2023-05-22

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

73797


https://rdap.verisign.com/com/v1/domain/balticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://rdap.nic.trade/domain/cs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://rdap.nic.trade/domain/cs.trade
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://rdap.verisign.com/com/v1/domain/49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://rdap.identitydigital.services/rdap/domain/aim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json

Bb—-EX/BIIN-T

Instant Sell Portal

Skins Trading

P2P Portal

TF2 Scrap Swap

TF2 Cashout

Instant Cashout

Case Opening

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skins.cash

10.5 yearsRegistered
2016-03-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo.net

14.2 yearsRegistered
2012-07-22

RDAP

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

auth.skinout.gg

5.6 yearsRegistered
2021-02-27

IP2WHOIS ~ - skinout.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

ntskins.com

230 daysRegistered
2026-02-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

gamerpay.gg
6.0 yearsRegistered
2020-10-02
WHOISFREAKS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

scrap.tf

14.0 yearsRegistered
2012-09-03

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

marketplace.tf

14.0 yearsRegistered
2012-09-19

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

skinscash.live

6.8 yearsRegistered
2019-12-05

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

cn2.easylot.net

10.0 yearsRegistered
2016-09-03

RDAP ~ - easylot.net
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

74197


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://rdap.nic.tf/domain/scrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://rdap.nic.tf/domain/marketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://rdap.verisign.com/net/v1/domain/csgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://rdap.verisign.com/net/v1/domain/easylot.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json

Bb—-EX/BIIN-T

Community Hub

Matchmaker Hub

SaaS Analytics

SaaS Analytics

SaaS Tools

Marketplace

SaaSs Price DB

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

cybershoke.net

6.8 yearsRegistered
2019-11-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

fastcup.net

14.6 yearsRegistered
2012-02-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

scope.ggd
7.8 yearsRegistered

2018-12-10

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

tradeupspy.com

6.5 yearsRegistered
2020-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

auth.cybershoke.net
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.fastcup.net
14.6 yearsRegistered
2012-02-16

RDAP ~ - fastcup.net
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

leetify.com

7.6 yearsRegistered
2019-03-01

RDAP ~

SAME HOST Same

hostname captured 2026-

09-19 - capture ~

scope.ggd
7.8 yearsRegistered

2018-12-10

IP2WHOIS ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

api.tradeupspy.com
Registry date

unavailableRegistry date

unavailable

OWN SUBDOMAIN Host in

supplied OpenlID URL
2026-09-19 - capture ~

api.cs.deals

9.8 yearsRegistered
2016-12-03

RDAP ~ - cs.deals
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-

09-19 - capture ~

pricempire.com

6.6 yearsRegistered
2020-01-30

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

75797


https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://rdap.verisign.com/com/v1/domain/leetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json

Bb—-EX/BIIN-T

Mass Blackmarket

Ready-Account Hub

Skin Gambling

Crypto Casino

Licenced Casino

Roulette/Slots

Case Opening

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

z2u.com

26.9 yearsRegistered
1999-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoroll.com

11.6 yearsRegistered
2015-02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rollbit.com

11.9 yearsRegistered
2014-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

500.casino

5.9 yearsRegistered
2020-11-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobig.com

11.4 yearsRegistered
2015-04-12

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

casedrop.com

14.8 yearsRegistered
2011-12-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

FSB Market

7.2 yearsRegistered
2019-07-27

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

www.z2u.com

26.9 yearsRegistered
1999-11-10

RDAP ~ - z2u.com
(parent)

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

www.csgoroll.com
Registry date
unavailableRegistry date
unavailable

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

rbsnin.com

3 daysRegistered 2026-
09-18

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/lzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://rdap.verisign.com/com/v1/domain/z2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://rdap.identitydigital.services/rdap/domain/500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json

Bb—-EX/BIIN-T

Rust Casino

Case Opening

Case Opening

Roulette Casino

Case Opening

Dice Casino

Upgrader Casino

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

banditcamp.com
12.2 yearsRegistered
2014-06-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbox.com

18.8 yearsRegistered
2007-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tastydrop.com

6.1 yearsRegistered
2020-08-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgopolygon.gg

6.5 yearsRegistered
2020-03-28
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

magicdrop.ru

10.3 yearsRegistered
2016-05-16

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csdice.com

3.8 yearsRegistered
2022-11-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinodds.com

1.2 yearsRegistered
2025-06-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-
19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://rdap.verisign.com/com/v1/domain/skinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://rdap.verisign.com/com/v1/domain/csdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json

Bb—-EX/BIIN-T

Skin Roulette

Crash Casino

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contract

Skin Roulette

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

csgowin.com

12.0 yearsRegistered
2014-09-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgorun.net

7.3 yearsRegistered
2019-06-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

openskins.com

3.6 yearsRegistered
2023-02-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.com

7.6 yearsRegistered
2019-02-07

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgomagic.com

9.4 yearsRegistered
2017-05-01

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgobounty.com
11.5 yearsRegistered
2015-03-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

ezskins.com

27.5 yearsRegistered
1999-03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-
19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json
https://rdap.verisign.com/net/v1/domain/csgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://rdap.verisign.com/com/v1/domain/openskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json

Bb—-EX/BIIN-T

Case Opening

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

Case Casino

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

rustcases.com

7.2 yearsRegistered
2019-06-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoreaper.com
11.1 yearsRegistered
2015-08-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgocases.com
12.3 yearsRegistered
2014-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-skins.com

11.2 yearsRegistered
2015-07-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgonet.com

8.8 yearsRegistered
2017-12-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

wtfskins.com

9.0 yearsRegistered
2017-10-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

flamecases.com
10.0 yearsRegistered
2016-09-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

79 /97


https://rdap.verisign.com/com/v1/domain/rustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://rdap.verisign.com/com/v1/domain/csgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json

Bb—-EX/BIIN-T

Crypto Casino

Case Battles

Case Opening

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

gamedom.com

11.7 yearsRegistered
2015-01-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skin.club

9.0 yearsRegistered
2017-09-04

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

daddyskins.com

9.9 yearsRegistered
2016-10-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustix.gg

1.7 yearsRegistered
2025-01-16

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

skins.club

4.2 yearsRegistered
2022-07-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgohouse.org

146 daysRegistered
2026-04-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.net

216 daysRegistered
2026-02-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

sc-auth.net

7.5 yearsRegistered
2019-04-02

RDAP ~

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Consent required 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/gamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://rdap.nic.club/domain/skin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://rdap.nic.club/domain/skins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json

Bb—-EX/BIIN-T

Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

Case Opening

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

bloodycase.gg

19 daysRegistered 2026-
09-02

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoclicker.com

8.3 yearsRegistered
2018-05-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.gg

4.0 yearsRegistered
2022-09-30

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

cs-drop.com

262 daysRegistered
2026-01-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

hellstore.net

11.7 yearsRegistered
2015-01-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustloot.com

354 daysRegistered
2025-10-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgo-case.com

10.3 yearsRegistered
2016-05-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Check timed out 2026-09-

19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

81/97


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://rdap.verisign.com/net/v1/domain/hellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json

Bb—-EX/BIIN-T

Skin Casino

Crypto Casino

Rust Casino

Crash Casino

TF2 Gambling

TF2 Gambling

Crypto Casino

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

csgogem.com
9.9 yearsRegistered
2016-10-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rainbet.com

8.8 yearsRegistered
2017-11-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustclash.com

5.4 yearsRegistered
2021-05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

12c¢s.fail

181 daysRegistered
2026-03-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

www.tf2easy.com
6.3 yearsRegistered
2020-06-02

RDAP ~ - tf2easy.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

tf2blaze.com

7.6 yearsRegistered
2019-01-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shuffle.com

30.1 yearsRegistered
1996-07-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Website returned an error
2026-09-19 - capture ~

services.rainbet.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Check timed out 2026-09-
19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

82/97


https://rdap.verisign.com/com/v1/domain/csgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json
https://rdap.verisign.com/com/v1/domain/rainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://rdap.verisign.com/com/v1/domain/tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json

Bb—-EX/BIIN-T

CS2 Market

CS2 Market

Trading Engine

P2P Market

Mass Market

CS2 Market

P2P Marketplace

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

buff.market

5.9 yearsRegistered
2020-10-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

avan.market

8.3 yearsRegistered
2018-05-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

uuskins.com

2.6 yearsRegistered
2024-01-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

youpin898.com

6.1 yearsRegistered
2020-08-27

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

c5game.com

10.5 yearsRegistered
2016-03-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

waxpeer.com

7.3 yearsRegistered
2019-05-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

waxpeer.com

7.3 yearsRegistered
2019-05-20

RDAP ~

SAME HOST Host in
supplied OpenlID URL
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

83/97


https://rdap.identitydigital.services/rdap/domain/buff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://rdap.identitydigital.services/rdap/domain/avan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
https://rdap.verisign.com/com/v1/domain/youpin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://rdap.verisign.com/com/v1/domain/c5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json

Bb—-EX/BIIN-T

Bot Trading

US Marketplace

Official Market

Trading Platform

Rust Market

CS2 Market

P2P Marketplace

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

cs.money
11.0 yearsRegistered
2015-09-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dmarket.com

30.2 yearsRegistered
1996-07-03

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcommunity.com/
market

20.3 yearsRegistered
2006-05-28

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootfarm.com

11.9 yearsRegistered
2014-10-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

rustskins.com

7.6 yearsRegistered
2019-01-31

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

krakatoa.com

26.4 yearsRegistered
2000-05-15

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

shadowpay.com
10.1 yearsRegistered
2016-08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Not an external login site
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

84 /97


https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/dmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://rdap.verisign.com/com/v1/domain/rustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json

Bb—-EX/BIIN-T

Chinese Powerhouse

Automated Swap

Cash-out Portal

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

igxe.cn

15.0 yearsRegistered
2011-09-06

IP2WHOIS ~

Open Steam Link Filter
ZFilter status is a
separate check

swap.gg
9.6 yearsRegistered
2017-01-29

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

bitskins.com

11.2 yearsRegistered
2015-07-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tf2mart.com

1.1 yearsRegistered
2025-08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

skinbid.com

10.2 yearsRegistered
2016-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

lootbear.com

8.7 yearsRegistered
2018-01-16

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

backpack.tf

14.4 yearsRegistered
2012-05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

85/97


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://rdap.verisign.com/com/v1/domain/skinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://rdap.nic.tf/domain/backpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json

Bb—-EX/BIIN-T

TF2 Botnet

Instant Cashout

Dota 2 Market

Server Network

Matchmaking Portal

LATAM Hub

SaaSs Tools

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

stntrading.eu

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

skinwallet.com

18.0 yearsRegistered
2008-09-14

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2market.com
12.2 yearsRegistered
2014-07-24

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

xplay.gg

5.3 yearsRegistered
2021-06-13

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

esportal.com

26.8 yearsRegistered
1999-12-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

gamersclub.com.br
11.2 yearsRegistered
2015-06-29

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

epidemic.gg

4.9 yearsRegistered
2021-11-03
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed

Check timed out 2026-09-

19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json
https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://rdap.verisign.com/com/v1/domain/esportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://rdap.registro.br/domain/gamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json

Bb—-EX/BIIN-T

SaaS Index

SaaS Index

SaaS Index

Trading Exchange

SaaS Tracker

SaaS Tracker

Account Exchange

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

cs2stash.com

3.5 yearsRegistered
2023-03-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgoskins.gg

6.8 yearsRegistered
2019-12-21
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

steamanalyst.com
12.6 yearsRegistered
2014-02-21

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamcardexchange.ne
t

13.3 yearsRegistered
2013-05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dotabuff.com

14.2 yearsRegistered
2012-06-22

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

tracker.gg

8.9 yearsRegistered
2017-10-12

IP2WHOIS »

Open Steam Link Filter
ZFilter status is a
separate check

funpay.com

17.0 yearsRegistered
2009-09-06

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://rdap.verisign.com/com/v1/domain/funpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json

Bb—-EX/BIIN-T

Grey Market

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

Account Broker

Smurf Shop

PHISHDESTROY / JA - CCO 1.0

AMYBALY /LI BEBSNEBIERAIY /&

playerauctions.com
26.3 yearsRegistered
2000-06-13

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

eldorado.gg

8.0 yearsRegistered
2018-09-12
WHOISFREAKS ~
Open Steam Link Filter
ZFilter status is a
separate check

g2a.com

24.8 yearsRegistered
2001-12-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

kinguin.net

16.8 yearsRegistered
2009-12-17

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

g2g.com

31.1 yearsRegistered
1995-08-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

playerup.com

19.3 yearsRegistered
2007-05-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfhub.net

2.7 yearsRegistered
2023-12-26

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BHAR

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://rdap.verisign.com/com/v1/domain/g2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json
https://rdap.verisign.com/com/v1/domain/g2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://rdap.verisign.com/com/v1/domain/playerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json

Bb—-EX/BIIN-T

Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling

PHISHDESTROY / JA - CCO 1.0

AV BALY / LIRA RV

smurfaccounts.com
5.3 yearsRegistered
2021-05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buycsgorank.com
6.2 yearsRegistered
2020-07-09

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

csgosmurfkings.com
9.3 yearsRegistered
2017-06-08

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

smurfstore.co

8.6 yearsRegistered
2018-03-03

WHOQIS ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlviup.com

9.9 yearsRegistered
2016-11-10

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

steamlevels.com
10.6 yearsRegistered
2016-02-19

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

levelsteam.com

79 daysRegistered 2026-
07-04

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

BRBEINIEIERACY /&
BHAR

Route not confirmed
Verification challenge
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed

Check timed out 2026-09-
19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json

Bb—-EX/BIIN-T

Card Leveling

Rank Boosting

Rank Boosting

Boosting SaaS

Boosting SaaS

Rank Boosting

Boosting SaaS

AMYBALY /LI BEBSNEBIERAIY /&

steamlevelu.com
6.0 yearsRegistered
2020-09-05

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

eloking.com

12.2 yearsRegistered
2014-07-02

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

boosteria.org

11.9 yearsRegistered
2014-10-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

overgear.com
14.4 yearsRegistered
2012-04-20

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

blazingboost.com
14.2 yearsRegistered
2012-06-23

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

dota2boost.com

2.9 yearsRegistered
2023-10-11

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

buyboost.com

22.4 yearsRegistered
2004-04-30

RDAP ~

Open Steam Link Filter
ZFilter status is a
separate check

ABEOFREESN=8E / DT +

PHISHDESTROY / JA - CCO 1.0

BHAR

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
Login not resolved 2026-
09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

Route not confirmed
Website did not load
2026-09-19 - capture ~

Route not confirmed
No visible Steam sign-in
2026-09-19 - capture ~

AT =)/ BRESNICDE

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://rdap.verisign.com/com/v1/domain/eloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://rdap.verisign.com/com/v1/domain/overgear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json
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To: Valve Privacy Team
Subject: Article 15 GDPR request — account security records

Account / SteamID: [YOUR ACCOUNT IDENTIFIER]
Relevant period (UTC): [START] to [END]
Related support tickets: [TICKET REFERENCES]

I request a copy of the personal data concerning me that you retain for this period, including:

1. API-key registration, confirmation, use and revocation events, with available timestamps, source
IP addresses, registered domains, device or user-agent information and non-secret key identifiers.

2. Recorded account-recovery actions, password/email/phone changes, Steam Guard removals or resets,
confirmation events and the account-related evidence relied on to authorize those actions.

3. Personal data in support-access and administrative-action logs concerning my account, including
available dates, purposes, actions and the support entity involved, subject to applicable rights of
others.

4. Account-related records used to determine any sanction, and available records of my complaints,
reviews and responses.

Please also provide the applicable processing purposes, categories, recipients, retention periods or
criteria, and available information about sources where data were not obtained from me.

Where processing relies on my consent, please provide the retained record of the consent relied upon
and the wording presented at that time.

Please provide an intelligible electronic copy with time zones and field definitions. Please do not
include active credentials or secret tokens. If any requested data are not held, please say so. For
any withheld data, please identify the scope and legal basis of the restriction and provide the
remainder.

Please acknowledge receipt and respond within the applicable Article 12 period, explaining any
necessary extension. I also ask you to preserve relevant existing records while this request is

handled.

Name: [YOUR NAME]
Date: [DATE]
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