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What this means — OpenlID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not receive
the password, Steam confirms the identity to it. openid.realm is the field carrying the address of
the site asking for the sign-in, and openid.return_to the address Steam is to send the user back to.
Steam receives both on every request and prints the realm on its own login page — which is why
this dossier can name the host each platform authenticates through.
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<host> &T Steam a1 Valve & %13 Gaer 781 81").

14 3MToehT aY
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hT SR &, T 741 A1 &7 g § (rbsnin.com) 1 "0 auth hosts blocked" siicg &t frshd & wu & 9 UG | T
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" foles fheet: 7 iU ge foies flheee: auth ST gie usligpa Pldgorardla ey wisa
e

Rollbit BLOCKED rbsnin.com CLEAN 2026-09-18 Steam login- rollbit.com.json
rollbit.com - 2026-09-19, 2026-09-21 - 09:34:52Z, page notice,
reg.2014-11-  2026-09-21 - raw HTML (no  Verisign RDAP  2026-09-20
08 Wayback 2026- Wayback

09-21 snapshot)
Skin.Club BLOCKED sc-auth.net CLEAN 2019-04-02 Steam login- skin.club.json
skin.club-reg. 2026-09-19, 2026-09-21 - RDAP page notice
2017-09-04 2026-09-21 - Wayback 2026-

Wayback 2026- 09-21

09-21
Howl GG BLOCKED howl.uno CLEAN 2026-08-11 Live browser howl.qgg.json
howl.gg-reg.  2026-09-18, 2026-09-21 - RDAP capture +
2017-03-16 09-19, 09-21 - Wayback 2026- supplied

Wayback 2026- 09-21 OpenID URL

09-21
Duelbits BLOCKED switchflips.c CLEAN 2020-04-21 Supplied duelbits.com.js
duelbits.com-  2026-09-21 - om 2026-09-21 - RDAP OpenID URL on
reg.2020-02-  Wayback 2026- Wayback 2026-
03 09-21 09-21
CSGOFast BLOCKED steam- CLEAN 2026-06-30 Live browser csgofast.com.js
csgofast.com- 2026-09-19, login.authtof authtofast.com, authtofast.com, capture + on
reg.2015-03-  2026-09-21 - ast.com 2026-09-21 - RDAP supplied
27 Wayback 2026- Wayback 2026- OpenID URL

09-21 09-21
Farmskins BLOCKED steam.kobal.c CLEAN 2017-01-07 Live browser farmskins.com.
farmskins.com 2026-09-19, c 2026-09-19, kobal.cc, RDAP capture + json
-reg.2016-03- 2026-09-21 - 2026-09-21 - supplied
23 raw HTML raw HTML OpenID URL
CobaltLab BLOCKED cobaltauth.co CLEAN 2025-01-07 Supplied cobaltlab.tech.j
cobaltlab.tech  2026-09-21 - m 2026-09-21 - RDAP OpenID URL son

raw HTML raw HTML
CSGO.NET BLOCKED cn2.easylot.n CLEAN 2016-09-03 Live browser €sgo.net.json
csgo.net-reg. 2026-09-21 - et 2026-09-21 - easylot.net, capture
2012-07-22 raw HTML raw HTML RDAP
GGDrop BLOCKED ggauth.com CLEAN 2023-05-03 Supplied ggdrop.com.jso
ggdrop.com 2026-09-21 - 2026-09-21 - RDAP OpenID URL n

raw HTML raw HTML
RustChance BLOCKED hgfuihd.com CLEAN 2019-01-27 Supplied rustchance.co
rustchance.co  2026-09-21 - 2026-09-21 - RDAP OpenID URL m.json
m raw HTML raw HTML
Skin.Fans BLOCKED auth.skinfans CLEAN 2018-07-16 Supplied skin.fans.json
skin.fans 2026-09-21 - .com 2026-09-21 - skinfans.com,  OpenID URL

raw HTML raw HTML RDAP
Skinport BLOCKED skinport.app  CLEAN 2020-06-20 Live browser skinport.com.js
skinport.com- 2026-09-21 - 2026-09-21 - RDAP capture + on
reg.2018-09- raw HTML raw HTML supplied
05 OpenID URL

PHISHDESTROY / HI - CCO 1.0
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https://web.archive.org/web/20260921022628/https://steamcommunity.com/linkfilter/?url=https:%2F%2Frollbit.com
https://web.archive.org/web/20260921022628/https://steamcommunity.com/linkfilter/?url=https:%2F%2Frollbit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rbsnin.com.20260921T021120Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://web.archive.org/web/20260921022740/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fskin.club
https://web.archive.org/web/20260921022740/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fskin.club
https://web.archive.org/web/20260921022842/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fsc-auth.net
https://web.archive.org/web/20260921022842/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fsc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://web.archive.org/web/20260921022603/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.gg
https://web.archive.org/web/20260921022603/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.gg
https://web.archive.org/web/20260921022636/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.uno
https://web.archive.org/web/20260921022636/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fhowl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://web.archive.org/web/20260921022840/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fduelbits.com
https://web.archive.org/web/20260921022840/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fduelbits.com
https://web.archive.org/web/20260921022901/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fswitchflips.com
https://web.archive.org/web/20260921022901/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fswitchflips.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://web.archive.org/web/20260921022758/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgofast.com
https://web.archive.org/web/20260921022758/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgofast.com
https://web.archive.org/web/20260921022847/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fauthtofast.com
https://web.archive.org/web/20260921022847/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fauthtofast.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/farmskins.com.20260921T025840Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/steam.kobal.cc.20260921T025844Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cobaltlab.tech.20260921T041604Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cobaltauth.com.20260921T041608Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgo.net.20260921T041619Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cn2.easylot.net.20260921T041623Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/ggdrop.com.20260921T041637Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/ggauth.com.20260921T041641Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rustchance.com.20260921T041703Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/hgfuihd.com.20260921T041706Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skin.fans.20260921T041710Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.skinfans.com.20260921T041713Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinport.com.20260921T041724Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinport.app.20260921T041728Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json

Skins.Cash
skins.cash

TF2Hunt
tf2hunt.com -
reg.2018-01-
13

CSGOGem
csgogem.com -
reg.2016-10-
16

Gamdom
gamdom.com -
reg.2016-07-
29

12CS
12cs.fail - reg.
2026-03-24

CSGOEmpire
csgoempire.co
m - reg. 2015-
06-10

CS.MONEY
cs.money

CSFloat
csfloat.com -
reg.2021-07-
11

G4Skins
g4skins.com

Juice GG
juice.gg

Market.CSGO
market.csgo.co
m

feies fheee: g&=a

BLOCKED
2026-09-21 -
raw HTML

BLOCKED
2026-09-21 -
raw HTML

BLOCKED
2026-09-22 -
raw HTML

BLOCKED
2026-09-22 -
raw HTML

BLOCKED
2026-09-22 -
raw HTML

CLEAN
2026-09-19,
2026-09-21 -

Wayback 2026-

09-21

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML
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3ifer gie

skinscash.liv
e

rstspcl.com

api.csgem.com
csgem.com —
separate
registrable
domain

login.gambldo
m.com
gambldom.com
— one letter off
the brand

fail.games

csgoempirelog
in4.com

one of ten
numbered
domains
login1-10

auth.dota.tra
de

csgofloat.com
operator's
former brand
domain;
separate
registrable
domain, not an
evasion
indicator

auth.g4s.to

letmeinjuice.
com

dota2.net

foiep fhee: auth
G

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-21 -
Wayback 2026-
09-21

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

3t give dofiepd

2019-12-05
RDAP

2020-08-08
RDAP

2014-03-08
csgem.com,
RDAP — oldest
in register

2017-09-24
gambldom.com
, RDAP

2021-08-24
fail.games,
RDAP

2020-07-20
05:49:172,
Verisign RDAP

2016-07-15
dota.trade,
RDAP

2015-09-29
RDAP

2021-05-30
g4s.to, RDAP

2024-04-15
RDAP

2011-10-29
RDAP

fAteror @ g

Supplied
OpenID URL

Live browser
capture +
supplied
OpenID URL

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Live browser
capture

Steam login-
page notice

Live browser
capture

Supplied
OpenID URL

Supplied
OpenID URL

Live browser
capture +
supplied
OpenID URL

1&g WHIgel

skins.cash.json

tf2hunt.com.jso
n

linkfilter-2026-
09-22.json

linkfilter-2026-
09-22.json

linkfilter-2026-
09-22.json

csgoempire.co
m.json

€s.money.json

csfloat.com.jso
n

g4skins.com.js
on

juice.qg.json

market.csgo.co
m.json
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https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skins.cash.20260921T041731Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinscash.live.20260921T041735Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/tf2hunt.com.20260921T041739Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rstspcl.com.20260921T041742Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgogem.com.20260922T192355Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/api.csgem.com.20260922T192358Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/gamdom.com.20260922T192326Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/login.gambldom.com.20260922T192330Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/12cs.fail.20260922T192347Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/fail.games.20260922T192351Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://web.archive.org/web/20260921022953/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempire.com
https://web.archive.org/web/20260921022953/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempire.com
https://web.archive.org/web/20260921022947/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempirelogin4.com
https://web.archive.org/web/20260921022947/https://steamcommunity.com/linkfilter/?url=https:%2F%2Fcsgoempirelogin4.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/cs.money.20260921T021131Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.dota.trade.20260921T021134Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csfloat.com.20260921T041612Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgofloat.com.20260921T041615Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/g4skins.com.20260921T041630Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/auth.g4s.to.20260921T041634Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/juice.gg.20260921T041644Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/letmeinjuice.com.20260921T041648Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/market.csgo.com.20260921T041652Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/dota2.net.20260921T041655Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json

Rust.TM
rust.tm

CSGOLounge
csgolounge.co
m - reg. 2013-
08-14

Dota2lounge
dota2lounge.co
m - reg. 2012-
08-10

SkinBaron
skinbaron.de

TF2Royal
tf2royal.com -
reg.2022-08-
17

Tradeit
tradeit.gg

Upgrader
upgrader.pro

feies fheee: g&=a

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

3ifer gie

dota2.net

dota2.net
third front-end
on this auth
host

dota2.net
fourth front-
end on this
auth host

skinbaron.com
same brand,
different TLD

tf2auth.com

connect-
tradeit.com

upgauth.space

foiep fhee: auth
G

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-22 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

CLEAN
2026-09-21 -
raw HTML

ity gRe Ui FAdteror & &

2011-10-29
RDAP

2011-10-29
dota2.net,
RDAP

2011-10-29
dota2.net,
RDAP

2015-12-22
RDAP

2021-07-27
RDAP

2022-02-23
RDAP

2026-08-14
RDAP

Supplied
OpenID URL

Manual
collection +
Link Filter
capture

Manual
collection +
Link Filter
capture

Supplied
OpenID URL

Live browser
capture +
supplied
OpenID URL

Supplied
OpenID URL

Supplied
OpenID URL

1&g WHIgel

rust.tm.json

linkfilter-2026-
09-22.json

linkfilter-2026-
09-22.json

skinbaron.de.js
on

tf2royal.com.js

on

tradeit.gg.json

upgrader.pro.js
on

&d: steamcommunity.com/linkfilter, Mf&ga GET, 2026-09-21, 53 g%, 3 s Rfaq; steam_tos_assets/linkfilter-recheck-2026-09-21.json;
H TedT TIETHTA steam tos_assets/linkfilter-raw/. dsitaor fafdaf: RDAP, steam_tos_assets/domain-registration.json. - ggat
2026-09-19 # i linkfilter-all-results.json - A1 fXlE gsf % auth-route-audit.json - feies ftheer g8l & Wayback Machine, 2026-09-21, &

gdteag wayback-snapshots.json rbsnin.com & faQ &l ¥usife Hi5g Ta8] §; R A B g1 YA RlE 8l

GoiterRor fafoar: RDAP (steam tos_assets/domain-registry/). "Supplied OpenID URL" 3rRte RTeeR @ifud
AT 8, G A g | orgent A fopeht ft wiewid IR g @ffi @31 781 foham| Uk srert SieF 37U 1Y & Selrar &l
UHTOT 751 81 7 & "0 auth hosts blocked" &1 @da fAwhY §: Ueh ohl silch e & I WIchH ol Steam @i ¢
SITQT, SH(eIQ hTH R Ig Al I -1 ARG F hig scifeh [ehdT AT auth B @l gf TohdT| HgaYUl Sdclich Sial
3R gkt rafd § — feier fheek W ek J&=a SIAF, Teph @i S & a7Tel § St 9Nl & ©cT T@T 81 39 difeiehl H 30
UfeRTal g: 27 AT # 9 25, YA AT & folq Teh 9187 HIsdl & 919, 3R 2026-09-22 R gia 3ffdad, ST feicp
foheer faurs & dwr fohar mar 81 linkfilter-2026-09-22.json gTdife ag fearaw @ g1 § wahfad fovar mar o —
I dfaat Gd sied & Uar gard! 81 &t TfASg-wigd A3ey St fewmrg 7€ g €, @ € skinsnipe.com (auth host
pricing.tradeupspy.com, qTrﬁ'EFT 2020-03-11) 3R csgobig.com (GTFQ'ERT BI%) letmeinbig.com, q\_rﬁﬁﬁf 2023-
01-20); a1 a4 2026-09-22, & it & SHA-256 o a1y fkapis fahg ¢ main / CLEAN auth host &t BLOCKED
drerani linkfilter-2026-09-22¢.json, @feh 39 &9 T ear HTML Uertfard de & ¢l &, safeie 3= gl A1fia fhan

T B, SoT 3% ek QN Ukt fAw SR & fOr 39 arfetent i &R gERt Ukt UmTfOId iR TRt B1 IoReR 7 91w 12 gR1
BT Y Th{Ad AT ot 59 UehIR UgaTHT 7T g1 A o). Seganu & 37efiT realm src: user.

rafies srgvasa diifse - ag-avia fafy drmr

ISt AR T S1eT: fofeh fiheeR Srgurer fwamar 3, grem sad 78|

2@helY FIRFTRT TR, IUIIThAl et GRer IJuTd & W& g §: Google Safe Browsing 3R Microsoft
SmartScreen Td {3 i quf-BhiF Tl Idraf~at & @1 Weapd &1 Steam & fant TR #ts, g9-14 siiara
(Shift+Tab) 3R Steam 3% (SteamOS) & 3 Tre&M IUTT HISIG T8l | TS STSoR I TaeLr I T FedT &,
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https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/rust.tm.20260921T041659Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/dota2.net.20260921T041655Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/csgolounge.com.20260922T192333Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/dota2.net.20260922T192340Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/dota2lounge.com.20260922T192337Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/dota2.net.20260922T192340Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinbaron.de.20260921T041717Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/skinbaron.com.20260921T041721Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/tf2royal.com.20260921T041746Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/tf2auth.com.20260921T041750Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/tradeit.gg.20260921T041753Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/connect-tradeit.com.20260921T041757Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/upgrader.pro.20260921T041801Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-raw/upgauth.space.20260921T041804Z.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/wayback-snapshots.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22c.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/master_registry.json

TSt A SIS ST ahl 18T h T &, 3R IUANTTehd! & UTH S=ITdT & Shdel Uch 8T 3raRie: Valve bl
linkfilter 3fdvaniefia

Tuft I afkomst & gorr A & g @I AR -

92.5%

2025-2026 3mgfen Tot fhfRi famr weneq & uiika (37/40)

77.5%

2023-2024 Trga2 g i fsfi famr deies & il (31/40)

70.0%

2021-2022 farraa fosfi famr denes & ufva (28/40)

717

3T GEIURT g (HRRTHS 707

gg-avta defeifaies Siffse: 120 Y Steam i S arga ataror (24, 2026)

g TR1eT0T oA o folg ok R Valve ol fheek AT @Rl oht eNTfAE ohet | chaet offAT § a1 39 R ol ®U 9 3feT §, gaA
3fffse forar 120 Steam-fafare fosfai sifa it Eﬁ' GIERYGRIRED F‘ié} & faog steamcommunity.com/linkfilter:

o HIBIE 1:2021-2022 (Gl -3 3R 3Mged gw) — 70.0% dels Uy (28/40). gt arasiE g
gdtag fhe S & 5 aut &g oft, 4 ¥ dh, 10 i forrad foafei g & & 7 areft oft fomr feredt sdifer & ot 81

o I 2:2023-2024 (CS2 dfter greu ok thes Ui ordiet) — 77.5% il U (31/40). hidex-EIseh 2 hi
ﬁ?'ﬁ?[ BT WY YRUT h3A Tl fRITT 3R Thott FITﬂETf'aEF» et (e.g cs2-steam.com,
appealsteamcommunity.help) Te UR g SSTI

o I 3:2025-2026 (T TSt fBwirast 8k kg aei=a) — 92.5% aefi= urg (37/40). Tiae, add, 3R
Cloudflare TUSisT (e.g) TR dTd 3Meffeh fthfRiT fhad | steamgifter.online, steam-dp4lt5b8fnez.edgeone. dev)
T fomT foRedt ame & oR |

oAt ofiR JraT grem dad, JRem & IS foler fiheex g Steam fhfaiT & g 70% &t 92.5% WR AT & at I8
fofer fiheex SIS AT 82 U8 Ueh HIURCT STl ST 3R Teh STICATSS faereh Settie! TR & ¥ # R &l 8l
U a8 g7 Steam 15 78 811 o foeieh et O & 'UIRiE’ ded & w19 Aifed, Valve @it aiw difsd oR srerdr &

Steam GsgshIgeR QiHE & dad (* "IUdNTehdl 3 WaT & Steam & dTgR Afdite fahar"*). Valve faeies 6 Seiimd
Ueha hRdl &, elfch TIXI &bl Fal Aehdl |

Ffaeni= 821 Yh: g HIgH o1 [T STaLyoT| T ge gefosia wiewiH (urlscan.io, Shodan, Censys) Steam &
3R hfdehl & & fAT Teh TR WIST hT IUANT hich orgad Steam fhfiT fohe it ugam od &
page.favicon.hash:9f890a9debcdfccc339149a7943be9aff9e4c9203c2fa37d5671a5b2c88503ad NOT
domain:*.steampowered.com). uggﬁmé’r wATfeld St DD é’[ Tchs T Ifehy fOh{AT aeieex] &t gdr et %IVaIve
Tt HhIgd & a1 fTep a1 ohdl, 821-MeTRd @R ol fASBR gl dedT, 3R Fad a9 TGl ©Y ¥ &Y hdl §
9 farent gIRT (2016, WSGC SJa 31aen) aredr fopam Sq a1 e7u ¢edTeh fohy 7Tg ShaF figrg &t 2am & fog)

wrafies siifse w18a sergpfaal: drdddrfae 120-8H4 sg-auia fifse: longitudinal-steam-phishing-audit.json -
100 §Hfta Steam fthfRRT F5AT: linkfilter-steam-phishing-100.json - @ %I $ifse (n=250): linkfilter-
coverage-2026-09-22.json.

CSGOEmpire — &% chHifchd WHTUfRRUT SHAAT T T GOl

TR 2020-07-20 39 shHifehd SAH, csgoempireloginl.com & HISIH ¥ csgoempireloginlo.com, Gsitghd &1 Verisign
RDAP crgaerd o+t g8 & folg %1sd # §: login1 05:49:06Z, login5 05:49:08Z, login2 05:49:11Z, login3
05:49:14Z, login4 05:49:17Z, login6 05:49:20Z, login7 05:49:23Z, login8 05:49:26Z, login9 05:49:28Z —
22 Qe F 7 3T — 3R login10 at 05:56:03Z, T1d fAFe 9151 I8 3idR Tah &t ARG & ek TdTeH o 37T gl
g Yo gd-udfdd hidia gIed & 3% §; hdd logina T allsd OpenlD Re § g 3T TR
csgoempire.com 3R csgoempirelogin4.com @t = 2026-09-21 W feics fihees & CLEAN terT;
CSGOEmpire Seig & 2016 =ifedt &t 09 fratel # rfag argel & srfaer @1 ol

# DNS — @} 10 @feha (RdsR 2026)
3teh & csgoempirelogin1.com 172.67.129.43
&k § csgoempirelogin2.com 172.67.175.168
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https://phishdestroy.io/steam_dossier/steam_tos_assets/longitudinal-steam-phishing-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-steam-phishing-100.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-coverage-2026-09-22.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-coverage-2026-09-22.json

&d & csgoempirelogin3.com 188.114.96.3

3 § csgoempirelogind.com 188.114.96.11 « OpenID ¢fthep &

& § csgoempirelogin5.com 172.67.160.194

3rep § drgammerarRe-6-10.com Cloudflare smgdiva

TAUFIEIAGEA: csgoempirelogin1.com

gt 10 9 2020-07-20 dsiiepd fohy; @+t 10 & RDAPhT ergmRes fhar (steam_tos_assets/domain-

registry/csgoempireloginN.com.rdap.json)

et & fog sy
H&A S HI sdlich et 3R auth GRS Y SFTsalich et G AN AR Gl Ygdl g — 3R Ig qul ach Gl &l 8l

& S W foieh fheer seifeh Teh TATUHTY Adsifaes ReplE g1 auth B¢ "Steam & ATY 13 3 1" ¢ftheh ol
GITeraT g 3R Valve & 319+ OpenlID 3Rty tRifiex # fd@rs a1 g1 26 fheex-fere gl # 2026-09-21 3R 2026-
09-22, W fhY 7T STiEt F g7 S8 3 Uk feich (thoe sdfes citeran, STafcs @tfie of S ater Uierdt 3 g A8l eteran|
SR foar M SRR 39 IR 3T ol A1UCT §: A BIC 3TcUchlicich a1 S Tgl 81 Sird hl ARG dh s SIAH Teh
3k & 3fh THy 9 UShipd 9, 3R 37 et & &y fam 3w o o 919 Valve 3 o1+ SRy RTHIeR & gl
ure foRar 41 Valve 3 forelt off SifaRe-aR uad RenlE &1 uerir 8l fhar &, safeiu ardsiies 21 & g @amiia =8
fohaT ST FehdT foh &1 BIkel IR g 317 IUTT @] fohdm T o1 a1 8 |

12 9468

csgogem.com foies ftheex & sravsgg 81
SYchl A= E)RE api.csgem.com 'sﬂTIT %
2014-03-08 & titepa & 3R 7 2

T YT AR — fAaTHen! 3R =marerl & fow (frearfya &9)
TR AT RIA — faraent & fag

Steam YBfA: $TTHEIT T 3 SR T5 T8 T AEayef 3

Steam g Teh ATUCRR @i g S Valve 1aRA (serey, arfeied, guag) gRT darfeld foham Sirdar g1 Steam
U FefSiedt ugar UardT o ¥4 H i hidl & §e3-c UR 931 3R AfFT da@rse "Sign in with Steam" ATHS® Teh
e &1 IuANT ARl § — T U Fe & S Uk Aense Y I8 T et Y At a1 & fop fonedt smiges & Ut
Qe aredfdes Steam @raT g1 38 "Sign in with Google" a1 fhelt TepRT UgaT U=l i Siid & T &: de¥ise
SYANTehd! &t Steam & TR R WS §, Steam Y FRaT & foh & B §, 3R Steam 3= ATUT JgATEE W A &dT
21 Valve urHTOIehor yutrelt TaTfaid &hedr g1 "Steam o T1 T3 39 " & AW T Ul @l Valve & g
G & gras ToRaT gl

Valve 3 &1 foar: 219 =dter

Jels 2016, H, T 31T et efere HifSaT 3fR I S&1d o a18, Valve & dehlel & eTHT 23 ATHeh 3T AIscl el
e A (21 Serg 2016 <kt U9 Ratel & gER); 3rergsR # 2016 Valve 7 arfeived ¥e fAafehT sheterd ot adra
fop ST TTelta & aifde Trsel @ Yud forar uTl & e SaF fowrg 33 § Steam foie fheer — v Tt St Steam
& 3R (e #, MHTsd O R, R #) Ul fohy 7y 399 2 fohelt off fofer o Saraht o1 fawareht &: foier graeg! i
ftheex TopHTH Uad- IUTH & fSrehT UTa Valve & STeR & a@T ST Tehdl 8l

STEROT: & folg Tk feih rollbit. com Steam & 3R foier fheex ddrat g8 3= ghar & (2026-09-19 3R 2026-09-
211 &Y ST Y 7T5) | BT WR, 37T A1SC 3Td5 6l

vt ST T 8

A S-SR THTONERRUT give ek FATOfteneor Uit §1Teh GERT dedTse UdT, Ueh 37T Usiiehiol I sHid WR, ford agt
STIReR 37U IUANTeRal sl 3R Steam & &9 I@dT &, hddl "Steam & ATY TIZH g9 " TRUT i TRT A & 38T
Y| g I T YTerdl el g1 STUGTehd! ehl l7Tdl & foh & wiehiH H A1g 7 &R g &; Valve deh Uga- aTell SrgRiY
Uit & gIReH i of SITdT &, 7 foh @iethid & | SR TR ST ST TISC & Bhis Trdui-ich w0 & g & qrem dae
T8I gidT 8, 3R Ig I8! udl g Sil Steam Ich! UgaTH <hl Gf® e & TG SUINThd S hl aTud UTd T gl

JET80T: Rollbit & dgd TaTfeld 8IdT & rollbit.com, S foieh fiheer saifeh &hedl &1 Steam YHTONRRUT & faig, 2026-
09-20 R 3T 7T Ul Ueh 3Tl UdT SUANT ST T: rbsnin. com , Gofigpd 2026-09-18. T UdT el @hig feich fiheex
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e @l 2026-09-21. TR 31T TTSE T &, 3R SHHI Steam A Telt TsciTeh foh 7T BIRE & A1 & Tl |

Agayuf fog: Ude oIy # Sy ge &t Steam TR AT STl B

Valve 38 Ig ST & folT TheT A7 ohict oheet hl STALThdT -Tel & 1oh hi- & auth gIed IUANT H §1 Steam g1
SUTINSS UgaT UaIar 39 Tigel & oIy, 3R & "Steam & A1 T1g g4 " faeiah Valve & 379+ Tavi &t U GET
PRI ASTAT g FOrFH auth IReAH @ideRe # gidT 1 3Mu=3mgst 2.0 §9.1 & d&d return_to I8 Hhies Su=mies w4
T depfich g, cifch= 39k faAT Steam A Tfkomd U T8l &R TehdT, ST Tdh shTHhTSH Steam dAfA & fag
g YT ®Y F 39T gl Steam W A UsT R giead vefefa ohear & ("<host> &7 Steam a1 Valve @& &5
gaer 781 81").

— Steam @t UTW 811 dTel 3R1Y T W&y (2026-09-20 TR Rollbit & fag sraaiferd gike & &9 ). —

T e steamcommunity.com/openid/login

&openid.mode=ah3Tgel_de3d

3R afgamsel.Rest_g= https://rbsnin.com/... « THTd &Y ¥ 3Maedes; Valve & T & 377dT §
&openid.realm= https://rbsnin.com « &3¢ gRT W-8f¥d; Steam o AR UST WX UGieid

i ATge GR-g-Fak 194 (check_authentication) &1 SUIRT &t &, df Valve T @ @icthiH & FaX Mgl
3R gifEeT Aeadh ol ot fRapis et Bl

39 Y Y gReAH HehTaT T AT-eh Ufehat g1 Udd Repis — fohT 8Ivcd IR pRaTs o 71g, foh iR 8, ofiR fope
AMGEl & d8d — had Valve T 3a¥ReHT # HIS[g § 3R UhIfAd gl T i gl

g T Gifed =T &

1. fois fiheeR st foidh TR T/ ohvar 8, @I UR T8l | I 1A i salfeh el (STERUT & felg) rolibit. com) 37
SUANTehdlaT et Teh ddTa- feardr § it Steam & 3ieR foich WR faeieh TRd &1 I8 1S it h1H & I, T fehdl 3remT
Ua & A1eH T Valve & 319+t OpenlID J4T ST SUANT it T gl AdhdT gl

2. gteror fohg 1T gTIfoies BiRe saife A8t & SR &t 7S drfoier # 2011 ok fAder 2026, & ot Usiipa sreT-ierT-
S gATOERRT Bk faw@rg 1T &, o & &g Jerrs 2016 1fed & &g a1eT a1 Usiipd gQ &1 26 Sitgl #, J&g Sa =
U foien fheey ik dlera 3R 3Tch @Il of ST aTel UieRdt = T8 areran (rvmrofieed Sird, 2026-09-21 3R
2026-09-22; e IR 3R SHA-256 T&st Q) | a8 Wil 39 o &1H et §¢ o &t foig faT Valve 3@ st
R M, 3R Tg! HRUI ¢ [k TgT A1y Ig ¢ [k Ig foha= 99 des Tell g, 9 foh I8 foh R 38 Yetarg fokar mam g1 Valve
Sl &1 BIRSATHI hl SFhRT 3Tq= OpenlID iyt # fAerdt g1 drdsie sa1 & gg ufRa &l fhar S gerar b fele
fiheer & STeTTaT s 3= IUT &) fowarm T o a1 98, Raifh Valve 3 ufd-3ifaRer Uad= o1 ohig Repfs uehtfrd =gl
R g1

3. 91gel 7 Valve & gfAarct gid & Aread & yarofteor SRY I@M "Steam & 19 @184 34 " Valve &6l a1 §;
34 HIeAH § g UHTUNGRRUT Goh SR & fOrd Valve UTHd ol g 3R TTfed ohiar g1 Valve & st & ot Tora
HfSfd T &, 3R Steam SRS ATche HTehe e e GRT fehT 7T -3 UR (STl ¢8 WR El) T 15% hl Terd
gIeeh oidT g1 fofep fiheer Tarer= A Gek Ardsifies Repls aHman; g9 UATUfeRRor e # arer =g Sielt |

T sTch AT T hedl?
g1 O 519 g[S SRER Freenom & 2023, # 319+ HaTeH siG o foar, df 39k SaF R sk fiafeim
Srf Tt & sgem= o M| gfvarea fARaRdT sraaRaT Y fRRar R Ak el 81

ggl off a8t 9k @r 81 §1 3fe Steam & OpenlD Ufthar # auth ke &t SR & fam ST 8, af @icthiH a1
"Sign in with Steam" HhereT=T T« deh ¢ ST ST ek Teh 74T BIC Usitehd gl &l Siidl, THIGS SR 8 8l S
3R DNS @ik &1 g S| 39 S7afd & GR: Sr3-ersH|

YHIG STaR1e St T AE S1aT| I8 Sl bl Yeh Ufkared alTd 941 &dT 81 dfh T gk Ugel IR 3UFhT W Valve
& o7 SRy | H fawars 3 €, safaw ufafthar 39 ugeht ar IuahT Y fd W I Fahdt &1

9 dSiteeoT W U Hahd &: CSGOEmpire & login1-login10 &t 2020-07-20, R Ysitepd fopar o, S8 9
22 Yehg & iR USiicpa gT (Verisign RDAP)| Ufafthar st SiA-aR-219H 811t &l STasgehdl T8l §; Teh IogR
Y UT chiHeh Y@eT Pl Ueh Y@l & T H Ugar-1 S Tehdl gl

rasif-ieh RIS & auth BIRCH ol scllh B T i TATH gl fo@dl o A gIRT fathat fehar mam &t

g fazardn & foh g S18F <difeh &, Stafch U @il ohl ag UTaRdT of ST <@ o1 St 37eft oft It <&t & — 26 Sits 2026-
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09-22, & 3ER, ¥& QT auth gike Usiipd 12 a9 6 #Ag — iR fohelt oft sifRer & forg g uahifra gad=
Rt 78l 81

e & foig usr gafa I8 &: T Valve 7 319t OpenID SrRigf & U auth giRed IR hig Uad- o fohar &,
g fomar & ot rm?

Valve 7 &1 forar — SR I8+ sify uy ot ot «rfed =gl fohan

42 & 73 qrfereeT U ArdSiie U & Ueifdd Valve HRaTs &t I8 &eutdl g foh &m 393 OpenID wHToftentor uder
foig @l weifara fomar| fasese g 78 & i "Valve 3 g =18l fhar" — afes g & fh ardoiies &9 § eifEd fonedt oft
HRATS = 39 foig ol A8l P STal JM-wichid @ifi Valve & HeRT & g TToRd &l

i Valve &Ra1g uIfdd openid. return_to ART?

July 2016 Public statement of 13 July 2016; No. Notices and the Link Filter act on
counsel's notices to ~23 named sites  operators and links; the OpenID
(press, 21 July 2016); >40 sites request path was not changed.
contacted per Valve's October 2016
letter to WSGC

2017 Closure of No. Affected public item-history
IEconItems_730/GetPlayerItems visibility. OpenID authentication was

(according to CSFloat's engineering not modified.
account; no Valve changelog located)

2018-03-29 CS:GO 7-day trade lock announced No. Slowed item movement; the
(blog.counter-strike.net) OpenlD request path was not
changed.
2022-05-10 Trade-cancellation endpoints removed No. Closed the offer-swap tooling;
from the public Web API (user- OpenID authentication was not

detected; no Valve changelog — node- modified.
steam-tradeoffer-manager #325)

2023-12-04 API-key creation now requires mobile  No. Protected the key endpoint; the
confirmation auth hosts documented here were not
(steamcommunity.com/dev/apikey; no affected.
changelog)

2026-09-19 / 09-21 Steam Link Filter state as observed by No. 14 main domains returned a block
the authors in the saved 2026-09-21 recheck — 26

split pairs in the register by 2026-09-
22 — while the proxy carrying each
login kept running.

&id: Valve, 13 &I 7 Jaig i 09 a7, 2016store.steampowered.com/oldnews/22883, @Ugld 2026-09-21) - CSFloat: 2017 &g g4 @l
Sofifafar @rar (blog.csfloat.com, Tugld 2026-09-21) - foies ftheer f@fa: linkfilter-recheck-2026-09-21.json.

59 fehy ol gopdTa UahIfId IaTevur & Wiisd fordm ST TehdT &, fSd Valve 3 OpenlD SR ol gafeiy STtk
& foar wifeh openid.return_to Uch q&nmfe\ra?msheaﬁ 3R SART forar | ard<ifAes sifdere & dar Ehjf'sc
JCTERUT gl Al g

3l g gIferr auth-host doiievor

howl.uno 2026-08-11 (RDAP) &t 2026-09-21 & 41 f&=7 ugel Usitepd fohar mam &m; howl.gg & 2026-09-18,,
2026-09-19 3R 2026-09-21. W feich ftheer sifeh dleraT| &l bl USehRUT § Ugel 11T RITfUd -Tg) gl
rbsnin.com 2026-09-18T09:34:52Z (Verisign RDAP) Gsiiehd T 3R 38 Steam o 3719+ @iifi=-0 Aifed &
aread ¥ 2026-09-20 WR Rollbit & Steam @ o=t & g1 m; rollbit.com 3 2026-09-19 3R 2026-09-21, W
fofer foheeRr sdfep dteran, Stafeh rbsnin.com 3 Fg1 ateran|

W & TS drfelerT § U gie & Valve & THTofienvor 9kl R as & w9 & UST SITaT g1 openid. realm & Al
UITH UR |

qui AFT-aR SeT 3R foich fheex fAofa: IWied ST 3 # arfeier; wed gRomH linkfilter-recheck-2026-09-

21.json 3R linkfilter-all-results.json.

gl — ANt 3R feleh fTheez &Y [t &a warfud &6t 8
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https://store.steampowered.com/oldnews/22883
https://web.archive.org/web/20260921021947/https://store.steampowered.com/oldnews/22883
https://blog.csfloat.com/how-floatdb-tracks-items/
https://web.archive.org/web/20260921022415/https://blog.csfloat.com/how-floatdb-tracks-items/
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json

1. S8 T

2026-09-21 3iffee 3 189 gRT SRITAT wichiH! & ¥ 78 ! gt foha: 33 20 397 WA & ged TR YATUfiaRvor &%
3R 31U+ WY & JISIAT UR $HA — Ucdel YHTfievor, 3R 38 9 &ig ot srav-318= arf & wu & 781 f=r Ssiran 9w
25 Teh 3eHT TSIl a1 S & ATead § yHmofieor #3224 fafre geamdi wR (dota2.net A1sT §
market.csgo.com 3fR rust.tm): 10 dI3d SR h&R gRT WU, 3 Steam & U= AMH-UST AIfed gRT, 12 TH
Ua fhg Tg OpenID URL gRTI @3 YSRex (Arex_ ISR, SIggsied, 2026-09-22) 59 ddh fawd1ivd oedT & 44
STeT-31A W26 Rbeer-fe S (3= 89 BLOCKED, TIoM gke CLEAN) 3R 18 siffvem anf R qre-3im
farrom & fmT TreTran SiraT §1 44, 27 ufa anf 918y wise 91y 3&; 317 17 819 ¥ U fohy g & ofik Rifga &

realm src: user YoRex H| 39 T8 & ¥ Uig — csgogem.com, gamdom.com, 12cs.fail, csgolounge.com
3R dota2lounge.com — &t 2026-09-22 TR feich fheey hear & T Qi1 8Iked (hear HTML + SHA-256 H) S8
f&am a1 linkfilter-2026-09-22.json), 39fcig AT @Y WE §, 9ol of SIA- 81U ¥ Tehfad [hdl T 81; & IuRIad
arfeiesT & T1eT-WwIsd AT & A1y fow@rs ad &1 tfauth. com (tf2easy.com) @Y 2026-09-22: & geT feam mar o1, S
arena.fragnet.net; &g +ft AT feich 39 T Ha wige A g Sitgdl | A=dt gehIfra § g ured Y S Fehelt
&l auth-route-audit.json (2026-09-21 &l T $@cl) Teh W & FJOR: Toh wichid aHft AT Sirar § sia g9k
3raeiifehd Steam OpenID BRE T S8 W wieWhIH & S8 § 3Tl gl

2. Steam foiep fheer fRAfA

& g1y g URI&T0T fohaT T steamcommunity . com/linkfilter/?url=https://[domain], GFITf?}I%, 2026-09-19 3R
2026-09-21 WR; SHA-256. & A1 shedl HTML HgeT 17| &4 314 3R auth gike & forg fRIfa srem-arert gt i
T | Ueh GifiehRUTehd! WTHI-T "3MTT Steam BIE 3@ 8" a1 (A1) i "fofer sraweg! ... d9Tfad wu § gufaargul & &g
# fafga" g8 (BLOCKED); & google.com =01 gft &hxar & foh 1 ot gop ar =gl fAeran am 81 39 u<teror &t
T gd gATTOId Teeheor, fores 39 =0 afgd &R 31i4 & o "blocked " dieran o1, @iivst e foam mam o1 — a8
S fEhte  Teh STHT H bl oh hIRUT GIT AT, dTdfdeh TRUTH T8 |

3. 3ify g &1 Sraciieh

A8d R Teh Playwright STSR 7 U WieWhIH & @i Tl 37R openid. return_to hostname @t gexaw@ &t
T Rerde @ g1 M1 o7| -0 a1 hostname &I Steam & 3799 " & UgT 7T ATI<host> & Steam a7
Valve @ &1s Gaer 7at 81" dae, fo& Steam s ST § openid. realm (rbsnin.com, sc-auth.net,
auth.dota.trade). War= foRaT AT URL: oi@eh! opt f&dT T Tah Steam @i ®iH URL; I8 SRty tRTfter @fud
AT &, T @it g | fopeht off wiehid R g Atfi o1 =81 fohar mam

4. padst — St fAgerar 98t ma, 3R I8 i A Gdr §

189 Wik # &, 110 i3 Wi ARf 75} goim 3R Ueh a8l 41 (189 - 78 - 1). 39 STl H 41 & i oft
A T8 8. 3iifse wrga & 110, 1 shsrs: 22 dic gAifaal, 14 argHsnde, 12 HTTP Jfear ok 10 Afanter Ffeat
— qdlare S Well deh g1 Ugd Hepl, glefiich 310 & Srfdrenier Arsd AT SI9R A Sieh & Geld! §; 20 7 «ifs$m o
TR HIg Steam @A =07 T8 faw@mar; 16 Tes A well deh dgdt Sit fodt gie R Rifed 18! g Feht; 11 3
DNS # fRsifear 781 §T; 5 Ueh TgAld SR TR Feh | it o mam S I& 110 ot 3relt g & 91ford s &
DNS # Rsifed = 819 aret 11 ot 31elT § Gellag fowam man g, S gerar 77 - NXDOMAIN, 3R Tes 3rumdfies ufafe
T & AT Jg ST 81 189 wWiewrH Sifee fhg My, 11 @t T fesifead @ gap fAf&d NXDOMAIN R ger f&ar i,
178 I@ 7Y (platform-audit.json, platforms-removed.json). 137 AMH&R0T e & SaTa fohg 1T auth 4,
2026-09-19 & a1 & ger fay Mg — o+t <& 781 1Y, afeIY IS qgd 81| i ATl &1 OpenID URL gRT @s
fopam mam: buff.163.com, gamerpay.gg 3R csgoluck.com dig yaTufieRror ed &, STafdh A=
buffauthproxy.163.com, gamerpayredirect.io 3R lucklogin.app &1 ge13 s Ufaear yahrird siifse wrea &
GEiEr-ad

25 Ueh HiSIeT &, ©d Tgi | 78 TichH! # fSiFehT FHTET g3, 25 = Teb 3ol SHH bt IUANT fohar 3R 53 = Tl fehar|
39 U T 3gerst 110 & IR 7 o ft 717 a1 b M7 8, 3R 59 xdTaSt # Pal ol 3T PIg A a1 el
T §1 Ak oh! his AT HIse @i "Sign in with Steam" TR faidh hich 8 X FehdT &: auth gRe—H 39
Steam O & URL # 84T & STt S giar &

39 ST I IeT: Ueh Wi~ GAA&Teh i 189 WICHIH i &l i o felY Teb STSR 3R agd 9 &l Smasderdr giat
&, 3R I¥ 78. Valve & 1T Tep SeTad it bl STaTehdT gl 81 8 wieWhiH S "Sign in with Steam" T U
W%—WWWWWM—ﬁﬁﬁT%openid.realmW?ﬁﬁHWValvea?EI'HTUﬁER'UTQECI"IJE'E‘ZRI3?[
drfeieT # I8 SR iy & Hiifch o@es fUReA & TR &1 I8 Valve & fog Hisg 7@ 8l

fifera uferdt gike@ € auth-route-audit.json. SIHF Usiiaror &t dRI@ RDAP (Verisign) / IP2WHOIS ¥1 feies
foheex & ufvumaees=y linkfilter-all-results.json.
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https://phishdestroy.io/steam_dossier/steam_tos_assets/master_registry.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-2026-09-22.json
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https://phishdestroy.io/steam_dossier/steam_tos_assets/platform-audit.json
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WEdT & foig 3ua

g1 ST foh Teh TSad UTtd ¢t ShuiT ol faTHehl gIRT IdTT SITdT & foh a8 31 37U Usiipd A4 e Id ¥
AT ATg] X Gabdll g1 U1 B Tie T 13 8T <ol g1 3T T3 i gel= BT SEATASNRRUT fehaT ST g1 gTeifeh, aal
U} T T13E e Ud st Wieldl § — Teh 37elT ATH & dad Usitgpd — 3R agi I (AT TaTed Skt 3@t g1 faraes
39 el UNUT YUTTel! ht HeTfeld ohid & oraehl SUINT QA1 Udl 9 8 ¢oRdl shxdt g1 8% Fame) Sy # "aigs e ¥
fep-ara 1" fearar 81 famaes a1ss Wie o1 sy deft 3g 781 aed | A9 e & IS &l g ot UHhHA Uad+ oT|
¢t Sut 7 St Tared s T8 fRa

T A — dhTch! e - ST 3.1

Steam & 3icR, Valve &t gt gt THAT AT 3

Steam aemge # fopelt fofep TR fereteh aet IR, E1-719 Sitarel a1 faT fUarer Ats SuahTendl & STSSR & A5l GadT | I8
Steam & 3707 THISS STSWR & HIdR 3% BT § — S8l S8R GIRT A1 &l S aTell IdTa-t URd HiSIG el i | feid
fiheer g grem SUR A @ e &l §1 I8 Ul JRaw gl

TS AT SS9R A4 @ 0Ra

1. Google Safe BrowsingTTel & fihf2iT iR Acraer R & efAd ged & foi v quf-us gexedifeiae, sit
TTAR 37U giaT TEdT & 3R fST Trse IR ST ST 36T 8, S99 Wd gl

2. CAaRRY ST99R UGHeST3i &Iehier IUHMT UsUise 3T Udh SITSuR US-3iF & T1er 311 & SNt e &bl Sird
fachar bt argt ufarsr Gt & fawg @var 8l

3. Geuige HTTPS ftervrsel Iare TLS-fAfteror ehear &, gs &t armft Iuzhrerdf de ugas & ugel @he i STt
gl

Steam gerge, Sifarer 3R foT fg=RYs wrd

1. Google Safe Browsing3uf®Id 7&l | 9 Sifd & foly Google API SHfSrdt &t SMasdehdT gidt & St griss
Chromium fdegd # ugr =8l &l 715 &; STgl & gufEd gt 8, Chromium Y 37+t feareg geardsiienor &
Ig 3 & foh Safe Browsing &8eR TRy gf@e # seft off 781 Siter s
2. UHaRRY F199R TGRS URId gl Steam T 38R IUFNThdT ol STISR T8l & 1R g SUANThd! chl
TSR TS T his Yo @i gl ohedl, STfeY UST TR hig Qs-3i Tg! deidTl
3. edide HTTPS Mitemeare-afik| ¢fther T sis-a18-8 Valve Ufehar & ffar ¥H1IW gidT §, Ar=aar e
SITSSR & TSI, 37X hg UsUISe ITG G&IT&TRd Srgualti i TLS e & ge ad &l
4. Steam feier fheezValve &Y 319t scifenfoiee, O da TRET STTAT & ST ohis foich Steam SehifaRed & aTg
STTAT 1 UE THHTH Sitd & STt gefet & — 3R HUR & TS ATforhT 39 a1 &l Rep(s 3@t § 6 78 39 argwmT &
SETdSitehd auth BIEH & folT R eterdt gl
Tep U1 Uterur S i off utses @ Gepar g, 3R afe ag fawet gt STrar g af fasr srar=y gt Sirar g1
Google gRT UeTfAd Safe Browsing T<ieror URL & & Geh @it (testsafebrowsing.appspot.comChrome #: Ta ¥
U T Tl SexfeefAae fawars 2ar 81 34 URL oht Steam 3¢ 2T & @ied, dTfeh I8 Steam dellee AT 3fiaRal H I &l
PIS SerfRIATA 8! fe@ar| Steam gRT ITA T ST Teh+ dTelt TRHATH AdTa-T ST 3TUAT feidh ftheer O §, 8TR a8
off dhaet Valve Fi Tt & anfie gied & fog)
Valve T 30T S1-a13¢) RepTs ek URd Ugel &t o1 geht & — Valve & o1uwt Repid =
afg foier fiheer & TaHTs Sifa & ST aeirge & ofiar Tardt 8, at s9h fawadr & d<tch s mMior 99w T8 &1 Valve &
HackerOne &Righd WR & OIS, Q1 WR &t 78, Q1 ol THTT 8t ol &, 3R Q1 I T g 9 Wehe fohar ST
T &
1. #291750 TUgd 2025-11-16 2 37U dsrRee - difsaq

feien fiheee gRam aurs

19 9deR 2017, # Rutd forar ma, ge1 foha i, Uehe fopam mar 9 /g 2018. 1 RUIE 1 S7U-T goh-SHith-hi-ie:
Ssfeatither qut farTH 1 ufama= 1, (%E3%80%82) Be~H # foig & falw — “it is possible to bypass
the blocking.” 3idhIfehT Tg UM S aR H §, T8 Tehe gl gaTll
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https://hackerone.com/reports/291750
https://hackerone.com/reports/291750
https://web.archive.org/web/20251116185046/https://hackerone.com/reports/291750
https://web.archive.org/web/20251116185046/https://hackerone.com/reports/291750

2. #1079561 Efed 2026-09-24 » T YehdIehol - I

fanT fUerR A9 STISTR @M= GehleT ofieh T & SR Hagrefier SRt & GerrdT &l & (e @rd w®
hesll §1 Fehell §)
15 SHaRt 2021, # Raté foran man, gaerfad sik gehdiepd 21 f&dsr 2021. Valve & 3ot wifiRar T 3=a
&, 3R 2fffes ufkoms adTar 81 Uerdlipd Rente # 2fivep, A ik fafdar enfae g st faeror yemifara dets
# 78 8, sufon gt I ofk o Sgd el fapar ma B
AIgehl a1 uaH, 7 & faelt oft Ruté 1 fend: Q1 oo & g & a1 ok 943 &1 Uep ddrart § Sil fided Qo & uget
Uohe g 814 UR &f ST &; GERT 98 T & St Fellec hl a9 BIS odl § o1d 3UH ohlg Y8 Gl SIdT gl Ueh IRIY TQ T &
1S ST ohH 31T § — fa-T fohelt Hehd & il Usitepd gt STTHT, aTdfdes &TUR I8 8t ST, Teh Ufafafd sl at st &
ST — g8 Ge g St # g fhar mar 81 91 5 & fow g1 83T Ruld & §; foreht it oft airga Herar & = # gar
T8 foran mar g1 & St RO ohd § ag Hehiof § elfch uaftd: Tepars W tRd et Valve & 31+ Repls & AgaR uga
off RfRAR v 1 gt &1
Ird: U Ui & faw HackerOne Uehdtanrur Repts, 2026-09-22 T urd — e, fides, &, swasiey, feftwar,
ROt 3k uerdianvor &t fafdar qur fRfa Sier fh HackerOne gRT gehifra fopam mam 81 gAuffa Repfs: hackerone-
reports.json. Jgl g SATH A A8l IdTS T3 &; UTe fohT MY Uehdlepd Repls 7 ot 1 afey 7&f et

ATt sraciter - PhishDestroy Ugam i & Sit 3 dR W U NI T & ST §, @ 371 SifHar=i ot wore &l
™ US|

& 3 fop fhfRi gieca 2fther Wiaa w3, Siafes & &t av <8 21 20 a1 ifdes faghar uga<de a1 $9a & mregw @
TS T Ueh AN 39 75 B g & 2§ GETe 8 e @ — sT9oR 3Rk GdaraRy a3 okt w s
d 1 Steam & 3ieR 4T & grar| ol R wwa Aisg 91 Fenge # wft o off 78 ger

GéaraRy $%i 6T 1Y A1eR & fAT sueT a1 Aaee 3

gg ot oft Aara-it ol srTaar g8l T 3R H© Y 318 gl HRATI Ueh Tq2l 'Steam' H 3M1dT § — Teh JUd T1,
T aId ! A9 & AT gle — ok o1 'Steam' # GeraT &1 98 Y STSTR & Wherd, safaT STSwR FHoft IThT e
Tl HdT| IThT GIaTIRT T Y81 & SR LTS Ugel ¥ & I SIA hl WaR-Teh AT Jehl &, 399 bl gaT &l =Tg! S|
T 9% Jara- St 39 Ugd &t Aeh Fahdl! off, U5 & HiSlg 81 576 & FI +ff 39 aa 7l ugadt| g Arar § o ag ot
Steam 8! B3I, 3R 3T 78! BN

Ig faerd fheR &1 SNfashR 81 & — T Valve 3ged & & ofR Sa1 arsel o1 A et a1 aiant §, iR agt
goig & foh Ig Taer I & g1 fAreprad: gade sifHelarTR. 3y $iR <l &l Sel: 9RT 17.

Fld: Steam hIfEIT TS hHas & Areny 9 d9 arft U hcT 81 steamwebhelper Ufehdl — & DARKNAVY @1
27 ST deheTch! fasAwuT, 6 S 2024 ~# 3R Valve @7 31U4T Steam TelTEe &iel BiRT 2 AUsid 2025-08-04 ~fhdt
off CEF T¥enyur R AR 781 fohar ST wraiss shifiaw ohl\ 181 8 3R g9H shiH <hl ohlg oY 10Tet Jamy enfieT 78 81
API gforat e fomT Griard sTafoiT: sl fSwre awdardsl » Sugid 2026-08-21 2, hifs API git ~ died
2026-08-30 ~ ("Chrome gRT IudlT fhy S1H aTel @8 Google APIs Google & foig fafere § ofk gaa Iamat &
YA & foig Srfodd =gt "), 3R 3= 31chie foegd # +ft agl yvTa — BHg ek #193814 . URI&TUT GITRYCT:

testsafebrowsing.appspot.com 2.
3 37elT-3renT Tfsat

A & sy IfAderor F fafe

uas gt fAmfor fafer ag wnfid &=t & f gop St o Usitepa fohar mam 11 Uas feHifehd OpenID Repfé 39 Rents
# e gie ot =nifid sxar g1 gd arenn Repls 3R arel Repls & Ugal & g pl ¥R T8l Tehdl |

qui SRR Qeh ST USIehyUT A1 I8, TTSC ST ST FESIAH 3R Yeh T AR el Shdl 8l Ui Uferd 310+ Hid
3R DNSufvons & St g 8l

B IfoRer o1 fAiermr & - - Ao fafdat ss9eis &R 2 - Download observation data 2
T A — dhTch! T HeRd - ST 4
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https://hackerone.com/reports/1079561
https://hackerone.com/reports/1079561
https://web.archive.org/web/20260924181830/https://hackerone.com/reports/1079561
https://web.archive.org/web/20260924181830/https://hackerone.com/reports/1079561
https://phishdestroy.io/steam_dossier/steam_tos_assets/hackerone-reports.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/hackerone-reports.json
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://www.darknavy.org/blog/exploiting_steam_usual_and_unusual_ways_in_the_cef_framework/
https://www.darknavy.org/blog/exploiting_steam_usual_and_unusual_ways_in_the_cef_framework/
https://steamcommunity.com/groups/SteamClientBeta/discussions/0/3365901765276206401/
https://web.archive.org/web/20250804051514/https://steamcommunity.com/groups/SteamClientBeta/discussions/0/3365901765276206401/
https://www.chromium.org/developers/design-documents/safebrowsing/
https://web.archive.org/web/20260821101616/https://www.chromium.org/developers/design-documents/safebrowsing/
https://www.chromium.org/developers/how-tos/api-keys/
https://web.archive.org/web/20260830122831/https://www.chromium.org/developers/how-tos/api-keys/
https://web.archive.org/web/20260830122831/https://www.chromium.org/developers/how-tos/api-keys/
https://github.com/Homebrew/homebrew-cask/issues/193814
https://testsafebrowsing.appspot.com/
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json

U YSUlse &g 8 TT rduiie T = g ol @t il

T 3R G e

Steam FcTd Wot MY fSElT 3MSeH Tic SMEEl T ATefeh g3adT o el faar 8k API st aeh ugd ot ufasifda
R fear| gora: Frdsie sa1 9 fonddt fAfAe srgen ol ITh! gt Toe el ¥ 8 ohiAT S1EHd gl 17| =12 Faran 1
& b ugel T dvia o1, 918 H -1 T4 gl 38T, 3R 399 difsd &t g arfad v & Far-arn @ 31 ¢ b 3eht
uf<l &gl g1 CSFloat & gSitafaT @rd & AR dRi@ 2017 §; frdt +ft Valve IS@RT &1 udT A5t et g1 38 i
— Jel1g 2016 ST T & T Goh ATl 916 — Ueh @il U g, 7 b Pig fshd | amgen ReaplE @3 Valve &t
guferdl d 9 U & STe<l Siiehdisil 4 Hel-3MMSS! el dch Ugd @i &l §, Sdich Felle, Hs 3R Ue Tgar-iehd! chael
AP A &t srgafa 3 €

Valve &1 fAg9 @] giaT1 &: Steam F@RIAT 31U @1d § 1R 1Y 3MSeHl i AU g el §, 3R I8 Hifad e
T S1eT 319 WR & foh R gl RaetE: 2017Valve 7 39 Ustige &t 3¢ & foar o1 [ 7o smger eigel giat off |
9% Ugdl ohis o ff3d & @rd @ A i 718 {1 &l ATdhewid dic do ¢ab B TahdT AT §9h a1 Valve & TR Bis
oft o T8 R Gepar| ffSa d it wwTOr BT W7 36T €, 9 98 yHrr € O s o o R ani — ofik Ig erefY oft
Hig &, Valve & 3|

ABIMSe-gd T

tfagrflies &9 §, Steam WR ITF Uk AT G¥] & UTH Uh afeh &Y I AHfgedla, sraRad-a dufy smssiaier uat
& OSINT 3T g 3L ohl ehiAd e Tehd &1 afe fohelt SUGTTehdl ol IS 3MTge gESich & irar &, ot
Stiarerat 39 fafre gufxy &t deimactt &1 udT ol Gehd 8, ST a8 gTscich h dTel o Hedad! @rd o fopdt Archewrg I
31T W13C & LIRS @rd| & RIAdd gl &l

Ugel: B T ArdSi—es ST &l IUINT Shech Uifsd & Wi & Hegad! @Ndl o HIEgH § Yeh HIche Wl AT hali-! Tkl die
dep fopelt 3MseH T UdT &I TehdT T|

95l & 915

CSFloat @t gsitfafer Ruié & aR, Valve = 2017 # Geulge 3¢ & faar 8k e emmged asel are<t ued & fog
U] gl g1 | 39 UfRad & hRUT & dR H i Valve TI9 T51 [Bel g1 3T 3rafd &, 93 9u1= WR 318ed RATHidRd
& aTdt arfoifsde dfe @rdl & &t &ig Ui wars «ff T8 fFe g

TqT PRI hIg Yt HRUT &1, T FGAd = Ardoi-1eh [e19d @en Bt dis far| g difsd o« ardwif~e 31 & ga-amss!
SRGCT bt Y ST gl hR ehdT, FoTH Ig e 511 |ah s ahig fafre =iy i 15 axg foneht fafre areir ar
& AregH § fAuers 18 oft | avg & Repfs areft oft Valve 6t vonferat # Hisjg §; ardwife 31 R &rd &ea arat
rdSifeh, eMeehdl 3R ST Yad= 39 deh gl Ugd Fehd |

AFTER: rdsi-es Se1 9 fopeht fAfre smgen ot 39ch! gd Tdic Mgel gRT ¢ ST 31d §4d el g1 2017 & 918
wtaRa fordt smgen fi gar-ongst I 3ifth Fed! had Valve Fi srawiraq & Hfiar Hisg §; T &g Raprs
I ®U I U gl 8| Uelle, W 3R Ue ugarahdt dhadt a1ifres, TvTed A &t srgafd 3 &
3MSgahid3serd 730

UTW s /IEconItems 730/GetPlayerItems/vl/

39 P I Oetis (sfi-g=)

"id": "14892281934",

"original id": "11829910211",

fRifa: difsd dfc @ral & Aregs § 9% &l AT 1 UdT T Fehdl Bl

3T el (G & a19)

gdarE

"id": "HIDDEN BY PRIVACY SETTINGS",

"original id": "NULL",

fRIf: Iret vt e Ardwifeh ST ¥ ol Qe 3Mgel oh AISIH ¥ 3MIScH chl dLTTaett bl UdT gl ol Tehd |
1&g IR YHTG: IGeTTd & TG, didsl-ch scl o Aregd ¥ forddt fifed & @rd I ges AT 3mgen ol 39eh! gt Tde
ST Y AThe @i AT hdiAT dic B ¢eh e & ol SaLTeh STFhRI 31d IUeted] el ot | 3fiafes Rapfs areft off Valve
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R HIS[G & dIdsi-ch 8¢l & YR UR hTH 3 dTell his UiTed, Nerehdl a1 Siidchdl Hel Tsel aell el G: I4= gl
R TahdT (float, seed 3R paint TgdaTehd! thael 37k e &t argafa 3 &)1

la: CSFloat gSiifAafa @rar 2017 & &g g4 &l IEconItems 730/GetPlayerItems — blog.csfloat.com/wetiesian-
3MSCH-Ch-hd-Idl-g (FUsId 2026-09-21) - fFETT 71T UeAls &F & 3R hl U IaTeXVT 5, h&R [y 1Y
ufaferard T8l - aelioR & AT *ig Valve dSTART 8! e 81

W A — dehTch! ARG - ST 5

Teh | SudiiTend &t ol fawdr § Sad sifdss ugal

T 3R Fa A

Valve &t API-key 3rfdhcarer, siem foh I 2023 gRad-1 & gger oft, Sets=T 3eT Aeehi (OWASP ASVS, NIST SP
800-63B) ¥ faafeid oft sk ag wanfeld gdet-a frsradt # afofd d &, St wred sifYer@r R (31T 6-8) |
wiaa gl

Valve &7 fAa# @] gaim: @il 4Reh = it a-18, AT ol WiehR fohar, 3R g ag hear § — Tugia sreeftepforat
I8! 3R &1 RaplE: 2023 fGHaR d hadt Uk TRT hl 718 T FHeh! gl 39 Goll i Usiigpd hx Hehell oY | SIS ITHas gl |
HIE Steam TS 78 | 3T Al B DI AT 18! [oh T8 ITHT WA ATI IUARThAT = Hoft Te1 a8 oft, I8 5§ 3@ &
GehdT T, 3R I8 Faran 741 f 363 & T8 oft1 2023-12-04 TR AT GiE SiE T8 — 2016 S & T A1
e 915 3R I "leTel Acll o AT B ATel J1G [Sig 3Tehisd WIS Sl g1 3 aul ohl AT Valve gRT g
foram T 21| T AT = H @redt fhe e @t @ fhar o, f9AH & o sl & 9

OWASP ASVS 2.8 [/ NIST SP 800-63B 7isfiRdr: 7isfik

1. Srygftd ©Y-31q yHTufieRvor

Steam hdd Ueh G Geh! T IUANT &hech HATdeh fAAWIfdenR UTd, oid THg deh ge aTel APL fort & fAafor &t
SgAfA | SaeTdR API Ghoft Yoy a1 TN sed T 2FA (Steam Guard) a1 ®Y-379 Sitdifedher gATdt &
3T a1 ot, 39fely Steam Guard #HiaTgd Gf® — STt Steam gRT UG fhar ST aTell TepATs gERT ther § —
F 39 TROT <kl 2& gl <l (Valve & 307t ¢ae | 2016 H gT8dAR Uchs therex ohT SRIY foham am o1 3R g ger oreft
off ger &: uRkfIe D, GH-01.)

fRIfa: 2023. T gget fomT &9 fohg | v fepe O IRt i 18 et et &, fomT fonelt SuTenal gekarer™ & gah ot
USiichd o Tehdl! 2|
OWASP A01:2021 / =ga# fasturfderr isfiRar: iR

2. A AR & Rgia o1 erma

Steam a9 API # it off yfffiepT-ameTiRa uTf&rehvor GRR a1 SIHTd ATI Ueh STeuR API ot forl "ehaet-uga" g=ed!
fRIfa & forg St fomam mam e, & ure gof "forgn " i orgafd off — s Hiser 339 # &¥the @A, Y ¢89 3RY
T, dIgerd Usiiehd ehd 3R AT cif el TRl ahl S[ETehIR che ehl & 2ATHHe ot |

R gureliTa f$Te QIv| Tk Goft = @1d &t gt 3R ¢gd W qui Yo+ /g fd=on|

OWASP A07:2021 / a9 TifiRar: 3=a

3. 21 g1 9 geie

TR-gIfRT 3t o7 & Sua greStes fhy 7T A9 Tl & SUANThdTS gRT TR 9 T8 &t Rt &Y 71| 7rep wram
75 ¢ fop Wimfers fadnfaat sik uraas seam R Tl ot 991 o fear Sirar §; SIfIeRanTR § Tehfad Iudimehdt
feaief & 0T Tt b1 quiF § ST urgas Sgeq & a1 off Ifeha 3R

fRfa: Ralé foran mar sgagR (serisa & IuahTehdf fAerId) | ¥ fo=T g umTufienzor & API il 309 &R dehd o1
S-SRI dehich! 9 Y 9T oAT| Uad- Fdgridr

4, YU §HEH Pl SHF-TR | TEF BT db-iichl ©F & T4 o1

Valve Ig Ugel ¥ &t Ueh St gt (fofep fiheer) Tanfeld svdr 8 8iR Ugel I gt 31a+it OpenlD 3rRien # Udeh auth
BICH UTW &l g1 A a1 o argdt &0 & fopedt oft aeg @ s 781 §: 2026-09-22, # 26 o Si's § g7 S1A fheer H
o, STafch AT g8 e aTel Uit ftheex & Tal ol

PHISHDESTROY / HI - CCO 1.0 18/90


https://blog.csfloat.com/how-floatdb-tracks-items/
https://blog.csfloat.com/how-floatdb-tracks-items/
https://web.archive.org/web/20260921022415/https://blog.csfloat.com/how-floatdb-tracks-items/

Ig SieT Ueh BT Sl AT &1 8: UG openid. realm Ucdeh SAhIHT AT § §IeAH UT &2, I Teh Tl I Jeid1
Y, 3R IR hI SRR AT TelT e | G135 3R T T T aRE hl T Pl Wy fe@rdT g1 had Ardsii-ieh aifst
UST & 95T auth gl &) STk i T 39 e W AR "Steam & T1er 918 89 " TROT AT g SITQTm|

g TrdSIfeh UHTOT T8l ¢ foh Valve THT &hig Sird ahedl &1 Steam Community Market T e eeh e 15%

&, STt Arche & iR gt g8 foehl IR A1 8T §; I8 § WAl & dTgd! oF-a UR agell gl STl

Sclieh_sifY_gied.argy= =

/] 8% Steam Ugel ¥ & STt UTW &l § IH UG — hig Whi=T gl

gfkTsT on_openid_request(request):
8 = parse_openid_realm(3r3te)
gfe AT § 31a%g,_SIa:

SRR AR (STRIY)

die: dhact 33TeR0T & oy wgEidiel a2 ugel @ & Valve IR HiSg § — S1R1Y H auth giked 31T &, 3R e
gt foies fhee? g1 ohis rdsifes Repls ag w8l adrar for ot 5 78 €1

4RT 5.1 — AT IYRIAT el &1

Valve g & o1 &1 el & Qe siar 81 8t 98 390 SIgaR =181 &

Steam App Store 3R Google Play W 3Uet] g, UHE hls UIERRT & Aread & farshl dhedr 8, 3R foeeht oft s a18

iethiH Y avg Jdta-uer API &1 IUAHT et g1 51 ot Tefert & g vep gemtfAa, fAifeha grem smasgerar gt §

O Valve &t TaTe SR I@+ & fog IR <A1 8IT 81 39 3aacharait i fafdat st Steam bt g+t a9 API gIRT
AT GRETT UT ot <t fafert & garmn an? | i o mar g oft Fsht \imres, stiafves A= ar =R e =13 &

Wle Ufert Teh Ardsifes qearas g foreh! wemrer fafar g1

TeRTTRId STEdt GREMT TaLaehdTy, S-chl fafdat afga, 39 fafd & arder RafRa &t 78 54 fafd & Steam 39 APIL 3 wwged A= o
T

wehIfld Wies, 3R ag fafd S fa ag wmy gan

Steam 39 API 3l U R

Scoped authorisationOAuth 2.0 — RFC 6749, October
2012. Section 3.3 defines scope so a client receives only
the access it asks for. It has been the default of every
major platform API since.

A key is not an authorisationGoogle's own Cloud
documentation: “A standard API key doesn't authenticate
a principal”, and for APIs that create or manage
resources, “don't use authorization keys in production.”

Multi-factor authentication on privileged accessPCI DSS
3.2, requirement 8.3 — mandatory from 1 February 2018
for all non-console administrative and all remote access to
the cardholder data environment. Apple then required
two-factor authentication of every Developer Program
account holder from 27 February 2019: “developers with
the Account Holder role in a developer program will need
to enable two-factor authentication to signin.”

Credential lifecycle and revocationTwitch requires of every
third-party application: “Your app must validate the OAuth
token when it starts and on an hourly basis thereafter”,
and states that it audits for applications that do not. Its
legacy v5 API was retired outright on 28 February 2022 on
a published schedule.

aTe] ATk /[ SrepeT arRgehell
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Granular scopes arrived on 16 January 2026.Before that a
single Steam Web API key carried full read and write over
the account's trades regardless of why it was issued.
Thirteen years and three months after the specification
that defines the control.

The Steam Web API key was exactly that.A bearer string,
issued to an account, sufficient on its own to read the
inventory, cancel a pending trade and send a new one. No
principal was authenticated at the point of use.

A second factor was required to create an API key from 4
December 2023.Until then a stolen session cookie was
enough, with no prompt on the account holder's phone
and no notification afterwards. Four years and nine
months after Apple made Valve itself use a second factor
merely to sign in to a developer portal.

No published key-lifecycle record.The 2023 change
protected the creation endpoint. No Valve statement
located with it addresses keys already registered, and no
changelog accompanied the change at all. Whether keys
created before it were invalidated cannot be established
from public data — which is the question a data subject
would need answered to know whether a key created on
their account years earlier is still live.
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GitHub Valve wis-1+8 @hitg g9 8- 49 Steam API

Valve gaead ufafe GitHub TR &H FAdH-IhR ek T IUTNT dhech M1U-HIH ATFEdIR T Yeie= hid &l
ghh! T 130M Steam fEfzal ot S Y 715 Al des ol I i

GitHub g&H-eruT Ttep

Valve gRT GitHub W Ui foear mam

eFdg JUahRoT 3R ifard Sfraash Tad= arer gew-ahuT|

RuffSedt uga: dhaa Tafa Ruffoed (1 Ruffoes)

SAfT & hadt-ue A [v]

s 3R 36 HIS Ugd el [X]

gaTfe: 30 fo (srfamd ddaa)

afffge fiT: Mg, YoR-gsie iR ergrw™

gRan &t fRf: Fraa-aifdeR e &fd ot ves & haa-us dag- de HfAd war gl

I Valve Steam 39 API it

130TH IUIThdraii st S

Qohet 32~ Areex &1 5t oot a1 o 781 IR ok gt wfdraRvor ag ot 8

QT ygd: guf faeror (Teha-@sta)

IR UgeH: Ug, IE &2, TDPR & [!]

foreqe araR: g =df (2026,139 R & UgD)

gafa: eft T8l (SrdaTa de A1)

Siifee @ &g T (IuTTRdT & faw = smgdt sfagm)

agsieran: T &6t 7 ot Teft SNSTIET AR UwdTal i JUATT SR A I Al St Bl

T faerm & oy dreh

A it ok fashar Valve o @R AR § — To oS UGTdT, Uah 97T UHR, Ueh CDN — A Teh shef e
Uetige ol fgdiae wre o fom el faar, ok #gi=T 918 Valve @1 310+T SiUiRe ST 39 Yguise W fHe 78 oft &
aread 9 ofieh 8 T1AT| T Valve I8 WihR Tl foh W 39 afery ot o1 fom fofer W faeres fomam an? sq gedrdwr &
Wi dugd srelipiaarl SuatTehdf & foig g6k faasia Usr &1 3R Gt &: 31UATs s (AT I8 g foh @rdar 3 Foit
FTS 3R g1 3T Y &1 I AT el I Tk MR fadhar St fatherar ok gert oik Iudivehal &t foMIaRt & w0
afofa forar T §1 I8 dop-ich! U AIEl 8, 3R T8 U1 ATHel 81 & ford I8 Sira fuer Gt § — I8 fofa ua =mare
g1 gdeft urfdreRor ofdr gl

=0T, T18T T8I — HATS B Ieel YT SITdT §

o TS YA TR S fhet iR uer Y B &t dhadl ST3eR bl § & qui-3fIhR arel oHe shal el a4m
et ergAfa &, T @rareRe & Sig gie At

* T Ugd UGHdl O 39 8¢ ol dg o fear o 3uah Sleh a1Q 71T & 3R Ugel & 1Y 71 ikl & IR H
Fo I gerIfAd =gl fha

* T deh A faaTfad giau &1 ST I8 a@d gy foan s SuiT fpam am oror-us UTges & 31U ENd IR Ushiehd T,
3R feehe &g & faar

T8 Y g oft fpeht A1fAa dhuet & arR & fAepd & ®U # vRga T8 fovar mam 81 3 7 fEwrea faofy §, O v O
gfvaer § riaRa forar man g STgl gddeft ufaferar sreedt ave O aifed & — SR Jgt a1 & o gas fFramae @ &
& foIq vgr ST 3@ Bl

ReptE & g wfia giar &: Steam a9 API IR Hisig fAz=or ardsifaes, R ok &8 Ame # 3 od off 5= Valve &t
3 ITal <Y FATT SR 7@ & fg qR1 AT ugdn oT| Uk AR 3R I HHRE Steam UREdH & &t bl
STARTA ATYT ST Fehdl § 3R FHUR &1 a7 §1 9 g R 181 dean 6 i | 398 O fohaht oft sicktar & fow g Valve
HRUI-faeRT 81 fireT 8, 3R gl ohig ot "=y =15} fopan man §; ag Repls Valve & fiaR Hisig & iR Uentfrd =gt foran
T 8l

i, U Tep Ardei-eh geardet: OAuth 2.0 — 3TRUG 6749, 3TagaR 2012 2 - T[T Frds — API ot

TSRO ~ - difians Shuaey 3.2 smasgehar 8.3 — ditens vauaht aryH arfefier ~» - voa — EraraRe!
& folq STTHT S-SR JHTOMRRUT 3MaedehdT, 20 BRa<t 2019 » Tugid 2025-05-06 2 - 2fdd — ciehd TTaA
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https://datatracker.ietf.org/doc/rfc6749/
https://docs.cloud.google.com/docs/authentication/api-keys
https://docs.cloud.google.com/docs/authentication/api-keys
https://listings.pcisecuritystandards.org/pdfs/PCI_DSS_Resource_Guide_(003).pdf
https://developer.apple.com/news/?id=02202019a
https://developer.apple.com/news/?id=02202019a
https://web.archive.org/web/20250506070026/https://developer.apple.com/news/?id=02202019a
https://dev.twitch.tv/docs/authentication/validate-tokens/

STEIhdl » 3R v5 eSS GIAT 2 Heoll T 2025-01-27 »Steam &1 3ru- fafdar g4 s # sruse Repis d
& S §; 2023 3k 2026 i ufAfaT d § i Valve 3 fo=m 91 i & st 411 2026-09-22. T UTe|
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https://dev.twitch.tv/docs/authentication/validate-tokens/
https://discuss.dev.twitch.com/t/legacy-twitch-api-v5-i-e-kraken-shutdown-reminder-february-28-2022/36589
https://web.archive.org/web/20250127085635/https://discuss.dev.twitch.com/t/legacy-twitch-api-v5-i-e-kraken-shutdown-reminder-february-28-2022/36589

Valve opT 3794 319se Renis — Trdsif-en |idl & Ut fediferd Sraenrst

i Valve sge@ gifta? g T & g o RS dF > i
B A
2026-09-01 Automated Yes Dangerous links /|  — news ~
Suspicious Chat patterns in group
Flagging chats
2026-01-16 Steamworks Web  Yes Least-privilege — announcement 2
API granular scopes for
scopes developer keys
2025-07-15 CS2 Trade Yes Nothing. Not a - FAQ ~
Protection & root-cause
reversal window security fix.
Support-side
account recovery
access remains
untouched.
Triggering
reversal inflicts an
automatic 30-day
trade lockout
(Skinvault ~),
while cash-trading
shock caused a
$104M (-25%) 24h
market cap
plunge
(CSMarketCap ~).
In 2026, timers
became per-item
(Skin.land ~).
2025-05-14 Account Security  Yes Stealer [ session- — announcement 2
Announcement hijack guidance
2024-10-02 CS2 'The Armory' Yes Hold on — announcement 2
7-day hold trade/market for
Armory items
2024-09-18 New-device login  Yes 2-7 day trade lock — FAQ ~
trade restriction on new devices
2024-02-14 Profile name & Yes 2-4 h cooldownon — post 2
avatar change trades after
hold rename
2023-12-04 Mobile No changelog Silent cookie-only =6 years after the dev page ~
confirmation for key registration 2017-era panels
API keys
2023-10-24 SMS MFA for Yes Steamworks build — announcement 2
game build publishing
publications
2023-07-12 Custom biography Yes Phishing links in — forum ~
content warning bios
2023-01-25 Profile {LINK Yes Links in profile — FAQ ~
REMOVED} & text
cooldown
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https://store.steampowered.com/news/posts/?enddate=1788390000
https://steamcommunity.com/groups/steamworks/announcements/detail/4123547285514022851
https://skinvault.gg/blog/cs2-trade-protection-explained/
https://csmarketcap.com/blog/market-insights/from-boom-to-bust-cs2s-trade-protection-impact
https://skin.land/blog/steam-changes-cs2-trade-ban-logic-timing/
https://help.steampowered.com/faqs/view/3041-A87A-E5F6-B6AC
https://steamcommunity.com/ogg/593110/announcements/detail/533224478739530146
https://steamcommunity.com/games/CSGO/announcements/detail/4447966961421256740
https://help.steampowered.com/faqs/view/3041-A87A-E5F6-B6AC
https://steamcommunity.com/discussions/forum/1/4202490424033360096/
https://steamcommunity.com/dev/apikey
https://steamcommunity.com/groups/steamworks/announcements/detail/3734103130194459461
https://steamcommunity.com/discussions/forum/1/3807266184852932971/
https://help.steampowered.com/faqs/view/225C-C51E-B8F0-55B2

faaien Valve sgea Hifa? Ig T &g gt AT ARG dF > Hie

ICo T
2022-10-24 Login overhaul &  No changelog Infinite stolen — news 2
cookie truncation sessions (IAuthenticationSe
rvice token
migration)
2022-10-12 Mobile App 3.0 QR Yes Session — news 2
login deauthorisation
panel
2022-05-10 Trade-cancellation No changelog Offer-swap =5 years after the issue #325 ~
endpoints (cancel & re-send) 2017-era panels
removed
2020-05-25 Dota 2 7-day Yes Fastitem flipping — blog ~
trade lock
2018-03-29 CS:GO 7-day Yes Instant bot =20 months after blog ~ archived
trade lock laundering the July 2016 2025-02-26 »
statement

Hta: feles fohw Mg Valve Uite, g gs iR GitHub T8, famifera i fuifaes gemr fmm ds7-aifr & st fhg 7w (2022-05, 2022-10, 2023-12) 3R
38 SUANTeRdren = &) @isr, Valve g1 aifd &l fovar mar — a8 sraaffadr uad= Repis o e &1 fAdia dhaer agl murer fhy ST1d 8 STgT gearast &t
ST f3TTes (Setrs 2016 &1aT; 2017-37 & Hierel o) U feig Ue™ &l &; "—" a1 o1ef ¢ foh agt g ars wkw fofg =i =8t 81

W A — deh-teh! 3fHeld - 3T 6

gedfaed Tawiige iR gRis faqaer

g 3R | Ay

fORfeTT Taer & ciehr HeR-T13E ot Usiehrul 3R ¢ WU deh & A el GATHATUN 2023, T Ugel, fhdl @rd W Usiterd
39 API Foft 37T gdedt Ug Tehd! off, dfdd ¢ UdTa € e Tehelt ot 3R Tep 7T URATd o1 Fehdll off, 3R 3 fohedt

oft o & foig @ & oRes Y B 2e-gfR SR &l fowrs it ot | g g fistwifdeR &Y srguf@fa (OWASP
A01:2021) 81 39 RATei # T93-HIHTE chael 338Xl & felg § 3R A WiehiH o ardfde J19 &l gl

AT STUGRUT T hH-GR-5hH STdcich hi | Ucddh axUT H G T § foh WrdTeRes T oadT & 3R I &T0T hied
Steam &t &1 UT gt g1 391 Gt picil # ¥ YA i Tal &7 F YHAofigha fhar mam §1 ohe & =t ol & fog €
AP 5% fh Steam &hY THTONERROT fIther g — SRt &1 b § ST &R aTett Groil BT i GrART AT & (OWASP
A01:2021).

&S T 3@ar &1 39 91 a1 agear g1 afeny Rmgeies

W5 /5

9O gRT & AT 1 19 et ¢ & e Aierse uire & 3ufig shed gu, ifsd ufawmus S8 &t wepdt § &1 81 98 U
Qehlepd hRfAH dichy & STt fawaran § foh =gaaw fatwfdeR (OWASP A01:2021) <t srgufeifa wrafeld, 9a-dehs
Hufxl TUERUT hl hd T&H el gl

01/ #e Rz A die &7 & foI hgar & difsd ot gen foich aren Taer ure gt gl
02 / wifi Qe ehelt Uide dHfSd Trs—-3 hafae gof ehedr g

03 / wg= Ageic a9 API fAfor gHeTer Teh SaettR gl Usfiepd e 8l

04 / = fra Y TR T HGMH-UGA FellH I A8d UTAehd! chl Tehel ehdl gl

05 / gft Tehell WIpd HIETSA W TTeid SHTH Wigd|

Jcach ¥ 3T AT I8I shad Yd-2023 Yo oht gaf=AToT - 3iraef @ict 3imepR
Yifgae @R & fog srafera Aiarsa Uire o SrgAtfed aedT 8l
BHETaRGN @Td § 38eH UTW &hdT gl

Steam 3@dT §EATIRS RT Usiiepd fearss wr gf® fapam mam wriaRon|
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https://store.steampowered.com/news/group/4/view/3314112260640237775
https://store.steampowered.com/news/group/4/view/3314112260640237775
https://github.com/DoctorMcKay/node-steam-tradeoffer-manager/issues/325
https://blog.dota2.com/2020/05/trading-cooldown/
https://blog.counter-strike.net/index.php/2018/03/20308/
https://web.archive.org/web/20250226114333/https://blog.counter-strike.net/index.php/2018/03/20308/
https://web.archive.org/web/20250226114333/https://blog.counter-strike.net/index.php/2018/03/20308/

Confirmation genuine — made by the account holder
Recipient the clone bot, not the intended counterparty
The confirmation is authentic. The offer it confirms is not the one the user initiated.

Bigh T Repls: Uah U1 TR oY IudiTehdf 3 #ot &t @t ag ReprE & St Steam TuE d ugdT & Sid fAsprad
3Tt &, 3R TEt BRoT § foh Tugha fAeradt ot IuTeRdt Fi Jfe & wu & g ) far mar an) fAFrd § gada
ST IRENTR.

W A — deheiTch! SfHeRg - ST 7

9 & i® & Teuided|

T 3R | ey
g I Steam A9 API UeUiged & foraT Suah Ruid & 718 grgoie fEhed A ¢80 ol Sexdie e & forg fohan, fom
ST3eR-A1ss giT ufehansit § Ter|

IR GATSIpd YSUrecd URT hIH R ad &1 40 9 hig ot @it 751 &, fordt 1 ofY 2riwor et it smaeaenar =gl —
Teh Y Goll 3w hidl hdl § 3R Steam IR T 51 Foit gt Tehar dter ot Ol gHeaR &bt g &Ml

3MSsepiAgray [ redssiithy / v1 AdaH
@rd T ¢ ShY Sl FATRT & felg Iudi fova Sirar g1 fehed g9 Yeuise st aweitar fhy 7T API §oft & a1y aR-
IR U Sl &; T Y IA1C 71T, Afad a1 Gnferd ¢g ithe o1 faaror drerdt &1 Ml siarret agh Ard 78! S|

e daer; difed ATUR YT 3MMsst 3R UTWehd! ol Hthrsel faarur Uehe T gl
3MEShIIaY [ € PR ¢S 3TH [ v1 TRER fehar

SYINTeRd! & A HTUR ULATd St THITACH T F 3THG A & ol Tgerd | 2023 T Ugel, hlg €U-377 FATOfIRor
oft Y Trem T T U1, AN Uk WaTford Tk S & 39 Ugare o1, AT WrataRe & g gfderor At uxara
I € R Fehd AT

AP dqeR: Wil YR gRT AETsd YiE T e I Ugcl ATUR ol 3§ e ol &l

MR | st arier ure &3 [ v2 fadteror

3¢ TR UTTehd! bl THTSA ATH, 3TadR Sfd URL 3R TR U & & fag <t &t 13| a9 fope ot e &
oY IR Al @t AR A ht Al fHierd! g1 Igi Shls 99 AT Fal SrdT |

Heh! AR Af&Id UTehd! &bl WY €TRUT ehe & folT 3Tk 3T U hedT gl

/dev/ajaxregisterkey s

Steam &t Gt & fag Usitesor geutge | Bfagifie wu &, &g ff aftha sIeR Feht T ('steamLoginSecure)
AreTgd fearsd W Steam TS giE & faAT, SR @rar &R @t fohedt off ga= g famT, go goft dsfigpd e Fepar i

I daR: Ush fShe gIRT 918 8 Teh WA hafAaa, O @rar ¥Re @ Tl urdT|
W A — dh-tch! 3fHeld - 34T 8 - GDPR @@ 7

Qe Ao faa gonm sie | faaeh! shRarg?

T R gt drard
feradde IrfihR i I, Siehisa § TRféid Steam Txefa ufaferart ag fRfa sru=rdt § fob @rar eRa =3 API
ol §T8 3R S IR feh dah <rdf at WiaR |

guef= ufafehar it hl @rd & 4Res I Sitedt 81 U I8 8 o o Repls ag wifid &var & o areaa # 39 fopem a=man
o

gaféia API-key g1gsIeh e #, gretifs difed & waft off API key fafor gs ot & 3@ a1 39 R Afwte 7 fpam)
Tgafd thies &l TR hl 75 T Hehl & T g8eid POST e aTell fhe gRT wafie fovar Sirar gl
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https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records

GDPR & 31Jwd¢ 7 3R 33 4 (11) & dgd, FgAfd a1 fawy &Y g<e1sil o1 W wu & fear man, fafre, gfaa ek
ST g Hehd BT AMfRY | oR@ehl T AT g o Teh TIATYUT fEhe gRT IRy &bl 78 ekl o a1 U fovar T,
o1 @TaTeRS ot ig g8 oy, Aaa-wiepfa thies 39 aRkvmst &t v 981 = ehdT| g Aol wideft urfdreeor m
AR 81

BRIAH Tels fasawor: it dsiieor

Ui https://steamcommunity.com/dev/ajaxregisterkey

/| UEdrE SRty (grgsifeh T fBhte & ATedH ¥ gotac fohar )

{

Srdl § HeHd §: g §, <-- MfF-goaRs, S A e TE

2 =TT g, « ganfud gt — ohis oft a9 wfieerd 8, fS/aw localhost off erfae &

T3 3sst: 8f0d8ef763ab2140bf89de2a

}

fAferor urfdreror & fow usr: Sigf @rareRe = ggafa & R ot oo 78l forar, o @ & fasg oot erdt &t
Wiepfar argeade 7 &l e fawar Y gestell & W= ®u § fau 7y, fafre, giRa ok we Hohd 6t siaeaerdr i @1
&l 8, 3R T Steam TUIE A Y IETHR B & folT 39 TR WRIAT hR GohdT &

Hid: ardeifes veutse ofk arey dug & Wi grgore Rutel & gafifia goft dofieeor & SiehR a1 SrRter (2026-
09-17 &t @ivH Iard faes) - f@ran 71 ¥ Ugdard g wiHaiesy &, SheR fohdl /a1 J14 =gl |

1fdek rg-uier - gfawITyd TuR dere?
Valvezgm "¢s OfsteareH" ot F1 et frar — ofik 7 it 39 forg auf ae FrTeerTs: aaTa™ =t

AT Uoh &2 9, API &Y & SATIR UfA=Ta= (31 API T MitM €iererm) Steam TR a9 31f&eh @Tardeh @rdl
TR} Afsa o1, o s fEenfsal & fepg & wu & st Aifer sier fAeprat felwl Valve 3 stk API
3nfheaar ol Sieh hich 3T Taawiise ! @cH gl fhdT; 39 a9, Valve 3 91d ard fadiy wiekhid-aardt IR
SRk URA TR, s §YGTI & SATUR hl dReldT 3U gl T8, STafch Jel ShiRUT S-TgelalT I8 7T

1. STIhRUT g

IR 3R A FHeTSre (FRadt 2024)

39 LMYUT & flT T9-Tchs Achel hi SALThdl ft: ThH dic 3 Th 3MSTINET 28 i SeAE fohdl, UTehd! ol 3ddrR/
919 €hy fRAT via Isteanuser, 3R MHISe bl 200ms. & el foham| 14 wradt 2024, W Valve = U<y U
et @] fRam | 2-g-4 &2 T 28 Frsred (Ffe 34) fonedt oft vithrser = a1 S1adR uRkad & gid a1G1 Uah dic 3d
UTGhd! bl gid il Tal oY TehdT, foHT gt it & difch 3¢ fhu|

2. anfdfer g

7-3 Hivu2 2s Rawdfe (s 2025)

Valve Teruefta g fopam mar SR Jelcth shidei-1edh 3Mgerd & fag| frdt oft 28 Y 7 fepy R ara fe=t & o
"Trade Protected" &7 oRTl &4 gl afe difsa ot ufdmus o1 udr Ierdr §, af @ Steam 9uié § "Reverse Trade"
IR et &d €, 3R p qRd I7ch! et | a1ud 311 It 8, 10 8 UTtdehd| T @idT WhisT gl SITdT 81 &Riifh 7-
o & 23 dfer T TR 3TSeH bl HAINPT TIse W Tal Ul Gobd, AT AR ATHEH 8 STt 8

3. {9 gl gg
API & faig sifarf wiemga ger (Reer 2023)

SfaeIiies ®Y F, Tap TIRT Y T8 T Feh! A gHIGATYUT Ehed St Uah geoi ShUTSs POST e &l SrgAfd &
/dev/ajaxregisterkey Uifga ot gfad fhy fomm1 4 fd¥ar 2023, Valve 7 Steam AaTsd ¥ IR a9 API it 309
A & folg ueh ww ger gt srfard & &, forad guary qeyfd doit uraer= SAre gt T

4, TU & Aiarsa Idraf-ar
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@I & 31Y 3R A IR (2022-2024)

Valve TR ¥TMER &l U&fid = & foig diarsa gfe Atera ot 731 ¥ f&ar1 Steam @rdr SR (o faf),
Steam &R, 3R Ueh WE GRR IdTa-1: 3 UGNkl 7 817 81 H G- HIHI3T 914 agel gl, Wehd fAHRT & fog g1
YH i died gul

Valve & Geadh & e @rfial: am = deg ol ged fou

1. 19 37YaTg 1 835 (Ster 2 3R TF2)

g8 Ravicd iy ®9 & FReR-¥I8e 2. & g dH1a fhe 71q & Ster 2 3R &9 widy 2 fi avgl g =g 9 sRfaa
&1 sh1foreT SfR TikfET it Sfeetarsit & HRUT g9RT SfeR T oY ITa-TR g (Dragonclaw Hooks, Golden
Baby Roshans, Unusual TF2 burning flames) & &3 Raiet fist 8! gl | ©had = a9 Warfeld APl gexawra
@Y Dota 2 3R TF2 ¢34 WR 8raia< o faar, STef Steam quid 31g+t 2016 "4t 3Mser ReRe"" Aifa ot o=t
A T Bl

2. "gitrt " Sem (R Q)

Sifeh Valve = AlaTgel 421 2FA Sad o & foig Siter 737 groft fdder #2023, Valve #Hisar «iiet API ot &t
FHoft Tg, T a1 a1k & R ). drEl aftha @ [Segia Goitd I ohi (I1 SRt et fihfei/AadaR g
2023 9 Yger guaTy 918 T3 off) areft oft afcha shefAaed & arer Hisig § [ 9T (61 TTL =78) 8k = fAfssharar
CTSHSATSE. TR & i 31 T GHiordt a1 faermer Bfagiies Serdy a91g I@d §, 3R eFITdR Uiel ahid I&d &
IEconService STETfad

3. difsa €s: 30-3 2fS s

CS2 # oft, Valve «iar @rq 7Y fQeATst ol &3 &hedT &: Steam IO & "Reverse Trade" W faeies &R & @Warfeld
&0 ¥ go difed & @rd iR ifart 30--2 ¢ ok argfAdt Ardhe wfdegvalve Suaitrerdf &t "dgfaare” Rave &
@ fAaRe & T d T A & g wiewid & Aentld e &fed @var g, foad difsdl @t A-Hed arat ave
3MscHl WR ¢8 Rad e  gdtearfed fopar Siram 81

T fAarHes iere: |rd aul & hrHders,; SUTdl a-19 Teh API GIRT

Valve 3 SeET-A- FHIYTH @] e & SIS ATUR gles, WidT Gaters- 3R Rafdfed ¢g e St et snfaesr
A H T diel il fdrg—fored gt AT srefegaenn # Iyer-gue 79 718 3R TSR Yoiteneor # $104Mfea e
IhdT gl TaT?

Valve &t snfaeptikes Steamworks Reflst 16 SHaxt 2026 (gtwom) gRT yHTfoid | #493839547938902179 ~),
Valve Tgel & & a1 g1 GMGR 3rgAfd g (WM, ATgshigiotaer, srefeaawn, foeht 3er) ofik omgdt grsefafd
HIIRT UfeeizR et & fo | Valve & re autf & Sl Saram= 19 # 211 Teh 8t SUTNThd -AIHAT dTell Aehaicd
—3% 39 API goft &t IEconService (28 4wce) de Uga- & 2151 a1 Ueh g ot @rgefee—a 2018 & &R
GfARITAA HieTel ot [T 371fefen Tg-&ifa & e e e faam gl iValve 3 afia fEenfsat st ag grem &4 @ g9aR
o foar st 3T SiuRe wrfieRt & fag damr 6 ot

9T &t — fAgw 3k Uad= srfvea - a1 9
I AamEet Repiss wewi|

T 3R | g
Ig ToR Y WE UTaHT1 &t ARG Hidr § Steam JsehTsaR JHSAT (TITHY) 3R Steam 3iiHTST SRR
(Tgaitt) g dR oR afehy, 92 49 R arfoifSes dwrmelt & s feenfAdern

T i araaRie Suah A, Sis Ser T8, B3 dicd T8l — 3R Steam Wfed Y a¥qy ITUH A F TARR HRd
TE g 97T bl gaTell eaT g1 Repls: 3 &t urau™, We &9 ¥, 39 AR & Araariie WehHl ol Bhar d g, St
Steam UgaTHl, Steam dfed 3R Steam A% R Tid &1 Ig WG 31 Afaerdl R @F] gian ¢ gl &g @t
&, 9 fop fopddt oft uemifra Rl & 3 @HiaRkd #A are aart R

31ehisd @t ¢ fATadl &, Steam HUIE Igd el § aTfuifsdeh ITANT i 8k i siiciAer/sied T8l API-key
eaTedl & fABRT Pl age g et ¥ SThR PR 0T AR 81 aTelt AT | A T 39 AT | gof arforfedds
il IRt e U § @ il g, St Steam OpenlD & ATegH & UHTUNERRUT hed & 3R Farfeld Steam @rdi
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& SIRT T¥qQ RIHIART d &1 Tgf PhIs THT SR AoRG 3Tichel STFAT gl fohar M § (2 gad= iferdt ¢@)|
Repis @ g1 Iadt & for dugd armea | Afeaitd @rdt R 4\ o] fhar T § 8k wieh ! & fog ufd-sifer @i
USRI Uad- Repls T8l &1 3 THAAar ot & Ig ST AT ford e 8l

T 9 [ IIATHS Fad- s - GAET - Sareacer

oo ARG | ST HadH |

Steam foreR f@Tar g foh aTfoifsdes Jart SifaRfET ShRgaar & ¥4 H $0d Ud, $dedl, iy 3R g T IudT
R T &1 SSA o1 srgafa & arforfSes nwor ek Trare WR ufdsy ermdr g1 dufed fAemradt & uar g & o ag
e afeenra @ral w o foran wan o, Siafes ardsifae Rents # a8l qedrdsiipd wethid! & foy U SifRer-ar
QrdT T8 fagar| ude & fog fam, areg ok yad= fAofg yamfad &2

189 3iffse & arRR # dawrsd

44 r3q SR | SHT-S1A4 I3CH — 27 Ueh URIIAT AT HISel o 1Y, 3R 17 AY3rel Y I YehfAd | hael 189-
J9ETSE SSSR SHifSe A g8 F 25 I gl fohaT; AR A=Y T F YeplAd W3¢ i Sl gl

12 qu68 csgogem.com feidh ftheex # 31a%:g; api. csgem. com 2014-03-08 q\—rﬁaﬁfaﬁ?ﬁﬁ‘lﬁ 3TBE T8l — 2026-
09-22 % B 26 gl H ¥ Tl

HIE AT HoT Tel STAR-SATHY TG STAT ATFAA &) foham

Steam SiHTST 3ARIT

"...you shall not do, or attempt to do, any of the following on Steam: [...] Engage in
commercial activity. Examples of such prohibited behavior include: posting
advertisements; running contests; gambling; buying or selling Steam accounts; selling
content, gift cards, or other items; and begging."

store.steampowered.com3iHarsd 3R ~» dfd 2026-09-21 2
Tguay § 2.G — arfoifsdes Iuaht

"...[you may not] exploit the Content and Services or any of its parts for any commercial
purpose, except as expressly permitted elsewhere in this Agreement..."

Valve &t 2016 ga=raii 2, St o kgl fopar man 8, &fanrd, IR-aaraariie argdd a1 gt o fordt off sifaex
J Repf€ W Valve uifaenzur uxgd =gl foham g1 store.steampowered.com/Ie&Idl_3i- Y ~ &l 2026-09-18 ~

Steam a9 API IUdiT &Y 1

"You may not use the Steam Web API or Steam Data in any way that violates the Steam
Subscriber Agreement."

Ji1g-uey feh Archewed wefald @rdi & ATegd ¥ SteamAPI T U &hd gU HaTfeld aid &l 3% urs arfoifsdes
914 & folw &ig srudrg T8l ®isdTl steamcommunity.com/dev/apiterms ~ dfed 2026-09-21 2

TquET 8 4.C

e
f&p, dicy ik R-AMA geaer ufaafdd g1 oor arfoifcds TR R dfe e, siahrde B 3R Warfed e
Pt RepTS ar g

fAfteror o 153 39 Ws & 3idiid & fohg MY Repis ~

g @ & siatfa et § e enfiet & 153 1 g 710 @Wewhid

o HHAT @115

. @9 HA3

o HgE2 AThe9

o Al wolc8

e csgoempire.com—>csgoempirelogin4. com& Tt
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https://store.steampowered.com/online_conduct
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e rollbit.com—rbsnin.comféhtel &&=t

o 500.casino—>fivezerozero.COWWW
STH Y153 A i SSA8 2GR Fagad ST AT M g1 23T WRSSAS 1.CH Siafafi e frammng — v &
ATt vep T ifdek @We & siarfa ot &, seifoy Sarerun qreviy wa &

28 153 &% HIegH T Tk 37T USTcheuT 1 SHAF 3 HTegH § THTOfehvol Shed g8 3@l T | o &1 U fadifehd
3[TcAIch ahl Gof hedT & ST WIeWhIH ol WE ®Y J WS & SR J ATdT &; Tg his [UI-UT Ioie Tal 5, 3R 375 9
forelt & o off &g Valve it ueqa =181 fopam mam 81

TquET 8§ 2.G

A IUANT

TaETReh M7 & folg WE SAfd STaaeh g1 axdTasiigd Taandeh Aigel, 39 G 3R frdt ot gehdiepa
UTfORROT AT Uacd hl JoHT i |

Ftermr &R 175 59 @8 & siarid &1 fhg 9 Repfs ~

39 @3 & Sfaia Repis # o <mfier § 175 &1 fhg 1Y wiew
o HIH @ieHT15

o & N3

+ HIgH2 #ehe9

o T Fcic8

o csgoempire.com—>csgoempirelogin4.coméw_x’-ﬁ:ﬁ

e rollbit.com—rbsnin.comfehtel &&=t
° 500.casino—>fivezerozero.coﬁ@@?%éﬂ-ﬁ:ﬁ

ST Y 153 opt oft SSA84.C 3R G dgd e fhaT AT 8124 ST R SSA§ 1.C & Sivid fi e frar mar & — T &t
JaTd Tep 38k Ws & 3idifd 31t &, ST IR0 eIV S &l

28 175 & AIeqH & Ueh 37elTT USTehuT A1 S o FRT HTOfeRvor vd gY 31 11 Ueh &7 Ueh faAifehd sracitent
! GOl hRdT g STt WE ®U Y ©IchiH &l 39 WS & AR § dldl §; Ig Bis FUI-UTd Seoied gl 6, 8k 399 I fohdt &
o +ft 1 Valve unfaenor uega =&f fohar mam g1

TaeHy § 3.A

dicfie ok == U
ST Uit o ATerd § Hard R U O 9a1 A1t gt ehdt g1 3TelT-SIA UHTUNhRUT gIRed o ol Teh e
fa=gtwor smasass & ag Muffka & o o fsuman mam & ofk = & e @rp giar 81

auth-host 918y &1 A& 8 2
Steam TERIAT |/ gIRTA ifd

e sradfieneor
Steam feiep 2TEAR 3R 37 IUHRUN ! UfdsEferd chdr & St foieh Tided] &l 3U® &hid §1 Tah 37eRT auth ST —

rbsnin.com Rollbit & @< weil #, auth.dota.trade CS.MONEY & — %Wu&rm g fop =1 Steam &
OpenID FATI"hd! ! f@mam T Tided HaTed R ! UgdT HedT &l

Valve &t URL Hifa ~

o deaf: Steam TsashigeRr IHeiar, 9ene= 10 fRAdsR 2026 TUgid 2026-09-18 2 - Steam a9 APIL 3uahT &t
erd Tfdd 2026-09-21 ~ - Steam FIIRTA AIfd (feich SRAEIRRUT). P 59 SIoRR & ReplE 3R &1 &1 gui ded
& 3 fAuifg Scciest 6 T T8 g1

g &t ey
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ST GrIdT fAWRT AT ¢ TR 418, a1 39 vl & awian & &ean g?

Wferd freradt & = ufase, srgaid gt ofik TRt 6l 78 axgeli Sl gTeIffid e § 3R &1 quiF g1 34
faraRoTt &Y ger arafaes feene sfagrs, Iuctey IuTAl 3R Wrd deh Ugd i § e | Ueh ATATY i Weftenzur ag
ST 81 S Tehdl o fhae d¥c = fopam a1 'API' Goft =TS |

HER F TS fAPrad UG~ T ifNeiRal b1 STIRIY he - AlSex I§Y UTH -
T & — A" 3k yadq sifdera - &R 10

Ueh W API| Wi & & ven [

T 3R | ey

Y WS &1 U I8 & foh QT ol hd ArHSIqol s=1a1 SIS API & i< & IudT 3AfAehd §, 6 fhaq sifdepd fohar g,
3R foh UerTfAd ATEst & YR W gl Sfdegpa arfoifsdes API IuaTehdlaif &l sl T&AT AFATAA gl I 718 &,
3R gt Geft <l ergufRfa & shig T fAfgd T8l gidt — srgufafa g sy §, 71 & 35 die oig T
SWRIeT 3gd Steam Tl Haer ArchiSteamFarm IRIISHT gRT Sru+t FAQ # gwafad fhg g § (ersaer:
TATd 2026-09-22); T Valve Ueh1elF gl &, 3R forg & Teer 95 9 & 39 @ral 6t ggam =gl 6t 718 8l

a9 (TOQay § 4.C): Steam | &8 fBhe, &S dic, Big R-AMdT fRer 781 | Repls: Valve T gseid REST API
UG ST &, OrIenT QX1 3297 TeR-¢-TaX Sifctaer g, ofR forelt oft w@ra &t et ¥y 31 &1 SudTahatell &l sifcaes
& forg ufasifara famar Sar §; sifdiAsr $extha Valve &1 S19HTT SATE §1 14 O TGRS SUANT fded §, I8 Feft
UhIfAd gl fehaT T 81

" SAAR" 9H

WHge] vastes (o)

d 1 3 gRT 31U 11 Felrgcd # IUAiedr, HTAfchtT 3R eNexdigd ! Qehlhd i & folg ITINT foham SraT g
3 faw Sifed C++ Tehiahur iR anfreptfeas gréaR SifHafSm Y smasaehdr gidl gl

Steam a9 API (&RR)

U g8t JSON/REST 3fifchcarar Sit aTest ad Tkt o foig fesmme forar mam 81 98l qxardfoid grgeich de- | gehr
3uT ferte Tkl @ gded) uen ok diar-g-diR 25w ot Afgeie ot & faw forar Sar §; sad 3y IudhT g9
Ay & gdfiag T8

il fohaah folg & Teh T Steam IuANTehdl t gH-aellge & dd API Ghofl &Y Shig STaLTehdT gl aidl; Tg ot I
T sqadR URL o 3idifd Y&dT & 3R 39T q&Tdsiichd 3629 dTgdl, Tok-HISE Yo & TUeid glgeidh [IhTadi # 34
qifgat o1 gl & forg aa deh 39 Ul & 31T T UdT A8l AT 519 deh foh I7eh! @IdT TR Qeh Goll Gsiiehd ol &l s
off|

AT ol faRTem I

YUY § 4.C USH hedT &; 37T Steam TR i} iR Jarsii & arer fordt off uepR & Garg v & fog fohe) off uaR
& feheT, dfcd, fehivt, AT 3= TR-ATa-RT gonfert (' Sifeaer') 1 SUANT Tgi ax Fohd | fthe off da API
WSE (SR cancelTrade0ffer) S fopdll AT UI A1 heT hl STTAThdT d6i aidt 3R & Steam awszaﬁtg&
dRE ITSUTH R ad &1 API &l FeR-g-TaR iferaer & fog fesme fovan wan §; A Suahrendtsii grT sifciase &t
ufaetard rar g; il & otwr bt Dar gatfAa 78t & 713 Bl

IR HaTg # gaz-9iss &

T a9 API Foft ¥R UeT & §aR bl Steam FTEe & ST WId & ¢89 IR HIRATS S hl AFAMT dl 51 §Tgoih de
T, g8 Tok WrdT 4R 37k 8 Tak & o9 f=q giar 8l

o - Y I feparsit & foig &1 ds-gfe &hi 78 fowrg St &1
« - gsYfH TifeiT (GetTradeOffers) &Y AT &1 81
o - JUANTRA! Sl TEHTRIAT & ST Sifhd ol g 3R g: STt &l 8l

PHISHDESTROY / HI - CCO 1.0 29/90


https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/hi/social_graph.html

Valve $exthg g4, 3194 fAad & Iudhiend! WaTe UR Ufdse T, 3R §9 d1d & ohis AT-GS UL ol (T &
o BIF § cTaaTRie 39aT rfded &

9T ff — e 3R vad= srfeia - & 11

&g a1 & ATl <9 Irel & fRaE|

T SR & T

20 Jelr$ 2016 Valve & J&A I HellgehR 7 ST FaTereh bt 10-fa Y graediar & od e a1g (Siffar HAusife
& IR, 2026-09-21) 39 Fifeq & ATH 31T HH § A oh wiehid, CSGOFast, 31+t off T SrerT-ga 8ify ge &
ey FaTferd g TET &1 -a oht 2rsgraett 21 Jars 2016 <t O Ratel § gaf=ifid 6t 72 §; ag gafafor @ 78 &
a1 # fAfgd vad= fkeptE uertfrd w15t fopam 7T &1 SRR vt el U & 9T 2.

1 & TqcAIh-] o ST H el b 2016 AT Bt UG | Th/T AN JHTUReX-TR-3HTReR Jad= Repis gl

Qeh OdTg Ugel — 13 Sels 2016, idsifae U d

TR 13 §elrs 2016 Tfad 2026-09-21 »Valve 7 gdran fas a1 @rgel = @rar ugar & felg Steam 3R &ATUR & fog
waTfeld @rdl a1 IuAhT ¥ fharIValve 3 &gl foh 37 T3t AT IUANT ehich 3T AT TelTT 38! API 3R
SUANThdT GHSTIAl bl Sowie T | TAT o1 faarur iR ufaser ST &€ Valve & W4 & feifera sar # §1 2026-09-21
TR GA&0T fohT TTQ STeRT-SHA UHATONRUT giRed = his foich fTheer sdifes g aiterdl, 3R Valve 3 ohig Ufd-sifRex
Uad- YT UepTiRId gl fohaT gl

gfRfrE A / S[es 2016 eTgude gAfaAfor

dfca SIaRIA

S, S5

ferieh: e 2016 (99 grT R fmam mam 21 g 2016)

Q: el Fah9eT, AgTfeaear

FTR: Steam @rdl & TR IUANT ahl & e 3R AehT ST

dte: Rkl fRy Y uTs 1 gAfATT, Whe T8

&9 uar g o 3y i Yeftarg S Arget # § Yeh ol HaTeld & 3¢ &1 310 39 AT i el & flg Steam @rd kT
SUANT & g &1 Steam F&RIAT 319 & dgd, Steam 3R Steam JaTY dhad feriTd, R-ATGERISG ITANT & fog
AT UT g1

3T i 37U Steam @rdi o1 fhdlt off e I2ea & faw S &1 IuT dig &R 31 T1few | afg ey dam e
T et T8d € g9 (10) ot & sfiarValve Tt Iuctses IuTat vt TgRT o, fSd 3mueh @rdl &) AT ehear off
A &, oifch I8 ga1 deh WIfAT 781 &

iR gafafor - ¥ta ReE 3

Tel AT
7= fafdes Telrgennz, Valve @i,
fh R W / TuTehig

&9 1w =17

aiferm fafey fafdre of | ardifres argurer oft dar € g =nfeel
Valve 3 gaif9ra fopan § o6 2016 &hi [=R&fa ~

3ifaw fafdr & folw we e +

&ty | gTed UATAR gl

oy 2garsT,
3Mueh! g9 fo fau e & fohdt arE, deisk &t TehaTa ST AT STt b1 hrdT &l
FuT Shig off IR rduieh rfVerg 7 rifvd &R |
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GHIRET Jelrs 2016 - {awr 2026
a1 ¥ sifaw fafar:
10 f&=

Sei$2016
a1 & 918 9 dtar gha:

3,715 fem
20 SemE 2016 T 21 fAdaR 2026, & STt SULlic ad o fAfAd 1T, I8 HiE arsa sticheT & &1
UehTIAd Uad- fRaprs:

CIEE ]
effRerT a1 sfept a1 Ufd-sifRer @rdr f&ad T8f 81
«fF0-10 — 49 R fawR e & gugeiar f&A3715 — g1t p
1. 20 15201 639-foasia AT St &6 718 270
2. 17 WRe120243199Y Sl & & /72, 768
3. 25 BRa¥12026QaTs Goit fAsra &t g 273,507
4. 21 RdeR 20263fER Wuslie 373715

T 91 915 SIgaierRe — o 09 Ratef # 2016 Aifeq & wu & A1fia fopar mn § — ufarem # §: csgofast.com
7 2026-09-19 3R 2026-09-21, TR T foieh fheer sileh alterdn, Sidfch 39T auth BIE steam-
login.authtofast.com (qTrﬁ'EFT 2026-06-30) 7 =gl fham|

Valve &t grerm ulRad=t a1 quf fifea Repts: grem awaRzar - - arfined Renfs 3k yad= #res: i

Reis Q ar Iaar §: 2016 Aifed = 10- 6 gwadiar Faffka & Valve ugat & gt Ta s It (foie fheer)
GaTfeld e T8T AT 3R 37Ut OpenID rgtet # UTATiOe giRe-TH UTd o g1 oT; fohddt oft sifRer-fafere gad Repfs
ST URILT g [ohdT T 81 WraTRich Rutel # Teh Ardhew@d (Skinjar) & f&eT® 2018 &Rars &1 qui g, afc d
i sromrforg § 8k T8l 3 uR w_ar =gl fohar mam g

Huamtre / grferd varoftensor At

it Re give @t g &

Tgol Y A1t Reprs foien csgofast.com & fau steam-login.authtofast.com3Tcll geeaH Steam OpenID m‘a )
LA R ST 81 I8 Siaehdial el Teh 319 UdT UaTH &l &, ford d Valve & ftheefw 3R vad= Repisd & gern
&R Gohd gl

CSGOFast Orif 3iR g9 Fid ! S &L~ - ool 1Y Steam feies fheex afikomdt &t Jer &< ~
qﬁaﬁmaﬁé@/mﬁﬁm-zom - 2026

S TS| U Srgaa ade Al

20 e

Valve 31 @mgel &t 10 &

3Gk aehicd hl T A ddrat &f fob Steam @rdl & ARAR STaaTAes IUART T WidT GUTW fohar ST GehdT gl

27 g

afiTe gaTg SiaT gValve

S & ST RN 7 311 & foig fEhT iR eht & folg I3TT 77T AT o THTOT hl /it <l 3R 14 3TeRgeR deh
SaTe 37 St g Ayt $i

17 st
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https://phishdestroy.io/steam_dossier/hi/security_timeline.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-all-results.json

Valve 3RIY @WIRST axdT g

Valve sifas fafer & a1g Siare faan, ag fanfea frar for 3= o &Y gfayr uer =18t &, wver fh 38 Gafda @rat
St 318 R 3T 8, 3R gl foh a8 Tt & feig ¢fs ik OpenID &g gl AT ITedT o1 Jalrs Arfedl bt U el &
79 3T aTd & Y A Teh Wiy (CSGOFast) T gerah arg Y Tanferd gt 81 a1l & 1 a=r dhad a+ff 9g! g g
& 59 SifqRer 7 fAfsehar fopw 7w @ral o) sieet fear gt; ag fewam aren Repts uemtfard =€l fopam mar 81 WSGC &t 8=
31 a= & i e =fid A & g Valve & g anfeql

2026

fader # @ Ty aRf2026

e Iforer # OpenID 3R ¢S a3 (Valve) &1 IUANT &hd gU SelTT-37eT SR 3T gIed & #1egd § yHATford g
qrel 344 wewHl &1 Repls €, o1 CSGOFast i &, Siar fah 2016. & aftfa g1 &= & sifRex] ot e feam man
o1, Ig fa@™ aren gad- Rapis st aes daR =gt fohar mam g1

3T <Y 3rueft sfiftha - 30 St 2018

Valve 3 S/a1a 37 & 315Rg Hel a1g +ft FRames A 39 svrer € el

TSt 2881 el HSIeh GAaTs H U1 faeient st df& STepil qd U, ST 3 Jells e 2016 AT 1 gui
3 ereg] # AT Valve 399 f&h 9T &t G 99 & foig 3197 wiewhid & IUIRT IR U&d HIRATE He Hl SaT
aifya famar1 3t gs # g 351 & 16 39 =von 3 I & gafga ot &9 gefad forar — gRumeey srganfa 2020
TAT-J3AT SR bl & Tenifara fopar mam o1 $19.7 3RT & foiw $670 fAferamaad 59 giwom & g7 OR 19T 97% ot
el | gargaT H Sacre | 38 SREEd Sg aren Ufd-3ifRer yad= Replg et aes uepifara =& gar &1

TSR & 3fichs RN <l siftht & gwaTad Narus Advisors / Eilers & Krejcik Gaming & 31HT &, 3TN &
frepy 7gl; 3¢t G § 12016 f&h Fearsht ot e $5 faferae sarar man §, o & e $3 fofeas -
et Y ATl R g1 U fohar mar 2026-09-22, SHA-256
€507c902593dabaadat395c4d888225973211c318ee8e9b6f18a5b3755€050.

Valve &t drdsifaer 2016 fRfT 3R 3111 Y geIHTT SIGETTHT i Ueh TTY @I ST HehdT g1 Hallel I & foh R gad
g sifoRext grT SuaT fahg 714 @rat ofR AFTY des uga uran| &9 & &t Fifew 5w ara &t waror 78 § o ag Fifew
e SifoRext ae @] foham am 411 2018 OPSkins HRaTs A1fHd 3ifRex & &t YA gof ol 718 geiy §; 189
ICWHIAT el ST ehl 718 3R Udch SHTURCR hT ehis UehTIAd RehlS T8l §, TehHTA TSl chl 115 hiRdTs Udd o de- hl gl
garfdt

qTfeTes 31 ST &t 2016 a1 ~» TUsid 2026-05-20 ~ - Valve &t 17 3raesr 2016 ufdfehar (gras &t ufd)
2 - WSGC & faemRiest @t sfifth, 30 Sast 2018 (R ufd, 4 gs) ~ - wsgc.wa.gov IR Jgl HIgd 2 - G
f¥epis 3R 821 ~ - Valve &1 2018 OPSkins TaRIH » TUgid 2026-03-07 2 - gad= qrf siifse 2

hiRfA SepTfaieh 3iifee - 2016 Aehe 3R TAT e & e

10-feaw =T 321h: 23 ITAd T HT BRIAS SRS sifse

19-20 Jelis 2016,Valve & SR ST hiet dFchager 7 23 & 31 wieh = i fiuaries Aeh-3ik-fdey
Fifed St fhg, 32 Steam @rdl & ATGHRIE IUTNT i 3G A HT a2 od Y 10 fo @rar a9 s 3R i
PRATE T gHGT & dad| 3,700 T 918, Tk rgvasi $iifse & yad- o1 el de- arH 31T §: 8 JAfaRest 3
Fft IaTer s 81 fopar, o1y A THIAHT & 918 ©8 T deh JdTeid SII’I I&@l, 3R 3Rl 8ok bl $ahifawed Valve &t
3NT3MSS! 3MfcheerTk T AT ISTT XaT|

5+ drsd

2026 (CSGOBig, CSGO500, CSGOFast, 3fe) # gear & Farfed
gﬁ\iﬁ%ﬁﬁﬁv%m&a@wmmmm(zozz de |feha)
igf;%mgamaﬁw (A | o o 35F)
;T?Tza;fﬂmmuﬁquaﬂmsﬁ
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https://wsgc.wa.gov/news/2016/washington-state-gambling-commission-orders-valve-stop-skins-gambling
https://web.archive.org/web/20260520012601/https://wsgc.wa.gov/news/2016/washington-state-gambling-commission-orders-valve-stop-skins-gambling
https://fr.scribd.com/document/328063293/Valve-s-Oct-18th-response-to-Washington-State-Gambling-Commission-s-cease-and-desist
https://fr.scribd.com/document/328063293/Valve-s-Oct-18th-response-to-Washington-State-Gambling-Commission-s-cease-and-desist
https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-skins-gambling-briefing-2018.pdf
https://wsgc.wa.gov/sites/default/files/2023-10/Skins%20Gambling.pdf
https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-briefing-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-briefing-manifest.json
https://blog.counter-strike.net/expresstrade/
https://web.archive.org/web/20260307161538/https://blog.counter-strike.net/expresstrade/
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json

qrehl 9 erge - 2024-2026 =i 3R ¢fther scfftic

10-feaw Yarafial & A Sruadia GHg deh: 9g-3RE-SleR &l HRITR

f@h1 Ja311 &l @A A & T4, Valve & '2016" 3 Teh 3ieitfies faehrar ol if &1 s gQ SifoRe=t 3 argrranail,
Fefts, Trsud SRit SifherR huRe shiedl & ©U # gia- fahar, dfe ufddet st Sraurd e & foag diR-g-dr
(P2P) 2fEm &1 Aqa foran, ofR o1 T@Ifd @ed & 10 Ui #1g 59 o A fafdicy sik arftfes wgamsht W gia & afYy

3l SfeR Steam o ATEH Y YHTUMARRUT SIRT 3@d §U:

wewd [ S8 e1$2016 =T yad_ gRum iR Sifaa e it RaiEs g+ [ urafies fols
afq
CSGOBIg 10-Day Notice (Jul 2016) STILL LIVE IN 2026 X: @csqobig ~ - FB:
csgobig.com Temporarily paused, csgobigofficial »
relaunched; authenticates
via letmeinbig.com &
csgobiglogin.com
CSGO0500 10-Day Notice (Jul 2016) STILL LIVE IN 2026 Live Platform (500.casino) ~

€sgo500.com / 500.casino

CSGOFast
csgofast.com

CSGOLounge /
Dota2lounge
csgolounge.com /
dota2lounge.com

CSGOCasino
csgocasino.net /
€sgocasino.gg

CSGOatse
csgoatse.com

CSGOSweep
csgosweep.com

CSGOwild
csgowild.com

CSGOPot
csgopot.com

PHISHDESTROY / HI - CCO 1.0

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

Rebranded into 500 Casino
(Curagao license
#8048/JAZ2014-037), multi-
million monthly turnover

STILL LIVE IN 2026

Actively operating roulette,
crash, and jackpot via
steam-login.authtofast.com

STILL LIVE IN 2026
Pivoted to esports coin
wagering and crypto
betting; maintained
continuous operation

LIVE VIA SUCCESSOR (2026)
Domain redirected; active
successor portal operates
under csgocasino.gg

SURVIVED 6 YEARS (ACTIVE
TO 2022)

Continued full gambling
operations for six years
following Valve's 10-day
ultimatum

SURVIVED TO DEC 2017
Operated publicly for 17
months after deadline

SURVIVED TO DEC 2017
Promoted by major
influencers; ran for 1.5
years post-C&D before
crypto migration

SURVIVED TO SEPT 2017
Operated high-stakes
jackpot betting 14 months
past notice

Dossier Auth Audit ~

Live Platform ~

Successor Domain 2

X: @CSGOatsecom (Active

to 2022) ~

X: CSGOSweep Status Dec
2017 ~

X: @Wild (Active Dec 2017)
2

X: @csgopot (Active Sep

2017) ~
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https://x.com/csgobig
https://www.facebook.com/csgobigofficial/
https://www.facebook.com/csgobigofficial/
https://500.casino/
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://csgolounge.com/
https://csgocasino.gg/
https://x.com/CSGOatsecom
https://x.com/CSGOatsecom
https://x.com/CSGOSweep/status/937420902538543106
https://x.com/CSGOSweep/status/937420902538543106
https://x.com/Wild
https://x.com/Wild
https://x.com/csgopot
https://x.com/csgopot

Wi [ ST

CSGODiamonds
csgodiamonds.com

CSGOLotto
csgolotto.com

CSGODouble
csgodouble.com

CSGOMassive
csgomassive.com

CSGOStrong
csgostrong.com

e1$2016 =T

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

10-Day Notice (Jul 2016)

gad gRumT ok sifda @t it
@f

SURVIVED TO MID 2017
Ran through 2017 despite
admitted outcome
tampering for sponsored
streamers

CLOSED JULY 2016

Shut down under public
scandal; target of federal
FTC consent order

CLOSED JULY 2016
Shut down voluntarily
immediately after C&D
publication

CLOSED 2016
Ceased public operations in
late 2016

CLOSED 2016
Ceased public operations in
2016

Reptes gam= / urerfie e

X: @csgodiamondscom

(2017) ~

FTC Consent Order (Docket

C-4632) »

X: @CSGODouble (Closed Jul
2016) ~

X: @csgo_massive 2

FB: csgostrongfree »~

Skins2 10-Day Notice (Jul 2016) CLOSED 2016 FB: CSNCOM ~
skins2.com Ceased public operations in
2016
g A1fa ¢fthes (fafsiew) A SRIER /A A fAem ok darfder  ge e srfar v
Hised
CSGOEmpire 23M —9.0M [/ mo $1.5B — $2.5B Annual Moonrail Limited BV.  Pioneered 0% fee P2P

csgoempire.com

CSGORoll
csgoroll.com

500 Casino
(CSG0O500)
500.casino /
¢sgo500.com

CSGOBig
csgobig.com

PHISHDESTROY / HI - CCO 1.0

Avg 6+ min duration;
80% direct

2.74M — 3.5M / mo
Avg 9m 23s duration;
16% bounce rate

220K — 425K/ mo
~105k unique monthly
visitors

~169,600 / mo
Avg duration 19m
12s; US primary

Handle

>1,000,000 P2P skin
trades/mo; $6.4M
active liquid order

floor

$1.0B — $2.0B Annual

Handle

Est. $100M-$200M
annual corporate

(Curagao #148182)
Payments: JHOLT LTD
(Cyprus); Founder:

"Monarch" (Ossi
Ketola)

Headquartered in
Belize City, Belize
(Reg #171519)

revenue from house

edge

$100k / week

Perfect Storm BV.

Feral Holdings Limited

item trading; licensed
Curagao
0GL/2024/1183/0869

Banned by Australian
ACMA (May 2023);
sponsored tier-1 team
G2 Esports with
underage players

Banned by Swedish

($5.2M/yr) in Royales
High-roller wagering
requirement: $400
wager per $1
rakeback

Multi-Million Annual
Volume

Mystery boxes,
roulette, and case
battles

(Curacao #150536)
Curacao Gaming
Control Board license
OGL/2024/1354/0882

Operates via auxiliary
proxy routing
letmeinbig.com (reg
2023) &
csgobiglogin.com

Spelinspektionen (Nov
2023) for unlicensed
targeting of Swedish
players

Target of July 2016
C&D; relaunched with
proxy auth
architecture
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https://x.com/csgodiamondscom
https://x.com/csgodiamondscom
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://x.com/CSGODouble
https://x.com/CSGODouble
https://x.com/csgo_massive
https://www.facebook.com/csgostrongfree/
https://www.facebook.com/CSNCOM/

e i ftech (RfSigw)  orgfae srieme / A R Fepr e dnfenr g Framsies ahrfamgl v

Hlscel
CSGOFast ~150K — 250K / mo Multi-Million Annual Offshore operational  Target of July 2016
csgofast.com Global multi-language Volume entities C&D; never
audience High-velocity roulette  Routes Steam authvia discontinued
and crash games steam- operations; active in

login.authtofast.com 2026

CSGOPolygon ~300K — 500K / mo Multi-Million Annual Second-wave target Survived a full

csgopolygon.com / CIS and Eastern Volume (Oct 2016) decade; continues

plg.bet European dominance Crypto & skin roulette, Pivoted to skin liquidation via
match betting cryptocurrency with third-party APIs

mirror domain plg.bet

IR} &g Rt Valve 7 433fR 317 A1gel ohl el fHemrehy C&D U A

17 3rageR 2016, Valve & STt HellgehR A TfiTe 375 J3HT RN ot Siqeies w0 § gfAd fhar fh uRfves
23 FifeH & 15 Jarg 19, # Valve 7 Uh-3R-Res o= 9ot 21 20 & 31fde sifafvea s Spem argd (e
3nfArepTiies et Team 43 | FWR & 7E) | 59 g TeR Y ML ehdT safAT L) Fifeh RN Tft & srehror gfan &
Gol ¢ 3R T HE&ATd J3HT hal bl A =81 fehar mar o

« CSGOJackpot.com: @1 Sihuicy o1 Bfagiies T, o Fei Sif el fi aueht & agd dc g & uga
depsl fferae o1 A9-39 STeT|

« CSGOShuffle.com: JeTTg h2016-FIHT dierel & dhg | fRd Ig dge, ST@l Twitch ¥R PhantomLOrd 3
&UT & 33% T T U F WA @M AT 3R R o e o 1Y H1gH H g hd §T YehsT 7T AT

« Bghl gRITA%EH (200+ SHReR): Narus Advisors 3R Eilers & Krejcik Gaming gRT frg g 3ari srgeem™ &
AR, 200 ¥ 3rfde fafre fenm Jam arsd 2016, & Fatfeid off, g+ 3.03 fAfem aftha f@enfsat @ $5.01
fafera o1 Tgamsit ategm 3= fhar| Valve & 43 o=l 3 Tfchd ST9R & 20% & +ff d &t Iaifed fhan)

Steam T J3UT TR YRR WehrRT 3R Fammes s
AT J3HT hY FeT Hhe Sfuaties derfe Sial, yada wrarsal iR WwaR! R u=t # gt 6 718 &

1. arfaiTes s 3 ST (WSGC) (2016-2018)
5 3rergeR 2016 bt sftuaTives 'diet ve fewe! A S Y, 30 SHadt 2018 wR fAgrdt shifthr uerifara 6, forad g
SEaTdsitenyl fopar T foh fhe Teng Aged € 3R $5.0B <t [&h wgarsht Ar= ot Raifém 6 51

WSGC faerft Raié didiuw (wrta ufd) ~

2. U.S. G &R emai (FTC) (Rdsr 2017, tde C-4632)

RATSIYul FagR 3R WiehiH AT i STepR) 7 3 & ARIT § CSGOLotto & Hifeld ¢ar ATféT 3R ATAd Haet
& & < e § Tefdd ggelt T€y A Jad- dRarg|

TR ol ok weafa smeer ~

3. g& o1 3T (Fhoteh) AT o ofk gar siffse

The Gambling Commission’s 2018 survey found that 3% of 11-16-year-olds said they had ever bet
with in-game items (skins).

gehoir el SrdYT HER 2

UKGC policy on virtual currencies 2

4. Jiferarg e wafaror ok FR wiiw (2018)

R GET Geer Rl Gair-ameniRa aegeit & fag AHT A15e]-ad+4e-Valve & e e Hohf-e, Tchsdl ATdhe
FHeran3cd, 3R fAardes aRER @1 geaie |

sieforans dug 6 sig 2

IcpE AT

vad= Reis uamifra & fe o @ral oik sy 1 s1em frar ma, foem Ret givcw =Y ufasifara faar man, ok faa
rqars Jarshi ot srgafa & 75| wrdefAe ufady ok gads arait ag wifed T8 Fdi foh o1 Garer St At
T ol
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https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-skins-gambling-briefing-2018.pdf
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://www.gamblingcommission.gov.uk/news/article/gambling-commission-publishes-new-report-on-children-and-gambling-trends
https://www.gamblingcommission.gov.uk/licensees-and-businesses/guide/page/digital-and-virtual-currencies
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Environment_and_Communications/Gamingmicro-transactions/Report

Ut ft — a7 SR Uadq srfdeRg - arRT 12

gAY Uget @ g1 Irgdy 7 3

T&T 3R | dEmg
Valve Ig Ugal ¥ gt S8 Tt (i ftheer) v@dr § 8k e OpenlID STRIe & auth gRe"H UTd ohvar g1 i fean
TIT SIehIE I ohl Siten <ht drfcher TReT fa@rar g1 hig Ardsi-ieh UHTUT 181 & foh Valve THT T &l

Valve Ugel ¥ &l Ueh SIAH llchfoiie Ieridl g1 Valve Tgel ¥ & Udeh OpenlID 3rRiY # JiffiF gIke UTd &hdT &1 TS
oft T it TRa A& § — S Bl SHSAT &1 TS U BleH Jehald & STt Valve gRT & ST 7Y Ueh Gt & f&e
feram e &1 2 fam M wEies dhadt e 3aTeR B, g Valve @1 wrafaae 6 gl

fies_wenfaqufase.ars

# IaTEU1 W& BaI-dhis — Valve.block_domain() 3R flag_session_as_mitm() ardfde API &id -Tgl gl T8
YieRi UTATTOhdT 8194 & & Tah 219 Valve gRT @] hl ST Geht dTell dTfcheh TaHT bl &RITdT &, 7 o areafdes
Valve &bt 3ridiRes sridvoment ot

# R0 31 a1t OpenlD Y WR Yok Siid ohl dlfcheh @&y

gRwTT Siffee_siumemgsr_Redwe(srRie):

&ATeh fohT YTl = STy, shfore fhT 7T wiehiH v &3

Oierdl_SIAH = request.params. U &eA1( 'openid.realm')

&g gAf-Gel = request.params. U eA1( fgaamgst.Red_g)

# doh: afe Ui fopeht ufasEfad Arse R a1ug W8e hed! g, af Uierdt ol ufasafaa |
& foQ Trge § Sravg_qoh:

e aTge # T8y gAfqen:

Valve.sdfer_stam (STt _siae)

Valve. g3 o! fafse= gaet & 0 # RAfgd #(request.session)

# URRoTH: 39 gke & folg dffie oty srefterR e foam T g1

fateror:

SId Shis HF SR Ugel 9 1 feieh fthee? (e.g.howl.gg, blocked 2026-09-18/19/21) # g 3R 3HehT auth B
(howl.uno) 39 |T18C & A Fe ¥ 3 dTel OpenlD Ry | fd@Ts 3, df I8 ¥a Valve i 39ch 31U+ TRIY
3T 9 W¥ ¥Y Y fxars 3q1 §1 I8 Sira Wanfeld &Y ST debd! &; 39 Il ST a1 g, I8 @Walfeld T8l gl

gxasiiga SR Rate fag g gdfavfa

Valve ReplE IR &0 ¥ &H Udh IR Udh dIeR Ul & 3iTuex & & geaely fhar §: 2018 & 38+ ExpressTrade
f&%eH TR OPSkins @1 Ugd g & o (Valve h! BI9om » §Ugid 2026-03-07 2018 e Argariies Rarel # +f gen
ATchewd (Skinjar) & Yo @i o1 9o §; & Raid srumfora § ofik df aRoms & srgarfad g, = ok fhdt erdiepd
ufehar

Ud IQTeR0T RIT AT T &:

Valve Ig S =Tg fehdit iR gat & sifurer @l ugd hie Hehdl g1 CSGOFast, ol Jeirg & 2016 ifed @ deifad 9a
ot & =1fda fevar mam &1, 2026-09-21 W SHToRe & g1 o1, fovad auth gie 2026-06-30 Usiigd o1, o g
foien ftheer scifeh 81 aiteran| fordt Ueh SiTuReR ohl ahTel AT 3R 317 Y g1, SUHT his UhIIAd HATES Tl adTdTl

Yeftaeor it ariE = et @ ok o =8t faareht

U auth gike &l gsitenyr fafe 39 a0y &t —gadd HiHT g ST 8 Ugell IR OpenID SRty H Uche 8l ehdT oT; T8
fARaR IuahT ®ITfa 78l el | sc-auth. net3aTERUT & g, 38 2019-04-02 (RDAP) WR Usiiepd foharm mam o1 3k
fAdeR 2026 # Skin.Club & Steam @ gt # 3@ 74T oT; &4 QH1 dRIEl & o< IRT e, g WIasii=ich [Xepls A
T &
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https://blog.counter-strike.net/expresstrade/
https://web.archive.org/web/20260307161538/https://blog.counter-strike.net/expresstrade/

g Siifse: API SiIgure A

e I

GitHub API fg®

Steam a9 API (Valve)

1. Compliance Neutrality

2. OpenID / Auth Proxy Abuse

3. Monetization of Abuse

4. Evasion Loop Lifespans

Published, uniform rules. Documented
rate limits (e.g. 5,000 calls/hr for
authenticated users, 15,000/hr for
GitHub Enterprise Cloud
organisations) and published
acceptable-use policies apply to every
account.

GitHub's published policies allow
OAuth apps and tokens to be
suspended or revoked for abuse, and
its documentation describes
automatic revocation of exposed
tokens (authors' summary of GitHub
documentation).

GitHub takes no transaction fee on
items moved by third-party
automation; its revenue model is
subscriptions and marketplace
listings.

Suspended OAuth client IDs stop
working platform-wide at suspension;
the documentation does not publish a
time-to-action figure and none is
assumed here.

No published criteria. Individual
accounts are terminated under the
automation and commercial-use
clauses (archived complaints), while
no per-operator enforcement record
for commercial platforms has been
published.

Separate-domain auth hosts observed
in Steam OpenID flows (e.g.
rbsnin.com, howl.uno, sc-auth.net)
returned no Link Filter block on 2026-
09-21 while their main domains did.

Valve sells the case keys that produce
the items, and the Community Market
charges a combined fee of about 15%
on sales completed inside the Market.
No figure for revenue attributable to
third-party platforms is estimated
here.

Separate-domain auth hosts with
registration dates from 2011 to
September 2026 returned no Link
Filter block in the checks of 2026-09-
19 and 2026-09-21. Registration date
is a lower bound on possible use, not
proof of continuous use.

FHd: GitHub &% — GitHub gRT ehifard AP &3-HH1 3R wiethiH-ifa gearasiienur (cae! @1 |rRiel, 3gd g1) - Steam & — Link Filter &
2026-09-19 3k 2026-09-21 &t Si1d (linkfilter-recheck-2026-09-21.json), RDAP A& (domain-registration.json) 3R Turgla gradn fAeprad

(T1e T8).

0T ot — e 3R gad= sifera - argwm 13

3Th-Steam Je 3R

gg a% Teh Steam <Y g=dcdt # ! 71 ; faihl hdl 3R gidt 81 Teh therdl = AWP Dragon Lore 27 62 CSFloat @R
ST SHThY; T TaT AT 7T $10,623.95Steam T YT STAR @1 $1,800. ¥ 3iferes a1 7T T e waffa
Tl P TohdT| I 715 3T hIFd TR sa & g, Afeich &t ifth-Steam WRIGR AT STSTR Y ATGARAT gid! g1 IE]

3R IHehT g&diarur it ot Steam W AR &d &

What this means — the Community Market listing ceiling
Steam’s own market refuses a listing above roughly $1,800. A seller may ask less, never more. Items
whose market price sits above that line therefore cannot be sold at that price on Steam at all —
which is the mechanism that moves those sales to third-party venues while the item itself never

leaves Valve's inventory system.

Section 13 — the off-Steam price gap —

TG 3R Eia dErg

T IATATT H At STT-STeHT TUETE & 78 § 3R & IRemR Ui I =gl §1 245 ag 39 €S2 371gen-A1q Afor &
T&T g foFeh! gay Ol afeha 92rehsr chad CSFloat TR $1,800 & 31k off, 20 f&deR 2026. 241 a8 I8 e &,
orgd @ 37 IR Afort ot ger fear mam g, S8 CSFloat &t $100,000 &Y ot War wR fo fopar mam §, 8k Ist ag
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https://phishdestroy.io/steam_dossier/steam_tos_assets/linkfilter-recheck-2026-09-21.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/hi/steam_evidence_archive.html

99t & O IR $13.63M & et wef &t momT Y STt &1 248 I8 Ueh 37enT wuglle &: 23 fAder 2026. R uig
Arheerd # & & a1 31fdeh gRT &hu & SWR hiAd arell Aol | Ardhewld sifaRey oed &, gafeiy fafee wiewrd &
3ichsl eht heft oft SivgT 481 ST =nfe | ggl Udeh Sffersl AT 4o &, G g8 faish! 181, 3R 378  ais ot rory,
TSR a1 1 A8l § — A Valve & fog, =1 foedlt 8k & fg| PriceEmpire & Tdlag A9 39 A1 gRT UehIfAd Md-
Hiel SIAT §, 3R 3HHT Steam TS 3T Steam T Y aegaii i ot FHaR FRaT &, Al JoHT & SRR THIT 78l 8l

T Mg 3 Hed wonferat | Reprs 1 ared &

W3 /3

3Y IPRIY W, fachd ! Ueh 3ith-Steam I IT ERIGR 1 HATGLTehd gid! g1 a¥g 31+t +ff Steam & s<dcdt iR
o fAen R ARk et g1

& T $1,800 UG ARG JTSTR GTeheor T

wat m Feart $10,623.95 thaedt - AWP §7H @R Telik 3%k

ez ST} +ff g Steam 8mMged sdct 3R AR Steam WR & ¥ & &l

01 / 3mseH Valve T8 el steam # smitfira €52 a1 Dota 2 amen

02 / &d 1T $1,800 TR Steam ue wrdhe e & forw aiftreram gea

03 9TeR U8 §TH lteR & fIg $10,623.95 grreft @iz # wadt @ CSFloat sifoR

04 / feefiat Steam Sjw@eT & T TG § @it ok avq gerioroT 56 Tomeht TR s ot 1
ISR T - feifahd stetas, 20 Adsxr 2026

Hed 3ick A9 B

B 3 3MMscH-ATH Aot &t et it [Sidh! ga gt afeha dereer it & $1,800. ¥ FHWR off 1 CSFloat 3R
Skinport TeT-37eRT Fuele § forh! CS2 3dcst fiaveld PRl §; 3! [T ol ST gl oI TebdT| dTeet T
fezara € fop S #ith 18 hiad el Ui 6t 713 §, Safeh Steam 3reft oft 3msen & w@iffia ok g&aiaxur &l A
T Bl

245 cs2 siforat - CSFLOAT

166 Cs2 St - feme

3 <ter 2 Sforat - e

$10,623.95 2= &t e wef got

T 3R 62 Gftha CSFloat thardt =1 Aoft & St ol §; UafRId ik Teh TRIY 8, GfF ot 718 farchl 781 | Steam
STSCH ol S hIFd TR TATeg e i STTAT ST &, AfchT 3! 718 ITd TR G @l @ ehdT| Valve &7 2016
a1 gfe ot & foh a8 OpenlD 3R Steam ¢fET SThIRgaFaR &1 IUANT e Tl JaAT TaTeleh! o 7a7d gl fopeit
faty gdfia-uer Archewid gRT Valve & fRaHt o1 Iecte foram mam & a1 =gl, ag S § ®1iud fohar S anfggl
1 ¥forer fAdteror e —» CSFloat SiF 2 Skinport S 2 Valve 3T 2016 sa19 2

die CSFLOAT API / femiford #iusite $13.63M

H AaH I SIS gour 241 3ngen AT 8k 3,395 Ufehd SRR, T Soft &t T Tt dielt x ITehT TR
T&T & w9 H AT Y 721 CSFloat &t $100,000 &Y Hust Tiar iR U 6t 18 TR Aot ot 59 Sfeardr d9a &
FTER @M 7T 3

Bier &t AfA T gfdt 8

3 3R A & A 1 UfafAfda &ed & $13,631,888.25 Uik fhy 717 39 WA CSFloat SUdHg & felg gt 718
A | TR IegdH Hed AT bt ATfAe = W $14,231,888.25. I8 Uah & &fah arg=legl ge &iar, 9 at g gs foshl,
9 ehe BRIFR, 9 &Y 3R 7 8 1 CS2 IeiR|

245-Ufay CSFloat WURITe § G TUET & A

PHISHDESTROY / HI - CCO 1.0 38/90


https://phishdestroy.io/steam_dossier/hi/elite_skins.html
https://phishdestroy.io/steam_dossier/hi/elite_skins.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://store.steampowered.com/oldnews/22883
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json

Hea9uTsd [ Gellag Hed Steam: #15 T 39
F3 T Steam & 3HfAF STeR T FAlag aed &
Tfer

$133.8M
7-f 898
$127.5M
d%h1163
$104M
Moon.Market
$100.3M
White.Market
$89.6M
Buff.Market
$86.7M
Steam

$31M

B8 T g3 yefefd A7 3R Steam | PriceEmpire g 3fichgl i Md &l g; Steam fe@rar 81 $31Musfefa sfer

T & SR R AIGg Jdldg el 399 A &

UTSIUITR | 3R &hide Steam: #1 &1 39
Steam 37t oft Sifted it TwaT | emt g1

Steam

32.2¢q

g-fo 898

5.9¢9

@51

4.6TH7

Rl

4.4

Skinport

3.8vH9

Steam fozarar & 32.20 3iftha | Sifthel Y TReAT 3R ot [T 7T YT ST~ SHT TaTell T STaTd &dt &; g hH hIFd
arett fafed et & gret g Fend! &1

I UTSHUFIRR 6l resi-ie ga 1 2 dfad 2026-09-21 2, R $2026-09-2019:037¢r; fafdr 39-dfad fAseweur ~. g6es siiens Ma-did S &,
3R 3dct fafaa Trsel WR efterciy &1 Wahd! €1 Steam o1 I8 319 Steam Tl I a¥gall T o gui T 8, Sl GTK THF T8 ¢ | Jalag I gt
ST aTelt HrHal et Argar 8, b ar aore & g

42

Teh 3R A9 | LHgAifore

HTaaRe U & W w9 § e 2 w@r

SteamAnalyst ht Archewd fA3frent Tugld 2026-07-19 » 42 &l IR Y& & CS2 AThewid & &Y H Jeflag Hdl
& Y & Steam ol oft, 3k 43 ufafat & fow 32 o1 giferar geg Se1 UaM &edT 81 PriceEmpire 3u=t @i &

G AGE! & dgd 39 AThewid i Faleg Hhdl gl AT JIH, AIdSi-dh U¥dTd, GIAT hiHd: Ig rdagaen
fARteror & fow et 81

Tifel € = &: f3eht 9Ty Biedt §, axg T8

Teh cTedd T HULITe # he urd Achewld, 248 CS2 3ged Afor # @ & ar sifdes &t Hiidd @da &9 § Steam
&6 @ $1,800 fAfET W & FW § — 3R 399 & U Steam W Ul g1, I Fueiic 7 R dheal &t
HIFd & AR FFfiepd foRaT: Valve &Y Ache & o1a+t &y & =2 &t amged Aol &1 95.3% iR 3T SWR & Aot
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https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://phishdestroy.io/steam_dossier/steam_tos_assets/priceempire-marketplaces.json
https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace

I 1.9% BT &1 T8 Ud R AT T STROT T8 hedl; T8 Steh USRI [aH TR & @R 8T g1 3 hivdl 0 s
& ol Ueh T8t WRITR T FI9IR hl SEaLTehdl 8idl &, STafch Steam 31t oft sdedt 8iR gwaiaxur &t fFafd w=ar &
— a9 Valve & Aeh3iEe T gk Iall oIl & iR fSefia) Valve & s3preaR R & 3&d! gl

Steam SR SRR U S a1t ¥~ Gid 2026-09-21 ~ Steam Hedshiger THSIAT » G 2026-09-21 2
Uig-Arhete Yooy Serdie » did—g gasf-t » uget CSFloat Husife » Skinport Sfeleh » UISHTHIRR ~ dfEd
2026-09-21 » EHuATRE » U8 2026-07-19 2 He-3icR SRR~ Hed-HIgt Ueed 2

W C — ST @
AT C — HILAT @l + ST 14 - hifdeh uga

GRET SURIT Y i e IR Tl 87

o 3R | W

API @rdt ht GRe&mm I ot R Hff ek st 8 St @1 @bl G2 UTed o Fehd &, St Repls &Y St & Tehd & a1 gah!
GRETT AGRATT AT X Tohd &1 STl 3 [ALWITERR U AT T ST & FRIch! ¥ STERUT BT A1187
ST fob Soet @rar goeuatT &l

QAT It Teh TIAAT Toic bl WTd i 3T HTfeich F 3TeRT B o AfRy It &1 Valve A fofea S &, F ar —
HRast 2023 3R TdsR 2025 — F gfe Fr § fh 39 iRy &1 ST Tera @ @t @ diuw & g fmar war i -
A1 78I & SARTT W, Teh & el & ATead Y| Hid: 39 Ugd ol Hed, B Ald-SMMUTRA ATHA, 3R @l Valve & ard
Udeh AT & g & ofk o) 3T fonedt ot 1 famam

Trferd mergl / 9 | 2025

Teh Repadt feahe forem @rar &t gramm sram e Y, oik Ralé fg 71w $10,000 & Fere

T T SIfNRETTR # Teh IUFITehdf 3 adr foh Steam Tue 3 urgas d¥e fomar ok w@rdT gram srem o &,
ST fohelt o= &Afert A Rapast feahe ST fham 1| oRaeh ol SheT & foh @rar auf O fAfsha o, 399 2016-2017 &
gEgu 3@ off 3k 3T Steam TITE, Tep fofeh foham mam wiF SR Tl Repad) ol 2

"Steam Support still gave someone else access to my account."”

JUH-goy 3TRIY, WIS steam support tickets MEGA.json, Repl$ 110. TRT $=R fhan T Ui ug ~

g fohdt Teh IuANTehdl ht sIafchardt T8l &1 agt SaTsil — Yeb HGIadl SR Sil Wid &l I ekl ehl RATTAR Y
AT ¢ STt QR ST UG &hedl & — -1 AT 7Y oloR & &% AMel | ol fohal a7 9T AT &, 3R Valve 3 88 & aR
fafead wu & @ gl

Ak a8 969 T8l Siid GahdT| Repadt ugelt Wt Goft, UgeT 0, Ul 1S, Ugell Hi- &R AT §1 & a2 Valve &
3eTeY | g, 3R qUld-TI8s Uaid S5 Ugd! & — Sd1dT 74T g foh I8 Ugg 9T 1e ddh STl g1 37ch UT 3T9ch! Hhisel
&t Yo Ul T arel ferd gHLIT 3k IR # 3uch! JoT # 31fdreh Sfagrd Uer & ehdT 81 Afeid @rdl ol 99+ 39

aRe O forar man o 3 auf & fAfsha &, 3Ta-Iw atel g, 3R TR Tche-§8 @IS 7Y &, arfes ¥Rk &t deft et goft
ST UdT 8 7 Tel| 39k 918 39 @idl bl G a8 I gel foan a1, e sgen-gfagrd i a8 gf@en ge 75 et Iudi
ey ferdl fehT T UdT oA & folT &l § — Teb UHT T Sil Ueh HTYROT IUGTTehd| HIeh Uciial fafe & &
T8I R TepdT|

a4 fasterfaer / sared A01

Steam Repat fagiwfdeR w1 qe A g+ a1fey, wWds wu § gter iR dT fohy S arfgu | siffse & fh &

TATO-US S R TehdT &, SHA @I ohl 8¢l Tehd] &, SHcT GRETT TS ohl 82l ehdl o, fafeiT ReplE ug FehdT & a1 @ran
371 fafa &R gaar 1 OWASP gga-fadFor arfefd ~ dugld 2026-09-20 2

@Tush GHY Ugd Ugd-arRT Siifen
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https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://store.steampowered.com/agreement/?l=english
https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-atlas.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-atlas.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://pricempire.com/cs2-marketplaces
https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://www.steamanalyst.com/marketplace
https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://phishdestroy.io/steam_dossier/hi/elite_skins.html
https://phishdestroy.io/steam_dossier/hi/elite_skins.html
https://phishdestroy.io/steam_dossier/hi/skin_atlas.html
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#case-support-recovery
https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/

R I R

IS eaTyeh Fwe ugd o1 gouanT fhar Sie, ot fAstt eetadl mwrsfei, afara fafeim ofk fArRrt &1 ges Juehzor s
gahd! g1 GuTfaa difsdt & arenror Iuarendt, E=aendl, Ardsit-ies gfeaar 3k 39 uRar AT §1 I8 Ueh @RI Jisd
& 9o srgAfadl & g uga-faisror Reefs &t smasaerd gidt &1

01 gt sfagr ok ==
JTSYT A Aeadh & Sfaerd 3R SgHATd R Sl ISIFR IR Thd gl 3 W H Fctep Hifdes nfafafeat wt wnfug 7&

|

02 f3arsy fRfifér

03 wfafafe oA
A ergaee™y 3R ¥ Renls faaaat 1 Garan &R Gohd &, o ardwifes Tithrgd W e1gy Tfafafear off enfaa g

04 FIR 3R Hueh
I Y HaRIT AT Hueh SRR deh Ugd UTthrsfenT ofR Hiere SN g &t dwra-reil st srgr aft|

05 TgaT™ 3SR AT
el 39, BI 3R Ta Repls T B 10 dTel Wi bl fohelt cafery @ Siig Fehd gl

06 3e1 gAfdha SR Siaraqe
frafa & 18 afera gt afea aiarafeat s aweda &R dehd! §1 hRichdl, Ugd R, UTddhd! 3R g&diarun &l
UG h; helel R 8 7 df Ugd AT gidl § 3R 7 &1 ST Ifava|

Valve 319+ & et @ffif, fearew Smeet, ofTar Renfs ofR qdia-uer Ggradr uerarsit &1 aui- edr g1 Mu-radr
Hifcr 88 3, 5.2 €f¥d 2026-09-21 »fd R ver ot G de ugd i SrgAfd <t § — I8 siffse ¢, St I fawaran
feh fope SehaR = fehe Aol deh el iR fohd UTfdreRuT & g Ugd b, Uehe g fohar T g

ST 14.1 - IR - T 2022 - FdaR 2025 - YIS 3wl did dfed

Valve 3RATSIT 31 IR &g g, 959 AEA & Sfakiel W1 Ig H+it g 81 gam

g Rule fhu 1T¢ AHel [ @rd Steam & @A GERIAT SRIY el & HIEgH 9, T 34 GHI0T-U1 & Aredd § fog 7g
& I8 8 ATet GRI&rd &l g1 Ucdieh 2 ag 3iichgl & IO Iegd &l F webrfAd fobar a, iR vedes Fid &b 7719 Fraran
AT 81 B8 W § & ATHeA H G AT a9 R & TS| 3 3R areh & i 3k Ig el o1 ok orm g — afcdh ag o
foh ente1 3@ <@ ATl

Valve, faif@d a & — wrast 2023 “"The items in question were removed from your account because
they were received from an account that was compromised through a support help request, for
which the CS:GO team takes responsibility. We have reversed the trades and removed them from

any account which received them."” Steam aqws! &1 a¥gail & HTehdl el FHel 3R, FIT gTodriad
3et, 21 Bea’t 2023 ~ Gugld 2025-08-18 ~

Valve, ftik & fegd gu — 7daR 2025 - 33 #gi &g “"A support technician that handled the help request
failed to follow our process which resulted in your account restored to someone else. I apologize for
this error."” Steam Hawkeye337 &1 3=, agga*éa@zf 14 FqrR 2025 #

1. 21 §F2022
HFB — @&« # 9a 981 3de1$2,000,000+ - Bradt @& 2023 Bial-37q & a@1ane $3,000,000+ fabar a7
1 GAfAR AWP $179 &l ok #1 & SiH dhRffie, a8 a1 afchol gt aTeiT $1.26 fferearar &= arar 3
fafssha o, Afch Ararsa sifeifedher oreft oft Ifcha om; fohr oft S8 SR uTTas guid fRaha<t ANt & ATeaq I
g5 fag Y|

el & ugat dan fAea Ml ue RaiE & Srgar $200,000+ fasht § ure S T Uk 2 g g

market.csgo.com o ATeIH & AT foldm a1 91 — Ueh UHT ATche @i Sit Aahg 3R fohtet & fAger oear g
28 &l Rad #RA R Uah f@h arug et §1 I8 I kg bl ATUY gl hedT o1y Ugc! &t sich | ST &y forT
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https://store.steampowered.com/privacy_agreement/
https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/

™7 gl

3R ATHA gE M| U @RISR 7 39T Souvenir Dragon Lore $4-1H ©RST gfAe # ®iAidaRd & faarl
Valve & Fetaeh f@he 31 hewR & 3icR A8l o Thl, 3TfIT 3T Hifeldh ot Tep A8 Ufd STIRT &Y 3fR fedt
g3 Ufd ol a9 &l ©ig faar — Valve = Teh &l Tehel 11 $130,000 =R &l Ig e 1 hITALN Hid FHI Teh
3MTgeH | 39 3Mged Isel e ik Tera Y Ratfém & uemer mar, ok Te 7éA a1, Sars 2022, # ger far
T @GR t BUFF gRT Risg fohar ma, 9 16 Valve gRTI 89 dRE <hl SMUTdehTel= YR hig =0T A6l &;
g I8 & S Uch WieWhiH d9 &hdl g o 39ch UTd ohig =0T gl gidTl

SRiCt, 21 Sf7 2022 ~» "ufgd 2022-07-02 2 - hIFGREHT ~ - Ufdl her-3M13¢ 3ffehel Esportfire, 22 S 2022
2 TU8id 2026-05-15 ~, g8l &g Twitter &idl el 2 faar ma - ufafafy ik gfafafe-gfery ufa Swidg
3féT, 14 S 2022 ~

qifqararR 3e 37 771 37 aegail @l 3 Tl &) gdedt & argw ot forr T fogl 3 fag it diaa
gaTs ot

2. 14 3T&12022
CS.Money — WehH & 37U+ dfed$6,300,000 - 79,000+ @ - Tgerr 377 $1.6M
EHAER] A ATchew™ & ST dfed 6l HaTgd-THTuNSRRUT Higdl i ohe 3¢ @lell oy T, o e &1 T
fee uftig aarariat ot At fear arfes e g gt Sd | argarides taeatst =& & fosar 55 gHerar @rd
$ 8 gel § 3R 3% Tenrfd foha|

Valve & ft 3ctc =18l fohar mar| & 715 aeig I8 oft foh Uk geiia-uer @ige Steam & aTeR [&d § — a&@
Steam forgeht 3<dcdt, ¢ API 3R @rdT UUTlelt R IR = 9§ 3id dch deit |

Esportfire, 14 37%d2022 » @Ugid 2025-11-15 2

e’ o a1 T3l Foicte T8 1f7 ©iewiH 3k 3&a ughTehdrlal & are g wgh
3. Rt ferar mar
21 ®RaEs12023
Qkss — T& aRaTeT, g@ rfH=ar$ 1,000,000+
Rt fomam mam for 58 S axe foran mar Srar HFB o foram mar a1, 38t sifeear gy, 3¢ 9uié &eu Raawe &
A1eH Y| HFB &t 3116 Hei- Ugat URt dvg daTdl o [T 1T 411 Qkss &t gl |

Qb ART1 €t IR Ueh1fArd fReps & gefenl il TReam ot Biseh? Sl ATHel | hig 3R 78l 8l
S, 21 WRast 2023 » dUgid 2025-08-18 2

SR o o W geffoa 78t faar i

4, Raé forar
TRaxi2023
JGHHT ATIR T — FHHT b AT~ $320,000 - Jg 7T T TN & g7 glar 8, 7 [ o gt gedianT
HUIE-H13S TaRI = W1l fcigr™ ach Ugd U <l 15 9§ ShI/eht — gell Hisl i, Ugall $Hel, Ugell his| Tgt
IE T & Forgeh! Repet Ufehan #iTT et 8, 3R gafcil Serad & aTell fekd gHeIT W ehl 3@ dTel AfeRT
& R 9189 Sitd ST 8l

SAMR Mzkshow = 3R fohar foh g-aTseR SifRer "Steam Help" 3R Tigahit "Alexander" = 3 fAfsha
@rdt st LT s o e § $100k & S1fdes geg a1 ges I foRam a1 M4A4 Howl, e &R
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https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.kaspersky.com/blog/cs-go-two-million-usd-inventory-hack/44697/
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://vkplay.ru/media/news/bloger-rasskazal-kak-podderzhka-steam-vorovala-akkaunty-igrokov/
https://lis-skins.com/ru/blog/krupneisaia-mosenniceskaia-sxema-v-istorii-steam/
https://escorenews.com/ru/csgo/news/44056-sotrudniki-podderjki-steam-zanimalis-krajey-skinov-s-akkauntov-za-god-oni-zarabotali-svyshe-300-tysyach-dollarov
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
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https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://phishdestroy.io/steam_dossier/steam_tos_assets/outsourcing-archive-records.json
https://community.skin.club/en/news/collector-has-steam-inventory-returned-after-bold-hack
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
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https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
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https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://eur-lex.europa.eu/legal-content/EN/LSU/?uri=CELEX:32018L1673
https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
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https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/hi/legal_analysis.html
https://partner.steamgames.com/doc/features/auth#website
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
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fSuTaT aT| ot 98 T8l &: I8 ITh! SRR # 3 ¥ Ugel § Hig off, 3R I8 39 3fd=Tel bl A9 78! Tohal, Stk I
SR I

3= WIATIRS HI T R SRR o Tg &1 hig Tt UTd g arett fafehar g4 Qi1 ot 2rdl & SrgaR—Tfeehe T,
e fafd, SHA-256, SrRYerchd! T AT g TT—3g! Sigl STgift, a1e ag SOt uer R a1 3% SRfihR |

g Uit feehe ot sig foharm 77T, 59 WR ol Ul gl oidl | ST ohlg hIRUT gl IdTAT 1T T, 3R Tgl g STTAM
EREUIRIKIC ]

Sy | ufaferan| gem| Repfs &1 ured &

W3 /3

3T AR A1 Aot 1 SRy o | 9 Account Data U1 @1 39 e e mam o, a8 Valve T 37991 @d-8at
fafa 8, ik ag ulkaismr fondt o= & @rd &t arift ot Geftareg A&l R Henel! — safid Jgl ehls gof gof-aR-oft
I URIIRAT 8l <hl 775 &1 Repls R St 8, a8 18 fAder o1 37T su1+ g foh Aot agl 78! off, 8k 19 Rider &
Ao &, foam 3= gaifad fopy famm & Imxe aerman)

sy fafre Aforat API-gsft, @ffia, fearew ofk @R Refs
yfeifear QT 31 Jaof awel fafma o fAfteror &9
wen ERIT UG foRam T oT? udeh SrRifad Soft Y gerr e

ThIF 1/2 — 3t (16 Sep) 3R UgaT 3R, Tsic "Logen" (17 Sep)

GDPR f2ehe HT-2YBP-F7)P-DAVB — Side 3R UgeT 3R

&id: help.steampowered.com, fese HT-2YBP-F7JP-D4VB - &R 16-17 fadeR 2026 - SFRierehd| &l $7e gerdm a1 2026-09-21 - wrsa: gdpr-
ticket-1.png - THT=T-256 da940c731ab9869d226e9d06ccc8alb393738766b7b0c445a56662623e025a66 (screenshot-
manifest.json).

©hIF2/2 — TEheler SR (18 Sep) iR TGS, Toie "Kal" (19 Sep)

GDPR fghe HT-2YBP-F7JP-DAVB — gf srde oik wras

&ia: help.steampowered.com, feae HT-2YBP-F7JP-D4VB - &R 18-19 fidsR 2026 - Wiger: gdpr-ticket-2.png, - TaTaT-256
44844ea7b251f7fd7d79f87ee1578a846606a97b9659d3a53b322120c422219b (screenshot-manifest.json).

3ffaw ufaferar, 19 fRAawr (anfsgen):

Steam gRT dU&Id ST Ugel I gt 3k Account Data U8 WR UTaT ST HehdT &1 Jfch Steam T 3R i sifaRe
SHHRY UG T8l R Tehdl, TG SR &g . faar srgem|”
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PIg 3T UG A8l R T - Tltepld T IS STIAT SR &l JaTdT 74T - hig Y&heled UiRomH T8 fa@rar

9% a1 ST &, 3R Valve & 3197 gehiet &t 39 wifard &ea §1 1 & gehict ot o, fAies 2025, ]RIUTH 1.9,, T
f2aTeT-TR o1 YgUaY quie ohrdl § STt Ueh f3a1sd ! goFl @ral § Sitsdr & (aRfre o). 3t ufaferar & =@ o
SifHerdl & 830 yB «fier & (URfAE B). 371H 4 & i @rdr 3e1 Y8 W ] 8

g9 @rd & API-&ht & =t #1T?

3T 31 IR A0 ol ATgfeder &9 F T8 TATI Localhost SHH @A i Holl & Yk fBhe &1 e §, 7 fh Saaw
ST H is aRdfdh S 18U HeA dTel Al Il (YRT 5, &RT 6). T ReplS Sit faara & o 39 foham a=mam ok
gl I g1, 98 API-key USRvoT @i &1 g Ugelt it off foraeht 3w @i Y| 78t ag it oft O areitor 3 furar)

Fie: 39 URAISHT & Td&UT o GRI WAl ¥1Reh | SUR QY 7Y feehe & Thiaerie g1 fhy 7Y §; G g8 uehiird gl
fomar a1 81

gt - PhishDestroy

gl feche bl gt araft oft Germ g & FTaSIG I8 hYAT Pis TR Ik T gl g1 Ig TIHg UiRoMH §1 8§ d1d &
16,319 TRf&d {Aehrad 3R F9i Repis 3k 354 QEIT MY FHAT TGMH-U&H gy Y I feran a1 g fewhe 39
TR T U feATRd, Tt a8 & ha fohar a1 3aTeRT &

qaefe feshe — Wfed HT-2YBP-F7)P-D4VB

Y BT YR GDPR @ 15 ETATSR

feene &Y fRfY s 19 AR 2026 — IS 21 U= =81 fopar T

fafma & goie "ama" (17 @), "o (19 R{¥a)

arf@e 16 fAdeR2026

SRIAT 32T 38 @rd T gt Web API gsit fohaa dsfiepd <, 3k ag fohd 1P / feargd / crswaedsy @ <t 715 oft?
Sgd DI MR GDPR €RT 15 — SfeRATd 3T deh Ugd ol iR

FHITAL g o 12(3) 5 &t Ut & Ueh AglH ST T ST & (1RO SdTehs S 1T ST §ehdT 8) | I8 S1afe Tepter
& I T gl gs oY, 3R U8 ST THIHHT & Iewiad T SraT gl ehdr| uf favg-axg & deifad g sifaw
gfafehar ge @-Ta1 s & foids st & dfch ag 781 faaret fop ar Tifaa Ser Sfort dar 6t 18 off, ok afg s
PRATE B T ZABR T &, dl TG 12(4) b TTIR IY HRUT 3R ARG AFf gam g1 & 1 sifam ufaforar
T T8 8l

7g fafre o1 ot A= @ar g

39 API git gdc @i ag Repls & St ag gufar & fon fonelt R wer & I Y 718 T bl T IUINT Hech Ueh ol
GSiiehd <hl & AT T8l — Ig 39 o bl JUH & SII 39 GATAST oh AT HAEITR H W& gded-aRt i fAwradt # sarn
T §1 g Gl ST foh fohae Tap API ot Ustichd aht, fohe omgtht &, ofiR fohey ergaee™ wR, at:

o difga ot API faafor et i gomT srum @i sfaera @ et i srgAfa <l

o F1a fORfRITT/SeT dfc ShRgerar & g ScT-Yex Mgt Udl T GalTell i |

o riehdl & &t qrart a1 suRTfdes srrdanfgal # I |18y Uwdd hi |

o fort s it 99TQ ST R @1d & 9Res t gf=a fohar man o ar 78|

ReptE & gar etar &: Valve fearsa-wR ofk @rdar-weef keplsd & 99T 3@ § — $9% aehic &l U 1, 10 37ageR
2025 # 37epT quiA feha T § (od uRRfre A, dred Ja= — &id 1)1 fehe HT-2YBP-F7)P-D4VB # a1 fawag gt
3t 9oft & Renrs o1 SrgRier foam T o1 iR feehe et Ueh W-8aT g8 WR AsTer? sig & foan T, fSdeh aR & 8a
fao 7 RaYe foma for STd 3 Reapfs 78t &1 I8 o a8 SR au & a1 781, a8 wiaeft urfareur & faw v usr &; 59
uTg I8 g fop o aafaa O Ser dafda g, 39 ag Ag! [Herar

faffma — ar @@er, 9 fem

Steam & & U Toiel 7 feepe W fexarg My yger 1Al & dgd SaTd fear: 17 fRAdsR &t "Logen” 3R 19 RAdeR &t
"Kal". Q1 % STRIeehd! ol STeRTSC ST U1 R AT e | feehe R g 78 faxad o SrgRie Valve &bt argasdt & ar
82T Uieerer SHifther deh g a1 gl 3R AT H Ig gl S 7T b Tsie i §, S7eh! YfHenTd R §, a1 feehe
Y we fohar M|

16 SrerTa

oRg 159R ARG 2eT AfORT & T IR SRty

17-18 3fetTa

@M1 321 & folg e, SRierahdl DPO TWhelRIH ohT SIRIY el &
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19 3{erTIa

feehe I IR & 1Y &g S T TT; RIS ST G, his MR Tl TdTAT T

@@ 15GDPR W &4 ¥ fawg ot o1 S1fAhR U ol &

¢RT15(1)(ch) Teenvor 329 — Valve e oIl 7@t &

gRT15(1) (@) et ht Aot — Valve & grg aRm g

aR115(1)(c) uTedehat a1 uredehdatst i Aforat — fSma a1 31 uTe gei (e.g., API geit Reh)

gR115(1)(d) T i srafd a7 38 Raffed e & Arcs

o@15(3) ugweRRor & Irefie @faaiTd 3er &t vap ufd — i.e., API-&ht @i @

gR112 (3) & +ffaR ufafohar smasaes § ga #giHT wifd &t; faear 3 78 & «ffar gfaa foear S anfee ) uerera &
Gy g Jrafd TA g g ot | 9RT 12(4): I fAdsres wiars A8l &ear g, dt 38 HROT Fdr1 g 3R fAmrad
framRor AT &Y SRR S gt

forares freraa anf — et off SuahTeraf & fog

g H IuATeRdf fSrEH Valve @t Ueh oi@ 15 GDPR 3Rty Ugd foran ok i srgurer ufafekar (ar $e1 & famr v
rueie rdiepfd) T T8t Y, a8 3u=t EU/EEA 9w vsd & gddeft wifdept & ury freprad gof ey Tahar &1 Valve
& EU =TT g7t & Valve GmbH 8, safo dar-ur frerrat & forg v uddeft mfdrert & gt & 3er grem
3R gaT Wesrar Y 3mgad (HmbBFDI). (Valve & srgedeg 27 1 ufafafd off &went & f@a §; ves wfafafd & oar
30 3T # e urfdeRor fAefiRd w8l &vdr1) erfws 77. & dad fAdradendl & U= 9aR 753 & Uifdeur & g
oft frepTard gt &Y ST Gepdt Bl

HmbBfDI ferad s » GDPR UT& (eRd12,15,77) ~» dugid 2026-09-20 ~ sSididt fRemfager ~
et oft frepTara & forg feame dgef: HT-2YBP-F7)P-D4VB — 39 SdTa # Udh Ualfd 31801 & w4 # Wfgd|

Teh UaifQd 3ergeur

fRents Hisig €; Sar faw &t & urwa & gul

Valve & gehlel 7 1 37ergaR 2025. & Tk U # f2a1gd-T_a Gedsy fRenfs a1 gui fohari 19 Rder 2026 w, &t
Soft & frepfs & o Ta Article 15 SRTe Sl Teh @Y-TaT U8 R Woio §g o foar 12T, fory srRterchdf = sraman fs
Sa# & Repts &l &, fam fohelt st 3R &1 feehe HT-2YBP-F7)P-DAVB Tah Ul I&TeRUI §; I8 caTdeh el e
STTdT & AT 751, I8 uddelt UTfdeniur o1 U §, STt Valve T gTch! gafeiT Repigd hl HiTl o TehdT gl

GDPR @@ 12, 15, 77 | udaeft urfdrepeor

oG 12 3R 15 & dgd fAreprad Oie defda gddeft mfdreor & a9 fam feret goch & &St &bt ST Gond! & (@ 77)
OTfIehRUT GURTHE SUTY I e Gehdl &, ForaH Ugd SgRIe el Ul A o 3HTe 3R 3rg=de 83(5)(b) & dgd eI
fawar & ifdRT & Scwieq & fog SAfAT 1fie g1 9ot feare Taef sk foneht off Valve gfaferar (a1 39t srguf@fa)
St WfT @ fAFBIT Y AT AT gl

DSAR vcie 3% -
AT C — ST @19 - AT 19 - |fdar g

A it 37U aRgweT & fAvg Tawrdar awgiar

& R g drard

SIgeh gehlcl gl & 3R g his I Tlg ol &l THTHT T 30T 10, FAdeR 2026 & Herred & o ma g; forsdt
3= TN H Tg 3T 8 TohdT g, 3R W TxT TNl &b 1 9T T8 § — USHTd 31ERUT &b fifd ahea aral
GEHUT & AR W hl g e | o 25 3R 32 & deh adTd & fob fafam & oram amagaes 8, 7 b forddt wideht
UTfIeRROT = Seetee TaT g1 dh 1 # fau 7Y stiehs Srgm 13. # RgiRd qrrr S qerfa g1

THEHT & 19 el UTaeT= 39 d1d § Al gl @Id b @IChIH hdl 1T 1T §: Yeh TSR Hed AT & R&emh
ZTqATRIeh AT TR Ieh St 3Td-Hed dTelt [Sehl i @ChIH U JT8R Taheld! & SUINTShI-oddT @ (API) Teh T g&T
deg foig & faeg &, foaah fag 2023, @ vget freht fgdiae wRes &t sasdenar =18l gidt off; ik ardwifaes Repfs &
feroeg gad= 9w, St ufa-3ifuRer g T8l few@rdt| & a-ra g &FdT &t THTfAd hed & a1 81, Ig 31ereld ol U
&, 39 AT & & 927 UKgd fhg Y § St SrTerd & THeT gt

ah 1 | Arche &y snfehear
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TR &l SHut ST 3R arfof<¥es ST R ufady

Steam Community Market & faifedT dar @t $1,800. &1 Teh G- @usife (23, Sep 2026) & uig AThewrd
#H, 248 CS2 3rmseH AT 379 A af A1 3Mfddh gRT Wdd ¥U F IF AT § SHW JeaHgiikd 6t 715 & T4 3mged Valve
& U @CHIH TR I HIFdl TR T T&l ST FohdTIST ATfeieh & hAd T18d &, I Jel1a-U&l STeTRI bl SUANT &hd &, STt
Steam @rdl 3R Steam API R Teld § — 54 dch WE &Y J AT 7 § ST, SSA 3% a1foifsaes & wu # arffgpa
T Bl

3TgeH TSR bl ST AT T 31f9ek gl S1d § - JdIg-uet TR 39 3R Sl WRd & > I IR Steam @ral R
Steam API @7 IUANT &hd & — SSA oA Srgafa & saraariies IuAT IR ek & ITdT § — STATT T Pig IoReR
TehTiAd g1 fehan T §1 gt ATche ehl TYerd Yeeh A THIHIT 15% chdel HIche oh HiaR T g8 frsh! TR @ &l
8, 31 9Tl oG W gl

d<h 2 | API Soit GRET argehell

API-&Y eI &t SULTTehd! chl ATIRATE! & SSTIT Uh WiethiH f39iTs Us & ¥ § g

2023,Steam & API gyft famfur wgdige & ges =it fhu 7TW sessionid & &9 Tk POST tepR fham 3R Ueh 3<d-
TR arel hefet S forar| §-Aa gfE & famm, U gt thaex a1 f3a1d SATIHAPL # 39 STiw # Uah3d grsoich
frepTad Gep & et T UTeM ohdl &: gHeaR fBhte, TR Y 718 T gehl, guah Ghroil (AATUT, ATIR R (STR1Y
Yedre ST 8 H faxarar mam 8) 1

GDPR @%@ 25 (f33ie= gRT 3e7 TRefun) 3R oRg 32 (VRIRehRuT i TReT) SHREA & STy dch-ich! JUTdl hl STTaachdl
FA §l GER HR 7 @WTH T R Ry fomr AmaR gexdwr & em hafad It seat fd=es & fog ge femea

Geieft U g1 39 YA H STl WR AT oI arefl SSA aifsl TR WRIET fohar ST TehdT & A1 T8, Ig el
3R gfdeft urfarenvor o1 U &l

dh3 | ardfdes-THa gead

Valve g @9 W auth 19 Ut &=t &1

auth gkea Valve & OpenID Q@mmmﬁ@%l openid.return to 3fR openid. realm (Radwe &1
JTehR FLTH 3 # fazaran 71 §) | 39 fHehTarT Uah A SATaReH §12026-09-22, & 39R, 26 # &4 3194 foidh
fiheer IR o1, Siafeh g S ur Steam @A o1, a8 foich fiheer or 181 211 Valve 3 fopddt oft sifarer-fafere gad=
RS 1 uep1erT w181 fohan 8, safeie ardsifes Se1 § ag wnfud =gf fovar S gehdn o fole fheer & sramar 599 giey
TR I3 3= IUTT @ fohaT T § a1 =15t |

AT 1= I8 hedl &

Gua et # Gt

gHifera fAeraal #, Steam Fuié &1 'API' dhl-giguieh ara IR ufdfehar ek g &9 # gidt 8: ARITuT & R, @rd
3R 3Teh! API groft & folg IudTehdf ht f™IaRY ahl gaTell, 3R feehe &g eAT| 39 q&dTast | ywifdd @rdl a1 @ig
T T i THY Hichel STIHTAT &l fohar 7T &; BF 3iichs T hig Ald -Tgl (Hel 8l

U Ig 7ol & [oh TR SUANTRAISHT 7 ATl chi AT -5 | UH Tg & o I SMfcheFar & folg B [oiAeR §, oM
2023, d% Teh TIRY I FHehl o a1 POST SiRte ot famr foneht gamm oik forr fgdfiaes vmmoftenyor & S=a-s1fdaR
aren & hafAae g Y srgAfa &

TETAST & ©U # SSA ST SJaY & &G F SSA

39 RIS &l Yedic TR aTell SIGTeTd THTHT aht 37ehT & gl Ut |

2026. Ig gehieT o 10 3TaFgaR o 2025 T & 1Y gl Sma, Forad fZarga-wr i ¥gdse, auth-host dsitexor
fafoat, S dofieeor eTgaeery, API-key SRt Ueits 3R Jals & 2016 Aifew ok fAdeR & oreft off Ganfea & @
WIChIH o &1 & GO gyl ol guH gl Jal a8 s & S Valve ot Taifara eam ghm

Repls & fd%g SSA | g faig
o "IIfOISYS IUTNT F81" — HTche dhl SR AT ITa-Jed hl fcht ot arfoifcdes gdia-uet st # gdherd! 8
o "SUARTGRAT API SR & fog STRER" — 2023 ¥ Ugdt ol YSUIEe WR g GERT hIeh gl |
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o "H Jocig-Ichd 31l & G Uad= ded 8" — Jeirg 2016 T i Ufd-SiiRex vad= Renls uenrfrd =gl fohar mar
gl
o "3T9 Al H A §T" — Blsoieh de H Eiepfd f8he gRT U el STl 8, Wi 41Reh gIRT gl |

ARy - Reprs aam @Tfud ohdr g SR 89 & HiTTd &

| & Repl$ foig g7 winTd &

TR SR i g

A= < 18 udes @it IWerd T H iR ardwies sifveka & 9t §1 & gty I urfderon &t deifad § st
39 Teh o1 ! STAREKIT U & Hehd & [o1dl Ig STd UTW g1 e Hehdll: Valve o 370 FeldH, Ugd 3iR TEHEhur
i e

Ydeh IRIY Ueh feHifhd fAent a1 S1geRuT hear g1 unfareror B SifHeral ehl |itT o Hend & (Sl a8 drdsif-eh-aid
STFe SRS} UTt g} ehe Tehd !

i SrfHera & St @i giar g

1. 44 ATST @ICHIT Teh 37T USHhRUT I ST — 27 & Arenyq § YHToftehor d &, o ves gahtfarg ufa-amt
q1ed HIsc gidl &, 17 O #-g3rT 9ug ¥ Genfad foham Sirar & iR i & gliacg fohar Sirdt §12026-09-22,
& AFHR, 26 Sirgl & J&I SH bl Steam feieh fheex # selfen fovar T o1, Stafes @i @8 give =18l o1 —
csgogem.com &dfeh fohaT T 71 api . csgem. com AT & Usitepd2014.Steam bl g gIe-TH UTd gl §
openid.realm 3R openid.return_to g?aﬁﬁ:r Ol %Tl_’)

2. 13 Jarg 2016Valve 3 Grdsi=er w0 § 39 df 1 A7 forar ok 3¢ ufaafda ax faan, 8ik 37 adhia & 20
Jers 2016 <Y Aifed = gg fam &t greedtan freffa 6| 39 awaedin & a1 9 s g auf | faedt off
JTUReR-TR U RepsS T UhILIE Tal fehdT T g1 &RT 11

3. Steam 39 API &l §&4 USUTEC A dhael Geh T heh! oh MR W, faAT fohddt fgdflaes res &, 2023, 4 uga
3T YRR ITell, ATIR-TEH thalAqe SR fhaT| &RT 5

4. GDPR /@ 15 31y (féehe HT-2YBP-F7)P-D4VB) ot ot & arq @-Jar fefer o ey fom fonddt 31 & &g
R foar mar) gRT 18

B Udch UTfehuT § RIT UBd &

AT ST F3T AT
2016 HIsel &l fOh & @iel | SfoRer-aR-3HTReR feror #i7 o qg-fae &t gemmai & g fha @, dfcy ok Red
I ohl 3181 foha T T, SR a1 # fehe Siforexl = fthe & Uge uTed ehl| &1 2

TaUHEEYwESE (85; Valve Sigasive)
qYeruT & ok R srgeede 15 ufafeRar A fdisres & arfia &t qur foka, SiR sif9gerd &t ugan &+ & foaig urdfies
API-gSit USitenur 3R Ugd fRehTs ehi TehclehRuT STfard e | =T 18

gy ffSiea-dar avaas
auth-host I3fET &t Repls # Gar1 & w0 H g5l o, R Ta ShR) &dTdSiied gt S, df 3ieherd o fdh T
Valve &t gfaferar 3geht fomiarial et Q1 st &1 9RT1 16

FIg ot 31 v
3 WY & @l o il a8l Repls gy s g 3Tda 15 SFeic el IUTNT &h; Ueh TRI&T ReplS Ig TRiarur &
GopdT & foh e fopem Ry fopam a1 it fohem s=mg | aRkfAe G

IR & 9B U & IRy & Hhad Valve & ITH HIS[g Tac, Ugd 3R TReRR0T ReplsS UahTfRId &2 | Teh grAgSt Aara,
Teh og-feadlia ust ok ges W@-Ta1 gs fd=0r & ard &1 fdsror a1 v foRan e an T8, g ges gun U & et 3w
grdsifer Repls g1 & Fepdl, @ifchd Top TS & FehaTT 81

gfkfre — unafies uesf ok srrdefier armft
gRfE A — Thia w=IER
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1&g A9 — Fid 1 gRTUSH &l T8 Irft
@ 1,18 3k 19. # Ak wrmsf wsirer & fow arey snar ofk gig f@f

18y IR 3R | fRAY — &a gr1 ver fh 7¢ swmkw 1

ST IuaiTeRatl R @t ufasy o & a7 Siff3e & garm, a8 sueT fava TEf &1 78 Fel 7€l 3ar S o g ufasy
3fAa o1 a1 T8, 3R I8 ST A A IR §AT9 T & 3R 7 & 39 R fAATE hear g1 @rar Agaqut gi g1 it ARH
@1 § ag ARl 8 a1 — gfasfdd @ & 9R, 5% Valve & aehia § 3! 3T+t GDPR $JtY & 31 fawa &
&0 F A1 & 7S THER U g8 — 7 39 TAR 3R HelH ¥ WISl i, WY & Ig AdSi-eh Y F S I
IrfIsR oft, srifva fohar| a9 furar 7 §; gedrdsti ot quid fafYy, fAafar ferser 3R 891 & 3meR W fohar mar gl

GDPRYg UATAR Uch $HeT/SITHTSR STR1e oh SfaTa H WSl 747 AT1 $9 UfehdT & GR1H, Valve & dehld = g%deR &
ded f¥epls R Tes qar+ e, foraw ges Ot &mar o1 qufq v mam o i Steam 9WE A Uger SuTTaRarail
deh-itehl U & 3r&va Jdram 471 A1d Igd R g8t 54 8l

oIgah! T I AT 3Tch T 31T bl fI2AWUT § 59 RATdW § 8T ™1 Was THier dfdd g1 39 o & fohddt 3=y
T gRT 39 UR WRIGT g1 fopar STram g
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Page 8 of the covering letter refuses part of the request, and states the reason in
writing: “Eine genauere Auskunft ist aufgrund des Schutzes der personenbezogenen
Daten anderer Nutzer der Steam-Plattform... nicht moglich.” — a more detailed answer is
not possible, because the personal data of other Steam users must be protected. The 830-
page appendix was in the same package. What the bars covered was not account numbers:
it was the reports filed against the requester, their authors named, with the raw
unredacted messages attached. The account holder had asked Valve, through its counsel,
for his own file; what he could extract from it was other people's. Nothing in this appendix
turns on who drew the boxes. What it establishes is that the protection Valve invoked as
its ground for withholding is the protection this same production failed, in the same
envelope, on the same day.

A 3R FHRH UATER weefHt

Fid: https://phishdestroy.io/steam dossier/hi/index#exhibit-gallery-section
gRkfre st — &a dug

TafAd urafies sifida

3Tepisa ¥ B8 Rafg — Valve & ¢ahdl & 9 GitHub Fe ofiR farfea awef= afvordt & &9 Reddit @rd | s wid
39 q1d, TUE TS 3R IUY 354 aTel U § T 35T &

1/ 6 e Repré
v aa Refé g

GH-01 / GITHUB Open in saved build

Hardware keys, requested in 2016
ValveSoftware / steam-for-linux - #4521 - 2016-06-27

A user asked Valve to support U2F hardware keys as an alternative second factor. The saved issue
carries both Feature Request and reviewed labels, with its state recorded as open.

I request U2F usb dongle support in steam as an alternative.

Excerpt from the GitHub issue /

Documented record
A dated request for an additional account safeguard, published in Valve's own issue tracker and
labelled reviewed.

Accountability demand
Publish the product decision, the response date and the protection delivered after review.

Read saved record —» Open GitHub ~
In the dossier: Account safequards — Archive #484 - build 2026-09-17

GH-02 / GITHUB Open in saved build

Crash reports without an effective opt-out
ValveSoftware / steam-for-linux - #6459 - 2019-08-18
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The reporter describes a Steam client from 12 August 2019 on Ubuntu 16. They say disabling the
crash-upload destination did not persist after a restart, and include the relevant configuration.

If I disable the “ServerURL’, it gets overwritten after every reboot.

Excerpt from the GitHub issue ~ archived 2026-04-19 ~

Documented record
A specific privacy complaint with a client date, operating system and configuration excerpt. The
saved issue is open.

Accountability demand
Identify the investigation, the affected builds and the change that made the opt-out effective.

Read saved record —» Open GitHub 2 archived 2026-04-19 ~
In the dossier: Request the underlying_records = Archive #467 - build 2026-09-17

GH-03 / GITHUB Open in saved build

Auth-ticket abuse reported to Valve
ValveSoftware /[ Source-1-Games - #3857 - 2022-02-26

The author alleges that a server operation retained Steam authentication tickets after players
disconnected and used misleading server listings. The post asks Valve to address the behavior.

Making their servers look packed.

Excerpt from the GitHub issue /

Documented record
A public abuse report lodged in Valve's tracker on 26 February 2022. Its saved state is open; the
report includes links to screenshots.

Accountability demand
Produce the investigation result and the mitigation record for the reported authentication-ticket
abuse.

Read saved record —» Open GitHub ~
In the dossier: Dataset scope = Archive #768 - build 2026-09-17

RD-01 / REDDIT Author's account

44 disputed Market purchases
r/DotA2 - author handle withheld - 2022-07-07

The author reports 44 unauthorized Market purchases on 6 July 2022 and roughly $500+ in losses.
They say two-factor authentication was enabled and describe repeated template replies from
support.

2nd ticket in and I have still yet to receive a non robotic copy paste template response
from Steam.

Excerpt from the Reddit post / archived 2025-03-20 /

Documented record
A dated account of disputed purchases, with links to transaction screenshots and a support
response. The amounts and events are the author's report.
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Accountability demand
Reconcile the disputed purchases with transaction and session logs. Explain the evidence behind
support's decision.

Read saved record - Open Reddit » archived 2025-03-20 ~
In the dossier: Support and enforcement = Archive #4,533 - build 2026-09-17

RD-02 / REDDIT Author's account
A permanent ban and closed appeals
r/ohnePixel - author handle withheld - 2024-12-09

The author disputes a permanent ban and says support cited suspected account transfer and
community reports. They describe closed tickets and plans to request their personal data.

I explained my situation and asked for more details, but they're sticking to their decision
and closing my tickets.

Excerpt from the Reddit post /

Documented record
A preserved appeal account, including the reasons the author says support supplied and links to
four images. The post date comes from the selected support export.

Accountability demand
Identify the evidence supporting the permanent ban and the review available to challenge it.
Closing an appeal does not explain the decision.

Read saved record - Open Reddit ~
In the dossier: Request the underlying_records = Archive #4,766 - build 2026-09-17

RD-03 / REDDIT Author's account
A recovery reset and a reported $10,000 loss
r/legaladvice - author handle withheld - 2025-05-09

The author alleges that support reset credentials and disabled account protections after someone
else submitted a recovery ticket. They report a loss of about US$10,000 from an inactive account.

Steam Support reset my password and turned off all my account security.

Excerpt from the Reddit post /

Documented record
A preserved allegation about the recovery process overriding account safeguards. The saved post
records what the author says support told them.

Accountability demand
Identify who authorised the reset, the ownership evidence they accepted and the access log.

Account recovery is part of the security system Valve controls.

Read saved record -» Open Reddit ~
In the dossier: Request the underlying records = Archive #4,592 - build 2026-09-17
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https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://phishdestroy.io/steam_dossier/hi/card_economy.html#scale
https://phishdestroy.io/steam_dossier/hi/card_economy.html#scale
https://phishdestroy.io/steam_dossier/hi/card_economy.html#licence
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm
https://web.archive.org/web/20260924181709/https://github.com/JustArchiNET/ArchiSteamFarm
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/card_economy.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
https://phishdestroy.io/steam_dossier/hi/enforcement_audit.html
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Casino csgoempire.com csgoempirelogind.com No sourced measurement
11.3 yearsRegistered 2015- 6.2 yearsRegistered 2020-  See dated evidence
06-10 07-20
RDAP ~ RDAP ~

Rust Roulette

Rust Casino

Roulette Casino

PHISHDESTROY / HI - CCO 1.0

Open Steam Link Filter
ZFilter status is a separate
check

rustreaper.com

23.2 yearsRegistered 2003-
06-24

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

rustly.com

12.4 yearsRegistered 2014-
05-06

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

csgofast.com

11.5 yearsRegistered 2015-
03-27

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

rustreaper.com

23.2 yearsRegistered 2003-
06-24

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture 2

rustly.com

12.4 yearsRegistered 2014-
05-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture 2

steam-login.authtofast.com
83 daysRegistered 2026-06-
30

RDAP ~ - authtofast.com
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/csgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoempire.com
https://rdap.verisign.com/com/v1/domain/csgoempirelogin4.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoempire.com.json
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustreaper.com
https://rdap.verisign.com/com/v1/domain/rustreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustreaper.com.json
https://rdap.verisign.com/com/v1/domain/rustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustly.com
https://rdap.verisign.com/com/v1/domain/rustly.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustly.com.json
https://rdap.verisign.com/com/v1/domain/csgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgofast.com
https://rdap.verisign.com/com/v1/domain/authtofast.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
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Crypto Casino

Case Opener

Skin Casino

Skin Roulette

Skin Casino

Skin Casino

Case Opening

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

duelbits.com

6.6 yearsRegistered 2020-
02-03

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

farmskins.com

10.5 yearsRegistered 2016-
03-23

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgoluck.com

9.3 yearsRegistered 2017-
05-18

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

insane.gg

7.5 yearsRegistered 2019-
04-02

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

cs2skin.com

3.5 yearsRegistered 2023-
03-06

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

juice.gg

7.9 yearsRegistered 2018-
10-19

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

ggdrop.com

8.6 yearsRegistered 2018-
02-23

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

switchflips.com

6.4 yearsRegistered 2020-
04-21

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

steam.kobal.cc

9.7 yearsRegistered 2017-
01-07

RDAP ~ - kobal.cc (parent)
SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

csgoluck.com

9.3 yearsRegistered 2017-
05-18

RDAP ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture 2

api.insane.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

cs2skin.com

3.5 yearsRegistered 2023-
03-06

RDAP ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

letmeinjuice.com

2.4 yearsRegistered 2024-
04-15

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

ggauth.com

3.4 yearsRegistered 2023-
05-03

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/duelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fduelbits.com
https://rdap.verisign.com/com/v1/domain/switchflips.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/duelbits.com.json
https://rdap.verisign.com/com/v1/domain/farmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffarmskins.com
https://tld-rdap.verisign.com/cc/v1/domain/kobal.cc
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/farmskins.com.json
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoluck.com
https://rdap.verisign.com/com/v1/domain/csgoluck.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoluck.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoluck.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/insane.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Finsane.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/insane.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/insane.gg.json
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
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Skins Casino

Skin Casino

Skin Casino

Skins Casino

Case Battles

Skin Casino

Skin Casino

PHISHDESTROY / HI - CCO 1.0
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howl.gg

9.5 yearsRegistered 2017-
03-16

WHOISFREAKS ~

Open Steam Link Filter

2 Filter status is a separate
check

chicken.gg

5.7 yearsRegistered 2021-
01-11

WHOISFREAKS ~

Open Steam Link Filter

2 Filter status is a separate
check

csgocasino.gg

2.6 yearsRegistered 2024-
02-17

WHOISFREAKS ~

Open Steam Link Filter
ZFilter status is a separate
check

hunt.gg

6.9 yearsRegistered 2019-
11-04

IP2WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

csbattle.com

9.8 yearsRegistered 2016-
12-10

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinrave.gg

3.1 yearsRegistered 2023-
08-16

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

csdouble.gg

261 daysRegistered 2026-
01-03

WHOISFREAKS ~

Open Steam Link Filter
2Filter status is a separate
check

fAdféra srass e [ ey

howl.uno

41 daysRegistered 2026-08-
11

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

chicken.gg

5.7 yearsRegistered 2021-
01-11

WHOISFREAKS ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture 2

api.csgocasino.gg

2.6 yearsRegistered 2024-
02-17

WHOISFREAKS ~ -
csgocasino.gg (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

api.hunt.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

csbattle.com

9.8 yearsRegistered 2016-
12-10

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

api.skinrave.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

csdouble.gg

261 daysRegistered 2026-
01-03

WHOISFREAKS ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://rdap.radix.host/rdap/domain/howl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json

a1 | Afreaas T

Rust Roulette

Rust Automation

Rust Roulette

Rust Casino

Skin Casino

Skin Upgrader

Skin Casino

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

rustchance.com

8.0 yearsRegistered 2018-
10-03

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

cobaltlab.tech

3.5 yearsRegistered 2023-
03-30

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

raided.gg

171 daysRegistered 2026-
04-03

IP2WHOQIS ~

Open Steam Link Filter
ZFilter status is a separate
check

rustneo.gg

1.3 yearsRegistered 2025-
06-20

IP2WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

splits.gg

3.7 yearsRegistered 2023-
01-23

IP2WHOQIS ~

Open Steam Link Filter

2 Filter status is a separate
check

upgrader.pro

1.2 yearsRegistered 2025-
07-02

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

skin.fans

8.2 yearsRegistered 2018-
07-13

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

fAdféra srass e [ ey

hgfuihd.com

7.6 yearsRegistered 2019-
01-27

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

cobaltauth.com

1.7 yearsRegistered 2025-
01-07

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

api.raided.gg

171 daysRegistered 2026-
04-03

IP2WHOIS ~ - raided.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

rustneo.gg

1.3 yearsRegistered 2025-
06-20

IP2WHOIS ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

splits.gg

3.7 yearsRegistered 2023-
01-23

IP2WHOIS ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

upgauth.space

38 daysRegistered 2026-08-
14

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

auth.skinfans.com

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/rustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://rdap.radix.host/rdap/domain/upgauth.space
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://rdap.centralnic.com/fans/domain/skin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json

a1 | Afreaas T
Case Opening

Case Opening

TF2 Gambling

TF2 Gambling

TF2 Gambling

Skin Casino

CS2 Market

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

hotpizza.one

1.8 yearsRegistered 2024-
12-07

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

g4skins.com

10.1 yearsRegistered 2016-
08-09

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

tf2royal.com

4.1 yearsRegistered 2022-
08-17

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

tf2hunt.com

8.7 yearsRegistered 2018-
01-13

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

tf2.bet/coinflip

8.4 yearsRegistered 2018-
05-06

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

openstars.gg

131 daysRegistered 2026-
05-13

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

skins.com

25.1 yearsRegistered 2001-
08-08

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

hotpizza.one

1.8 yearsRegistered 2024-
12-07

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

auth.g4s.to

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

tf2auth.com

5.2 yearsRegistered 2021-
07-27

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

rstspcl.com

6.1 yearsRegistered 2020-
08-08

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

tf2.bet

8.4 yearsRegistered 2018-
05-06

RDAP ~»

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

openstars.gg

131 daysRegistered 2026-
05-13

IP2WHOQIS ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

api.skins.com

25.1 yearsRegistered 2001-
08-08

RDAP ~ - skins.com (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.nic.one/domain/hotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://rdap.verisign.com/com/v1/domain/skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json

a1 | Afreaas T
P2P Market

P2P Market

P2P Market

Skins Market

Skins Market

Corporate Market

P2P Marketplace

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

white.market

9.6 yearsRegistered 2017-
03-01

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

moon.market

7.6 yearsRegistered 2019-
02-27

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csfloat.com

5.2 yearsRegistered 2021-
07-11

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

skin.land

4.7 yearsRegistered 2022-
01-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

haloskins.com

2.8 yearsRegistered 2023-
12-10

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

buff.163.com

29.0 yearsRegistered 1997
09-15

RDAP ~ - 163.com (parent)
Open Steam Link Filter
2Filter status is a separate
check

market.csgo.com

26.6 yearsRegistered 2000-
02-07

RDAP ~ - csgo.com (parent)
Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

white.market

9.6 yearsRegistered 2017-
03-01

RDAP ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

moon.market

7.6 yearsRegistered 2019-
02-27

RDAP ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture 2

csgofloat.com

11.0 yearsRegistered 2015-
09-29

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

auth.skin.land

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

haloskins.com

2.8 yearsRegistered 2023-
12-10

RDAP ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

buff.163.com

29.0 yearsRegistered 1997-
09-15

RDAP ~ - 163.com (parent)
SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture ~

dota2.net

14.9 yearsRegistered 2011-
10-29

RDAP ~»

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.identitydigital.services/rdap/domain/white.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://rdap.identitydigital.services/rdap/domain/moon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://rdap.identitydigital.services/rdap/domain/skin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://rdap.verisign.com/com/v1/domain/163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://rdap.verisign.com/com/v1/domain/163.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://rdap.verisign.com/com/v1/domain/csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json

a1 | Afreaas T

Regulated Market

Marketplace/Swap

Skins Market

Instant Swap

Corporate Market

Rust Market

Instant Swap

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

skinport.com

8.0 yearsRegistered 2018-
09-05

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinflow.gg

3.8 yearsRegistered 2022-
11-26

IP2WHOQIS ~

Open Steam Link Filter

2 Filter status is a separate
check

skin.place

6.0 yearsRegistered 2020-
09-23

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

skinsmonkey.com

5.7 yearsRegistered 2021-
01-06

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

skinbaron.de

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
2Filter status is a separate
check

rusttm

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
2Filter status is a separate
check

pirateswap.com

6.0 yearsRegistered 2020-
09-22

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

skinport.app

6.3 yearsRegistered 2020-
06-20

RDAP ~

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture ~

api.skinflow.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

api.skin.place

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

skinsmonkey.com

5.7 yearsRegistered 2021-
01-06

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

skinbaron.com

10.7 yearsRegistered 2015-
12-22

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

dota2.net

14.9 yearsRegistered 2011-
10-29

RDAP ~»

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

login.pirateswap.com

6.0 yearsRegistered 2020-
09-22

RDAP_~ - pirateswap.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/skinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://pubapi.registry.google/rdap/domain/skinport.app
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://rdap.identitydigital.services/rdap/domain/skin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json

a1 | Afreaas T

TF2 Marketplace

Instant Swap

P2P Market

Skins Market

Instant Swap

CS2 Market

CS2 Market

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

mannco.store

8.6 yearsRegistered 2018-
03-02

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinswap.com

9.9 yearsRegistered 2016-
11-14

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

exeskins.com

2.1 yearsRegistered 2024-
08-14

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

balticskins.com

153 daysRegistered 2026-
04-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

cs.trade

8.9 yearsRegistered 2017-
11-14

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rapidskins.com

4.5 yearsRegistered 2022-
03-11

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

tradeit.gg

9.1 yearsRegistered 2017-
08-21

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

fAdféra srass e [ ey

mannco.store

8.6 yearsRegistered 2018-
03-02

RDAP ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

api.skinswap.com

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

exeskins.com

2.1 yearsRegistered 2024-
08-14

RDAP ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture 2

balticskins.com

153 daysRegistered 2026-
04-21

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

cs.trade

8.9 yearsRegistered 2017-
11-14

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

api.rapidskins.com

4.5 yearsRegistered 2022-
03-11

RDAP 2~ - rapidskins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

connect-tradeit.com

4.6 yearsRegistered 2022-
02-23

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.radix.host/rdap/domain/mannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://rdap.nic.trade/domain/cs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://rdap.nic.trade/domain/cs.trade
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json

a1 | Afreaas T
CS2 Market

CS2 Market

Skins Trading

Instant Sell Portal

Skins Trading

P2P Portal

TF2 Scrap Swap

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

49skins.com

3.4 yearsRegistered 2023-
04-19

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinvault.gg

3.4 yearsRegistered 2023-
05-06

IP2WHOQIS ~

Open Steam Link Filter
ZFilter status is a separate
check

aim.market

3.3 yearsRegistered 2023-
05-22

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

skinout.gg

5.6 yearsRegistered 2021-
02-27

IP2WHOQIS ~

Open Steam Link Filter
ZFilter status is a separate
check

ntskins.com

230 daysRegistered 2026-
02-03

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

gamerpay.gg

6.0 yearsRegistered 2020-
10-02

WHOISFREAKS ~

Open Steam Link Filter
ZFilter status is a separate
check

scrap.tf

14.0 yearsRegistered 2012-
09-03

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

fAdféra srass e [ ey

api.49skins.com

3.4 yearsRegistered 2023-
04-19

RDAP _~ - 49skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

api.skinvault.gg

3.4 yearsRegistered 2023-
05-06

IP2WHOIS ~ - skinvault.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

aim.market

3.3 yearsRegistered 2023-
05-22

RDAP ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture 2

auth.skinout.gg

5.6 yearsRegistered 2021-
02-27

IP2WHOIS ~ - skinout.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

ntskins.com

230 daysRegistered 2026-
02-03

RDAP ~

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture 2

gamerpay.gg
6.0 yearsRegistered 2020-
10-02

WHOISFREAKS

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture 2

scrap.tf

14.0 yearsRegistered 2012-
09-03

RDAP ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://rdap.identitydigital.services/rdap/domain/aim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://rdap.nic.tf/domain/scrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
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TF2 Cashout

Instant Cashout

Case Opening

Community Hub

Matchmaker Hub

SaaS Analytics

SaaS Analytics

PHISHDESTROY / HI - CCO 1.0
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marketplace.tf

14.0 yearsRegistered 2012-
09-19

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skins.cash

10.5 yearsRegistered 2016-
03-30

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgo.net

14.2 yearsRegistered 2012-
07-22

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

cybershoke.net

6.8 yearsRegistered 2019-
11-18

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

fastcup.net

14.6 yearsRegistered 2012-
02-16

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

leetify.com

7.6 yearsRegistered 2019-
03-01

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

scope.gg

7.8 yearsRegistered 2018-
12-10

IP2WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

marketplace.tf

14.0 yearsRegistered 2012-
09-19

RDAP ~

SAME HOST Hostin
supplied OpenID URL 2026-
09-19 - capture ~

skinscash.live

6.8 yearsRegistered 2019-
12-05

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture 2

cn2.easylot.net

10.0 yearsRegistered 2016-
09-03

RDAP ~ - easylot.net
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
09-19 - capture 2

auth.cybershoke.net
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

api.fastcup.net

14.6 yearsRegistered 2012-
02-16

RDAP _~ - fastcup.net
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture ~

leetify.com

7.6 yearsRegistered 2019-
03-01

RDAP ~

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

scope.gg

7.8 yearsRegistered 2018-
12-10

IP2WHOIS ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

68 /90


https://rdap.nic.tf/domain/marketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://rdap.verisign.com/net/v1/domain/csgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://rdap.verisign.com/net/v1/domain/easylot.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://rdap.verisign.com/com/v1/domain/leetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
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SaaS Tools

Marketplace

SaaS Price DB

Mass Blackmarket

Ready-Account Hub

Skin Gambling

Crypto Casino

PHISHDESTROY / HI - CCO 1.0
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tradeupspy.com

6.5 yearsRegistered 2020-
03-11

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

cs.deals

9.8 yearsRegistered 2016-
12-03

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

pricempire.com

6.6 yearsRegistered 2020-
01-30

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

FSB Market

7.2 yearsRegistered 2019-
07-27

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

z2u.com

26.9 yearsRegistered 1999-
11-10

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgoroll.com

11.6 yearsRegistered 2015-
02-03

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rollbit.com

11.9 yearsRegistered 2014-
11-08

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

api.tradeupspy.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

api.cs.deals

9.8 yearsRegistered 2016-
12-03

RDAP ~ - cs.deals (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
09-19 - capture 2

pricempire.com

6.6 yearsRegistered 2020-
01-30

RDAP ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture 2

FSB Market

7.2 yearsRegistered 2019-
07-27

RDAP ~»

SAME HOST Same
hostname captured 2026-
09-19 - capture ~

www.z2u.com

26.9 yearsRegistered 1999-
11-10

RDAP ~ - z2u.com (parent)
SAME HOST Same
hostname captured 2026-
09-19 - capture ~

www.csgoroll.com

Registry date
unavailableRegistry date
unavailable

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture ~

rbsnin.com

3 daysRegistered 2026-09-
18

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://rdap.verisign.com/com/v1/domain/z2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json

a1 | Afreaas T

Licenced Casino

Roulette/Slots

Case Opening

Rust Casino

Case Opening

Case Opening

Roulette Casino

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

500.casino

5.9 yearsRegistered 2020-
11-08

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgobig.com

11.4 yearsRegistered 2015-
04-12

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

casedrop.com

14.8 yearsRegistered 2011-
12-16

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

banditcamp.com

12.2 yearsRegistered 2014-
06-27

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

skinbox.com

18.8 yearsRegistered 2007-
12-20

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

tastydrop.com

6.1 yearsRegistered 2020-
08-29

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgopolygon.gg

6.5 yearsRegistered 2020-
03-28

WHOISFREAKS ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

70/90


https://rdap.identitydigital.services/rdap/domain/500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json
https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://rdap.verisign.com/com/v1/domain/skinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json

a1 | Afreaas T
Case Opening

Dice Casino

Upgrader Casino

Skin Roulette

Crash Casino

Case Opening

Rust Gambling

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

magicdrop.ru

10.3 yearsRegistered 2016-
05-16

IP2WHOQIS ~

Open Steam Link Filter

2 Filter status is a separate
check

csdice.com

3.8 yearsRegistered 2022-
11-23

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinodds.com

1.2 yearsRegistered 2025-
06-26

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

csgowin.com

12.0 yearsRegistered 2014-
09-18

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgorun.net

7.3 yearsRegistered 2019-
06-11

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

openskins.com

3.6 yearsRegistered 2023-
02-26

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rustbet.com

7.6 yearsRegistered 2019-
02-07

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Consent required 2026-09-
19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Consent required 2026-09-
19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

71/90


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://rdap.verisign.com/com/v1/domain/csdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://rdap.verisign.com/com/v1/domain/csgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json
https://rdap.verisign.com/net/v1/domain/csgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://rdap.verisign.com/com/v1/domain/openskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json

a1 | Afreaas T

Skin Roulette

Upgrader/Contract

Skin Roulette

Case Opening

Skin Roulette

Skin Casino

Case Upgrader

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

csgomagic.com

9.4 yearsRegistered 2017-
05-01

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgobounty.com

11.5 yearsRegistered 2015-
03-26

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

ezskins.com

27.5 yearsRegistered 1999-
03-11

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

rustcases.com

7.2 yearsRegistered 2019-
06-22

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgoreaper.com

11.1 yearsRegistered 2015-
08-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgocases.com

12.3 yearsRegistered 2014-
06-08

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgo-skins.com

11.2 yearsRegistered 2015-
07-27

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed
Consent required 2026-09-
19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

72 /90


https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://rdap.verisign.com/com/v1/domain/rustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json

a1 | Afreaas T
Case Opening

Skin Roulette

Case Casino

Crypto Casino

Case Battles

Case Opening

Rust Gambling

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

csgonet.com

8.8 yearsRegistered 2017-
12-05

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

wifskins.com

9.0 yearsRegistered 2017-
10-06

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

flamecases.com

10.0 yearsRegistered 2016-
09-18

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

gamedom.com

11.7 yearsRegistered 2015-
01-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

skin.club

9.0 yearsRegistered 2017-
09-04

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

daddyskins.com

9.9 yearsRegistered 2016-
10-19

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rustix.gg

1.7 yearsRegistered 2025-
01-16

IP2WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

sc-auth.net

7.5 yearsRegistered 2019-
04-02

RDAP ~

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

Route not confirmed
Consent required 2026-09-
19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

73/90


https://rdap.verisign.com/com/v1/domain/csgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json
https://rdap.verisign.com/com/v1/domain/gamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://rdap.nic.club/domain/skin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json

a1 | Afreaas T
Skin Upgrade

Skin Roulette

Skin Casino

Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

skins.club

4.2 yearsRegistered 2022-
07-10

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgohouse.org

146 daysRegistered 2026-
04-28

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

skinrave.net

216 daysRegistered 2026-
02-17

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

bloodycase.gg

19 daysRegistered 2026-09-
02

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

csgoclicker.com

8.3 yearsRegistered 2018-
05-17

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rustbet.gg

4.0 yearsRegistered 2022-
09-30

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

cs-drop.com

262 daysRegistered 2026-
01-02

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Consent required 2026-09-
19 : capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed Check
timed out 2026-09-19 -
capture 2

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed Check
timed out 2026-09-19 -
capture »

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.nic.club/domain/skins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json

a1 | Afreaas T

Skin Roulette

Rust Casino

Case Opening

Skin Casino

Crypto Casino

Rust Casino

Crash Casino

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

hellstore.net

11.7 yearsRegistered 2015-
01-11

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

rustioot.com

354 daysRegistered 2025-
10-02

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

csgo-case.com

10.3 yearsRegistered 2016-
05-16

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

csgogem.com

9.9 yearsRegistered 2016-
10-16

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rainbet.com

8.8 yearsRegistered 2017-
11-26

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

rustclash.com

5.4 yearsRegistered 2021-
05-09

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

12cs fail

181 daysRegistered 2026-
03-24

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed
Website returned an error
2026-09-19 - capture ~

services.rainbet.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Hostin
supplied OpenID URL 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

75/90


https://rdap.verisign.com/net/v1/domain/hellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://rdap.verisign.com/com/v1/domain/csgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json
https://rdap.verisign.com/com/v1/domain/rainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json

a1 | Afreaas T
TF2 Gambling

TF2 Gambling

Crypto Casino

CS2 Market

CS2 Market

Trading Engine

P2P Market

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

www.tf2easy.com

6.3 yearsRegistered 2020-
06-02

RDAP ~ - tf2easy.com
(parent)

Open Steam Link Filter
ZFilter status is a separate
check

tf2blaze.com

7.6 yearsRegistered 2019-
01-28

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

shuffle.com

30.1 yearsRegistered 1996-
07-31

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

buff.market

5.9 yearsRegistered 2020-
10-10

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

avan.market

8.3 yearsRegistered 2018-
05-21

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

cs.money

11.0 yearsRegistered 2015-
09-16

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

uuskins.com

2.6 yearsRegistered 2024-
01-29

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed Check
timed out 2026-09-19 -

capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

auth.dota.trade

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

76 /90


https://rdap.verisign.com/com/v1/domain/tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://rdap.identitydigital.services/rdap/domain/buff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://rdap.identitydigital.services/rdap/domain/avan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
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Mass Market

CS2 Market

P2P Marketplace

Bot Trading

US Marketplace

Official Market

Trading Platform

PHISHDESTROY / HI - CCO 1.0
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youpin898.com

6.1 yearsRegistered 2020-
08-27

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

c5game.com

10.5 yearsRegistered 2016-
03-20

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

waxpeer.com

7.3 yearsRegistered 2019-
05-20

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

cs.money

11.0 yearsRegistered 2015-
09-16

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

dmarket.com

30.2 yearsRegistered 1996-
07-03

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

steamcommunity.com/mark
et

20.3 yearsRegistered 2006-
05-28

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

lootfarm.com

11.9 yearsRegistered 2014-
10-22

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

waxpeer.com

7.3 yearsRegistered 2019-
05-20

RDAP ~»

SAME HOST Host in
supplied OpenID URL 2026-
09-19 - capture 2

auth.dota.trade

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host in
supplied OpenID URL 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed Not an
external login site 2026-09-
19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

77790


https://rdap.verisign.com/com/v1/domain/youpin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://rdap.verisign.com/com/v1/domain/c5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/dmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
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Rust Market

CS2 Market

P2P Marketplace

Chinese Powerhouse

Automated Swap

Cash-out Portal

TF2 Automation

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

rustskins.com

7.6 yearsRegistered 2019-
01-31

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

krakatoa.com

26.4 yearsRegistered 2000-
05-15

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

shadowpay.com

10.1 yearsRegistered 2016-
08-06

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

igxe.cn

15.0 yearsRegistered 2011-
09-06

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

swap.gg

9.6 yearsRegistered 2017-
01-29

IP2WHOIS ~

Open Steam Link Filter
2Filter status is a separate
check

bitskins.com

11.2 yearsRegistered 2015-
07-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

tf2mart.com

1.1 yearsRegistered 2025-
08-06

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -

capture 2

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Check
timed out 2026-09-19 -
capture »

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/rustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json

a1 | Afreaas T

Skin Auctions

Skin Rental

TF2 Valuation

TF2 Botnet

Instant Cashout

Dota 2 Market

Server Network

PHISHDESTROY / HI - CCO 1.0
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skinbid.com

10.2 yearsRegistered 2016-
06-29

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

lootbear.com

8.7 yearsRegistered 2018-
01-16

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

backpack.tf

14.4 yearsRegistered 2012-
05-09

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

stntrading.eu

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
2Filter status is a separate
check

skinwallet.com

18.0 yearsRegistered 2008-
09-14

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

dota2market.com

12.2 yearsRegistered 2014-
07-24

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

xplay.gg

5.3 yearsRegistered 2021-
06-13

IP2WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

79 /90


https://rdap.verisign.com/com/v1/domain/skinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://rdap.nic.tf/domain/backpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json
https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
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Matchmaking Portal

LATAM Hub

SaaS Tools

SaaS Index

SaaS Index

SaaS Index

Trading Exchange

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

esportal.com

26.8 yearsRegistered 1999-
12-20

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

gamersclub.com.br

11.2 yearsRegistered 2015-
06-29

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

epidemic.gg

4.9 yearsRegistered 2021-
11-03

WHOISFREAKS ~

Open Steam Link Filter
ZFilter status is a separate
check

cs2stash.com

3.5 yearsRegistered 2023-
03-05

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgoskins.gg

6.8 yearsRegistered 2019-
12-21

WHOISFREAKS ~

Open Steam Link Filter
2Filter status is a separate
check

steamanalyst.com

12.6 yearsRegistered 2014-
02-21

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

steamcardexchange.net
13.3 yearsRegistered 2013-
05-22

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

80/90


https://rdap.verisign.com/com/v1/domain/esportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://rdap.registro.br/domain/gamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json
https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json

a1 | Afreaas T

SaaS Tracker

SaaS Tracker

Account Exchange

Grey Market

Account Portal

Mass Key Market

Mass Key Market

PHISHDESTROY / HI - CCO 1.0
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dotabuff.com

14.2 yearsRegistered 2012-
06-22

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

tracker.gg

8.9 yearsRegistered 2017-
10-12

IP2WHOQIS ~

Open Steam Link Filter

2 Filter status is a separate
check

funpay.com

17.0 yearsRegistered 2009-
09-06

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

playerauctions.com

26.3 yearsRegistered 2000-
06-13

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

eldorado.gg

8.0 yearsRegistered 2018-
09-12

WHOISFREAKS ~

Open Steam Link Filter
2Filter status is a separate
check

g2a.com

24.8 yearsRegistered 2001-
12-09

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

kinguin.net

16.8 yearsRegistered 2009-
12-17

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -

capture 2

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://rdap.verisign.com/com/v1/domain/funpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://rdap.verisign.com/com/v1/domain/g2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json

a1 | Afreaas T

Virtual Services

Account Broker

Smurf Shop

Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

PHISHDESTROY / HI - CCO 1.0

7Ed S [ o

g2g.com

31.1 yearsRegistered 1995-
08-10

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

playerup.com

19.3 yearsRegistered 2007-
05-30

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

smurfhub.net

2.7 yearsRegistered 2023-
12-26

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

smurfaccounts.com

5.3 yearsRegistered 2021-
05-18

RDAP ~

Open Steam Link Filter
2Filter status is a separate
check

buycsgorank.com

6.2 yearsRegistered 2020-
07-09

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

csgosmurfkings.com

9.3 yearsRegistered 2017-
06-08

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

smurfstore.co

8.6 yearsRegistered 2018-
03-03

WHOIS ~

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed
Verification challenge 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/g2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://rdap.verisign.com/com/v1/domain/playerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json
https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
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Card Leveling

Card Leveling

Card Leveling

Card Leveling

Rank Boosting

Rank Boosting

Boosting Saa$S
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steamlvlup.com

9.9 yearsRegistered 2016-
11-10

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

steamlevels.com

10.6 yearsRegistered 2016-
02-19

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

levelsteam.com

79 daysRegistered 2026-07-
04

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

steamlevelu.com

6.0 yearsRegistered 2020-
09-05

RDAP ~

Open Steam Link Filter
2Filter status is a separate
check

eloking.com

12.2 yearsRegistered 2014-
07-02

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

boosteria.org

11.9 yearsRegistered 2014-
10-20

RDAP ~»

Open Steam Link Filter
2Filter status is a separate
check

overgear.com

14.4 yearsRegistered 2012-
04-20

RDAP ~»

Open Steam Link Filter

2 Filter status is a separate
check

fAdféra srass e [ ey

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Website returned an error
2026-09-19 - capture ~

Route not confirmed Check
timed out 2026-09-19 -
capture »

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed Login
not resolved 2026-09-19 -
capture 2

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://rdap.verisign.com/com/v1/domain/eloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://rdap.verisign.com/com/v1/domain/overgear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json

a1 | Afreaas T

Boosting Saas

Rank Boosting

Boosting Saas

7Ed S [ o

blazingboost.com

14.2 yearsRegistered 2012-

06-23

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

dota2boost.com

2.9 yearsRegistered 2023-
10-11

RDAP ~

Open Steam Link Filter

2 Filter status is a separate
check

buyboost.com

224 yearsRegistered 2004-

04-30

fAdféra srass e [ ey

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

Route not confirmed
Website did not load 2026-
09-19 - capture ~

Route not confirmed No
visible Steam sign-in 2026-
09-19 - capture ~

a1g | &t ufafssr

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

RDAP ~

Open Steam Link Filter
ZFilter status is a separate
check

ST ehT dehaafa fam | Risdvor vd fewoft +

1&g &l YR

g g qIioifsdes IUANT TR MY 7Y Ufdset 3R agi gof Aarefi & o9 & 3fdR &l FAIdT adl g1 I fafafd i
Fiffepa AR 3R 3 TidaTeeh Ioeied et § Ugel fohd! ot W Srgafd &t gfP &Y | THER STSIR Y[eeh & dTes! ATIR
TR @1 gl 8|

&1 fr Rl a8, siR T =gl @

ot Repls ot a0 1 foha SITdT & S1a axdTat | feifohd i Srdciich gial & ST @ichiH i WE ¥ ¥ 39 TS &
IR H 1T §1 ST bl Ui Seerad 81 8, iR a8l gdiacg fhdt +ff wiewid & foig kepf R &l e Valve srgafa
UEJd gl bl TS g1 ST8l s @ichid UTidehd §, IY UehTfAd dhea & ufaf® a1 e g Srdr gl

AT 3R BIRIYUTCH s, afemTd ek arw +

SR T=ATE Jafd o Pl TafHia Fedt §1 RPIE TR Udeh @i P T IR Gfed Ped &, Iof &1 wehiH
faaror & fewrg < &1 @it ofR fiheer 39 fem & oftar @ 8t &1 dsiraneor fafdat @&st e RDAP / WHOIS wusife
3Tt 1 FEeA IRe St ot fAmfor fafer o1 Suai &ed €1 dhaer g FARaR dares ar gerofievor ant @nfuq T8l
T | AT auth BReATH Fgolt T8 OpenlD SrRTen & 3Td §, Toh UTC TTSHRCH & I1Y; S-geislt Sird XA oiddl
ST G IUANT 8] i | Thdereh Steam WM ¥ Ugel eh ST & 3R Steam feieh ftheex f=AfT &1 ateror &f sharl
A1t 3aelieh SIS i 2 ASREt Tfkuny seHets & 2

T TUE T YU e 2

gRIE G — Ueh Srucie Srdlgpfa & a1 Repls da

DSAR wigch: T18g T SR e
AP Hsferd eaferid 3eT et 391y & & il 3r7eda15GDPR a1 3UANT &3 | Teh TRf&d Repls ag uieror &
Gepdl g foh fordlt Shriars oY [zard foham &Y 3R wiewiH fhd SR W AR Tl

1.01
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https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/hi/steam_evidence_archive.html

ST CTSHATS I ERiAdT R
@ & Ffew, fepe, ¢ ongeh ofk fafdal &t UTC # Tt @ra ot QRf&ia o ik 1 g e & fag &
gy faeheat Y Teftem &3
Steam &TYR TRETUT AHHRT 2
2.02

3 Hufgd 3eT 1 IAY AR

TTSHRH, FYF MUY, hoht Sia-ash HeATy, JRam gfd ofk @i § Taifda gavffe forart =i St & 31 s
Gifdrd g, a8l Gre-ugd gy SR uredehdt i et el

3.03

fecftedt a1 RRentd T

Valve & Muaar Sudh anf s1 ST &3 | Trr=g uiafehar srafe ges A1E &; 3 use a8 & offaR af sifafved
TSl deh ohT faeaR 3Maeaeh g1, A ST hIRUT WE AT I

Valve Mufzar gudh At » dfed 2026-09-21 ~
4. 04

gfaferar & gerT &<

T Y ST THIRET & A1y ey | ¢ g8 ufaftat & Rt g8, i afq srasaes gt dt udaah-mfdemor
fRrehrare ATt &1 SUANT Y | ufdfehar @t folegper a9 gt TRiaTT e oiF uTe gs ot

SRRT [ kg 15
TR ¥ @ivd H HiS(e 3¢l dfgd afeatta 3e1 oA 81 I8 &R Sialkes s¥ards, AfHHa Repls ar gari & ar # famr
urfad e &t MR g a1l Gep ety ufa iR fopeht off ufaeer & smeR & fog ety &1

EDPB ugd fesrfader, 8§ 2, 4-6 ~ - GDPR &@w@12, 15, 77 » §Ugid 2026-09-20 »
gc1 fawg ugd gy GDPR / @@ 15

GraT Gra 3R ugd Reis

TafHE 3= ¥ Ugcl BB Tl hiegd ol e |

To: Valve Privacy Team
Subject: Article 15 GDPR request — account security records

Account / SteamID: [YOUR ACCOUNT IDENTIFIER]
Relevant period (UTC): [START] to [END]
Related support tickets: [TICKET REFERENCES]

I request a copy of the personal data concerning me that you retain for this period, including:

1. API-key registration, confirmation, use and revocation events, with available timestamps, source
IP addresses, registered domains, device or user-agent information and non-secret key identifiers.

2. Recorded account-recovery actions, password/email/phone changes, Steam Guard removals or resets,
confirmation events and the account-related evidence relied on to authorize those actions.

3. Personal data in support-access and administrative-action logs concerning my account, including
available dates, purposes, actions and the support entity involved, subject to applicable rights of

others.

4. Account-related records used to determine any sanction, and available records of my complaints,
reviews and responses.

Please also provide the applicable processing purposes, categories, recipients, retention periods or
criteria, and available information about sources where data were not obtained from me.
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https://help.steampowered.com/en/faqs/view/365F-4BEE-2AE2-7BDD
https://store.steampowered.com/privacy_agreement/#8
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Where processing relies on my consent, please provide the retained record of the consent relied upon
and the wording presented at that time.

Please provide an intelligible electronic copy with time zones and field definitions. Please do not
include active credentials or secret tokens. If any requested data are not held, please say so. For
any withheld data, please identify the scope and legal basis of the restriction and provide the
remainder.

Please acknowledge receipt and respond within the applicable Article 12 period, explaining any
necessary extension. I also ask you to preserve relevant existing records while this request is
handled.

Name: [YOUR NAME]
Date: [DATE]

Ueh SeT-Uex 3MTsUl T RTfUd & TehdT &

3R ST & foig 91 g1

API-key SIIRIe, Sit 2e1-Tex Acddh & 30 8T &, ST foh 39 Siid & ISTQ 7Y IT-USTdT 3aTeRv # §, A Rapfs,
gf® 3R IUITehdl hl cTgHTg hl T H UTHIh gt HehdT 81 chael Yok HTSUT UdT W TuRTeft T ugar =gl shdl
3R 7 g TrETfeld ®U ¥ Tt GRaT IUTAT e & & adl g1 Ig THT0T fob Teh [aTqol Y&t 7 &t ehi 7 HeH el UaT ehl
oft, 39 wedfa W fAskar &t g  TehdT &; 319 FILAT SMRT 3R Jaar Teeft JgT o1 37erT § f=aAwor smasass gl

TRfgd ufcsier SIRGDPR <l frhrad o -
gfRfaI® H — Wayback Machine SifHeRanTR fasawor - gerfrd gwed wifeeh!

g 9Tl vehiRia ufafehar gw|

T 3R Fid A

Valve e gnef Tifeddht UehTfId FedT & store. steampowered. com/stats/supportWayback Machine 3iepigeq
U Y8 & 2018 ¥ 2026. deh o Bfdgiies Suiicy ot Tf&d d §1 S 3fichs] & Uohfdd dlegH-T-gehIse aTd
gah1fra ufafohar Twat o gfd fehe Ardia aviten & ary sred g1

Valve & dugld @A fiehel i fafera Tgsit 78 SuTed & gomT i | I8 Ugla Jdrd g foh & 3fiche a1 ATY Tehd &
3R T T8 |
gep1iRra ufdfehar T & favg afegd (2018 — 2026)
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https://phishdestroy.io/steam_dossier/hi/steam_enforcement_evidence.html#support-records

T gl 9UId 3% R gl &hdlR, 21 # GUsld $&ER &l Shig-3s R

Valve &9 m’rémmﬁmm% store.steampowered.com/stats/support:ﬁﬁmﬁgwt‘[gmG@fa:[fﬁ?."
foma ma fraer dH Valve 8, o/ fam gexie sifza 7 38 dheR fopam a1 — I8 gART 18 SIgAT A8l 8l &l
AT TS & 719 3R T & $HIS | ¢, ST I Ueh &1 9fel R § ofR el ueh-geR & wrder ugh S wehet gl

fRthg iRt — A9 Valve @ g1 & @rdr JRafm 3R g — ag @rar Sit a9 @ gob §

=

o captures - 38 months

10+ - 1 4

8h44m

account recovery
8t - 1 4+

6t : -4
4t - -+

21 L 1 n f x
h !i I 1 52m
I refunds

Oh -
2019 2020 2021 2022 2023 2024 2025 2026

15 m — one capture only

49-55 et 2018 T 37T 2026. dch g2 duR & b &Y et dar| one are ik one oy & gg ®g e @ oft
HH THI | IGeidT &, STdich afien Rthe dfegd 1 AT dc Fgerr &

2.4 h - 8.7 h@rar-Raet &1 e diar fedaxr 2022 a6 & h&R 8 T 2.4 62 & UTg ¥&d! &, [{ara ue &1 a9
2026 =R T Valve UahTiRId &var §: 10.9 €2, 5.8 & 3iR 8.7 €|

x2.8 = x13Valve & 3797 YA 3Tichel & AFAR, AU Rthg i Jorm & fopaT efteht &1 wig A aos RR @A &
G Ig R §¢ 1Al § — g haR Sit et gt Sl 8, a8 gt & o aw I 1 Jeha STANTRAT bl 8T &, 7 fh Valve
cafl

gid: 21 Wayback Machine &R store.steampowered.com/difht /92, 2018-02-03 & 2026-08-10 d®;
ﬁ'@?ﬁfUTﬁVALVE_EVIDENCE_PACK/databases/steam_support_stats_history.json. ma?ﬂﬁl g EI% g1e gerfar
& fAm, g, #13 Valve flica &t d1 &1 Uah a1 UehIfd St diar g1 & Jrell # @R1e g — Rhg@ 1.5 8¢ ¥
1.5 f&m1 de, Repast 7.0 &2 & 3.6 fam1 o | & SR T & Valve U8 & @1l T¥ensor & @udla fhg Mo & — I
2018-11-03, %hd & 2020-03-25 — 3R arferest & (cs) ofR (fr) & RAfFa &, 37 siire Tgi s1s Ul & 3rgaTs ik
YeRIL & AR TS & A1y fG@ny 7Y §, SR ereaen wid & fsnyor thrget # 3@t 718 €1 Ideh heRk 3 gl
HdRT & ferg ufafehar @ gerfrd fohar, oiR forelt o+ @ wR 13 fofg siar-uifeds 78l 81 2020-10-21 & Yehel 15-
e Reperd) 3riere &t ard R RIfga forar mar € 8k Afae w&@1 mar 8: a8 dhadl Uah dR d femard 2dr & ok g o=
HER gk Yeh ShA-URHATOT & o 78l g1 2022-12-08 3R 2026-02-01 & off9 hlg =R HiS[g 8! o, Repis d 39
38-Hgi & 3HaxTeT bl BIIfchd fohaT T §, 3R 39 W g f 75! fow@ran mar 81 3 sifers U1 ufaferar T a1
quiq #Rd &1 & I8 Tal foara foh feehe & sier T giaT &, 3R Valve 7 37 Ued & folu s §sehTde Uahtfrd gl fopar
gl

& hTR ! Ueh dlfeleh] & & § Eiel
U TUBId R, ST Tehlfd
SR Rus [ R Rebs ufaferar Repat [ fam1 Repart ufaferar
2018-02-03 98,788 50.12 minutesto 1.52 25,662 2.51 hours to 1.80
hours days
2018-05-07 60,494 53.83 minutesto 1.47 24,226 2.45 hours to 2.22
days days
2018-08-02 69,084 50.27 minutes to 1.59 28,953 2.44 hours to 22.17
hours hours
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https://web.archive.org/web/20260810154631/https://store.steampowered.com/stats/support

SR

2018-11-03 (cs)

2019-02-01

2019-05-18

2019-09-07

2019-12-13

2020-03-25 (fr)

2020-06-26

2020-10-21

2021-03-20

2021-06-26

2021-10-10

2022-01-31

2022-05-09

2022-09-05

2022-12-08

2026-02-01

2026-05-09

2026-08-10

T STTcATR:

g / R
63,410

76,305

78,951

78,941

69,589

139,278

278,504

107,633

158,956

547,907

170,103

354,386

172,555

153,453

181,075

317,762

246,776

373,244

s wfaferar
49.28 minutes to 1.54
hours

50.13 minutes to 1.52
hours

51.03 minutes to 3.12
hours

50.65 minutes to 1.66
hours

50.77 minutes to 1.55
hours

49.45 minutes to 1.53
hours

48.98 minutes to 2.29
hours

50.80 minutes to 1.54
hours

50.80 minutes to 1.64
hours

51.93 minutes to 6.73
hours

51.88 minutes to 3.25
hours

53.65 minutes to 8.09
hours

51.83 minutes to 1.65
hours

53.67 minutes to 4.15
hours

54.83 minutes to 6.67
hours

50.30 minutes to 1.52
hours

50.12 minutes to 1.52
hours

52.05 minutes to 2.07
hours

Rt [ o
33,910

35,164

27,514

28,812

25,322

32,302

20,343

20,688

25,760

29,728

23,989

24,391

23,289

23,594

27,111

47,197

35,264

45,319

Repart ufaferar

2.42 hours to 1.31
days

2.44 hours to 2.04
days

2.46 hours to 20.39
hours

2.42 hours to 13.59
hours

2.45 hours to 1.13
days

2.48 hours to 3.62
days

2.39 hours to 6.99
hours

15.33 minutes to 8.62
hours

2.34 hoursto 11.62
hours

2.40 hours to 15.63
hours

2.39 hours to 13.05
hours

2.42 hours to 15.29
hours

2.41 hours to 16.90
hours

2.45 hours to 1.22
days

2.46 hours to 18.89
hours

10.91 hours to 21.30
hours

5.81 hours to 15.60
hours

8.73 hours to 16.52
hours

IR 21 deeh =R 2018-02-03 T 2026-08-10, deh efAes Rohs gafdier &t dwam oft 60,494 (v 2018) & 547,907
(SF72021) — T 9.1x &era2026 o 3HichaT 373,244 & (+278% STH ha<l & 2018 H&R) |

34t Tt aut & gk, Kb ufafehar o & faw uasrfaa fFRaer dar et oft v @ FuR 781 11 49-55 U e ds:
8 e O i &0 a9 7 ges gt 1fd, Stafeh g T &1 IR =Y A1 96 T
Ife Ig Afed UAP fehe i dhael 5 s B Ug, dt adard & ufdfed 373,244 fewel &t Garfad e & e 22
247 UR I HA dlet Goie (A% I¢ @ie 3R &g Peat & folg; TvA W (547,907, S 2021) I8 32. d 9 ST &l
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afe geprfra ufaferar T ufq feae Esfelm ama (~52f0e/femne) ot gerfar &, @t fAfea awadt wrfth eFrerT 39 usR
ghft 13,500 gSieq ada afegd TR 3R I=-A TR eRTe120,0001 Valve & THfA gedhide & ol &ig did sifhel g
fieT §; Tel i STgAT gl T T 8l

f=fefEa: aicgr-g-geahrde srgura UenIfrd ufaferar awal R ufd-feee Adta Twien & e area 81 3 stichs
TEId: WdTfeld UUH HIer o 31y §; fhd-t ATaT # Teftern A=dta &9 I Y STt 8, g UhTAd Tal [T 7T gl
GDPR srguter & o ag it dgeayuf §

GDPR 31J@622 dhad @dTfeld Afeentd fofd o W Ak arar g, STt orRie W J1dta Feter o sifder fag fomm
Heaqut AT gTa a1 e g1 afa Steam Tl Al (feehe s v, @Id W HRaTg, Se1 SrgRien § gepR) T
TRE T WaTfed f8he gRT folg S 8, dt g S Aol Sit SudiTenal &t "Heayul ®U I go1fad sedr " ig@e
22. T Jocie e TehdT gl

féehe HT-2YBP-F7)P-DAVB (€1R118) &1 di Tl & a1a Qe 3¥aete kel oh W1 &ig oh fam 11T 3R Sgdl Shieget!
SR & Y i Her-dl el faw@rs Ts| feene & ag Maffa 78 forar S gerar s foreht aafery = gocht witerm & ar
7gl; a8 Tah Oar Uy § O uzideft urfareseor srqede 22 3k 3rgede 15(1)(h) & dgd Valve & U8 Tehdl B

id: Wayback Machine @& store.steampowered.com/stats/support (2018-02-03, 2021-06-26, 2026-08-
10) & Usife — =T VALVE_EVIDENCE_PACK/databases/steam_support_stats_history.json & fesren T
(21 Huerfe, 2018-2026). Ate: "~52 fome" ufafhar Twa Rehs-oft o1 e 9 §; @rar gren ufafesar g9+

EuATed # 2.4-16.5 € &ft1 2021-06-26 I T9F 1 Iegdd TR (547,907 Risg 3r719) g, 7 [ hlg trey
Heafdg — afegd ~67[AT §¢ a1 2020-2021 #, fhr 31ife w9 & fiRer 2026. H 373K deh GH: IR 71

aff2re [ — Zerde & RRT - gAeaed fohg ST geha aret ToFTE

Reviéa 61 e a1 arar il

g 3R | ey
Repiga &t Ml 2, AR arat o1 ateror &2 e & 715 Ui T&an Uehlfrd Higell & Gt UTed chl ST Tehel! &

ffed Serdiel a1 Aiteror &2, TumFTSH ot O Iad e, 3R Ald Uil ot Sifgea g1l & 3ier i

TR CSV # i § 40,448 shaRsad ¥, 36,516 Discord-AntiScam fthfiT s & ama &1 9w 3,932 dferaar
o fopg o wrgeTRies vt ofk grem Rutef &1 ua aamdes srgshnfoiet UaM &ed §Q, GitHub, T#ftemy, @rst
9o, ®IRA arft 8k o= Htal H hefl g3 &

39 CSV #, 1,690 dferial "Unpatched Security Exploit" TUg oeel o 3iaiid aifichd &, St Qfaarfdes Iuahrerdf
el 3R Herdr Uehdiarun &1 ufafafde ot §1 59 fratel &1 uar e & uds g &Y fafre foes aumRar ik
grdsifaes 99 sfagra & wter enfae g

16,319-Rente Tdae 3Tehigd Ten 31eT, RXe fohar a1 fAes 8, [Siwent sro=m Afthee g, ik o fafre Iuahrenaf
gral 3R g1 el 6 gt wurtg @iet & fog fesmea forar mar 21

To build a reliable audit trail, every user-reported record must be verified against
documented build timelines and historical patch logs.

3rent AT 11 T RepfE 231,829 erdt fafdn sngdl, foraw wranfora dsiiereor goft 7 33,509 8k unverified
transfers & w4 # fRAfgd 198,320 A &1 $7YC HIgd T SHA-256 RIS A9 & A @rdT g1 & TUFT $ifaw
T T a1 G IRY & o AT o Feid feifeT vamd! 3iR o Y gt T qui- hed! &, STt Tcieh 3T
YHTT oh! AU & el UTIfHeh WiehiH Repigd hl STaIehdl hl ISR Hhed! &1 ATT 3R 83 Jdldeg he 2

AR Segedt ~ - @ie[ a1 AR &t ~ - did Reapisa &1 fAdiemr a? ~
uRkf® | —sg g & IR &
Valve &8 Uad+ ReplE UehIfd 81 edTl 897 9% /-1

G | IR-AgaA | haet Ardsi-en sel ¥ fAffa| fAamme! ot uxgd|
88.97% WTfeld 33 ohl 3rdT Btel a1 — fohelt it uepr &1 ufasy =gt
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https://phishdestroy.io/steam_dossier/steam_tos_assets/part2-measurements.json
https://phishdestroy.io/steam_dossier/VALVE_EVIDENCE_PACK/databases/TOTAL_VALVE_SCANDALS_MASTER_DB.csv
https://phishdestroy.io/steam_dossier/steam_tos_assets/archive_manifest.json
https://phishdestroy.io/steam_dossier/hi/steam_evidence_archive.html

67.77% 51,732: HehaRaTSIl & d1G HieTelarst st

$26.8M+ TR-faffids teile gRT R @d TR FAaH diAT

3.6% Valve & fcich ftheex gRT Siasg 31T S

8 IY SEATASTghd GRET HeATSd hi

Ig 1 §1 Valve HIARM & Steam WICHhIH TR Teh hiR1Udh Glasl — 8 Uad oS, Sh1s-WhIfHT Srefeas,
ST @i, 3R TATOfteRRuT SrawReT, fSbehT IUANT S31 TdTeidh Steam o 3U=t OpenID Rel & Aread & ohd &l
YAk 3Tfehel & Aldl § G: UTW fohal ST TehdT &: Valve &1 3701 drdsif-ies API 3R 9 S & 919 UhI11d Screie|

Ig fohaas ol §1 Valve GDPR — icveis & forg wideft urfareeor, FinCEN, SEC, DSA f3fSieet dar v,
UOKIK, 3R &g Ht sh1g uad1 goiedl St & s fa<itar arel &l g o 36t 8, W SR &5 3@ arel fHarde |
USRI, Meehdiail 3R 37 Tt Iudieratai & forg off fogi wrt @rd w ufasy, sretpd Ribs a1 @ikt g8 g<dedt
o1 grEAT fohar ofR fog garar mar fo& &hig erdia 81 g1 Steam
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	Steamका डोजियर: नियम, मार्ग और जवाबदेही
	नियम। रिकॉर्ड। अनुत्तरित प्रश्न।
	वाशिंगटन राज्य जुआ आयोग को खुला पत्र
	दस दिन दस साल हो गए।रिकॉर्ड को फिर से खोलें।

	साइट अवरुद्ध है। लॉगिन मार्ग नहीं।
	चित्र 3.1 — दो मार्ग, खींचे गए।
	बड़ी तस्वीर का जाल: लिंक फ़िल्टर अनुपालन दिखावा है, सुरक्षा कवच नहीं।
	मुख्य डोमेन को ब्लॉक करने और auth होस्ट को अनब्लॉक करने से लॉगिन मार्ग खुला रहता है — और यह वर्षों तक खुला रहता है।
	Steam पृष्ठभूमि: ईएलएसडीए क्या है और यह यहाँ क्यों महत्वपूर्ण है
	Valve ने क्या किया: डोमेन ब्लॉक
	प्रॉक्सी डोमेन क्या है
	महत्वपूर्ण बिंदु: प्रत्येक अनुरोध में ऑथ होस्ट को Steam पर भेजा जाता है।
	यह क्या साबित करता है
	Steam के अंदर, Valve की सूची ही एकमात्र सूची है।
	लिंक फ़िल्टर सुरक्षा बाईपास
	बिग पिक्चर वेब ब्राउज़र लॉगिन कुकीज़ लीक करता है और संवेदनशील जानकारी का खुलासा करता है (जिससे खाते परकब्ज़ा हो सकता है)
	एंटीवायरस इंस्टॉल किए गए माइनर के लिए इसका क्या मतलब है
	डोमेन की आयु।निरीक्षण की तिथि।

	एक एंडपॉइंट बंद हो गया। सार्वजनिक ट्रेसिंग ने एक कुंजी खो दी।एक एंडपॉइंट बंद हो गया। सार्वजनिक ट्रेसिंग ने एक कुंजी खो दी।
	ब्लैकआउट-पूर्व युग
	बदलाव के बाद

	एक सत्र। उपयोगकर्ता को जितना दिखता है उससे अधिक पहुँच।
	1. अपर्याप्त स्टेप-अप प्रमाणीकरण
	2. न्यूनतम विशेषाधिकार के सिद्धांत का अभाव
	3. टूटा हुआ सत्र प्रबंधन
	4. प्रमाणन होस्ट्स को डोमेन-स्तर पर अवरुद्ध करना तकनीकी रूप से संभव था।
	Valve यह हर दिन इन नियमों के खिलाफ बनता है। यहाँ यह इनके अनुसार नहीं बना।
	GitHub Valve फाइन-ग्रेन्ड स्कोप्स बनाम ई-लर्निंग वेब Steam APIGitHub Valve फाइन-ग्रेन्ड स्कोप्स बनाम ई-लर्निंग वेब Steam API


	इंटरैक्टिव एक्सप्लॉइट और हाईजैक सिमुलेटर
	क्रम के पीछे के एंडपॉइंट्स।
	एक चेक किया हुआ बॉक्स। किसकी कार्रवाई?
	Valve ने आखिरकार "ट्रेड सब्स्टिट्यूशन" को कैसे निष्प्रभावी किया — और 7 को इसके लिए वर्षों तक कामचलाऊ समाधान क्योंअपनाने पड़े
	अवतार और नाम कूलडाउन (फरवरी 2024)
	7-डे सीएस2 ट्रेड रिवर्सल (जुलाई 2025)
	API के लिए अनिवार्य मोबाइल पुश (दिसंबर 2023)
	खाते की आयु और नाम बैनर (2022–2024)खाते की आयु और नाम बैनर (2022–2024)


	उनकी नियमावली। रिकॉर्डेड प्लेटफ़ॉर्म।
	एक नियमपुस्तिका। असमान प्रवर्तन।
	स्वचालन
	व्यावसायिक उपयोग
	वीपीएन और स्थान छुपाना
	लिंक अस्पष्टीकरण
	जब सहायता विभाग मामला बंद कर देता है, तो उस निर्णय की समीक्षा कौन करता है?जब सहायता विभाग मामला बंद कर देता है, तो उस निर्णय की समीक्षा कौन करता है?


	एक स्वचालन API। स्वचालन के खिलाफ एक नियम।
	"गेम डेवलपर" भ्रम
	स्वचालन का विरोधाभास
	व्यापार प्रवाह में सर्वर-साइड स्थिति


	दस दिनों की मांग। दस सालों का हिसाब।
	वॉल्व कॉर्पोरेशन
	दस दिन।फिर क्या?
	घोषित रिटर्न होस्ट का अनुसरण करें।
	दो समयसीमाएँ। एक अनुत्तरित प्रवर्तन मानक।
	Valve जुआ साइटों को 10 दिन
	वाशिंगटन दबाव डालता हValve
	Valve आरोप खारिज करता हैValve आरोप खारिज करता है
	सितंबर में देखे गए मार्ग2026
	Valve ने जवाब देने के अठारह महीने बाद भी नियामक ने इसे इरादा ही कहा।

	10-दिवस सूचना दशक: 23 नामित स्थलों का फोरेंसिक उत्तरजीविता ऑडिट
	10-दिवस चेतावनियों से लेकर अपतटीय समूहों तक: बहु-अरब-डॉलर का कारोबार


	होस्टनेम पहले से ही अनुरोध में है।
	दस्तावेजीकृत और रिपोर्ट किए गए पूर्वनिर्णय
	पंजीकरण की तारीख क्या दिखाती है और क्या नहीं दिखाती
	तुलनात्मक ऑडिट: API अनुपालन मानकतुलनात्मक ऑडिट: API अनुपालन मानक

	ऑफ़-Steam मूल्य अंतर
	मूल्य अंतर मापनीय है।
	डॉलर की राशि क्या दर्शाती है
	कई स्थल Steam से अधिक डॉलर मूल्य सूचीबद्ध करते हैं।
	Steam अभी भी ऑफ़र्स की संख्या में आगे है।
	व्यावसायिक पारिस्थितिकी तंत्र स्पष्ट रूप से दिखाई दे रहा है।

	सुरक्षा उपायों को कौन रीसेट कर सकता है?
	एक रिकवरी टिकट जिसने खाते की सुरक्षा अक्षम कर दी, और रिपोर्ट किए गए $10,000 के नुकसान
	भंडार से परेभंडार से परे
	Valve दरवाज़ा दो बार बंद हुआ, तेईस महीने के अंतराल पर। यह कभी बंद नहीं हुआ।
	लेजर वही कहता है जो कोई एक मामला नहीं कहता।

	गोपनीयता के साथ तकनीकी जवाबदेही भी होनी चाहिए।

	पैसे का पीछा करो। लेन-देन को अलग करो।
	जहाँ पैसा वास्तव में चलता है।
	पहले गतिविधि का वर्गीकरण करें, फिर दायित्व का।पहले गतिविधि का वर्गीकरण करें, फिर दायित्व का।
	निशान, प्रक्रिया, ज्ञान और सहायता।

	डिजिटल सेवा अधिनियम: तथ्यों को सामने रखें
	एक दस-दिवसीय मांग।
	डीएसए समय खिड़की।
	अवधि के लिए सूचना पथ आवश्यक है।
	वार्षिक विश्वव्यापी कारोबार कावार्षिक विश्वव्यापी कारोबार का

	नाबालिग: Steam लॉगिन आयु जांच नहीं है।
	ऑपरेटर और डेटा की पहचान करें।
	लॉगिन से जमा तक की यात्रा रिकॉर्ड करें।

	अनुरोध। उत्तर। अनुपस्थित तुलना।
	रिकॉर्ड मौजूद हैं; डेटा विषय को वे प्राप्त नहीं हुए।

	प्लेटफ़ॉर्म की अपनी वास्तुकला के विरुद्ध सदस्यता समझौता
	बाजार की ऊपरी सीमा और वाणिज्यिक उपयोग पर प्रतिबंधबाजार की ऊपरी सीमा और वाणिज्यिक उपयोग पर प्रतिबंध
	API-की भेद्यता को उपयोगकर्ता की लापरवाही के बजाय एक प्लेटफ़ॉर्म डिज़ाइन प्रश्न के रूप में देखना
	Valve हर लॉगिन पर auth होस्टनेम प्राप्त करता है।
	संग्रहीत शिकायतों में पैटर्न
	इस रिकॉर्ड का मूल्यांकन करने वाली अदालत एसएसए को अलग से नहीं पढ़ेगी।

	निष्कर्ष। वे रिकॉर्ड जिन्हें हम मांगते हैं।
	साक्ष्य ज्ञापन — स्रोत 1 द्वारा प्रदान की गई सामग्रीसाक्ष्य ज्ञापन — स्रोत 1 द्वारा प्रदान की गई सामग्री
	उत्पादित PDF में की गई छंटनी केवल दिखावटी है: छिपाया गया पाठ अभी भी निकालने योग्य है।
	समर्थन और कानूनी पत्राचार प्रदर्शनी
	चयनित प्राथमिक अभिलेख
	Hardware keys, requested in 2016
	Crash reports without an effective opt-out
	Auth-ticket abuse reported to Valve
	44 disputed Market purchases
	A permanent ban and closed appeals
	A recovery reset and a reported $10,000 loss

	ArchiSteamFarm और स्वचालन खंड
	नियमों का खाका: रिकॉर्डेड प्लेटफ़ॉर्मों के विरुद्ध प्रावधान
	व्यावसायिक उपयोग और खाते पर शुल्क
	प्लेटफ़ॉर्म रजिस्टर 175
	साक्ष्य का भार
	टैग किया गया रिकॉर्ड क्या है, और क्या नहीं है


	DSAR प्लेबुक: साक्ष्य का अनुरोध करें
	अपनी टाइमलाइन को संरक्षित करें।अपनी टाइमलाइन को संरक्षित करें।
	अपने संग्रहित डेटा का अनुरोध करें।
	डिलीवरी का रिकॉर्ड रखें।
	प्रतिक्रिया की तुलना करें।
	खाता सुरक्षा और पहुँच रिकॉर्ड
	अंतर जांच के लिए साक्ष्य है।

	समर्थन मात्रा। प्रकाशित प्रतिक्रिया समय।
	एक ही सपोर्ट डेस्क पर दो कतारें, 21 में संग्रहीत कैप्चर को क्रॉस-रीड करें।एक ही सपोर्ट डेस्क पर दो कतारें, 21 में संग्रहीत कैप्चर को क्रॉस-रीड करें।

	रिकॉर्ड्स की गिनती करें। दायरा जांचें।
	Valve कोई प्रवर्तन रिकॉर्ड प्रकाशित नहीं करता।हमने एक बनाया।


