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What this means — OpenlID and openid.realm

OpenlD is the sign-in standard behind the “Sign in with Steam” button: the site does not
receive the password, Steam confirms the identity to it. openid.realm is the field carrying the
address of the site asking for the sign-in, and openid.return_to the address Steam is to send
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the user back to. Steam receives both on every request and prints the realm on its own login
.page — which is why this dossier can name the host each platform authenticates through

- Section 3 — the observed routes
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What this means — the Community Market listing ceiling

Steam’s own market refuses a listing above roughly $1,800. A seller may ask less, never more.
Items whose market price sits above that line therefore cannot be sold at that price on Steam
at all — which is the mechanism that moves those sales to third-party venues while the item
.itself never leaves Valve's inventory system

- Section 13 — the off-Steam price gap

Jxaall 59029 Gludl

sl aill €S2 (38 puoliall slowl wlis sac 50 245 . Jolall abls jub (g radline ag &YW paidll 30 (29 55
S gazall Quii (g 241 .2026 juaisw 20 (9 bx>g CSFloat (9 1,800% o Lo i o s a5 )l

sl lewlwl e ezl il a>sll g (CSFloat é 100,000$ coiull s didoll g Y wliall lgio 5y lao
Blowl dmas o ST ol Gl 8 uadVl x| b s jolo il wliall taaline alad) osn 13.63M. 248% oY
ln o8, JS .aalixe wlaio oo 83,ls)l o181 1551 gaxd Y1 ez 13) «GloawIl 030 J>lai5 .2026 juaiow 23 (s

sl Valve J asilly slow — 5L,1 o wlaso ol wlsly) lgio sl Jios Vg rilaiSe g diio puds (ool JENINE
adla, Ol LS g9l 5 o uuiy & 80 wlyasi @ PriceEmpire gdgo 9 a> o0ll pudll . s 51 dg> sY
iylaio cunyd &)laell GBlai ol 13 «s,>1 Steam Cladl o Juolic Llasi a awlall Steam

Ml &:_l.'i ,‘.-...:..JJ QloU'n.s’ .6.).7'3 aslau

3/ 3 sglaxll

Jaidly Oy ixall pllad o> giell lan Jlju Yg .Steam ¢, 5 iive Bi awaio | gWI gl wdladl I3 aic
i Steam _ Lol

gaizall Gow 9 wlziiall 15 plrall sVl sl 1,800$ Jg> STEAM

sed| o= =y AWP Dragon Lore .givanll (o 23> 10,623.959% Logaxall zo)usl

Steam aic Lg=xillg swo JI Jlu Y Steam uousll Jljs V aslill

Steam s s5750 DOta 2 of €S2 aa) o aic wladVI aoilé Valve oaisll /01

Gomdl 9 3515 £y as¥l Ll Steam 9 1,800% Jo> aiwll /02

a5 50l alaalll 6 CSFloat J o ,c >, «Dragon Lore» J 10,623.95% > ,Jl ,Luwaiwdl /03
aollai oo aslall Jaig aSloll soiss alaudandl 9 139290 Jljs YV Steam oluill / 04

2026 jueivw 20 Lay,b das) - Gl aun

coobiall L5 S lawVI o @, lall

.CSFloatg ..1,800% o Juis el lgd Jszionll s lw o pas,l oS il jolisdl slawl ks ol liod
ol selad bolacl goz Ser Vg CS2 (o alslrio wlig e wle sgini dlasio wlad) L Skinportg
Leliig uoliall aSlo 8 oSy Jli ¥ Steam ol oo d olel il [ lawl i Lewd iy il oSLYI a1

CS2 - CSFLOAT wls 245

CS2 - SKINPORT wlis 166

DOTA2 - SKINPORT wlis 3

sl 0stly» Eilb Js> aliwl $10,623.95

iogllaoll el 9o og rall el ‘«Factory New» aid (6 Uog e CSFloat gdgo ouay Dragon Lore: 62
i s3I eV Collaoll el uinis gom Y aiS) (81 o dxlud] o 2 goms StEAM 3550 gu suw puls
agizxil awidlg OpeniD J 6 0laod]l (laiino plaxivwl aode 2016 Ll Jl (9 5,l8)l Valve ply aSsug .aila>Yo
.Juasio JSuiw Valve xelgd lginy puzo cdb W do 9o OIS 3] bo 2o wamg .Steam J &, il

2 Valve dolaio s olall "2016" s 2~ CSFloat JSON ~ Skinport JSON = oIl J=udl e llol
©13.63$% i> 50 dalnal [ & uwlodl CSFLOAT wlaulni daxe u dg>lg

doxill 030 cunxd .asylw gog e 3,395 o wilniiodl o ais 241 9 wollaall alaz)l dowill (usYl 2zl

el dlaaziall a5l 030 (o il 359 Loy aoll gl Jog,e 238 X &1 JS (8 Jore srw sl o
.CSFloat o o)l 100,000% (uad¥l szl sis diie wlis

PHISHDESTROY / AR - CCO 1.0 39/93


https://phishdestroy.io/steam_dossier/ar/elite_skins.html
https://phishdestroy.io/steam_dossier/ar/elite_skins.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://store.steampowered.com/oldnews/22883
https://store.steampowered.com/oldnews/22883
https://store.steampowered.com/oldnews/22883
https://store.steampowered.com/oldnews/22883
https://store.steampowered.com/oldnews/22883

Vol o8 ]l lsn axiogs sill Lo

8393xall axs yall dcgamall 0ig) pull diog 2all Hlawdl 3 13,631,888.25% (¢ Ji, Y o oo sl 0in Jias
oVl 2zl on |3 .14,231,888.25% Ll Jax «(seadll HlawYl wls &)Y wlall zl,5] xics .CSFloat o
calaSL, CS2 o of el ¥ ol vayaaill wlepall pz> ol 16 jminll wlaall puds «dbasicid! €l uidd] e lilln

2 Lo 245 1o d59SaJl CSFloat dlaal (J] 15liwl olwxll 8slc]

39 Juol o 15 08, :Steam a> o)l aosill / PRICEEMPIRE

.Steam yc 255 ,V90l dord HSLVI o 2uanll g8
UuSkins

©$133.8

YouPin898

$127.5M

Buff.163

©$104

Moon.Market

©$100.3

oS )l el

©$89.6

Buff.Market

©$86.7

Steam

e$31

14 Jlng .pSteam $31 ,elals ‘018, 03n uybis PriceEMPpire goliy poiy .Steamy diog y2o psd diw Sl
Yol daiog yrall pusll cuz o leade 9g0i daslall 9 500 (5o

39 o 1 @9, :Steam oy, >2¢ / PRICEEMPIRE

ool bae caus Yo i Jl YV Steam
Steam

vgde 32.2
YouPin898

C5Game

vgle 4.6

HaloSkins

vsle 4.4

) gainSaw

ug+le 3.8

oo sl ougi 289 fagllaoll dausll Jlaz| e Jog il dae calixy . jog =)l Ogale 32.2 ,glay Steam
Nz Yl ool Gle daanio JLn_wL duo g pzall wllasll

‘amiiadl Gallel cudsill 19:03 acludl 20-09-2026 (o abladl ai 2 21-09-2026 logixo » PriceEmpire gégs (sle dolal & ,liall 1) xaall
laoy Steam asllay aiai S .aalizell gbloall gu s el S5l 385 vau b wlurii oo 83,ls)l e Y1 .2 39 canll (o ¢ 50 ¢l iwl
bl ol wlaell e puds wodladl S laul e a5 nall danddl jisls .ailaio cund GVl o3n wBBlai s 13) s, >0 Steam Gl o uolis)
42

bl gialy s, Ll (siaddl pUaidl

Jadb lbY anb gy duaio 42 aailall pias 2 19-07-2026 Lbeaxo SteamAnalyst o ool Gomdl Ju>
39 ¢, PriceEmpire gégo Lol .42 00 daio 43 Lol o 32 J aiyn> lawl wlly go Steam cils J] CS2
d.x.‘?_)._._U Toifo >bais)l I.).b d.lj).o JLQ.uuig Jéaole UP9If9 1600 R0 ulf).w Ly duo L=l JLuJyI ).UL?.AJ L:_9_9 &y duaio

PHISHDESTROY / AR - CCO 1.0 40/93


https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://pricempire.com/cs2-marketplaces
https://pricempire.com/cs2-marketplaces
https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://phishdestroy.io/steam_dossier/steam_tos_assets/priceempire-marketplaces.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/priceempire-marketplaces.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/priceempire-marketplaces.json
https://www.steamanalyst.com/marketplace
https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace

MW gitall Lol «puiw» i gl dulac 1uad¥l sxdl G adVl

Jiue JSuns €S2 wlaiio o @i9 248 jumui pis (iwas o b3y alail (9 lgiei pi Blowl dumeas e
— ,iS| ol 6a>lg 6229 Llafios Lis,i 1,800% &JLJI Steam 9 oM uod VI sl ol ymans
iy ca> ol > aloST 2ol lgunss alailll cisin 235 .SteaM (o9 639290 ut lgio ais JSo
Yo .abgd gii il i o %1.9 aidg «uadVl x| i gii (il wlniiall wlis o %95.3 ais Valve $ouw
Jiite 2979 JlawYl o el cillans .6 guiniall 8xclall go los 9191 b feallall (08 Bl olasuVl I3 puSs
alasi assall ol cur — Jaill alacs 0gixell (8 pSai JLs Y Steam ol pa> o8 ozl Gow sl 2,
Valve  awolal aimdl aidl Gl pbwidl ddoac b Laiy Nalve S awolzl g9l

-09-2026 boixo 2 Il Y| aslasl Steam 2 21-09-2026 boixo 2 doud] Jo> axslidl aliw)] Steam
OE = axal 2 CSFloat J ailw alaa) 2 Livedl oo 2 awoxdl @lowIl pulbl bl dcgaxo 2 21
Jzw 2 19-07-2026 bgaxs » SteamAnalyst » 21-09-2026 bgaxo » Skinport » PriceEmpire

2 eIl olw oullol 2 d szl &gzl

agilall LYl — ¢ =5l
oibbgall Joog - 14 85kl - aeslall LYl — ¢ s =l

Sebilosall loso 65ls] aiSos o

Jxanll 59259 Gluwdl

8sLe] ol vao sl wlzudl (e eMbYI ol volwdl 85lrin pgiSas ool LoVl (e Clusdl Hlol saiz; LS
asJl oY) a.?J.).” Nl uIJLu.olJ &lois Uu.” o|9|):_>:y| o0ld ,_ga.nJuJI Ul Qi (L TV duo I r'i.g_l.n_x” o|s|):_>! Ja.uo
(API) wlaulaill dxo s dgzly plasiawl ssluw] Lo guiiy sill

Osise (aliS Valve ST asg .aSle ¢ 3uz Cludl Jai oo sl calbso bl 83l dulas giai
unl:uw)” ‘;Jl ULLAIJ’I ‘o.l.l.nul.l.l u.o.\:u.ull w“.-a." old Ui — 2025 ).;.4:33.;3 2023 )..I).._o U\S -_

Valve J.xw.”g 4.9.15.0 oY Cuwg .Js.aog” FYY doud oL:.)l L@.uuu oLl Pric I)'C-W u.u)l.ug a d)Lm LIAJ.“
25V olgine e aisSS aly lgio All> JSI ay Lasin, 3l

2025 g1lo 9 / albgaze 63lgi

a6 Lgic gl 6,lwsg robwadl aoladl gVl wlshz] Judasi ] wol sl jiasl 6,85
10,000%

alo> Julnsis g el dalS Gusi s3lel, ols Steam acall §,9 Ol gozdll el Cagis )l s umwl x>l 5Ll
Ssizng 1 lgiw o i yut OIS Clwsdl o) Juadl wolo Jsins -l iwl 8,535 43T pasui pxd ol as o lwsll
o yiwl jeoyg s lawi yo ailang Steam Guard e sgin OlSe 20179 2016 w8 58ll W] s92i olic (e

" b Wl Jeosll s3] pasuid pcall §,9 gaw 2i9 5 e i)l e Steam”

ssisiall 1,81 .110 o8, Jzuull .steam support tickets MEGA.json (s9 bbgazo «(JsYl azuidl jslaio oo slel

2 ablail o5 53l JolsII

oo Il olwdl Jai J] 5381 835 buo cals gag — «amii CWI»8 a>ly pazime) uw o> 5,20 pud lon
bl 284 wolinl Jzudl (8 83,le)l @Y o &l JS (8 asuioll disgnll aiy lall oo — p28Yl Ll poi,
owe als s J| Valve

oVl bgsiasll Lo,ill tlise Jo] solaiwdl plai callay «Jlazdl Ian o Lisls zomu ol Ulal) (Sos V
ogizg Valve wlly 82615 (b 839290 lilul 03 .JoYl Cailell 08,9 (oYl adladly «JoYl g uSIYl 2l
ilo oyo axunns Aoy pasi sl Ble uiss amos ] sios lelzw Of 15335 — leishdg led] Jsuosll psall 50,9
wlgimd dlols bl Lulroll go cuwlir BlanYl [lis| o .aoyarii cuil diSoy oo LiST clic By, U sl selatw
3> o w3 am I LoVl clisall lelols (o0 o) s salasiuie bELub o b Wles cadle aad wlig
pazimol) Sor Y 3> gag — Lo glao auii) goizell avazing 3l olis)l Jzw il glad Loo [Ele wblwsdl
»duw Lad| )U'aijw 819 V9o o§|).?! L"s.)lJz.”

OWASP A01 / ol Loyl Jsl

PHISHDESTROY / AR - CCO 1.0 41/93


https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://store.steampowered.com/agreement/?l=english
https://store.steampowered.com/agreement/?l=english
https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://web.archive.org/web/20260921022032/https://store.steampowered.com/agreement/?l=english
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-atlas.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-atlas.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/cs2sh-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/csfloat-catalogue.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/skinport-floor-over-cap.json
https://pricempire.com/cs2-marketplaces
https://pricempire.com/cs2-marketplaces
https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://web.archive.org/web/20260921022459/https://pricempire.com/cs2-marketplaces
https://www.steamanalyst.com/marketplace
https://www.steamanalyst.com/marketplace
https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://web.archive.org/web/20260719014552/https://www.steamanalyst.com/marketplace
https://phishdestroy.io/steam_dossier/ar/elite_skins.html
https://phishdestroy.io/steam_dossier/ar/elite_skins.html
https://phishdestroy.io/steam_dossier/ar/elite_skins.html
https://phishdestroy.io/steam_dossier/ar/skin_atlas.html
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#case-support-recovery
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#case-support-recovery

aiSay o axzlror 8 . Jizaniy aliimo axzl el gasi Oly rasizall dagall e Sl jiwdl Oljliel paisi ol
b)) . olusdl @bl i ol 6 g8l wMauw 85,8 of Steam Guard allj] of wlaicYl wlily Gus sl
2 20-09-2026 bgixo 7 Joogll (x9 oSl olin, OWASP

Jeosll 3l ,blxe gwly $lai (e Joogll auilSo] ,usss
.Q_g_}.’ln." ‘IJS L
casiail 8] W] aoll axd o pwbill anss Jozw ol oS «Hlaill gwlsll Jguosll plasiawl sslw] J> (2

osSausdly ol pueaziaall Gulaizall Llall Jesisis a8l ially iazgall (WJhizY] apaills i xiimell
Joosll 8 oSl oMo callniis aadx)l wligdVl Lol {xag g9ai I3bg - ab s rdslall @ luasuidls

&dgallg IP Guglic Jzuw 01
el Y (g il gdgelly aSid) plaziwdl Jzw e (IP) e il JsSeigrm puslis wlaw caiss ol Sy
aadall anladl Ol il Leils x> 9

slexdl aouas 02

cobluxdl o lud=dl Ja-u .L@..JI Jg..oSJI “""IS*"!S l-e-’~°-7 J 9 :6)'.3_?:3” ol_‘?)“'.:.n.l S

axi o shl yulis 03

s 8 Lo soolizadl Joludl blasl e wlwdzdl o Mxuwg Jg3 2l oMz asio ] glslall cainss o oSy
pl.v.” M_zuu.” walaJl u\-9 L Y uu-” A ‘yl

JLaiVl wlg>g <YlaiVl 04
anwiglly 51,99 Sloww aa wllas Glai g 0l Jlal Gloglzo of abgaxall LilwJl Wl Jewosll ol o
aclaiz Yl

Lo pasivg Jlsiue lws ou g93ls wilglly (s SVl 2l alo¥l Ml oy Ol pSas

alsbually wLludl gu olc] 06
Jsosll eigos alelall agall xami wazy agzgall JuimYl Gllac (6 o uas pi (il Bl wiled paxing 18
anglall slaxdl Yo Joosll 5> Y cuis Y ox>g gdgalld fedbgxilly opralivmally

aawliw 9 ] BLLYI o peall (worios g9l lzrwe 6 g2Y wloglrog IP (uslic Jumus iy Valve
— &b 9,k po @l G| Jsosll awlull 03> gows .2 21-09-2026 Logine 5.29 3 (U sball siwo gl
iz o) 1arssi Sl azgarg ising 1aid sl ] Jeosall pls Jolio sl miogs 0l aibiv (o 3l gl J,w ._)I Y|

o a0 45S3e b, JS + 2025 ,uadgi - 2022 gugr  Jadl - 14.1 axnill

dnl sl plo Logins Dgav guidlis aidli 9, Llay «paire LI qus Valve

IW5 o ol Steam  aoll 83 buadl wdb L5 ue wlluxdl Gl sMaiwY] lgsd o5 @Y cuw o MY oi
o xan JS el 4S5 e 389 eSaall Hauanll ouini s3Jl 8]l on gho JS .8Lall b lgrams il slaieYl wlily
Ol o i x> lo sd (Slly Yl 03n pu Gall 9 @) JelSIL e ilus o8 aiwll ol po oisl Jarses
A8y

oo AW o Clws oo wis eV bl o dsizall uolidll dlj] cawi"” 2023 4,146 — Glas Valve
soliadl o3 aljls Jsbil wllac slally liad 259 .aidgsmo CS:GO §1,9 Jomis sol obg sid 35 bue wills JY>
wl s Dexerto, 21 o uisi slel siJl HFB lziio solivio a5 e 5 01 o> Steam™" lgoliwl Clws sl oo
2 18-08-2025 boizo » 2023

9 838 buoll b Joi 53l pall uis 3>l Jains"” [5ei 33 s - 2025 ,uadei — s>l alw, 9 Valve
wle achl 5, Steam " Uazdl Ia s sl 5T pasi dlal dlus Jizas ssle] W] ool loo (Lslel ] gl
2 2025 uod4i Dexerto. 14 <9 5,9 oS .Hawkeye337

2022 945, 21 .1

PHISHDESTROY / AR - CCO 1.0 42/93


https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://web.archive.org/web/20260920212535/https://top10.owasp.org/2025/A01_2025-Broken_Access_Control/
https://store.steampowered.com/privacy_agreement/
https://store.steampowered.com/privacy_agreement/
https://store.steampowered.com/privacy_agreement/
https://store.steampowered.com/privacy_agreement/
https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/

ezl il dzsliall 5 +3,000,0008 J| azs, 0 - +2,000,000%axsldl (9 O30 ,uS| — HFB
2023 jylud o9

&g sl 6 29zl 55 1 08, «Karambit» uSwg «AWP Dragon Lores» o a8 s dsuw

a9 Lawll d.u]a.: SLn.: &o ulg.u.u W 8a0) XLal: ul.u.\_z.” L)lS u_g.J.a 1. 26$ u\”}? 0l)>g9g U‘S-WJI [5» doud
I o (JI> sl ol sl aalSy (g iSIV sl Olois uti pi 289 Unsin Jgomall cailgll e

.P.C)..” o9 e o lwxll 8oleiwl u|£|).?!

wlale oo $52 cow Jeill o5 289 +200,000% oL ) ladl sl gsbadl 2o ol Jad Jlodl 20
clal] 5849 -8 paninnll OMasll jucq 1385 WMolrall s =0 G 929 — Market.csgo.com gégo s ull
BT amw of Gaw 531 28l ghaodl e Y ais) o Sand| 5l iawl ] diall

o3 8329 ] as awlxll «Souvenir Dragon Lore» aslas Jai, o isiuell 351 o6 .gMao Yl Jlosi o
Jluol pls I:;J s doll a9l Uzl b ag, oo Valve o ol ezl mol oy oo o) canelll 51>
alglxo clil juaisll 130,000% ,1,Sw Valve pbb — G oS avaxell asuidl J g Wlall 8205 dasuuws

oo 8,le)l Sy oliz)l @l e aallae JN> o eIl o oSl i .48 adas e gzl

Jid go puls BUFF Jid o s iinall (| gliall 5, 052022 545y (09 (pgibs 21 493> @iy sgaizall

sl lgd 0955 Y baie daioll alzas bb 9o Lo (HB, €lo] sl awlingdl oig s, Ul )Y o] Valve

.6 losw

Esportfire. 22 JSJ cooud| glio © 2 (S uwlS - 2 02-07-2022 bgaxo 2 2022 g Dexerto, 21
il LSl - g5 e 8damin jolas ] Jlad s cuwdy 2 15-05-2026 bgaxo 2 2022 guigy
2 2022 qJq, Esportsbetting, 14 J (5sq

Mol lgiai I925> (il politr Il ligixo oo gl cixw ais .ol e lolzi] cunSzilgorri o

2022 julawel 14
1.6M$ _Jo¥l 260l - 6 s +19,000 - 6,300,000 assiolls dwoldl wligsgJl — CS.Money
g 81y dmaioll s8 Jglail wligrg p doll Jsomall ailgll jus @8slanll wlilo (e Hgazlgall Jeiwl
xozis gaizall o 0sizl plig e, LT slasY (u99 ,20 lslrio (] daritd]l o 1552 lobu,l pi (lgine (o
— Steam @l 7> gy b o) Bl Rége Ol on parioll caudl Oy i sl W] Valve 5 o
wlaglaill &z 0 dgzlos aig e sue leile Wl eisln o &8l ddac o> s3Jl Steam Lusi obg
cas Lol o blusl pllaig Jolhall szl (API)
2 15-11-2025 lbgano 2 2022 Lulawsl Esportfire, 14
Ngronimiog dwaiall §ile e 8 Ll cdbg .gosll o8 susi S| oz pliogS o

o EWYI o5
2023 1,08 21
+1,000,000% Jioal yusti «oldl guei — Qkss
909 rdieadl puii b o HFB abo Loy waoi il diy o)l uiiy caoi gl e =l osn e gV o
ol Qkss al> Lol gl dxiloi Jub JolSIL HFB all> ay0umi cani 38 .aniall 838 buall wdlo Guai N>
sl pzx> sew Gl Gur aas Lo guisioll dzudl (9 2290 Y olulz] ozl ol
2 18-08-2025 bgaxo » 2023 .l u9 Dexerto. 21

o EWYI o5
2023 ;140
LYl asaii - 320,0003 =elds o JolS ple — ails oz adsls wloglre le Elu Jglaidl
g irall (Gyii cumds 5 i ple lro e
alwllg (JVl bgsianll yo,all zliso — Lile 15 iz Clwsdl Jzuw Wl pexdl cilz o Joosll o
| I3glg «oblul 85leiwl dulas ledlas il aoYl lanall o 03 . JoYl asladly (oYl auig uSIYI
ol colo go g5l o s5lall Codall Bl o wlilwl 838 colo s,

PHISHDESTROY / AR - CCO0 1.0

43/93


https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://web.archive.org/web/20220702042821/https://www.dexerto.com/csgo/over-2-million-in-csgo-skins-stolen-from-hacked-steam-account-1853092/
https://www.kaspersky.com/blog/cs-go-two-million-usd-inventory-hack/44697/
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://web.archive.org/web/20260515110250/https://esportfire.com/article/the-2-million-usd-csgo-hack-22062022
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportsbetting.com/valve-deletes-130000-stolen-dragon-lore/
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://web.archive.org/web/20251115173120/https://esportfire.com/article/the-biggest-hack-in-csgo-history-csmoney-14082022
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://web.archive.org/web/20250818113925/https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/

«Alexander» azo yglrinlls «Steam Help» (sl Jsuinell agiwl carS Mzkshow aiganll casiins
ddg o MAAL Howl adoiy casy 289 Sl (o 100k$ ¢ 2y bo e soimi il ddo )l bl
"B1t" sl oYl ngiils 35,0009 gl Titan Katowice 20149 iBUYPOWER wlol,£0)on Jaxs
Jai; Jolaoll pls Valve Jzai sxzig . cls a8 400l dluws sl and 0S5 o s3Jl NAVI §5,9 o sSamde>ls
Steam peadl wiSo ilbgo guo>

2 (ajul=¥l) VKPlay ~ - Lis-Skins » - Escorenews (RU) » - Dexerto

omizall polxa¥l el aly w sy e il il elluxdl sas bas uinis o) Valveows s> gs Y
o EMYl 0.5
2024 jrom 2
13,000$ el anidl 4390 sns — " sitilo”
sy i las (o amsi Wl oSoi o) aylus bl 28 Gazid Clasdl sl il Gle aaslgoll co
ouii of sLaYl puis glsl Lawl Steam a (ol peall ciSo Gl Joliall plis e orols g0

2025 41095 13 .6
ilolSUl icgazall - 500,000$-300,000% =~ mlidl licVlg — (Jo),gmw J,Lo) Hawkeye337
wlSIl 5 )1 Steam o o) «caymui» whlus W] seimall Jii (8 lolang (uoSin 1 4 oz lgall Jlbs
s alg 838 buall il axlles uiadl 351 (Joi 2as oMel [sS3all Lilidl LacYl on pexll pund oo
31 pasin W) olwsdl Jismi plog sasuiall wlsl ol
wle Valve | couwd il @l guisioll it o wlobw a2y uaisladl cadl ga alSuinoll J> Il ol Lo
coszliall o 2asdl Ia Qkss sa) oS5 @) . lialall gaz 851y Cludl 85lziwl cani X dais

2 17-12-2025 bga=o » Skin.club ~ - Dexerto » - Esportfire

o soos als sl aniogi ¥V JShin Joudl aziogs Lo

aili @, lay — 2025 sessi ] il 2023 Lulus ] JoYI Jssdll Gl dens das saslall sn glai
els aaiall (8 G5 Es8ss ralzms ahdl> J1Sss (pibsall o uS as Juass Jslaall plis o g oaidlis
W 830 a>gine sliall ells sJzudl 13 59 @8 Jsl dio 83a)l Gl ouiidl o Osrlo 6.3 aiosd

) azer JUy Y sacluall s ol 2023 ple 6 axMo] pi las Llaill jasiy pgail dumazg wlgim
cauiiy VaIVe 0,55 o cum> — 2025 juodgi b Uaxll jasuill

3l gozolls el (9 09330 ST taisleiwl pi vy puadl e gunlg elisVl e 5,0 Jargaidl Iae OLS
ols Valve Li .13,000$ ,6,300,000% ,1,000,000$ :as, i Yslai iV wle givgall dails aiidlio )i
M Al s Lgals umiomn 6900 63515 s OY (lgaslay (il saclall b iy

alaludl Vg «bll 82618 (o peiblus el zhsiwl i ouall Oseriivall pu « s 2zl i ol

Yo 190> worm Lllaz| 325, Y lgio Lol jiwl pi o an puwmy oliall o3n wiil (il Goull Vg vasl iyl
wlaio W o Jlgel S n9 I, il il wlasladlg — 6, aioll wlluwxl sbas] Vg« o a6
Steam o az 3l JlgoYl dsiall pwlSsil gy Ol S0y Vg .6 pisine Moty 1345 g9 il Jglaill

sl e oy @y oMl jlaw JSI e Molzall Jzuwg ol iwdl JS1 Jdzuws (o)l $18x35 Jzuw le Valve sgixy
= dwol| iz dbl i

NDA aluwe

carill alsbunalls aspuadl o iss Ol caz
oSy Y .Jsosll eMauws ousill 83le] wlislgos yraill lylgiog cadeall wligsVls ! wlslasl Hu o6
Lgolamiww! ¢ unl 28 loanss s1o,iwYl dplas Ol slesYl alSuine Jzy Ol 2390l 5,1

PHISHDESTROY / AR - CCO 1.0 44 /93


https://vkplay.ru/media/news/bloger-rasskazal-kak-podderzhka-steam-vorovala-akkaunty-igrokov/
https://lis-skins.com/ru/blog/krupneisaia-mosenniceskaia-sxema-v-istorii-steam/
https://escorenews.com/ru/csgo/news/44056-sotrudniki-podderjki-steam-zanimalis-krajey-skinov-s-akkauntov-za-god-oni-zarabotali-svyshe-300-tysyach-dollarov
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.dexerto.com/csgo/csgo-skins-worth-millions-allegedly-stolen-with-help-from-steam-support-staff-2066939/
https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://web.archive.org/web/20250805141942/https://www.reddit.com/r/cs2/comments/1h53qp3/steam_support_is_stealing_accounts_again/
https://phishdestroy.io/steam_dossier/steam_tos_assets/outsourcing-archive-records.json
https://community.skin.club/en/news/collector-has-steam-inventory-returned-after-bold-hack
https://www.dexerto.com/counter-strike-2/valve-saves-hacked-cs2-player-threatened-with-ransom-over-300000-of-rare-stickers-3283135/
https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked
https://web.archive.org/web/20251217072445/https://esportfire.com/article/300k-scam-full-katowice-2014-holo-collection-hacked

(GDPR) bl dylax) aslell axsMWI o 34-324 28 slgall
bl &5 ez awl )l aalull lUasY aclw 72 dlgo wlilul axllro & Jogumall 33 sslall gias

29 1505 e Gamall Jlazll s loais o piaiall polrdl Uas] 6,9 0 le 34 sslall pais laiy fauasuill
s — pg Touan st Lol W] Slluwadl el 38 o) all pcxdl 8l Ol voue &S Valve &S i wasl

wouidlall o Sl s ges HlUas] sl puisi pis ol g slaiy Lo SSg lsall ¥y Gl ¥ s (9
2 20-09-2026 bogizo 2 axWI 3l . Jastdl 1sz oo LlUas| artlis jilio pasiase sl gl ol

- Al J] asil b caiol

szl Gladl - 15 olall - aggilall LYl — ¢ szl

coMolroll gur Juasl . JlgoVl Lo gais

Jxasll 39259 Gludl
il Sl W] Jgo¥l Jii wlloss apail olasadl Juas piy loais s3> ST s, lzill plasiwdl allus quas
aaline wMolro b carz, Wl 5241l Coudl wllasy Valve J auwwlwIl olaalls

Ol o1 axmoll s il Valve pslss e Jail aulac s> ans Valve el 0gxells Valve J Jglos giisll
o ool Juw s izt pazi sl O 13] Lo 23 (il solaxdl by — »51 OlSe 8 pis g9l aslos
Valve aS i lg psis ¥ (il 53> 9)l glaxll

bl all

Lles JlgoVl axs J i sall olsall
xolg paic sbaisl [ wl)lue &)

Oroxiamoll aoild Clwxll /01 .1
Steam (9 829> 90l 5sill

(P2P) ul8Vl s 6 ladl Lol /02 .2
paiate € @aiiuis ol gy © pr3imke

as, s mwgm“ /03.3
Steam slowd| gl g8g9oll 2o,

s JaiVl pgan, e $2LaisVl I omall L9 uaids Wy jgill
aplaidyl axsdl Jioisg -axz, Bl GlowIl lgoasims il Jysxills O xell aolsl apmill gl 4645 Steam
pomy Lod o sl glads muilaally el le Glasyl plas sy ,Siall cllally gl 85le] dgum Of 8 Gaimill
0o dlyas Y (P2P) SLLYI o suilall disdl wlles g V. cgaizall Gomw 9 aax Wl wlanall Ll
6 lopully Lnaizi Valve Bl gVl 835l allae puuzi ¥ dpwlrall daginl] oin S «agnoizall §omdl»
cexdgll Jlgbo Jolsil 39189 llwdl | Jowogll s
esdl 5le] dondg algamll soildl llall /01 .1
8 oliall Lle Cllally a3l 6, Ll
oV ouuSlly rwlaslally amileall uwlwYl Gl / 02 .2
6 9¢i0 wuilS Loin> Valve o ol jiinoll
Gouill (8 dlrall wlamall Lle ding ranll pow I ] asloyl,
«Community Market» wlaus sle €S2 pouw, + 10%Steam + 5%
ozl gludl le Bl ez ol abibwdl gl 85e] BlowY 5oy tamwla)l a] ediogi syl ssLais¥! gl

uo).n.f dy o g 929 fenailly Wisdl sgaxdl slel 0 go (Bomdl pow,; wYaro Hu %15 ngLo.” ol oz

PHISHDESTROY / AR - CCO 1.0 45/93


https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Yol plall seall g5, 2026 Lyl 08 25 ($ .2 21-09-2026 bgine 2 gaizell Goum) «Valve» oquw, Jor>
i)l gl 8olel, dlag po a8 9830l piliadl §olio Ol pueoe 2 01-09-2026 bgiaxs dsliad sc5 & 501
ssSuil 03n it aumil aidl Wls o alall sn lgase, il alall puas by — b 0laall ol ol
el aYoll an Wl oeiladl 3l @Yy saz] oY lin Loy slguiniw Y] o5 285 15 biiw] cumds sleol 570 b
Sanla)l wlnypaill go @llai, s3Jl 5LaY] Jzw ob ol calall I a> oy s3J1 Jlgawd) Gliso Ylgaw
o 0uuadl Masl glauVl J53a)l /01 .1
Laslxally a2, wloasdl e M

clow V1 = o lgidl Jexil /02 .2
asao Steam JW> o lgodws o5 il gl
arz, Bl anaidl wMosdl gas g1/ 03 .3
&8l 403> 3909 s inally LI
pdusi adoc JS sie oSl jumic 2o S dlaoe 9 1"
daliol (APl) wlinlni dzo 5 dgzly (e aoizi $2ii Jjemi doas> puwly «Saimill aclsl cazy sl luoll g Isn
sy wlegdral (olimog wMolzall Wl Yrog daaxll wldocq iasgell o Gaxill wlsl 2] §ug5 wx .Steam
AKYC) «llias b, el wlsl,z] Wl azll 09 saiill el alSo) (sl auSWI Ui (2 Jisine JS

ax8 ol & pudl il6 / sazmiall Y5l

AV o Vgl blaudl caie

Jismis Jssd 5351 0l oSay a8 i)l bliws azglo e £l Jlgo¥l Jigx wllas anss (FINCEN) «oumisd» pois
i g Jsaszall wlslisuwly wlapsll By wadle wloas wlolall o9 ] Jismill alylall apol ,i8Y1 alasl
IW> o uoliadl Al Juws oy o fauelll J51 uolic (] Ldgzie JlsoYl Valve J axlill Steam alaa=s

ol adas Lol Valve 5 anlal ayizill agidl s aliiy paisll axlleo pb aisi> alas bilio puzl> oaltice
e s 03g9 Y ol Jlgo¥l Jismi wlapms dgimy 6,931 el o 552 T O 15 Log Lo ue o Mo (s2ail
Ll Galximo liiwl cunds (FINCEN (o

2 11-07-2025 bgize 2 5.15 2-1 wl,sell [FINCEN FIN-2019-G001

JlsoIl Jowis / g oYl sluYl

o bually wloglaally wlaslall gais

sl Jiaig agliz wlhile sles wlles 8 a5 linalls rasioll Jlgo¥l Juus 2018/1673 (EU) apzsill (slasy
Jslail) apimil lgisis Ogoazimmy 23l palsisall & Valve aS i a8 25 <ilS sl o a8 20 (58 (siiginill

o) - pealz lgiasil il wlshizYl (o Log Jle plasiwd] W oy losic 2016 sulsy 13 asy «OpeniDxg
ol cumw sl on calall I puls Jzudl g o3> ls Jiino JSo pols 5las] Jauw sl Valve i
Jl5anl]

2 szl 9gilall Jlro (68 (sg 091 slW (sigilall oYl

wlizll Ogilal sleioll azgill caliz, :(AMLD6) gusludl JlgoVl Juut axslso o9ils wlallosas
Ble Gilg 15550 53l Isa 3325 LAMLD6 auwly Gyl (99 ,2all .2024/1640 (EU) axzsill e oMel oS0l
2 30-08-2026 logano 2 78 85l 63370 wlslisiwl go 2027 gos 10 (o9 adplail

adosmall )1 LlasYl - 16 sslall - apeilall LYl — ¢ szl

a9 ymoll Gaigi tarad Jl wloasdl Ogils

Jxanll 59329 Gluudl
bl icalall 13 Hoio gudg cllall padoe Gile (e plray 16 8olo)l oy JUasYl jolic o pluaic Jln
Jio — 51 olic o 83lall adlai b JS Lol .loglrall @83y suiy axidl guus 518]s wdlall paial dnasuill

2991 o lwtall daw 295 3 pantil] (58 amiogo (2g8 — a5l g IV &d5ally YL posrall sumaill

PHISHDESTROY / AR - CCO 1.0 46/93


https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://web.archive.org/web/20260921022227/https://help.steampowered.com/en/faqs/view/61F0-72B7-9A18-C70B
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://web.archive.org/web/20250711185007/https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20CVC%20Guidance%20FINAL.pdf
https://eur-lex.europa.eu/legal-content/EN/LSU/?uri=CELEX:32018L1673
https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng
https://web.archive.org/web/20260830153004/https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng

slac Yl plaas rawmsi giladl e plvlo] ploauws Jlag .lgorsi 9, b Lsy OSoy cuxny (@il joo g ddbga=all
8oladl 9 5)ledl %6 o8 ,)lg 5T sils §| w2 gas dadgduall wlil Wl il 2> 9 08 Y @laiwIl Lol
Valve xo 83330 da98c pudg 1 wigild Cadw gd (3)52

ad 055 Ol W Y| adgimall o aiibax asliaiwdl wloas 390 Lasing Y (DSA) amd )l wloss Oeils zgan
tlowl LS55 (g oy laxio V1 s o calall Iam .o L2Vl sl oo pueling aallxoll 53320 45 20

Valve ol5 15 Lo o Jlgmdl ss o) il Isn s Siog s jxid] puilly alogamall 395,015 g loilly puisinall
s aw Valve alss b Jy — oYl ole Lle

lalall o 20 / 2016 gJs, 01
bl 6 i Lgide adloo

il o] 8 aaidl wlsl Yl ailie) ax, Wl asMasY] aasill oMol aitluo sucl sl i)l ass
ole o /2024 4,146 17 02

.DSA plai) asio il 539LJI

wloxzdl 956 iz gar dlall wls wloliYl lesd s mw il 8,08l > Jsbulls i Wl Joludl o Juasl
(DSA) a0 ,JI

LoVl alall o dlai) / @lgiw uies 03

el Jouw ] 6aodl gl

Bl po wlsiw uine Jiay Y s2g .calall pols o 90 (11 pudll Llail) 2016 gios 3o iadiall cidyll
3 lls esbuil Jiog vas Jgesall Ogilally i3ame sin jleii] JS Loy, wzy .DSA Ogile) anlill

%69ilall 9 ale Loguaiall uadVl axl /(3)52 s5lall

Al Sginme sl asginll wlruall Wlaz] Ho

aid| pwlwl Gle (DSA) s JI wloasdl 0gils 8 Ll oguaioll wlol YL WSV dlls b sguaill dol 2l
Valve xio 83330 dol,é Gurly rsisila)] uasdVl szl s axly g ol assbudl bl

: wigilall lzall / 164 89 6 lgall

clad| ] sz wlslz] 3l pass 833all 49 20l 5385 Ol oSy raball wls aslaiwy] wloasy slsiy Loy
096 o5 Vo . sizall sgizmall a8 420 &S] agd Loy §u8301 HUasYl cuil Ol Sy .adlaiwIl sleioll lacyl
3] 0958wz oo adgsuall ails az e Y slaeYl olais ol LS ‘asl ol ple wzly i (DSA) dred Il wloss
2 20-09-2026 Jog_n_zo 217 )Ld&ylg 939 539 529 169 89 6 )Ig.a.” :DSA L)y_l_‘)

> Joliv (52baidly pigils Julni > Clwenl) sio i)l ol sbiw] 2 abgimall slSuinll anzl so

solzxidl Jgoslly aslly assell - 17 sslall - apgilall LYl — ¢ s 2l

sardl o lags jusxi YV Steam o Josall Jusuws 109 molall

Jxanll 59259 Gluwdl
w@i@MhogéJ‘}oJlmpJ:Lenu.sieo:pie.plsalollIxegéu&qigs)o[éqiobty)«iwy
I3 ] sy, pasi sl ole c el Jszal Jumws dlas ploi] ol lesd wlogleoe glay] ol 6,55 30)l wlaiall

aolall wlaiiuall po peisn of aiSs il Jpoladl czg JlabIL aalsiall &Yl amw ole Lblaxll ,mu.Jl
adll bog i o) JbIl dpogaz ols Geils o licl (COPPA) JlubYl dvosas dla> Osili s xgiiviug
dole 821aS pudy — lgraz pi il apasuid] wlilulg adeall &5 420l (drgimall jogozll Jio — dwolxll
BS> s duosS> aalw Jud o slesl (o 2026 ple 505 9 ac g9 all soSuidly ‘b 0liall Huan $les

355 i@lgall 030 (99 — pordl Olins Basis canis V 13 .Cluxll 3979 cuy "Steam plaxiwl, Jos )l Jazas”
M| pir Y Steam Juos J5b :3.1 amill go bl .o panll Cludly Jolall ou alolall sxumgll alodl 1sn
130 Jabadl ol ¥ 13 qivaiall aisyn Lo Bsle s3)l uamill

PHISHDESTROY / AR - CCO 1.0 471793


https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://web.archive.org/web/20260920080125/https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/ar/legal_analysis.html

wlwzdl a;gnOpenID Steam o995 sl b

ol Loy, ol Jozal Jumawi) pozing cuid SteamID U8 §zo

#

aS ) Linoll adaVl Lo g uingili] Jsuinall (le azxy bo

aygllas agedl o i wlel,z] sly casbasll aYglly ozl

Bolgw 321 Y $igell aysell wlsl 0 .2 21-09-2026 bgaxo 2 Steamworks OpeniD g5l : sidll owlwVl
80liall Ligils o) qoms paziuall Ol aués

Ll 13 g 095 JlabVl / (COPPA) cuLidl e JlabVl apogas dla> 0eild

wwllullg Jauuadl 55>

leil Lo ple Leind il wloasdl Lle xSy JlaboW dgzgoll @gasinall wloanll e COPPA gils sulaiy
8221 s (JabYl dpogaz Lols 0sild ong .Ele 13 e pajlas] Jii Jlibl o dvazis wloglro oz
W pledl sx0g 2oz piy il dpazuid] wliluly (a9 agimaell aiall 3oz cazy . didl el Guw §lei dole
olgll daslgs e Joanll wlsl,zlg

-2026 loganoe 2 (COPPA) cui il (e Jlab¥l duogas alo> ()eild wlllais ((FTC) alluall &,lxull din
2 21-09

leale bolasdl cazy il @bVl

.f_l.x.g}” sl).?! w9 .J3.'>.x|| J.-:wu.- [ ) |E.x.._ a.uln.a." Jl-m J.-.a.uu.-

-5olSuidl Jzmuws @)l adacy cadaVl bog e «Juzumil druos @dgall 8 pudl o samill plla le Lolaxll
oo aigod of i (il Juoladll wzog il slews abol sl wle blaxll s3> (e Jaico JS pudi
.)S.G.A._ZU &.;os).v.n“ w il

oo sd awliad 565 o OMe) 1y Lo dolell wlezdl Jib o 0eilal] slasl, aaleiall aball i3 Mol og
plddl solio shz jleall prossimall $b o 2529 a8 il 2 01-09-2026 Lgine 2026 ol
(COPPA) il tle JubIl duogas dlo> 0sild wzgas Bluiwl I3n 223 Vg .ac o930l

(GDPR) wlibl &Lz aoladl axiMl oo 15 8slall czgar callall - 18wl - asgilall LIl — z 51

639800l aiylaall .ol .callall

(API) wlinlaill dzo 5 dgzly zlise lol sl pazuidl aed o caiSaw 3l dzudl sl sl sl wlb
ilozll Ol LS — lgio sl wle s9imi V axntuo | ksl go 6,53l 9Me] pi oLl @il any .asln>
. oguiil Valve golxe lgzo Lolaiy s Lo piis] il

292xllg juasdl - Clwdl [y ol

x>l spg — Steam ssle Clw> cobo bruas wloglrall 03n .PhishDestroy J caumad wlasll osn
aSle Clwsl L awlid] wlad) a8y amais wllall 038 384 (&g uinall Iaa oLzl juad gMaiwl (8 S, Linol|

ol Aliog Vg ccllall pyaiiy £omiroll 3n 0iy o) .Steam pcxdl §1,8 oug ain w2 wMuwlolly aSlo 8 ,53illg
8,530 03n 9 Bl s cdaiall (e Gl

(GDPR) bl dlax) dole)l axsWI o 15 s3lall wzsar wlibwl (] Jswosll Gl 038 2026 ,uoiuw 16 (o
i2o p dg2ls tuilie Jymui oMz 2ozl azg e Bl (CCPA) Li,eaJlS (8 lgiumoll dnoguns Osilds

17 g .Molrall wMauws 62V Jarsai w Mg P Huslis go s>l Juzuwsi Mg (API) wliglaill

ol W Lol rainw 18 (9 .aulal] doasll awll «olwsdl wlily» axaw | «Logen» cabbgall allol o juaipw
bl 4lo> Jesmo ol drosazll §1,9 | oIl dlb] clby axaall Al (6 835750 S5 ) drgllaall wliall
i) olisl awlidl Gilaa) WS, blasYl pi .abYl puai 8,53l «J5» Calboall il aiuw 19 L$s .(DPO)
.(steam_tos_assets/screenshot-manifest.json (9 SHA-256 !Cdlall pasol (g iSIYI 2l Oleic x>

ol wlidai ano s agzle zlifte e aslums Sgiz o i clla)l pyaii) cuwliodl jasuid! ai
()‘“-'-J — o_§lu.u! O o ;_9).8.: V .localhost p.uul.a Joane LYY ‘dl.u.u!.: py-¥ ‘o.l Steam (Web API)
tlito Jumuw Jzuw od asy,li vazy ol oS0y 3l azell Jzudl OV i) a>bl 28 Valve s i 1 oo Yo ca) anuilly

PHISHDESTROY / AR - CCO 1.0 48/93


https://partner.steamgames.com/doc/features/auth#website
https://partner.steamgames.com/doc/features/auth#website
https://partner.steamgames.com/doc/features/auth#website
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://web.archive.org/web/20260921022335/https://partner.steamgames.com/doc/features/auth
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://web.archive.org/web/20260921070051/https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through
https://web.archive.org/web/20260901015430/https://ag.ny.gov/press-release/2026/attorney-general-james-sues-game-developer-promoting-illegal-gambling-through

6 ks a1 anle Gy 969 :15uaz owd lisolly .3V lpxo il atall lapall gng (API) wliplaill dxo . agzlg
ole s il lpuis g il Esg lin L] Juay 5, sl asbo] pimwg .amii wllall 9,57 wblus olrol pxisg
)).” Y=Y 9|3.w — bl PXio dygd waz> go SHA-256 jo )9 «Jazoawid | G?JUS .6)511.” o9, — u.u.].la.” QLD
Leins , ol asollnall o liall

w51 g Vo leii 8,531 (8w sl 533 o) 6,530 3N cuw olin Cadgo i g uinall [3n dxi Y
Y

Joowdl @b vai,Laadl Lo dl . calladl

. 3/ 3 sslaxll

Yo Valve L aoladl ulsll uaaill 811 o led] Juvl il «oluadl wlily» dxio 83330 wlis gl walbs 280
9 o 9b Lo .Lin 259 &59 alolS ailio uin eir o) 13 — 43T Loz olwed lglgine > Eomicall iy oSon
S &3l reinw 19 (8 olall caladl 3Me] 180 835250 S5 o) wliall Ol roimw 18 (8 olall axyuas
ol oin axlles 092 an}lI

Mg ,6)'.@_?53” Mg (Jog> | Jamaws wlzasg (API) wlaulail daxo p dgzly it 8300 i Ll
wlasall

as 3l Jlaiwl ados yaxsl wlwsdl wlily g5 0 5

agllaoll sl o a8 JS Hu o6 Som99i pi sl Lo Lisyl

Goisw 17) «o2e)» LSl o JoYl 3,0lg (uainw 16) calladl — 1/2 asiblidl

GDPR ticket HT-2YBP-F7JP-D4VB — request and first response

g SV 2l Olgic x> o5 0 2026 uwiw 17-16 8 lehuws o5 - HT-2YBP-F7)P-D4VB 3, 8,53l .help.steampowered.com :,xasll
gdpr-ticket-1.png - SHA-256 :caloJl - 21-09-2026 _lla)l paiol
.da940c731ab9869d226e9d06ccc8alb393738766b7b0c445a56662623e025a66 (screenshot-manifest.json)

aoiaw 19) "JIS" calbgall calodl 3Mely (uoiow 18) aumuas willo — 2/2 oLl

GDPR ticket HT-2YBP-F7)P-D4VB — escalation request and closure

.SHA-256 44844ea7b251f7fd7d79f87ee1578a846606a97b9659d3a53b322120c422219b (screenshot-manifest.json)

(9> L) eiow 19 Lomolizdl 51
wlogleo sl 3929 pag) I3kaig " blu> wlly" axiw b Jeill abgaxall Steam wllyl (Lo gMbYl LiSa,"
"ealladl I GMe] i lgosaii peall 58l Soy Steam aslo)

swaill axii gous o) pasll il pulwl sl S o) - by T e345 )

wolxoll @lw, o 1.9 6,88)l Cauai s Oginis o o pguuiil Valve golrog ailols alaxll oan
(Lgalall) cbbusll olpins 13515 5lez b p 3l sleall ssime e bli)¥l 2025 ueiST 1 (9 a5 50l
ixio 29 wlogleall 030 o sl selay Vo (v 2lall) dbgamoall wMaudl o dxiuw 830 595, Guii caicsaig
colbwdl wllu»

S(API) wlinlaill daxo . agzly zlite Jzuw wlusdl I wdb I3k

caninlg 1osmo s pai ol asisi aode gn alw> 9 lisoll Tocathost o] Lslguine gVl wliall el s, of
Jzud] (6 el 5 pmill) jolaadl axtuo 9 sirt> GlUos &S, pgis Lo Lz ol e alVs
cadb Lo Jsl &5 oS (API) wlaglail]l aze p agzly clito Jimui Jzuw sn oul o9 oliwil o mioss s3I auzsll
.ais zlad)l &S il cuzs b lang

oo toMel 85,ldl STl awlin wlad) i pi .gominall g Loldl OluwYl JNs cClusdl colo o aaoll

PhishDestroy - ouaill

16,319 duais s -assmball azmgiidl 5o Jy L Lol Trol G alz] 095 Jlsud] sl go 5,531 M| 0]
8,531l 03 .lgio danimmo wl LSl alj] any o> Joly adoc 354 o abginall peall wlllbg 5olSuidl Mz
oz s Sl e Bloi JoSimos 50 3>ls Jlio (s

HT-2YBP-F7)P-D4VB abgaxo — pcall 6,53

(DSAR) apazuid! <l W] Jswoell wlls - (GDPR) wlll alax) dolall axsMl oo 15 ssla)l wllall ggi
wlly sl p3al o) — 2026 juaisw 19 9 §lro 8,53l al>

PHISHDESTROY / AR - CCO 1.0 49/93


https://phishdestroy.io/steam_dossier/steam_tos_assets/gdpr-ticket-1.png
https://phishdestroy.io/steam_dossier/steam_tos_assets/gdpr-ticket-1.png
https://phishdestroy.io/steam_dossier/steam_tos_assets/screenshot-manifest.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/gdpr-ticket-2.png
https://phishdestroy.io/steam_dossier/steam_tos_assets/gdpr-ticket-2.png
https://phishdestroy.io/steam_dossier/steam_tos_assets/screenshot-manifest.json
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#support-records
https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#support-records

Uoiw 19) "JIS" (Guoiaw 17) "2 0)" duo ol (8 sMS)I
2026 uoiw 16 Jumwil o5

IP Olgis sl oy rolmzll Iags Loy soll (Web API) wlaglaill d2o s dg2ls zlito Jzuw 3| o dsllanll Lyl
Soioj wlb / le> /

wlldl (e gMbYl 6 )l — (GDPR) wlilul dslox) dolell axsWI o 15 s5la)l oS50l (sigiladl gwlwYl
apoill ali8) pMiwdl &b o 3>ly g dlgo wlilwl axlro o Josamuall (3)12 sslall pini tsigiladl ,UsYI
aallro sl wers ] calall 13n juin Vo i)l wds iz cuimiil 28 algall el S5 ols (luwdl pr2is go

Y aiS) aglall aoasdl axiso ] Ul osaiy solizdl 5,016 i gog0ll Jas> 58 Lolie Yl Jiais . silgidl 2c 50l
ssladl O w5,z skl CllWl axlles o Jgsauall as), 1s)s lgourii pi 25 658538l g ¥ wllul wlis ol i
csolizd] 5 )1 58 Logio T 5,0 Vo .s9lSuid] pyaii wlgidy Lluwdl oly aio uaissi (4)12

?é’\.n.@.o il e Lldl 0D juiri 15L)

Jow 38 cdb b oS 3] b ioss sl Jzadl sa (Web API) wlanlaill iz . dg2ls guilio wlasl Jauw
albgamall g jiell a8 1w $9lSuis 8 dSguosall &Yl By — Gomio dmdz bl )l oy, colo plaxiwl 5lias
IP Olsics (API) wlaplaill dze 0 dgzls tlite Jzaw 3l pazuid] &on oo oSl o .calall Ian Cais)l (9
20l aili oo Jazunidl agd pi sl cudgilly ransziwl sl

Jizxaws wldos Jzmn (AP @ liplaill axo p dgzly sbis] 8 paziual| IP olgic ai)lin; axmiall ol o
a awolxl JozaJl

izl spaill wllas (9 ez 99 y20 dxizn duin dlawi rall LI jSTel IP uolic o caisIl o
a6 olially

Jeladl s aslizdl gl awnoll solesd] (8 lgoloaziml oSy alol pyris

cliaadl clis] sie 15lui] il 38 Clwsdl colo oS 3] b glol o

b, leauais — wllwxdl bay, oMo jlendl ssime e wlzum Valve &S i lasiz tzaadl o selas Lo
HT-2YBP-F7JP- a3, 6,530l (9 (1 jaanll — alo¥l 6,850 d gxlall Llail) 2025 58T 1 (8 a5,50) lgrolxo
obo ST Ll aglal doasd] dxiw ) Al 8,53l cailily oMzl 459 Gusi wllwl colo b DAVB
alaludl Jolaiz| o ed Ligils yas Il I ol 5] b allue bl oMol b Lle sgizm Y Ll ULl

Lale Juax Y blul guisell pasuid]l of G axgiilly asl Yl

obl &Y Ll gl — < Mawlall

«JS»g puninw 17 9 «2e)» 16,531l (9 85,)ledl JoYl slowVl proxiivmoe Steam pcall ilbgo o Olil 5,
3] Lo ] uiis Lo 8,531 (8 329 ¥ . «lwzll wlily» amiuo J] cllall prio lodMS JoI x8g . puoiw 19 8
osibbsall dysn calall 53y Vs Valve J gl wllul ala> Joguo ol drogasll $1,8 ] Juos 36 wllall ols
8,530 axzgi @S ol ablesl of

aoiw 16

SLll o 83330 s gl Jouing 15 85kl wzgos walb oy pi

roinw 18-17

<ULl &la> Jsdame ] oIl &9, callall paie wallay {olusdl wlly ] Y

roinw 19

33320 gwbwl 3261 Vg wolily 325 ¥ (ALY Guai 8,533l G| pi

S izall azuid) &>l ue (GDPR) wlilul dlox) doladl &Ml o 15 85loll amioi 3l L

wllwl Valve Laaiz 13l — axlleall ol,el (1)(1)15 5Ll

Valve ade sgizy 53l bo — wlilu)l wlis (w)(1)15 skl

axo s agzlo tlite waslio 1 Jin) wlilbudl néli o — oudiaall WS ol Hexutimall (2)(1)15 sl
(olaulal

Loz julro ol blaiYl 6,19 (5)(1)15 8Ll

axii (API) wlaglaill d20 5 dg2ls tlito Jzuw sl — axlroll 38 apazuid] CLlyl o dzuws (3)15 850l
oo gl s > oo sl o BV g {ediwY] &Ll o azle sgai Ogiat b 3,1 (o (3)12 ssloll
adde s sz ST asholl oo Jegumall 33i o) 3]s 1(4)12 soladl il iy (> cuaiil 38 algall S5
-59lSil pyaii wlgiss seSuidl cazlo EMly wluwVl puogi

paiaio sY — dporaidll solSuidl pyaii luo

PHISHDESTROY / AR - CCO 1.0 50/93



15, &l als Valve J] (GDPR) bl &lax) dolall &Ml (o 15 83la)l iz gar s 028 pasiws Y o
sl b siasdl Aol o sl il alaludl (| seSiv poiy Of (Ul go JB Bosg05 Las, of) Bdlgio
Valve &S i ob g oVl sVl o Valve &S i £,9 ol .led] croiiy (il dng )oY doLaidV] dalaiall/ g o)l
aninall aisgaall (o 393l & el 59lSuilly dsizall dpms Il &l Yl alaludl Hl8 13 & sy 9 GmbH
(Valve) J gl 27 83la)l Jioo ,io ga;) .(HMBBFDI) ¢ 0u0la 9 wloglaall asyzg wliludl asloxy
aaizoll alaluwdl (] 555k o2 oz oS (aainall alabudl ails sz Jiooll Olsis 330 Vs 1gsroln (8 Lan]
77 85kl zgos soSuidl prio led| oy il giaz)l dlgall (o6

2 20-09-2026 bogino 2 (779 155 12 slenll) wlilul dlax) dolell ax5MI jai » HMbBIDI (ssSuiv 750
2 (EDPB) wlilwl &lax) (o909 oudzall wlsliv,)]

Jadigo alxS Caloll [3n 8 Loy blai>Yl o5 — HT-2YBP-F7JP-DAVB : 555 sV 8,53 g2 0 pb,

Gigo 2>l Jls

Lgolwis o) wlludl caslbo (SI {6397 90 o Maull
roiow 19 59.2025 ,ueiST 1 (8 a5 50 allw, 9 lendl ssimo wle il ol Valve jrolxo ciog
o 11 all apla)l dorsdl amiw | Al eVl &9 uan @leiy 15 8sledl zges wlb lel 2026

s3>] HT-2YBP-F7JP-DAVB 5, 6,531l 3239 . isild pull 45 085 oMzl b (le i Y lgily llall
Ol LgiSay (il vadl Y] alaludl jazy Jlsw 1569 LBlai gl duwlas GuSei cilS 15] Lo Lol ‘asigall Yl
Lgixlleo wMxw euaii Valve o wllai

adl Y| alaludl / (GDPR) bl a;lox dole)l axsMI o 779 159 12 5lgall

(77 85l) aalSs sl g> amaizall &l Y] dlaludl (] & uilo 156 12 Guidloll czsns SoSuib paii Sy
wlolys o yds wolill ] Jewos)l clla) JlisYl solgl Hlas) s (b Loy sdpmumai sulx o9 adalull jezs
55 sl wbo¥l 8,531l a6, blaisYl 3515 . lll Clol Gai> Jlgil Al 8 ()(5)83 85la)l Lz ga
.Sl 5% ] (03879 pas ol) Valve

> (DSAR) apasuid] o bl ] Joosll il z390i ol allol
soasdl 0gild - 19 sololl - angilall LLYI — ¢ s 5=l

asaiall o bl anwbwl avdl Lloe Il iVl asslasl

Jxanll 392>9 Gludl

aswall o (SSA) e loiz ¥l olosall Heils Lulisl e .axigild axpai 13 oo i 325 Vg orolxo loum Ogalsoll

evall e usi 38 seidl pid i Ol LS 15 5] dase drpe 9 atluall calizi 384 2026 uoinw 10 &l axzoll
8 83,)lo)l gzl miogi . orizedl Joludl e s cilS Ll asowidl (8 2idl daxzlio w13 — aalizoll

1 azadl (8 65,)lodl pl8, VI gianiy .aallko wazg 38 axsl ] dlalw Ol puds @V allais b 324 25 owislall
13 puidl (8 lede ogaioll Glaill 5932

oo tasaioll by diyl go piMo it JSuin Loleis (SSA) pasimol| dors adlail 9 amwlwl plS>T &l Jln
i faaia)l L1 W desdll adle lruall g9 «aS)lall» (8 s mw chiw 2975 Ll s il plaziwl

ele Jud il oS5 o) pleal) alg dass Lilie 9 (API) wlinlail dxe  dg2ls mwilie g paxiuell ddgsue
log 62> wle Jiie JSU 5lai] wlsl,o] sl selal ¥ ple Jdouw Jilio 09 syl arlg (ol adslas Jole s1.2023
il $5laxl pumidl 3d 3a3ys ‘aaSall yazi dluo a0 Y ol slaiYl abls Lle s wlasliul osn wils 13

asdgl] il JSun / (JsYl anall

Solzill plhasiawVl Jlasg Goamll (uodVIl cadaull

loglaal B9y «(3loml amas x99 .1,800$ s> Steam goizall Gow xd ogal 3380 (mas¥l szl gl
sl 13 ol lawls Jaiwe JSuiu e pi il CS2 wlxiio oo 455 248 Jln (2026 uoiuww 23) daxe

Valve asio wle [ laawVl Al lgra oSos V o lniioll 03ng (@lowYl 03 o LiST ol il (19 uad)l

PHISHDESTROY / AR - CCO 1.0 51/93


https://datenschutz.hamburg.de/beschwerde
https://datenschutz.hamburg.de/beschwerde
https://datenschutz.hamburg.de/beschwerde
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://edpb.europa.eu/
https://edpb.europa.eu/
https://edpb.europa.eu/

ollas e Jasi oill waz il wledl Blawl W) Sl b e Jouaxndl (8 0t 0eSIlall 2, .amslall
5l Wolis (SSA) slaizVl olaiall 6,05] i (o lgolazial juiziy — Steam wlinlaill aze s dg2lss Steam
&>l o W gous o b

BlowYl Al oz = ssxall 03n a7l GlawIl aus = Goudl 9 @ Toamall uadVl sl uolisll jolxs
sl i ey o) = 03] 095 s, plaziwl SSA laxs - Steam wlinlaill dxo  dgzlgs Steam wlluw>
J5b ai il wlawall Gle Y] %15 (lg> axdWl (waizall Gomll dxazall pomwJl o ¥ .o lgsW Jzuw
caaz )l oMelzall 030 e Gulais Vg Goall

(AP1) wlaglaill a5 dgzls tlite Olol duiy / aull azmsll

azsis casnrlg rasaiall prosais $laii allwo (API) wlémlaill azo s agzls glitte 6% axd
priaall Jlon)

ssizg POST il Juas Steam J (API) wliulaill o dgzly tliso sbis] alg dlasi wuls 2023 ple s

ol 1 sigiSIVI syl jue S Ugs alle wlodo wls slaicl wlily slinl poiiy «(Hg o duls 6420 Lls
o5 il (AP @laulaill axo s dgzly Blaisl aalsiall solSid] s . jlg=dl o Gaxill ol (U 2uSL Jole
wsi> Tlito slinls (3o mo amly blijl oy cilog pzlgall (uai golis :13>ls Unsi suaxmill in (9 lgraz
(8 punidl 9 bl dga> o ,e piy) wMolrall ol yicls

ool) 32 85lalls (presaill &> 0 sio wlilwl &la>) (GDPR) wlill dlax) doledl axsMI o 25 sslall Lais

ol Jole 09 s bl golasW abls slaie] wlly Llas] xxly Llolbrall go camliv awids julu sl Gl (axdleall
C 5Ser 05 15 Lo alluse Lol Lamllrall 6 algiumal| agRll sile Ll gii prosaill slaw dlwe el Uas] ol
b bzl odn Jlb (9 paziuall @ile (e adssumally ill 31 (SSA) HloYl dexs adlasl aiy (sl slaic
aps ] alaludly aaSxall ] I alluse

olzall cxdgll o as )l / alldl axl

Jo>> Jazuwi ardoc JS 2uic adsbooll oo ol nali; Valve

9 openid.return_to (.9 @.)L(— o IS w9 Valve 4 aolx]l OpeniD a.:l.@.u alas; QJ! a85Lanll Caras ,a.w| Joas
0l8 .22-09-2026 o I5licl .awwld adoas azl xmiwl axig (3 el 8 cdlall S ,glay) openid. realm
Jixws Jox sl Caviaoll ui > 9 595 26 9 (Link Filter) «bli) VI guvjo» 9 500 i Jl GUail
Y13 6 cale Jiie JSJ smaiill glans Mo 51 Valve s o) caud B5yoe oS o) s Lol Steam Josall
UL W] Bl livasll o3n ole caids 18 «Link Filters ¥ 51 wlslo] sl cols 15] b i oSas
Ldw =

afs )50l SolSuddl (n9 iludl looil

(API) wlinlaill azo s agzly tlise Glaisl wlslosl Gl aell G158 ) ruis oo rminwl o5 sl 59l (23
qu.uJa.;“ a0 p a.e_?|3 cLLé.ag ng.le O ,o.‘.}d.w.n.” 4.:.]35.»&0 g_’\J! 6}.&)}”3 .gh.u_x“ 85 liwl U'a_")J :|.=)..>|3 lja.m
ol tcalall [3n 8 839880l dogill gl & paioll wlluxl) Jloz] b, sl i pi o 8,530l GWelg 1as Lol
08,01 I Jia jxae sl ole einll oy

elai dgiy 8 Josamall o tsd Jlsadl i .Y el slas] 164551 38 51,891 Hgoasimal| O 13] Lo ) Jlgand]
w3 Jolxi slaiel wlily sbinl Gomo bl)l o cila; wgmas POST willa) 12023 ple (i> ccamonw

Tob 2T Jole 0939 Llbs] s adls wlzdo

SSA xic Jilio SSA ais

o€ Jimas (SSA) cnelaizVl plasall il s o) calall Isn 9 Jlaii (il &aSaall 0]
.S laanall

a2 Ssiuo (le oyl Cami (il 2025 50581 (8 &5 5all olrall @l go iz | iz o saiws
wlinlaidl axe p dgzls tlise b dgazs (w293l iz asio | glslally adslasll (ropae Jimus dulsis
saaisw 59 Josi J1 Y wilS (il wlaially 2016 sdss wllas] gy wlsiw s @y il 6 ,1ally (API)
.aiznlleo Valve le gusisw 3l Jzudl ob lsng 2026

asnani | bolad] / Jxudl &lie SSA

PHISHDESTROY / AR - CCO 1.0 52/93



Olgunl ] ansill adle olapall arzei W] Goudl (9 s33xa)l (ad¥l sl $35, — "5, il plaziwd] ggino” o
il BLbY anl ay)lx

il o le alid] a8slanll Gulas oy o) — " linlaill axo s agzls wilie of Uslssuis Useriimall’ o
2023 ple Jis clissl!

o 82> wle Jwuino JS g wlel oYl el Jxw Qi)ﬁupqpl—"wdljdlwolsl)zyl‘g*lm"_ RS C VR

2016 54
cobo Jsd oo ouls i molin alawwlss Jguill Jw,] piz 1 dLisYl Lani (8 — "Log il e caasly xa)" o
bl

arlloi Log Joanl aisiy Lo+ a0l

Laadlos (il oMol . gslisl]

Jxanll 59259 Gluwdl

) Sllall g3 28g oMl plusYl (b 7,50 ple Jzuw obisl 85)lo)l o liw o gliiwl JS Lo
aoll Valve elauw tad] Jsosdl gaamill I glaiwy ¥ sl xsll s il e Jsuandl liSay (il e laludl
axllrally Jgwoslly suaiill,

Grazill g oSay ¥ oMo wle Jgaxdl wdlai of wllalud) (Sos .@pcw[gu&i@@x@t
Leis caiSIl e g ol dole olas ] kol

el Jzu| aisy Lo

175 b JSJ Jsuisio alsl calo go lgio 27 — Jyzunill L5 Jasio Gl s alain aaio 44 Siisi piy .1
29, 26 J sl YUl jlaz> 05 022-09-2026 o licl . Jadio JSuin 42309 Sox 2oz N> o
e aoll Jgsadl duzus wloglro Jox 3l cavianll Jlo> ois o gz 09 Steam Lalg )l g ro 9

w9 e cavaoll pwl il Steam 2014 L, 3o e €SgOgEM.com. api.csgem.com jla> o —

3 sl . Jg>> Jimws adec JS aic openid.return_to g openid.realm

sides 20 8 a5 50l Lgrolzo wh)llas| winzg lgislazg ad¥l pwl & Valve culel 2016 gy 13 6 .2

il i)l lgindl W5 83> (e Jsuino JS ol 3lai] Jzuw sl uisis olg bl 8 uine lgine algo 2016

11 sololl .algall b s

adle wlibisl I3 slaicl wlly Huai Steam (Web API) wlaulaill dxe 0 dgzly tlice dlei dlasi uils .3
ple Jis ol aST Jols sl 093 0325 awdzll bli)l capss calo ] 13liwl wMolzall shz) s 6,54
5 emill .2023

HT-2YBP-F7JP- 5,531l p5,) (GDPR) wlll &lox) dolell axsMI o 15 85le)l cizgos wllo $Y2] o5 .4
18 solall .lily sl puris 0939 awilal 838buall dors | Lyl uoiai go «oll &Y 22y (D4VB

alalw JS o adbes Lo

8292)l duiaog wligig g wllwxll piogs 82> Lle Jsino JSI Waio 5,85 llblg .2016 ple (alo @is acl
2 pwill .E>Y Jgooll §> lgoleiwl Hulsiall slg pbl 8 mine lgine il wllewl Jlw)] as leldass o5 il
(Valve GmbH ‘¢ ,9+0la) HmbBfDI

cLasyl adllaally o blll axdleo oe dggmall dgxll cazls (dsiml 38 15 ssladl czgas 3,0l OIS 1] los saxill
18 sololl . Jelall aon samis aball wls Joosll Mg (API) o lilail axo . agzly rlito Jummws wdaw of

(DSA) arad )l wloasdl gituio

S5 2zar ailoill iy Valve 5, oS Ib] Lo pwiis @b pf calasNo o lisl Jxwdl 09 «auth-host» azsi g
16 6okl . loglaall

LLJL izo posui i

»:q.o" : 7 Poy Eg> ! A2l (ML ¥ : 6> " 3900 0 IRiw
| Lboamall Jzumll Say ool b oMol puai sle Jgaxdl dlal 15 85kl £3gai o |

() szball .Bliso Lisl of Lawall 85le] adac 15 s3] o

PHISHDESTROY / AR - CCO 1.0 53/93



S gSliny ¥ (il axllanlly Jguoglly Sai¥l eMonuw it tamsii sb g Y1 <Yl 030 s ol 225l cullall
Jioi LlS capla)l doasdl amiwog (ol 6 s dlgo mioi (il allw Jlg camug Jl axaall Ll y321ls Valve
M) o Y Jlsw g8 Y pl g0 38 6 ol wils 3] b aluo bl .6 damull dwlos e @IS
s e 8,00 arardaiill agRll Ol > 8 wads w21 aolsl

Jozll 5lges dnm Jl wlaiiuall — §>Yall
osolall o Muwlyall — T gkl

194 184 1 slgall (58 Led] siawl il awigilid] e Mawlyoll dwoll slaosll oy (JYsiwYl Gulwdl

1 ) soell o doriiall siligdl — rmonll all>g albVl sacls

Slasdl s oS 15] Lo (o laill L ot Vg .assioge puud G823l 3o slz] Wl @ilall o la> ool 3l pasiall
— 1 uaell issinall ob pg Lo owaill e ga ) Gl aioley Vg aic caloll I3 gslay Yo Y pl [5u0
adb 9 wlilwl colo aiba Valve guolxo oo obisl 85,ls)l eMwl el il s3I slamall Clwll wolo
] 1ais o)l apmall wlilog wMwloll i AL o8 — (GDPR) wlilwl dlax) doledl axsMI wzgos Lol
s ikl ao il cap el wllus auWl cuns §56s)l caos pins fawY] wzxo i Ll lade gL 5> il
a5 =il

] Jswosll el ol (GDPR) wlill dslax) dolell axsWI azgos pario wlla) & lriaw] eduwloll i Jlu,] pi
5ilSo] ad Ciuay rale 3850 (piamall 8 Gly Valve (olxo g0l wodwl o)l i $luw 99 .(DSAR) el
b ool dumuiioll 8 ,8ally .aaill &bl o diSoo b el Elw grosximell il 35 Steam acll s LS
obdl el

alall sz o Wslasia] o6 (8 ] o gsiuall calaiiall ogalsall ozl sl GoloYl Jdxill Jiaig
il 13 o 5T 555 sl 8 laalse xaised Vg aliimo dxzl o shio| lasl 9

Slezdl ssime sle yaimall 325 e Guliall izl 8 Jzuall Clac Yl

2019 sole o bo 640l 3" 1y Lo Valve solxo Sy, Valve (olxo ] aguiall adlw Jl o 1.9 6 ,aall
ellwsdl el uwine I JozIl dizaid Loyl paziwl jlg> o cuwlwl JSuiy o lwz] lin plaziwl o5 20234
".Steam adg juuall

eailil 389 . lgim gl e e Ll jus 8 62V Ssime wle bli Y s Valve (olre ciay tadasxll
il am Wl o oSeo it ol 6562l wllusdl Loy, of a9 muall oYl e ol a8 uull Lo psall doas
faily 3> (8 15502 ol o Slez JSJ M 3925 08 13 JEle disen & 62V Jassii alas o] Steam Guard
whis s wle wblawadl e gl g g blaisYl ey Mol b ol cwolrell Go S ST 568 3321 Lol
cwlgiw 8o dios

e Gle a8 sl wblusdl oz 1351s 1lez Lo ol oSar 3l bli)Vl o] lage sV lan axi 15la)
ol og - Lall wlal lgolasimw! gadaini ¥ lgil <o 0,85 (il Mol a88 Guis | iy @ lgiw gl
ouziy il aliwdl Lol gl 850y a8 pumdl dludin (59 8562 Yls @ blwmdl xaxi o of atall b o oMol
o] it il GVl ilgr bblai> Yl 8309 839700l Mzl (b Lo :rgd lale &Yl awdl )l alaludl Gle
Lede ULl Clrol gMb] gio

830 (o UsSwall PDF dapay lgamlos 1.9 6 ,aall 2025 05T 1 (8 a5 ,50ll Valve (olre dllw) o xaoll

o5+ (GDPR) wlill dlax) dolell &Ml o 15 85la)l wzgos paio walla) &liwl 15 xanll oldl 3l - dxiw
clowl 3> o5 LS “lemss alw )l ai i iy o) - disclosure-audit.json é g=loll SHA-256 dosd Jazws
Wl LY wlilys wblusll

s rall=dl

Y ool ae a5 lio dy0anll slgoll

wloglzoll x> ados jaxd - wlll PDF ol — o §xloll

PHISHDESTROY / AR - CCO 1.0 54793


https://phishdestroy.io/steam_dossier/steam_tos_assets/regulatory-review/disclosure-audit.json

V losddl yoidls 1 WISas Juosi o 05221 PDF ale ol s 51 sl Lol
zh=uw M Wls Jl ;.

o cu> daxio 830 o §los (GDPR) wlill alox) dnlell axiMI cizgor gMbYI Ll e Valve ol o)
shhgaudl alo sVl Jauwl g 9,51 902,270 Lgs55 o Y aill 359 sMally aozxmall s155V] aylnss

oo weuddl OIS Gl sl BLLYL wlosze Wi (8 Loy — paidl ghziml sl plazial & sl ,glaig
o)l i Y LS Jsesite ssize sl uini 83Lc] aiy Vo fadlazdl pls VI sow lin uisid Vg .aslas] on alo iVl
awigll pazd alas al] cloei b .1

$lo 5§31, 289 2025 LugiST 1 (6 ¢,50)l (GDPR) wlilul alax) dolell &Ml (o 15 85lall cazga 5,]1
AWl puai 9 lebosig lis] o5 [NET. J Aspose.PDF giio oy wlily) daxawo 830 o PDF druas

anis &9lail e o Wlnimall 335 pi cdmiso JS (b tamiall sgime (le Guwain axs gsalsall s 215
Loz 839790l Tl alilall 0,5V e pig ool dinls a2 lgaw, @i il shrgudl

ol aladl e pwliall o

902,270

elygudl alo Y Jauwl 8352 50)l 3,5V 2wl Sasll o 1y Y

ssle] WY ol Llmall sas puds — dsauinall wluazill (JlazYl sasdl g 130 .dy 0285 canly 6 5a20 o8]

slgxll ol dygell 2oz

830/ 830

wlraall JS — b iliall wlaaall
986

chziwl LB jai 999 wllaime
1,329

a9laid] e shgudl eMlaimall 538 (Jlaz]

alo Y1 Jawl s97s0ll aidl ghsiwl oSaus ool Wiz Y (s fpaill dads G99 slrgumdl abo i¥l o, ey
lare sgizne sl i 83Le] lid iy Vg ‘adlozYl o8,V somw suini pis Vs .auwliall PDF wlgsl plaziwl,
wlilall bas bz oupni o e

(412 .o «=lall) NET. J ASPOSE.PDF goli ) azio S| g3gai

[redacted_user 667 :Jg>aJl Jiows] :obwdl sio M ouais oi

it sl Jolwy 09 iall 59 8,50 solis 3679 o pasimall gl 1 ail tparsimoll 4038 s3I ]
["...&

Gk cawlwVI UTF-8 95 sl :cus </ "path fill="#000> :a.alsJl

o+ (NET. J Aspose.PDF (e giiell ayy2i e lly waxaw 830) 2025 50581 1 (9 a5,50)l (rolxall &lw s $9 0]l PDF dspay $xlall 1)xaall
~awmdi calall (9 Jzuadl g=loll SHA-256 aous - disclosure-audit.json ¢ wlxaall sacq aadall plaxiwl (pualsoll aowlgs da2)l Olws>
gdiaio yub amdi §=loll

Ul cobo 5,) amidl ago oYl I3n 2z 13l .2

aiMun le gMLYL pledl adls (e 15, wlibudl casbo ] caladl Iaa Valve nolne Juw,i
w8320 Olo 13 3] axd o) lgizy 392 60)l Ladls tolioni sh,2] 5,20 b Ll dcgiogall Lasl il . awe Ll
il ezl ados ol calall go plivoall ] cilog 18 lgilasy sl uidl b e cuin,d (il @zl wlexll
o Lo azi Gl ol e elivell Jaz Lol oS o sl cmi Y paill ghziwl 8] plosiwl Lidlj] oSoy
cais i)l a0l log ais oSl

Gsi> cle Llw asuwi wle Jgamll (8 sl iss ol joz W8 Mol seuill Al 3975 £, ol o (4)15 sslall
wlilul) Jlgiil wily Ws iy oSos OIS 1] bo Lol Ladosl 0in as pjili o) 3l pY od Iaag 03Il wl>g
oSy riloll (8 bl L5 awii caaSIl fasl iyl dalull o ,bi ol 15g9 (12)4 85lo)l iz g0y dnazuill
$3xlall yuinil o) Laiy SHA-256 dosd o il 29 — azli] s5le] ol puai dliay pazui sY

4 99 1)l Groxiinmall 4lii & gazme (b b cilS cobluws pls,l oS @) Oluaddl s 139590 OIS L
Joz | Lz dslos Y 15 — illy iJe3s Juzmums dlas Steam :lgadso slowl 1S5 o ccallall prio 3o
OSas (aalioll wluaail laog — asl,g cai, sl pasidl agn 3o — lais Steam 9 posind Lo 1550
vl il ] — JolS JSains adaisll (09 a9 3all prersisall go %60 o ,iST argn 22z

PHISHDESTROY / AR - CCO 1.0 55/93


https://phishdestroy.io/steam_dossier/steam_tos_assets/regulatory-review/disclosure-audit.json

vy o)l prio dumiz ] dgzse by weally wlhiai paill I Geiaiys .04 L) Lezzall e LoV
sloawls aasld azniioll agadl caolw 289 . m0lill o pd oxill 3 Lo pgizgd 2o pi il Lol Yl
azia) (4)15 63lall carwo 3l all lasalls sng ais Igabl 3l pasuidl (] Gastmuall

S bl] o 2o pxii adlas &bl (b wllall Lisd .olgine (e aranl Jou ¥ caladl a9 9,5V caniyi
Bl wluxll Ja> wig faowl oy o wloglrall clllay pold] lriuall (rig iSIY all Olgis Ol azy caysgll
cleiil ol gulwl diw o ST o0 22 55T WUl el (il alw Jl bl .els el Gl sl 6,08 JYs>
iz doll willy ai cuzog aslinll ai>Nall pliwell woan 228 (3)12 ssladl (9 lde Jogaiall dlgall
raloi :lile Valve lagds i o) puillue wlogleall 03 o8 oSl giogs LS . rolrall abw> boli i

J Gy o) alsh ol oo puld wlly W) asloYl 2019 ple (] se bl Loy, of doxiell ol
Lgiac Caws ol Valve

aitpay calall (59 awlid pi la) B8 (il ddac wWIT Gle b 85,ls)l dla>Vall paiii 2 pantdl Isn &Uoa
ciliiwe axzlie shz] Hlail (9 Loz e 229 Lasled] oMol Healsall ozl sall (sloYl Julill Lol . auledl
aloll 132 o 45T €52 sl 8 ledde s0isd Vg

cile 9 SHA-256 jo, Juzusi pi) PDF asuay lganlog 2025 ,i0iST 1 (9 a5 ,50)] (rolmall allw, :Juall
aiileio)l GV Jundows Juaiilly @y 289 .2 iy ylally axiall seime sle PDF wlile wlwlid (4821l
PhishDestroy als, s «lgic oSl ai il oMol ooy 8 anaall 9 ,sS3all wllall jas 9 wdlally

o .2 21-08-2026 Lbgixo 2 2026 julawél 17 «olibyl a)lox) doledl axsMI  suolzo dusi dgzloo (59 (sulS»
B30V Blai oio iy i ST i 8ole] iy oo (lid &l LY wllyg wbluzll slowl 3>

wlosleo aii ooy ¥ 1 GLS ] oy go bl o £52 Jas, i caasill Olbas o 8 axiaall 9
OSey Y — “...Steam duaia) i3I Guoazinal) duazid] Lkl L oo Gall dglosd] Y ).';'Si
oo usSall §xlall OISy .Steam 5T o ssiame) dpazidl lll &la> oz aiY Muass LiST al] pyais
Sl cols Uy reblusdl o)1 oS o) shoudl abo iVl asasi cilS Lo lguuai do x| (aio dxiso 830
clull ol o5 . aszxmall it ado¥l Lilw b &ié sog (lerorio slawl 455 go vllall prio xio 4599 ol
wlale OIS ais aoNiwl gllhiwl lo S {poldl asle e Joaxll iaselze Y5 (o Valve jo wilb 28

pi il Valve alaxl of o aisdy bo .olrypall pwp pls o mioss o gadall I3n (18 329 Y T Loloul
o (29 955 (8 lowsi aigsll o3n wlind (il ayloaxndl Guisi (b wloslrall cxx) GwlwlS lg &)l
el pusi (199 «alzall

augilall wMwl ollg pcall wlisume
https://phishdestroy.io/steam_dossier/ar/index#exhibit-gallery-section : ;xa.ll

olasll gaz — > Gxlall

6Lz &-e-l.si < Mouw
wle wllus 4y Valve 4 aolsl gidl dolail 9 GitHUb (e oMo oW — Camin, Y| o oM diw
oy M Jlgaudly bbgaxall jaillg slesYb B8 50 Hruan JS Jlayg - Joaxl) 8 uio o> miliv @lew Reddit
832zl ull?q:u.” 6/1
[ 520 )IJuu).o|
Lgaxall o)l 8 mis GH-01 / GITHUB
2016 ple 9 caudls il 6,82V auilao
ValveSoftware / steam-for-linux - #4521 - 2016-06-27
oo JS abgazall alSuinoll Joxig . Jin O JolaS asloll U2F quilis pco Valve o guossisoll ol clb
«azgian» lgil Gl il Jumu go «azz] ol canivg €6 ue wllor» (uiole
.Steam éduio s JsS U2F USB jlgz o5 s walbl
/7 GitHub _lc i>g ool ilSisall o cilniio

PHISHDESTROY / AR - CCO 1.0 56 /93


https://phishdestroy.io/steam_dossier/steam_tos_assets/regulatory-review/disclosure-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/regulatory-review/disclosure-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/regulatory-review/disclosure-audit.json
https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://web.archive.org/web/20260821155801/https://phishdestroy.medium.com/my-dog-vs-elite-gdpr-lawyers-the-valve-data-breach-nobody-is-talking-about-f6f7683d813d
https://phishdestroy.io/steam_dossier/ar/index#exhibit-gallery-section
https://phishdestroy.io/steam_dossier/ar/index#exhibit-gallery-section
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/4521

all> wiadg Valve 4 poldl oMkl g plas (8 il olwxll (lo| ale> sz Gl Jgaxll #)50 il
Laizz| o cani» o
azz ol a d>giondl Glaxlg o Jl &by miiadl 8 i

2 GitHub ausl = bgaxall Judl 85l ,6
17-09-2026 ,lxo)| - 484 o5, cauin I = Clwsll gla> wlsl 2] tcalall (59

Lbgaxoll jlaoYl 9 mis GH-02 / GITHUB
JLwVl jos ) Vs ls gosais V il JLIa._c‘UI,,_JLﬁ.s
ValveSoftware / steam-for-linux - #6459 - 2019-08-18

dgzo Jalami Ol JS3u9 .16 siigrel plai (e 2019 Lulawel 12 &l Steam Jios (9 alSuino glioll Cauay
aLall 5 usSil §8,1 289 Jusisid| 8506] 2y oty o) Jaszill xie (Slalidl Jyomill

i eole] adoe JS aw allowiwl ey ails . ServerURL" Juasiy caad 13
7 19-04-2026 beixo 7 GitHub J¢ ilSiirall o ibiio

Y albganall alSuiwall .oblxel oo Glaitos Juiiill plasg Juasll b poions dnosanll lai 8230 oS

a>giao Jljs
alslbuaall adUosll
obawdl e Jawas (W) sol sl usillg .6)J=LLoJ| wlluoYlg «(guaxidl sa>

2 19-04-2026 logano » GitHub misl = bgaxall Jzull 851,56
17-09-2026 ,lxo)l - 467 pb, canin I = alall ol oMol ol :calall (o9

il ga=oll azamidl 9 mis GH-03 / GITHUB
Valve ] adsLosll 6,55 plosuuwl ssbw] e gMVI o
ValveSoftware / Source-1-Games - #3857 - 2022-02-26
5 oilgd caoaziwly el Jlail glasil s aéslas ,S13 Steam o wdasis| polxl 6,05) ol wlgall oy
Joludl 132 go Jolrill Valve | guiuinll dlayg .allas
.d0>)jo 92 pgodle> Ja=x
7 GitHub alSéie po cibiio

b ibganall aill>g 2022 18 26 (o Valve - aolxdl gl sl e plaxiwdl ssbu] oe ple b5 puris o
il olai) W buls, il aiab «Tiio

alslwalls adUaoll
Leis £V o5 il adslaall 8,555 plaziwl 85kl all dalsiall doumaill wlsl,>Y] Jxwg gl gl puods

7 GitHub zisl = bgaxall Jaull 851,36
17-09-2026 ,lxo)! - 768 o, cami,V = <ULl dcgome Glai tcalall oo

aJ30)l 60 RD-01 / REDDIT

Youdl (n9 Lgde g ;Lo sl adoc 44
07-07-2022 - poziws]l ol e ainsS o) - r/DotA2

PHISHDESTROY / AR - CCO 1.0 57/93


https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=484
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=484
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=484
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/4521
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=467
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=467
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=467
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://web.archive.org/web/20260419051343/https://github.com/ValveSoftware/steam-for-linux/issues/6459
https://github.com/ValveSoftware/Source-1-Games/issues/3857
https://github.com/ValveSoftware/Source-1-Games/issues/3857
https://github.com/ValveSoftware/Source-1-Games/issues/3857
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=768
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=768
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=GitHub&record=768
https://github.com/ValveSoftware/Source-1-Games/issues/3857
https://github.com/ValveSoftware/Source-1-Games/issues/3857
https://github.com/ValveSoftware/Source-1-Games/issues/3857

s> il bz 2022 5ds: 6 (x5 <« lo» dario e Loy Tomo ut sl aulac 44 £85, Calsall HL]
ol 203 o LLali il &) Sioll ardaoidll 390 )1 Gy valiin culS aslil a8slanll Ol W] uins . +500%

T 2950i) Guals mawi 3,20 055y Y Steam o 13, Bl o) e bog Lgilu )] il anlidl 8,550l (b 030

3 Gige J=uw
Jall 52l 3058 o Tos Molaall aislis llaa) ] Lkl aiais lgals g lito sl llas 05 T30 pis
widgall 0,55 Lo Tads cv il (b 83 1ol sVl

alsbwolly adUaoll
29 e sl il Claw¥l bl .o ludzlly eMolrall Mo go lesds & 5liall shuidl llac ailas, o
woul,8 bl s pcall

2 20-03-2025 bgaxns » Reddit pisl = beaxall Jrull 85l ,8
17-09-2026 ,lxo)! - 4,533# a8, capi Y 2 5lailg sl icalall (09

algoll & uw e, / RD-02

09-12-2024 -« parxivwsall pwl e @SS o - r/ohnePixel

oo wlEW]s lull oguite Jioxi olin s9Sui ] aiiwl asall O Jsiss ailadl jlaxll (e calsall o iz
capasuid| el cdlal alalasg lgdMe] o5 il JSTaidl calgall SS9 . goizall slacl

aolsdl STl GMEL Ogosizg paulid e Dgamas peS) Juolidl (o 130 culby (ridgs ag caz i

'W

doimgg guo &)Y lailg, Il @9loYl ccdlall pcad aliadl by, S5 il Ol Hosais bgaxe pcs il wlws>
codladl ol saxedl uuadl calo o ] &L
alsbwoll adUaoll
|50 JSuing, ¥ O liziwY] calo $Me] o) .axd alall aslindl a2zl ol wlsl ol wpilall Jaxdl acai il aoYl sas
ol sl
J

2 Reddit zusl > bogamall Jomll 55,
17-09-2026 ,lxo)l - 4,766# b, camis, Y| = aball wls oMol ol :calall (5

soll 6 umw <y, / RD-03

10,000% aoxts lgic glas 6, ,liuzg sl iVl adoc Harni 6olcl
09-05-2025 - poiamoll pwl x> o5 - r/legaladvice

ez 23 Ol anr Ol ala> wlsho] wisly Clusdl slaicl wlly Guss slel peoll G, Of @sall e
Lo ut Clws o Sosel JY95 0 (Jlem Jaiy gio 8 lus (J) yuiisg -85leiwl b 5T

bz ao Bl LY wlsl o] oz Cadsly (v do il g 40l dnlS Gusi sslel paeall §u,9 ol6 Steam
7 Reddit géeo e ) guisiall o ibniio

ol Lesls Wb Lo abbgamall a5, Linall Uz -l ala> elel,oY sl il dlos ol oliv beaxe slosl

vy asli] pel 5,8

PHISHDESTROY / AR - CCO 1.0 58/93


https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4533
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4533
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4533
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://web.archive.org/web/20250320082450/https://www.reddit.com/r/DotA2/comments/vt76ov/funds_stolen_through_steam_market_disappointed/
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4766
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4766
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4766
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://www.reddit.com/r/ohnePixel/comments/1hahqx2/permanently_banned_steam_account_without_a_clear/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/

alsbuoll adUalll
1257 oluxll olaiwl 228 . Jsuos)l 2w ledssd o5 il asSloll ably arall solels 03l 3l pasidl asn 22>
Valve oYl plla layleis yo

2 Reddit zisl = bgaxall Jxull 85l
17-09-2026 ,lxo)l - 4,592# a8, canin V| = aball wls eMaud] wdls :calall (19

-osilgall wllg, Reddit ol guiiio Jaamig .abgaxall bl alac GitHUD Clogl s .6,lixe Y diuw
U il ologdVI U siis o8

osle U 5,635, (Trustpilot e Yruw 393 tabadio wMauw 16,319 (ool Lo camll abilall sl poian
82 law 28 . Sys)l (de Youw 7,6204 sl gdlgo e Youw 2764 .GitHub (le Y 2,3954 Reddit
calizo Bllais jyoind lawl 40,448 o OsSoll Juasioll cums Jl uxaill calo Lol .oamdl uais N

= bolacls ULl acgame Glasi + 2 ol cals sliw] + 2 JolSUl capin Il (09 ezl
b awl)y — (@) g=loll

aiasVl 2iug9 ArchiSteamFarm

oo Gl Jasi gl L ol «asslinll aliwdl» pud o8 5555 wwlllad] bl gox) jrasll a>sido sl

ole iy e — WY L aiail plaziwl Jlazy 31 (C.4 §) Il aslal ai go Loleiy bo obg bzl
o0 JlgoIl cmud iyl JS JSuiw Bladg o sl zlisl o oSeii ol Jib Valve go ol un wlslladl ac 5o
Galoll 8 JolSIL axivge — wllladl sbaisl (e LYl oty oy Slasyl dzuwg ooz ill Blgul aslayl
agnvity)|

tols b le Steam JLuwdl adlasl o C.4 85lall paus

lewd oSmiy ¥ s, dnlail sl ol o Sl of wligsg ol dmaill moldl JSil o JSui sl ploaiwl & oz "
— " I o JSu sb Steam wle wlosxly sgizall go Jelaill («aiasVI1» o oy Losd ledd] 5Lid) Ol
2 18-09-2026 bgaxo 2 (adlAl) 7.4 85kl Il a6lasl Steam

sl>] — ArchiSteamFarm (ASF) Js> asbidl aliwYl .elds 9 13> g, ong .aiddl Isn galas Valve
JoVl o)l 3o Steam wlhluwsdl (o pusdo asias (o LiST Gle Jowi Lol eisls lgiai ruaoll 4>gido
oexzimall e B 15las s 9 il Steam pcall 1,9 o Jlw,y W o e sz — Ble 11 L-,,,,-giJJ__a
ln agall Jlsadl 0l s Leolasls plig lnliwg «olSuid] oin S| Valve .o lissg, S lo,lol ol
wly @las e a¥l alainVl cawsS Lle 156 Valve oIS 13] Lo oud

il JSuiw lazll o9 las Joliy axslad] aliwYl ArchiSteamFarm o uisol| & Jg5umoll

ol xo] xio (Steam wlluws o pude azias o ST (09 eazind ASF Ol W] Ll &lel) seiwe ol 12"

" adrall wiga> adlaiz] e laill jag 15,ls Ylais] Jlay aiS) — Gle 11 o LiST s @was sl JoVl

o) o) ail o Blos 3STio Uls Lol 15] 13 (Lid 59530 92 LaS . usSomiol| Steam' 5524, roiogs b iz, Valve"
oo JSlite (8 Ooumiy 35 pgil Il 8, LY o You Jeall Lo £,z leszil 38 1silS) L pnd92s 8 ol l9isSy

«gSaidl Cladl» gudg ASF Jio «(idlers) «gSaidl wladi» a Lin ax>lioall aolsIl \VAC a0
".(game idlers)

Ls,; aai o Gzl a2 GitHub (g 1 0aall JustArchiNET asslidl aliwdl ArchiSteamFarm —
22-09-2026

Steam auS Lo 5,915 s leois «Sl5 cans Loz sl oz a o> Jlsad] Gle asslad| aliwYl Guai 5,50
:ogio &5 J| Support

arélaiy Blgiil eoligsg JI plariw! a2y .oligig I bl yo dSuiv 6,15Y paiwl 38 Clwsdl [io of gas"
".Steam < yivirall

PHISHDESTROY / AR - CCO 1.0 59/93


https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4592
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4592
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html?source=Reddit&record=4592
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/
https://www.reddit.com/r/legaladvice/comments/1kipjde/got_10k_stollen_from_steam_inventory_due_to_steam/
https://phishdestroy.io/steam_dossier/steam_tos_assets/selected-evidence-records.json
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html
https://phishdestroy.io/steam_dossier/steam_tos_assets/archive_manifest.json
https://phishdestroy.io/steam_dossier/ar/card_economy.html
https://phishdestroy.io/steam_dossier/ar/card_economy.html
https://store.steampowered.com/subscriber_agreement/
https://store.steampowered.com/subscriber_agreement/
https://store.steampowered.com/subscriber_agreement/
https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://web.archive.org/web/20260918014700/https://store.steampowered.com/subscriber_agreement/
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ

2017 sl wlagas Glg ab o> i Gais, 170 oo LiS]

szl dbiiil ] asloYl Steam s igils yut JSuin Jolaill dbls sl gazn) lusdl 30 plaziwl o5
s/ i Steam acall ;i) Koy Vo qails SSuisy bl o> a5 38 iy lrill ddnisVl bais s ilo s
" illutall 030 Losazr sSlo] acs

) Bl edsla> e+ Usio, 120 o is]

a8 Joludl selsi) Blgiil JSuiny Lo sng LiiSui) dnizmidl dxidl 51, s3] llwzg luwndl lin plaiwl o5
".Steam cui i)

sl o> pi > olgic e ArchiSteamFarm assbid] aliwdl pawd (9 6 guirial| acal Jilw, Steam —
22-09-2026 Lo > il dxo o sixidl pi © 2 xasdl <SSy Gasuis

elaziwl» ol &Lfs JDladl groxi wlisng) 1,000 dliny ols pasime w3 o5 vemiz ol iz Gulauwad] geo
s scaloll a8 85,)lo)l il wlaioll Lol Gilg ad3> eig ««Steam J yidiwoll axdlasy Blgul asd wligyg I
2 el OpenID JWs o a8sbanll poiis uiSs gwsl Glai wle (o) (uwlwl blaus Steam aJl o llws

0 .Lgio Y danmill 83> e Jisie JSU 3lai] Jzw sl uin pin plg — Jg>> Juzmws adas JS sic Valve
Sagiani o sl ton Jlgaully .axllo 6 b0l

3k ASF» ol roiog adlso 1S3 cu> — uoll b i o Valve cadgal b sy (lid dogi | ASF (J] azsl Y
lgrounsis «ligrg I S caiss Valve ol sglad (g9 1wl 8IS lin 8LV poziwd .«Valve s oo dose
il ap, il @iVl 58 puini N> o 83>l dlazy Jazdl gin 0f Valve J (Says el JSuin b daxig (& LS
i) ol sl il wlsoYl Joo Jiuine JSu woldl Jzudls (lgr 7uay

Valve whblul ole «cblayl grazi» 55 ol
dsloc JS e %15 s> el adlaz] G, oy sl Steam goizoll Gow é aziidll Jolsil wlsllay gld
Joaxll o oSei 0 Jud Steam ole (Sool ,¥95 5.00% sail 28 Clwsdl 055 0l cx ‘Gomdl U5 o au
aiy o) cawslll U351 luice shhz] ol all IMial wlladl Gle Jganll cllai oS (3MbYI Gle aslay sl le
2 ol axslad] aliwYl (9 miose oo oS lais Syl pzx> 4S5 ey > — lin whl) Jloz] o8, sl s

oo (wbladl grazi) "gslble)l Steam™ s jooll wlowmdl o Valve asslidl aliwYl Jzuw oS .ASF
ball 9 WY og) alolSUl Juolaill 5,59 .2 ASF Jo> assbil aliwYl jlail "l o8 grSuriall”
bzl plaziwYl 79 o pwliel] — Luolxll

BT wlladl grozxi — ArchiSteamFarm ggiogoll

ellaxl) §18:01 532l o samil aiy o) — ASF J duo ] asslid] aliwl E9g) wblusd] Gude samall Guliasll

Steam acgoxall 9 (API) wliulaill daxo u dgzlg Y] sac (Jlo>| 10,880,610 dwmmuiso cumg égum=o

aslad] aliwYl 9 85,le)l «puMall» dalS o] — (Steam gisgs laS w639030 ué 5,360,499) ASF _, aolxll

2 JolSUl ,laxl sbas] laxl o £si sl Steam Gle sslais ¥ %88.97 5lasW sbas] (o Ji rdwad ey

83Vl anll 55ls)l 8 83,15)] wlogleoll

Uiy Jgaxl giog 9 Yl iy «headless» giog w9 bl ] Js>aJl Juzmuwis ASF ol poiy
(g9 minall §5Ug) Bog) Steam Juos Jusins 0gs wlBladl gels

ool 15isSy p) o) aily (pusSamioll (o «SteamM>» 1926s ple (e «Valve» ol (| «assladl aliw¥l» i o
«dzill Lo ELz] lgazsl 28 15ilS)  pgic

adlazYl pow | gl ‘(asslinll aliwll Esg) Lle 11 oo ST dio agzgo slai] wlsh,z] sl o EWY oiy o) o
.Steam J o9 %15 Jlg> «Community Market» Jsl axll wlladl o lzua

) dvosill 03d 552y rJsuine JSI wllus 6 uins gy a4 (uose wadl x> Lle «asibid] aliwl» Laii e
sl Valve i ply «.aoldl ilsasl G| asloYl Valve adsls olhli] ] anosill oin xiuw» :Valve
Jusll e oo wlhbhl,]

Olsic plaziwl weig, 200-100 W] ey bo Jursini diSay» :assbid| aliwYl puail (Bdg (sisidl (uasYl szl e
«.ASF oY) A?Is J.u.os .)?I_g IP

§ 6 jaall g iy — « a5 aady 30 JS Bole aboxi pi» — Valve dawls oy joll carlll wdg Jumws pis @
oo «(caslll sy ol wbuxll blai ol ipiliedl ol wllauVl sas ppiai Jio) wazlll wlilas] g5 C.4
b slazall JleoV

PHISHDESTROY / AR - CCO 1.0 60/93


https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://github.com/JustArchiNET/ArchiSteamFarm/wiki/FAQ
https://phishdestroy.io/steam_dossier/ar/card_economy.html#scale
https://phishdestroy.io/steam_dossier/ar/card_economy.html#scale
https://phishdestroy.io/steam_dossier/ar/card_economy.html#licence
https://phishdestroy.io/steam_dossier/ar/enforcement_audit.html

obaoll

2 24-09-2026 bgaxs 2 g29ims JustArchi ASF » ArchiSteamFarm J souw JI a=iladl alow)l w9
‘bl pudo e Josi 811 Ol wlgimw 3ie ASF  auwoll axslad] aliwYl @S5 a9 ‘g pog mioly iV 2is
piz pls ezl 58 el Lo b lgiaslaig 835 lall gu 85ally . aio dgzse slas] wlshz] sl oe EWYI et pls
ole guzin sl b 2 ade 9 i il dagxllg paus yillg wBlaidlg Ladas)] i BUadl slaisl JoSUl o sl
acl,; olisay olall C.4 § 8 ,64)l o ol o] Ba>ls a8lay zlil o oSeis ol Jub Valve e 0§l u i ) jall
ey leiy Valve auS sl paws ill 15,5 JSuw aslall dasd b pal ady b JS 15lo) LT W o wlslall
09 ) sl e abuwdudl ,lasg 2025 gugs (9 VAC d>90 S (9 Loy 3ai¥l Jxw tJ5a0ll sic o, Valve
wladl Jglas wlboas Hg uxy adg pede il o5 (il gaizall 98 pinog Valve calbgallg 3 yisuall cailgll
10,880,610 7 .lgbux liad L .ac ) 50l a>lws ¢ Valve Ji.wu o) axll cba>] .Steam Jg> daxll oilgdg
ArchiSteamFarm __awolxll Steam acgoxo yo leis )8 cini il (839220l jufg 839220)l) wllwxll (Jo>]
eloiai¥ slas] aami sl paxivoll oy o Lo JoVl Jususuill ais iol 4isl JSuin Blali ol pl Led| pumiy (sillg
(o2 LaS sinl a9V slac Yl 16 5 cusdl ulell ey alail wligis | &)l ko o WS Josiny Loy) &€ gazall (]
5,lc laio %99.8 Ol (daxll Heziazy (w3l %11 Jl u es (Steam Llas o £oi sY Ooriax Y %88.97
odlizall o %67.77 ol puai, SteamRep go ai,liall sz 1501 Jolaill gias Y goizall o shozi 4la> oo
b x> Ml g sl 429080 ol a7 9mr_ oo siall ol 89, 5 e 151,21 sl aailall (58 2 ol
w30 oudg Lulis waiusxll axx)l — cladl 8a0g (9| 2| gb90llg Juzumill

Appendix F — Working ledger

Rules ledger: clauses against recorded platforms

i8>Lonll Capang i)l lgdlas )55 go (lgin dsiaslly dlxumall wlaiall Jxuwdl oz cus flo Bacls sl
i dac Lall &ul JSJ)JI J.A.?.u.u.] )?T (jl.la.: 3i us]'a.xa “u9 &93.:; 4]03.9_74:.” <<J¢:u|5).” da.ai» dxulig :u.].w.f\“
coiial| laall ] Joas

ala yoll &Mzl 175

saclall oxn oliw

C&D J] eyl 0 auwlwdl wYlxall 174

(SSA) elaiz¥l Olaiall Ogils o G.2 solall / &Ml o alaiis

bl e poaidl yorsg o, Ll plasiawVl

exploit the Content and Services or any of its parts for any commercial purpose, except...”
as expressly permitted elsewhere in this Agreement (including any Subscription Terms or
”.Rules of Use)

bl pl5 VI lonls

175 asaiall Juw
sobaall o braime i b guliall dxogall ols)Yl
«175» oVz=uw o 175

alxiwVl / gubiioll [ bgalall assbaodl las  Jowadl / counsidl Glaill AVl acgomall / asxsll

FYEIN | Jondl
No sourced measurement csgoempirelogind.com csgoempire.com Casino
See dated evidence yearsRegistered 6.2 yearsRegistered 11.3
2020-07-20 2015-06-10
2 RDAP » RDAP
SEPARATE DOMAIN Return Open Steam Link Filter
hostname captured 2026- ZFilter status is a
2 09-19 - capture separate check
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arlsuawVl / gulidoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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/ logzlall a83Lasll Glai
Sasll

rustreaper.com
yearsRegistered 23.2
2003-06-24

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

rustly.com
yearsRegistered 12.4
2014-05-06

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

steam-
login.authtofast.com
daysRegistered 2026- 83
06-30

RDAP ~ - authtofast.com
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

switchflips.com
yearsRegistered 6.4
2020-04-21

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

steam.kobal.cc
yearsRegistered 9.7

2017-01-07
RDAP ~ - kobal.cc
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

csgoluck.com
yearsRegistered 9.3
2017-05-18

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.insane.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

rustreaper.com
yearsRegistered 23.2
2003-06-24

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustly.com
yearsRegistered 12.4
2014-05-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgofast.com
yearsRegistered 11.5
2015-03-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

duelbits.com
yearsRegistered 6.6
2020-02-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

farmskins.com
yearsRegistered 10.5
2016-03-23

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoluck.com
yearsRegistered 9.3
2017-05-18

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

insane.gg
yearsRegistered 7.5
2019-04-02

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Rust Roulette

Rust Casino

Roulette Casino

Crypto Casino

Case Opener

Skin Casino

Skin Roulette
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No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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/ logzlall a83Lasll Glai
Sasll

cs2skin.com
yearsRegistered 3.5
2023-03-06

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

letmeinjuice.com
yearsRegistered 2.4
2024-04-15

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

ggauth.com
yearsRegistered 3.4
2023-05-03

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

howl.uno
daysRegistered 2026- 41
08-11

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

chicken.gg
yearsRegistered 5.7
2021-01-11

2 WHOISFREAKS

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.csgocasino.gg
yearsRegistered 2.6
2024-02-17
WHOISFREAKS ~ -
csgocasino.gg (parent)
OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

api.hunt.gg

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

cs2skin.com
yearsRegistered 3.5
2023-03-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

juice.gg
yearsRegistered 7.9
2018-10-19

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

ggdrop.com
yearsRegistered 8.6
2018-02-23

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

howl.gg
yearsRegistered 9.5
2017-03-16

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

chicken.gg
yearsRegistered 5.7
2021-01-11

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

csgocasino.gg
yearsRegistered 2.6
2024-02-17

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

hunt.gg
yearsRegistered 6.9
2019-11-04

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Skin Casino

Skin Casino

Case Opening

Skins Casino

Skin Casino

Skin Casino

Skins Casino

63/93


https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://rdap.verisign.com/com/v1/domain/cs2skin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2skin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/juice.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fjuice.gg
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://rdap.verisign.com/com/v1/domain/letmeinjuice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/juice.gg.json
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://rdap.verisign.com/com/v1/domain/ggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fggdrop.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://rdap.verisign.com/com/v1/domain/ggauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ggdrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/howl.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhowl.gg
https://rdap.radix.host/rdap/domain/howl.uno
https://rdap.radix.host/rdap/domain/howl.uno
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/howl.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fchicken.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/chicken.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocasino.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocasino.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/hunt.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhunt.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hunt.gg.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

cshattle.com
yearsRegistered 9.8
2016-12-10

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

api.skinrave.gg
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

csdouble.gg
daysRegistered 261
2026-01-03

2 WHOISFREAKS

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

hgfuihd.com
yearsRegistered 7.6
2019-01-27

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

cobaltauth.com
yearsRegistered 1.7
2025-01-07

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

api.raided.gg
daysRegistered 171
2026-04-03

IP2WHOIS ~ - raided.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

rustneo.gg
yearsRegistered 1.3
2025-06-20

2 IP2WHOIS

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

csbattle.com
yearsRegistered 9.8
2016-12-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.gg
yearsRegistered 3.1
2023-08-16

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

csdouble.gg
daysRegistered 261
2026-01-03

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

rustchance.com
yearsRegistered 8.0
2018-10-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

cobaltlab.tech
yearsRegistered 3.5
2023-03-30

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

raided.gg
daysRegistered 171
2026-04-03

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

rustneo.gg
yearsRegistered 1.3
2025-06-20

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Case Battles

Skin Casino

Skin Casino

Rust Roulette

Rust Automation

Rust Roulette

Rust Casino

64 /93


https://rdap.verisign.com/com/v1/domain/csbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://rdap.verisign.com/com/v1/domain/csbattle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csbattle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinrave.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdouble.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdouble.gg.json
https://rdap.verisign.com/com/v1/domain/rustchance.com
https://rdap.verisign.com/com/v1/domain/rustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustchance.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://rdap.verisign.com/com/v1/domain/hgfuihd.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustchance.com.json
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://rdap.radix.host/rdap/domain/cobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcobaltlab.tech
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://rdap.verisign.com/com/v1/domain/cobaltauth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cobaltlab.tech.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fraided.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/raided.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustneo.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustneo.gg.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

splits.gg
yearsRegistered 3.7
2023-01-23

2 IP2WHOIS

SAME HOST Host in
supplied OpenlID URL
2 2026-09-19 - capture

upgauth.space
daysRegistered 2026- 38
08-14

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL

2 2026-09-19 - capture

auth.skinfans.com
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL

2 2026-09-19 - capture

hotpizza.one
yearsRegistered 1.8
2024-12-07

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

auth.gds.to

Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL

2 2026-09-19 - capture

tf2auth.com
yearsRegistered 5.2
2021-07-27

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

rstspcl.com
yearsRegistered 6.1
2020-08-08

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

Jzandl / sannni Il GUaidl

splits.gg
yearsRegistered 3.7
2023-01-23

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

upgrader.pro
yearsRegistered 1.2
2025-07-02

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skin.fans
yearsRegistered 8.2
2018-07-13

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

hotpizza.one
yearsRegistered 1.8
2024-12-07

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

gdskins.com
yearsRegistered 10.1
2016-08-09

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tf2royal.com
yearsRegistered 4.1
2022-08-17

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tf2hunt.com
yearsRegistered 8.7
2018-01-13

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Skin Casino

Skin Upgrader

Skin Casino

Case Opening

Case Opening

TF2 Gambling

TF2 Gambling

65/93


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsplits.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/splits.gg.json
https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://rdap.identitydigital.services/rdap/domain/upgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fupgrader.pro
https://rdap.radix.host/rdap/domain/upgauth.space
https://rdap.radix.host/rdap/domain/upgauth.space
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/upgrader.pro.json
https://rdap.centralnic.com/fans/domain/skin.fans
https://rdap.centralnic.com/fans/domain/skin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.fans
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.fans.json
https://rdap.nic.one/domain/hotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://rdap.nic.one/domain/hotpizza.one
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hotpizza.one.json
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://rdap.verisign.com/com/v1/domain/g4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg4skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g4skins.com.json
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2royal.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://rdap.verisign.com/com/v1/domain/tf2auth.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2royal.com.json
https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://rdap.verisign.com/com/v1/domain/tf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2hunt.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://rdap.verisign.com/com/v1/domain/rstspcl.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2hunt.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

tf2.bet

yearsRegistered 8.4
2018-05-06

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

openstars.gg
daysRegistered 131
2026-05-13

2 IP2WHOIS

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.skins.com
yearsRegistered 25.1
2001-08-08

RDAP ~ - skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

white.market
yearsRegistered 9.6
2017-03-01

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

moon.market
yearsRegistered 7.6
2019-02-27

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

csgofloat.com
yearsRegistered 11.0
2015-09-29

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

auth.skin.land
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

tf2.bet/coinflip
yearsRegistered 8.4
2018-05-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

openstars.gg
daysRegistered 131
2026-05-13

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

skins.com
yearsRegistered 25.1
2001-08-08

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

white.market
yearsRegistered 9.6
2017-03-01

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

moon.market
yearsRegistered 7.6
2019-02-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csfloat.com
yearsRegistered 5.2
2021-07-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skin.land
yearsRegistered 4.7
2022-01-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

TF2 Gambling

Skin Casino

CS2 Market

P2P Market

P2P Market

P2P Market

Skins Market

66 /93


https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://rdap.identitydigital.services/rdap/domain/tf2.bet
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2.bet.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenstars.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openstars.gg.json
https://rdap.verisign.com/com/v1/domain/skins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.com
https://rdap.verisign.com/com/v1/domain/skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.com.json
https://rdap.identitydigital.services/rdap/domain/white.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwhite.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://rdap.identitydigital.services/rdap/domain/white.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/white.market.json
https://rdap.identitydigital.services/rdap/domain/moon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmoon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://rdap.identitydigital.services/rdap/domain/moon.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/moon.market.json
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://rdap.verisign.com/com/v1/domain/csfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsfloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://rdap.verisign.com/com/v1/domain/csgofloat.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csfloat.com.json
https://rdap.identitydigital.services/rdap/domain/skin.land
https://rdap.identitydigital.services/rdap/domain/skin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.land
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.land.json

arlsuawVl / gulidoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

haloskins.com
yearsRegistered 2.8
2023-12-10

2 RDAP

SAME HOST Host in
supplied OpenlID URL
2 2026-09-19 - capture

buff.163.com
yearsRegistered 29.0
1997-09-15

RDAP ~ - 163.com
(parent)

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

dota2.net
yearsRegistered 14.9
2011-10-29

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-

Jzandl / sannni Il GUaidl

haloskins.com
yearsRegistered 2.8
2023-12-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

buff.163.com
yearsRegistered 29.0
1997-09-15

RDAP ~ - 163.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

market.csgo.com
yearsRegistered 26.6
2000-02-07

RDAP ~ - csgo.com
(parent)

Open Steam Link Filter

2 09-19 - capture

skinport.app
yearsRegistered 6.3
2020-06-20

2 RDAP

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

api.skinflow.gg
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.skin.place

Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

skinsmonkey.com
yearsRegistered 5.7
2021-01-06

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

ZFilter status is a
separate check

skinport.com
yearsRegistered 8.0
2018-09-05

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinflow.gg
yearsRegistered 3.8
2022-11-26

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

skin.place
yearsRegistered 6.0
2020-09-23

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinsmonkey.com
yearsRegistered 5.7
2021-01-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Skins Market

Corporate Market

P2P Marketplace

Regulated Market

Marketplace/Swap

Skins Market

Instant Swap

67 /93


https://rdap.verisign.com/com/v1/domain/haloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhaloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://rdap.verisign.com/com/v1/domain/haloskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/haloskins.com.json
https://rdap.verisign.com/com/v1/domain/163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.163.com
https://rdap.verisign.com/com/v1/domain/163.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.163.com.json
https://rdap.verisign.com/com/v1/domain/csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarket.csgo.com
https://rdap.verisign.com/net/v1/domain/dota2.net
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/market.csgo.com.json
https://rdap.verisign.com/com/v1/domain/skinport.com
https://rdap.verisign.com/com/v1/domain/skinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinport.com
https://pubapi.registry.google/rdap/domain/skinport.app
https://pubapi.registry.google/rdap/domain/skinport.app
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinport.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinflow.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinflow.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinflow.gg.json
https://rdap.identitydigital.services/rdap/domain/skin.place
https://rdap.identitydigital.services/rdap/domain/skin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.place
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.place.json
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://rdap.verisign.com/com/v1/domain/skinsmonkey.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinsmonkey.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

skinbaron.com
yearsRegistered 10.7
2015-12-22

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

dota2.net
yearsRegistered 14.9
2011-10-29

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

login.pirateswap.com
yearsRegistered 6.0
2020-09-22

RDAP ~ - pirateswap.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

mannco.store
yearsRegistered 8.6
2018-03-02

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.skinswap.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

exeskins.com
yearsRegistered 2.1
2024-08-14

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

balticskins.com
daysRegistered 153
2026-04-21

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

Jzandl / sannni Il GUaidl

skinbaron.de

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

rust.tm

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

pirateswap.com
yearsRegistered 6.0
2020-09-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

mannco.store
yearsRegistered 8.6
2018-03-02

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinswap.com
yearsRegistered 9.9
2016-11-14

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

exeskins.com
yearsRegistered 2.1
2024-08-14

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

balticskins.com
daysRegistered 153
2026-04-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Corporate Market

Rust Market

Instant Swap

TF2 Marketplace

Instant Swap

P2P Market

Skins Market
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https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbaron.de
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://rdap.verisign.com/com/v1/domain/skinbaron.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbaron.de.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frust.tm
https://rdap.verisign.com/net/v1/domain/dota2.net
https://rdap.verisign.com/net/v1/domain/dota2.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rust.tm.json
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpirateswap.com
https://rdap.verisign.com/com/v1/domain/pirateswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pirateswap.com.json
https://rdap.radix.host/rdap/domain/mannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://rdap.radix.host/rdap/domain/mannco.store
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/mannco.store.json
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://rdap.verisign.com/com/v1/domain/skinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinswap.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinswap.com.json
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fexeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://rdap.verisign.com/com/v1/domain/exeskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/exeskins.com.json
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbalticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://rdap.verisign.com/com/v1/domain/balticskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/balticskins.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

cs.trade
yearsRegistered 8.9
2017-11-14

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

api.rapidskins.com
yearsRegistered 4.5
2022-03-11

RDAP ~ - rapidskins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

connect-tradeit.com
yearsRegistered 4.6
2022-02-23

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

api.49skins.com
yearsRegistered 3.4
2023-04-19

RDAP ~ - 49skins.com
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

api.skinvault.gg
yearsRegistered 3.4
2023-05-06

IP2WHOIS ~ - skinvault.gg

(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

aim.market
yearsRegistered 3.3
2023-05-22

2 RDAP

SAME HOST Host in
supplied OpenlID URL
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

cs.trade
yearsRegistered 8.9
2017-11-14

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rapidskins.com
yearsRegistered 4.5
2022-03-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tradeit.gg
yearsRegistered 9.1
2017-08-21

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

49skins.com
yearsRegistered 3.4
2023-04-19

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinvault.gg
yearsRegistered 3.4
2023-05-06

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

aim.market
yearsRegistered 3.3
2023-05-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Instant Swap

CS2 Market

CS2 Market

CS2 Market

CS2 Market

Skins Trading
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https://rdap.nic.trade/domain/cs.trade
https://rdap.nic.trade/domain/cs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.trade
https://rdap.nic.trade/domain/cs.trade
https://rdap.nic.trade/domain/cs.trade
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.trade.json
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frapidskins.com
https://rdap.verisign.com/com/v1/domain/rapidskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rapidskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tradeit.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeit.gg
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://rdap.verisign.com/com/v1/domain/connect-tradeit.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeit.gg.json
https://rdap.verisign.com/com/v1/domain/49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F49skins.com
https://rdap.verisign.com/com/v1/domain/49skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/49skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinvault.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinvault.gg.json
https://rdap.identitydigital.services/rdap/domain/aim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Faim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://rdap.identitydigital.services/rdap/domain/aim.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/aim.market.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

auth.skinout.gg
yearsRegistered 5.6
2021-02-27

IP2WHOIS ~ - skinout.gg
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

ntskins.com
daysRegistered 230
2026-02-03

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

gamerpay.gg
yearsRegistered 6.0
2020-10-02

2 WHOISFREAKS

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

scrap.tf
yearsRegistered 14.0
2012-09-03

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

marketplace.tf
yearsRegistered 14.0
2012-09-19

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

skinscash.live
yearsRegistered 6.8
2019-12-05

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

cn2.easylot.net
yearsRegistered 10.0
2016-09-03

RDAP ~ - easylot.net
(parent)

SEPARATE DOMAIN Return
hostname captured 2026-
2 09-19 - capture

Jzandl / sannni Il GUaidl

skinout.gg
yearsRegistered 5.6
2021-02-27

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

ntskins.com
daysRegistered 230
2026-02-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

gamerpay.gg
yearsRegistered 6.0
2020-10-02

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

scrap.tf
yearsRegistered 14.0
2012-09-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

marketplace.tf
yearsRegistered 14.0
2012-09-19

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skins.cash
yearsRegistered 10.5
2016-03-30

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgo.net
yearsRegistered 14.2
2012-07-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Instant Sell Portal

Skins Trading

P2P Portal

TF2 Scrap Swap

TF2 Cashout

Instant Cashout

Case Opening

70/93


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinout.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinout.gg.json
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://rdap.verisign.com/com/v1/domain/ntskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ntskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamerpay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamerpay.gg.json
https://rdap.nic.tf/domain/scrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://rdap.nic.tf/domain/scrap.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scrap.tf.json
https://rdap.nic.tf/domain/marketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmarketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://rdap.nic.tf/domain/marketplace.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/marketplace.tf.json
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://rdap.identitydigital.services/rdap/domain/skins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.cash
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://rdap.identitydigital.services/rdap/domain/skinscash.live
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.cash.json
https://rdap.verisign.com/net/v1/domain/csgo.net
https://rdap.verisign.com/net/v1/domain/csgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo.net
https://rdap.verisign.com/net/v1/domain/easylot.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo.net.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

auth.cybershoke.net
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.fastcup.net
yearsRegistered 14.6
2012-02-16

RDAP ~ - fastcup.net
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

leetify.com
yearsRegistered 7.6
2019-03-01

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

scope.gg
yearsRegistered 7.8

2018-12-10

2 IP2WHOIS

SAME HOST Host in
supplied OpenlID URL
2 2026-09-19 - capture

api.tradeupspy.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

api.cs.deals
yearsRegistered 9.8

2016-12-03
RDAP ~ - cs.deals
(parent)

OWN SUBDOMAIN Return
hostname captured 2026-
2 09-19 - capture

pricempire.com
yearsRegistered 6.6
2020-01-30

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

cybershoke.net
yearsRegistered 6.8
2019-11-18

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

fastcup.net
yearsRegistered 14.6
2012-02-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

leetify.com
yearsRegistered 7.6
2019-03-01

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

scope.ggd
yearsRegistered 7.8

2018-12-10

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

tradeupspy.com
yearsRegistered 6.5
2020-03-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

cs.deals
yearsRegistered 9.8
2016-12-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

pricempire.com
yearsRegistered 6.6
2020-01-30

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Community Hub

Matchmaker Hub

SaaS Analytics

SaaS Analytics

SaaS Tools

Marketplace

SaaS Price DB
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https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://rdap.verisign.com/net/v1/domain/cybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcybershoke.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cybershoke.net.json
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffastcup.net
https://rdap.verisign.com/net/v1/domain/fastcup.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/fastcup.net.json
https://rdap.verisign.com/com/v1/domain/leetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fleetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://rdap.verisign.com/com/v1/domain/leetify.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/leetify.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fscope.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/scope.gg.json
https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://rdap.verisign.com/com/v1/domain/tradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftradeupspy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tradeupspy.com.json
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.deals
https://rdap.identitydigital.services/rdap/domain/cs.deals
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.deals.json
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fpricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://rdap.verisign.com/com/v1/domain/pricempire.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/pricempire.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

/ logzlall a83Lasll Glai
Sasll

FSB Market
yearsRegistered 7.2
2019-07-27

2 RDAP

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

www.z2u.com
yearsRegistered 26.9
1999-11-10

RDAP ~ - z2u.com
(parent)

SAME HOST Same
hostname captured 2026-
2 09-19 - capture

www.csgoroll.com
Registry date
unavailableRegistry date
unavailable

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

rbsnin.com
daysRegistered 2026- 3
09-18

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

FSB Market
yearsRegistered 7.2
2019-07-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

z2u.com
yearsRegistered 26.9
1999-11-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoroll.com
yearsRegistered 11.6
2015-02-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rollbit.com
yearsRegistered 11.9
2014-11-08

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

casino.500
yearsRegistered 5.9
2020-11-08

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgobig.com
yearsRegistered 11.4
2015-04-12

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

casedrop.com
yearsRegistered 14.8
2011-12-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Mass Blackmarket

Ready-Account Hub

Skin Gambling

Crypto Casino

Licenced Casino

Roulette/Slots

Case Opening

72/93


https://rdap.identitydigital.services/rdap/domain/lzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://rdap.identitydigital.services/rdap/domain/lzt.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lzt.market.json
https://rdap.verisign.com/com/v1/domain/z2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fz2u.com
https://rdap.verisign.com/com/v1/domain/z2u.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/z2u.com.json
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://rdap.verisign.com/com/v1/domain/csgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoroll.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoroll.com.json
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://rdap.verisign.com/com/v1/domain/rollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frollbit.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://rdap.verisign.com/com/v1/domain/rbsnin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rollbit.com.json
https://rdap.identitydigital.services/rdap/domain/500.casino
https://rdap.identitydigital.services/rdap/domain/500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F500.casino
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/500.casino.json
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://rdap.verisign.com/com/v1/domain/csgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobig.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobig.com.json
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://rdap.verisign.com/com/v1/domain/casedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcasedrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/casedrop.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Verification challenge
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Consent required 2026-
2 09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Jzandl / sannni Il GUaidl

banditcamp.com
yearsRegistered 12.2
2014-06-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinbox.com
yearsRegistered 18.8
2007-12-20

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tastydrop.com
yearsRegistered 6.1
2020-08-29

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgopolygon.gg
yearsRegistered 6.5
2020-03-28

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

magicdrop.ru
yearsRegistered 10.3
2016-05-16

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

csdice.com
yearsRegistered 3.8
2022-11-23

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinodds.com
yearsRegistered 1.2
2025-06-26

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Rust Casino

Case Opening

Case Opening

Roulette Casino

Case Opening

Dice Casino

Upgrader Casino

73793


https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://rdap.verisign.com/com/v1/domain/banditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbanditcamp.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/banditcamp.com.json
https://rdap.verisign.com/com/v1/domain/skinbox.com
https://rdap.verisign.com/com/v1/domain/skinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbox.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbox.com.json
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://rdap.verisign.com/com/v1/domain/tastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftastydrop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tastydrop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgopolygon.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgopolygon.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgopolygon.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/magicdrop.ru.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fmagicdrop.ru
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/magicdrop.ru.json
https://rdap.verisign.com/com/v1/domain/csdice.com
https://rdap.verisign.com/com/v1/domain/csdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsdice.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csdice.com.json
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://rdap.verisign.com/com/v1/domain/skinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinodds.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinodds.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Website returned an error
2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Consent required 2026-
2 09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Jzandl / sannni Il GUaidl

csgowin.com
yearsRegistered 12.0
2014-09-18

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgorun.net
yearsRegistered 7.3
2019-06-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

openskins.com
yearsRegistered 3.6
2023-02-26

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.com
yearsRegistered 7.6
2019-02-07

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgomagic.com
yearsRegistered 9.4
2017-05-01

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgobounty.com
yearsRegistered 11.5
2015-03-26

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

ezskins.com
yearsRegistered 27.5
1999-03-11

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Skin Roulette

Crash Casino

Case Opening

Rust Gambling

Skin Roulette

Upgrader/Contract

Skin Roulette

74793


https://rdap.verisign.com/com/v1/domain/csgowin.com
https://rdap.verisign.com/com/v1/domain/csgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgowin.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgowin.com.json
https://rdap.verisign.com/net/v1/domain/csgorun.net
https://rdap.verisign.com/net/v1/domain/csgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgorun.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgorun.net.json
https://rdap.verisign.com/com/v1/domain/openskins.com
https://rdap.verisign.com/com/v1/domain/openskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fopenskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/openskins.com.json
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://rdap.verisign.com/com/v1/domain/rustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.com.json
https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://rdap.verisign.com/com/v1/domain/csgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgomagic.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgomagic.com.json
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://rdap.verisign.com/com/v1/domain/csgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgobounty.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgobounty.com.json
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://rdap.verisign.com/com/v1/domain/ezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fezskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/ezskins.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Consent required 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Check timed out 2026-09-

219 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

rustcases.com
yearsRegistered 7.2
2019-06-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoreaper.com
yearsRegistered 11.1
2015-08-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgocases.com
yearsRegistered 12.3
2014-06-08

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgo-skins.com
yearsRegistered 11.2
2015-07-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgonet.com
yearsRegistered 8.8
2017-12-05

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

wtfskins.com
yearsRegistered 9.0
2017-10-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

flamecases.com
yearsRegistered 10.0
2016-09-18

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Case Opening

Skin Roulette

Skin Casino

Case Upgrader

Case Opening

Skin Roulette

Case Casino

75/93


https://rdap.verisign.com/com/v1/domain/rustcases.com
https://rdap.verisign.com/com/v1/domain/rustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustcases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustcases.com.json
https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://rdap.verisign.com/com/v1/domain/csgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoreaper.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoreaper.com.json
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://rdap.verisign.com/com/v1/domain/csgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgocases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgocases.com.json
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://rdap.verisign.com/com/v1/domain/csgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-skins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-skins.com.json
https://rdap.verisign.com/com/v1/domain/csgonet.com
https://rdap.verisign.com/com/v1/domain/csgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgonet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgonet.com.json
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://rdap.verisign.com/com/v1/domain/wtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwtfskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/wtfskins.com.json
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://rdap.verisign.com/com/v1/domain/flamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fflamecases.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/flamecases.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

No visible Steam sign-in
2 2026-09-19 - capture

sc-auth.net
yearsRegistered 7.5
2019-04-02

2 RDAP

SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

Route not confirmed
Consent required 2026-
2 09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Consent required 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

gamedom.com
yearsRegistered 11.7
2015-01-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skin.club
yearsRegistered 9.0
2017-09-04

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

daddyskins.com
yearsRegistered 9.9
2016-10-19

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustix.gg
yearsRegistered 1.7
2025-01-16

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

skins.club
yearsRegistered 4.2
2022-07-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgohouse.org
daysRegistered 146
2026-04-28

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinrave.net
daysRegistered 216
2026-02-17

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Crypto Casino

Case Battles

Case Opening

Rust Gambling

Skin Upgrade

Skin Roulette

Skin Casino

76 /93


https://rdap.verisign.com/com/v1/domain/gamedom.com
https://rdap.verisign.com/com/v1/domain/gamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamedom.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamedom.com.json
https://rdap.nic.club/domain/skin.club
https://rdap.nic.club/domain/skin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskin.club
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://rdap.verisign.com/net/v1/domain/sc-auth.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skin.club.json
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://rdap.verisign.com/com/v1/domain/daddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdaddyskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/daddyskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustix.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustix.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustix.gg.json
https://rdap.nic.club/domain/skins.club
https://rdap.nic.club/domain/skins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskins.club
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skins.club.json
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://rdap.publicinterestregistry.org/rdap/domain/csgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgohouse.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgohouse.org.json
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://rdap.verisign.com/net/v1/domain/skinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinrave.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinrave.net.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Check timed out 2026-09-
219 - capture

Route not confirmed
Check timed out 2026-09-

2 19 - capture

Route not confirmed
Check timed out 2026-09-

2 19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Route not confirmed
Check timed out 2026-09-

219 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Jzandl / sannni Il GUaidl

bloodycase.gg
daysRegistered 2026- 19
09-02

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

csgoclicker.com
yearsRegistered 8.3
2018-05-17

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustbet.gg
yearsRegistered 4.0
2022-09-30

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

cs-drop.com
daysRegistered 262
2026-01-02

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

hellstore.net
yearsRegistered 11.7
2015-01-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustloot.com
daysRegistered 354
2025-10-02

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgo-case.com
yearsRegistered 10.3
2016-05-16

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Case Opening

Clicker/Upgrade

Rust Roulette

Case Opening

Skin Roulette

Rust Casino

Case Opening

771793


https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/bloodycase.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbloodycase.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bloodycase.gg.json
https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://rdap.verisign.com/com/v1/domain/csgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoclicker.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoclicker.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/rustbet.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustbet.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustbet.gg.json
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://rdap.verisign.com/com/v1/domain/cs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs-drop.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs-drop.com.json
https://rdap.verisign.com/net/v1/domain/hellstore.net
https://rdap.verisign.com/net/v1/domain/hellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fhellstore.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/hellstore.net.json
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://rdap.verisign.com/com/v1/domain/rustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustloot.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustloot.com.json
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://rdap.verisign.com/com/v1/domain/csgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgo-case.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgo-case.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Website returned an error
2 2026-09-19 - capture

services.rainbet.com
Registry date
unavailableRegistry date
unavailable

OWN SUBDOMAIN Host in
supplied OpenlID URL

2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Jzandl / sannni Il GUaidl

csgogem.com
yearsRegistered 9.9
2016-10-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rainbet.com
yearsRegistered 8.8
2017-11-26

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustclash.com
yearsRegistered 5.4
2021-05-09

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

12cs.fail
daysRegistered 181
2026-03-24

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

www.tf2easy.com
yearsRegistered 6.3
2020-06-02

RDAP ~ - tf2easy.com
(parent)

Open Steam Link Filter
ZFilter status is a
separate check

tf2blaze.com
yearsRegistered 7.6
2019-01-28

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

shuffle.com
yearsRegistered 30.1
1996-07-31

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Skin Casino

Crypto Casino

Rust Casino

Crash Casino

TF2 Gambling

TF2 Gambling

Crypto Casino

78/93


https://rdap.verisign.com/com/v1/domain/csgogem.com
https://rdap.verisign.com/com/v1/domain/csgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgogem.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgogem.com.json
https://rdap.verisign.com/com/v1/domain/rainbet.com
https://rdap.verisign.com/com/v1/domain/rainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frainbet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rainbet.com.json
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://rdap.verisign.com/com/v1/domain/rustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustclash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustclash.com.json
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://rdap.identitydigital.services/rdap/domain/12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2F12cs.fail
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/12cs.fail.json
https://rdap.verisign.com/com/v1/domain/tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwww.tf2easy.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2easy.com.json
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://rdap.verisign.com/com/v1/domain/tf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2blaze.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2blaze.com.json
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://rdap.verisign.com/com/v1/domain/shuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshuffle.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shuffle.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Login not resolved 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

auth.dota.trade
Registry date
unavailableRegistry date
unavailable

SEPARATE DOMAIN Host
in supplied OpenlID URL

2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

waxpeer.com
yearsRegistered 7.3
2019-05-20

2 RDAP

SAME HOST Host in
supplied OpenlID URL

2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

buff.market
yearsRegistered 5.9
2020-10-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

avan.market
yearsRegistered 8.3
2018-05-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

cs.money
yearsRegistered 11.0
2015-09-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

uuskins.com
yearsRegistered 2.6
2024-01-29

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

youpin898.com
yearsRegistered 6.1
2020-08-27

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

c5game.com
yearsRegistered 10.5
2016-03-20

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

waxpeer.com
yearsRegistered 7.3
2019-05-20

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

CS2 Market

CS2 Market

Trading Engine

P2P Market

Mass Market

CS2 Market

P2P Marketplace

79/93


https://rdap.identitydigital.services/rdap/domain/buff.market
https://rdap.identitydigital.services/rdap/domain/buff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuff.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buff.market.json
https://rdap.identitydigital.services/rdap/domain/avan.market
https://rdap.identitydigital.services/rdap/domain/avan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Favan.market
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/avan.market.json
https://rdap.identitydigital.services/rdap/domain/cs.money
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://rdap.verisign.com/com/v1/domain/uuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fuuskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/uuskins.com.json
https://rdap.verisign.com/com/v1/domain/youpin898.com
https://rdap.verisign.com/com/v1/domain/youpin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fyoupin898.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/youpin898.com.json
https://rdap.verisign.com/com/v1/domain/c5game.com
https://rdap.verisign.com/com/v1/domain/c5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fc5game.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/c5game.com.json
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fwaxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://rdap.verisign.com/com/v1/domain/waxpeer.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/waxpeer.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

[ log=lall a9sbaodl GUas

)-A-‘JI

auth.dota.trade
Registry date

unavailableRegistry date

unavailable
SEPARATE DOMAIN Host
in supplied OpenlID URL
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed

Not an external login site

2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed

Login not resolved 2026-

2 09-19 - capture

Jzandl / sannni Il GUaidl

cs.money
yearsRegistered 11.0
2015-09-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

dmarket.com
yearsRegistered 30.2
1996-07-03

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

steamcommunity.com/

market
yearsRegistered 20.3
2006-05-28

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

lootfarm.com
yearsRegistered 11.9
2014-10-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

rustskins.com
yearsRegistered 7.6
2019-01-31

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

krakatoa.com
yearsRegistered 26.4
2000-05-15

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

shadowpay.com
yearsRegistered 10.1
2016-08-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Bot Trading

US Marketplace

Official Market

Trading Platform

Rust Market

CS2 Market

P2P Marketplace

80/93


https://rdap.identitydigital.services/rdap/domain/cs.money
https://rdap.identitydigital.services/rdap/domain/cs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs.money
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs.money.json
https://rdap.verisign.com/com/v1/domain/dmarket.com
https://rdap.verisign.com/com/v1/domain/dmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdmarket.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dmarket.com.json
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://rdap.verisign.com/com/v1/domain/steamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcommunity.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcommunity.com.json
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://rdap.verisign.com/com/v1/domain/lootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootfarm.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootfarm.com.json
https://rdap.verisign.com/com/v1/domain/rustskins.com
https://rdap.verisign.com/com/v1/domain/rustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Frustskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/rustskins.com.json
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://rdap.verisign.com/com/v1/domain/krakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkrakatoa.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/krakatoa.com.json
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://rdap.verisign.com/com/v1/domain/shadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fshadowpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/shadowpay.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

igxe.cn
yearsRegistered 15.0
2011-09-06

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

swap.gg
yearsRegistered 9.6
2017-01-29

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

bitskins.com
yearsRegistered 11.2
2015-07-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tf2mart.com
yearsRegistered 1.1
2025-08-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

skinbid.com
yearsRegistered 10.2
2016-06-29

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

lootbear.com
yearsRegistered 8.7
2018-01-16

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

backpack.tf
yearsRegistered 14.4
2012-05-09

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Chinese Powerhouse

Automated Swap

Cash-out Portal

TF2 Automation

Skin Auctions

Skin Rental

TF2 Valuation
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https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/igxe.cn.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Figxe.cn
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/igxe.cn.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/swap.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fswap.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/swap.gg.json
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://rdap.verisign.com/com/v1/domain/bitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbitskins.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/bitskins.com.json
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://rdap.verisign.com/com/v1/domain/tf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftf2mart.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tf2mart.com.json
https://rdap.verisign.com/com/v1/domain/skinbid.com
https://rdap.verisign.com/com/v1/domain/skinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinbid.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinbid.com.json
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://rdap.verisign.com/com/v1/domain/lootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flootbear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/lootbear.com.json
https://rdap.nic.tf/domain/backpack.tf
https://rdap.nic.tf/domain/backpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbackpack.tf
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/backpack.tf.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Website returned an error
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Check timed out 2026-09-

2 19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

stntrading.eu

Registry date
unavailableRegistry date
unavailable

Open Steam Link Filter
ZFilter status is a
separate check

skinwallet.com
yearsRegistered 18.0
2008-09-14

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

dota2market.com
yearsRegistered 12.2
2014-07-24

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

xplay.gg
yearsRegistered 5.3
2021-06-13

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

esportal.com
yearsRegistered 26.8
1999-12-20

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

gamersclub.com.br
yearsRegistered 11.2
2015-06-29

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

epidemic.gg
yearsRegistered 4.9
2021-11-03

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

TF2 Botnet

Instant Cashout

Dota 2 Market

Server Network

Matchmaking Portal

LATAM Hub

SaaS Tools
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https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fstntrading.eu
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/stntrading.eu.json
https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://rdap.verisign.com/com/v1/domain/skinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fskinwallet.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/skinwallet.com.json
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://rdap.verisign.com/com/v1/domain/dota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2market.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2market.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/xplay.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fxplay.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/xplay.gg.json
https://rdap.verisign.com/com/v1/domain/esportal.com
https://rdap.verisign.com/com/v1/domain/esportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fesportal.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/esportal.com.json
https://rdap.registro.br/domain/gamersclub.com.br
https://rdap.registro.br/domain/gamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fgamersclub.com.br
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/gamersclub.com.br.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/epidemic.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fepidemic.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/epidemic.gg.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Website did not load
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Jzandl / sannni Il GUaidl

cs2stash.com
yearsRegistered 3.5
2023-03-05

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgoskins.gg
yearsRegistered 6.8
2019-12-21

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

steamanalyst.com
yearsRegistered 12.6
2014-02-21

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

steamcardexchange.ne
t

yearsRegistered 13.3
2013-05-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

dotabuff.com
yearsRegistered 14.2
2012-06-22

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

tracker.gg
yearsRegistered 8.9
2017-10-12

2 IP2WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

funpay.com
yearsRegistered 17.0
2009-09-06

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

SaaS Index

SaaS Index

SaaSs Index

Trading Exchange

SaaS Tracker

SaaS Tracker

Account Exchange
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https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://rdap.verisign.com/com/v1/domain/cs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcs2stash.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/cs2stash.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/csgoskins.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgoskins.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgoskins.gg.json
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://rdap.verisign.com/com/v1/domain/steamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamanalyst.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamanalyst.com.json
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://rdap.verisign.com/net/v1/domain/steamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamcardexchange.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamcardexchange.net.json
https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://rdap.verisign.com/com/v1/domain/dotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdotabuff.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dotabuff.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/tracker.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ftracker.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/tracker.gg.json
https://rdap.verisign.com/com/v1/domain/funpay.com
https://rdap.verisign.com/com/v1/domain/funpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Ffunpay.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/funpay.com.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Website returned an error
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Verification challenge
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Jzandl / sannni Il GUaidl

playerauctions.com
yearsRegistered 26.3
2000-06-13

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eldorado.gg
yearsRegistered 8.0
2018-09-12

2 WHOISFREAKS
Open Steam Link Filter
ZFilter status is a
separate check

g2a.com
yearsRegistered 24.8
2001-12-09

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

kinguin.net
yearsRegistered 16.8
2009-12-17

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

g2g.com
yearsRegistered 31.1
1995-08-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

playerup.com
yearsRegistered 19.3
2007-05-30

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

smurfhub.net
yearsRegistered 2.7
2023-12-26

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eVl acgazall / asaxll

Grey Market

Account Portal

Mass Key Market

Mass Key Market

Virtual Services

Account Broker

Smurf Shop
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https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://rdap.verisign.com/com/v1/domain/playerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerauctions.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerauctions.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/eldorado.gg.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feldorado.gg
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eldorado.gg.json
https://rdap.verisign.com/com/v1/domain/g2a.com
https://rdap.verisign.com/com/v1/domain/g2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2a.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2a.com.json
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://rdap.verisign.com/net/v1/domain/kinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fkinguin.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/kinguin.net.json
https://rdap.verisign.com/com/v1/domain/g2g.com
https://rdap.verisign.com/com/v1/domain/g2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fg2g.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/g2g.com.json
https://rdap.verisign.com/com/v1/domain/playerup.com
https://rdap.verisign.com/com/v1/domain/playerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fplayerup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/playerup.com.json
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://rdap.verisign.com/net/v1/domain/smurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfhub.net
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfhub.net.json

asluawVl / guligoll
alsuuall

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

PHISHDESTROY / AR - CCO 1.0

| log=doll ads5Lasll HUas
ondl
Route not confirmed

Verification challenge
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Website returned an error
2 2026-09-19 - capture

Route not confirmed
Check timed out 2026-09-
219 - capture

Jzandl / sannni Il GUaidl

smurfaccounts.com
yearsRegistered 5.3
2021-05-18

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

buycsgorank.com
yearsRegistered 6.2
2020-07-09

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

csgosmurfkings.com
yearsRegistered 9.3
2017-06-08

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

smurfstore.co
yearsRegistered 8.6
2018-03-03

2 WHOIS

Open Steam Link Filter
ZFilter status is a
separate check

steamlviup.com
yearsRegistered 9.9
2016-11-10

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

steamlevels.com
yearsRegistered 10.6
2016-02-19

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

levelsteam.com
daysRegistered 2026- 79
07-04

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check
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Smurf Shop

Rank Shop

Smurf Shop

Smurf Shop

Card Leveling

Card Leveling

Card Leveling
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https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://rdap.verisign.com/com/v1/domain/smurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfaccounts.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfaccounts.com.json
https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://rdap.verisign.com/com/v1/domain/buycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuycsgorank.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buycsgorank.com.json
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://rdap.verisign.com/com/v1/domain/csgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fcsgosmurfkings.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgosmurfkings.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registry/smurfstore.co.json
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsmurfstore.co
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/smurfstore.co.json
https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://rdap.verisign.com/com/v1/domain/steamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlvlup.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlvlup.com.json
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://rdap.verisign.com/com/v1/domain/steamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevels.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevels.com.json
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://rdap.verisign.com/com/v1/domain/levelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Flevelsteam.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/levelsteam.com.json
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See dated evidence

No sourced measurement
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No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence

No sourced measurement
See dated evidence
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Route not confirmed

Login not resolved 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
Login not resolved 2026-
2 09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture

Route not confirmed
Website did not load
2 2026-09-19 - capture

Route not confirmed
No visible Steam sign-in
2 2026-09-19 - capture
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steamlevelu.com
yearsRegistered 6.0
2020-09-05

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

eloking.com
yearsRegistered 12.2
2014-07-02

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

boosteria.org
yearsRegistered 11.9
2014-10-20

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

overgear.com
yearsRegistered 14.4
2012-04-20

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

blazingboost.com
yearsRegistered 14.2
2012-06-23

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

dota2boost.com
yearsRegistered 2.9
2023-10-11

2 RDAP

Open Steam Link Filter
ZFilter status is a
separate check

buyboost.com
yearsRegistered 22.4
2004-04-30

» RDAP

Open Steam Link Filter
ZFilter status is a
separate check
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Card Leveling

Rank Boosting

Rank Boosting

Boosting SaaS

Boosting SaaS

Rank Boosting

Boosting SaaS
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https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://rdap.verisign.com/com/v1/domain/steamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fsteamlevelu.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/steamlevelu.com.json
https://rdap.verisign.com/com/v1/domain/eloking.com
https://rdap.verisign.com/com/v1/domain/eloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Feloking.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/eloking.com.json
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://rdap.publicinterestregistry.org/rdap/domain/boosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fboosteria.org
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/boosteria.org.json
https://rdap.verisign.com/com/v1/domain/overgear.com
https://rdap.verisign.com/com/v1/domain/overgear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fovergear.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/overgear.com.json
https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://rdap.verisign.com/com/v1/domain/blazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fblazingboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/blazingboost.com.json
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://rdap.verisign.com/com/v1/domain/dota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fdota2boost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/dota2boost.com.json
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://rdap.verisign.com/com/v1/domain/buyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://steamcommunity.com/linkfilter/?url=https%3A%2F%2Fbuyboost.com
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/buyboost.com.json
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https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit.json
https://phishdestroy.io/steam_dossier/steam_tos_assets/domain-registration.json
https://phishdestroy.io/steam_dossier/ar/steam_evidence_archive.html
https://help.steampowered.com/en/faqs/view/365F-4BEE-2AE2-7BDD
https://help.steampowered.com/en/faqs/view/365F-4BEE-2AE2-7BDD
https://store.steampowered.com/privacy_agreement/#8
https://store.steampowered.com/privacy_agreement/#8
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
https://web.archive.org/web/20260921021648/https://store.steampowered.com/privacy_agreement/
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To: Valve Privacy Team
Subject: Article 15 GDPR request — account security records

Account / SteamID: [YOUR ACCOUNT IDENTIFIER]
Relevant period (UTC): [START] to [END]
Related support tickets: [TICKET REFERENCES]

:I request a copy of the personal data concerning me that you retain for this period, including

API-key registration, confirmation, use and revocation events, with available timestamps, source .1
.IP addresses, registered domains, device or user-agent information and non-secret key identifiers

Recorded account-recovery actions, password/email/phone changes, Steam Guard removals or resets, .2
.confirmation events and the account-related evidence relied on to authorize those actions

Personal data in support-access and administrative-action logs concerning my account, including .3
available dates, purposes, actions and the support entity involved, subject to applicable rights of
.others

Account-related records used to determine any sanction, and available records of my complaints, .4
.reviews and responses

Please also provide the applicable processing purposes, categories, recipients, retention periods or
.criteria, and available information about sources where data were not obtained from me

Where processing relies on my consent, please provide the retained record of the consent relied upon
.and the wording presented at that time

Please provide an intelligible electronic copy with time zones and field definitions. Please do not
include active credentials or secret tokens. If any requested data are not held, please say so. For
any withheld data, please identify the scope and legal basis of the restriction and provide the
.remainder

Please acknowledge receipt and respond within the applicable Article 12 period, explaining any
necessary extension. I also ask you to preserve relevant existing records while this request is
.handled

Name: [YOUR NAME]
Date: [DATE]
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https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://web.archive.org/web/20260920024236/https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
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https://phishdestroy.io/steam_dossier/ar/steam_enforcement_evidence.html#support-records
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	ما الذي يثبته هذا؟
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	جلسة واحدة. إمكانية وصول أكبر مما يراه المستخدم.
	. عدم كفاية المصادقة المتدرجة1
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