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Forensic Longitudinal Audit - 2016 Cease & Desist Targets

The 10-Day Notice Decade: Forensic Survival Audit of the 23 Named Sites

On 19-20 July 2016, Valve General Counsel Karl Quackenbush issued formal cease-and-desist notices to
23 skin gambling platforms, ordering them to cease commercial use of Steam accounts within 10 days under
threat of account termination and legal action. Over 3,700 days later, an empirical audit reveals the true
pattern of enforcement: multiple operators never ceased operations, others ran for up to six years after the
deadline, and the multi-billion-dollar ecosystem continued to leverage Valve's OpenlID architecture.

5+ LIVE

Defiantly operational in 2026 (CSGOBIig, CSGO500, CSGOFast, etc.)

6 YEARS

Longest post-notice run before closure (CSGOatse active through 2022)

$5.01B

2016 skin wagering volume (Narus / Eilers & Krejcik)

200+

Active skin gambling sites operating at market peak

Platform / Domain

CSGOBiIg
csgobig.com

CSGO500
csgo500.com /
500.casino

CSGOFast
csgofast.com

CSGOLounge /
Dota2Lounge
csgolounge.com /
dota2lounge.com

CSGOCasino
csgocasino.net /
csgocasino.gg

CSGOatse
csgoatse.com

CSGOSweep
csgosweep.com

CSGOWwild
csgowild.com

CSGOPot
csgopot.com

CSGODiamonds
csgodiamonds.com

July 2016
Notice

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

Enforcement Outcome & Survival Status

STILL LIVE IN 2026
Temporarily paused, relaunched; authenticates via
letmeinbig.com & csgobiglogin.com

STILL LIVE IN 2026

Rebranded into 500 Casino (Curagao license #8048/JAZ2014-

037), multi-million monthly turnover

STILL LIVE IN 2026
Actively operating roulette, crash, and jackpot via steam-
login.authtofast.com

STILL LIVE IN 2026
Pivoted to esports coin wagering and crypto betting;
maintained continuous operation

LIVE VIA SUCCESSOR (2026)
Domain redirected; active successor portal operates under
csgocasino.gg

SURVIVED 6 YEARS (ACTIVE TO 2022)
Continued full gambling operations for six years following
Valve's 10-day ultimatum

SURVIVED TO DEC 2017
Operated publicly for 17 months after deadline

SURVIVED TO DEC 2017
Promoted by major influencers; ran for 1.5 years post-C&D
before crypto migration

SURVIVED TO SEPT 2017
Operated high-stakes jackpot betting 14 months past notice

SURVIVED TO MID 2017
Ran through 2017 despite admitted outcome tampering for
sponsored streamers

Recorded Verification /
Primary Links

X: @csgobig_~ - EB:
csgobigofficial »

Live Platform (500.casino)

Dossier Auth Audit 2

Live Platform 2~

Successor Domain 2

X: @CSGOatsecom
(Active to 2022)_~»

X: CSGOSweep Status
Dec 2017 ~

X: @Wild (Active Dec
2017) ~»

X: @csgopot (Active Sep
2017) ~»

X: @csgodiamondscom
(2017) 2



https://x.com/csgobig
https://www.facebook.com/csgobigofficial/
https://www.facebook.com/csgobigofficial/
https://500.casino/
https://500.casino/
https://phishdestroy.io/steam_dossier/steam_tos_assets/auth-route-audit/csgofast.com.json
https://csgolounge.com/
https://csgocasino.gg/
https://x.com/CSGOatsecom
https://x.com/CSGOatsecom
https://x.com/CSGOSweep/status/937420902538543106
https://x.com/CSGOSweep/status/937420902538543106
https://x.com/Wild
https://x.com/Wild
https://x.com/csgopot
https://x.com/csgopot
https://x.com/csgodiamondscom
https://x.com/csgodiamondscom

Platform /| Domain

CSGOLotto
csgolotto.com

CSGODouble
csgodouble.com

CSGOMassive
csgomassive.com

CSGOStrong
csgostrong.com

Skins2
skins2.com

July 2016
Notice

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

10-Day Notice
(Jul 2016)

CLOSED JULY 2016

10-Day Notice
(Jul 2016)

order

CLOSED 2016

CLOSED 2016

CLOSED 2016

CLOSED JULY 2016
Shut down voluntarily immediately after C&D publication

Ceased public operations in late 2016

Ceased public operations in 2016

Ceased public operations in 2016

The Surviving Titans - 2024—-2026 Financial & Traffic Blueprint

Recorded Verification /
Primary Links

Enforcement Outcome & Survival Status

ETC Consent Order
(Docket C-4632) »

Shut down under public scandal; target of federal FTC consent

X: @CSGODouble
(Closed Jul 2016)_~

X: @csgo_massive 2

FB: csgostrongfree 2

EB: CSNCOM ~

From 10-Day Warnings to Offshore Conglomerates: The Multi-Billion-Dollar Turnover

Rather than eliminating skin gambling, Valve's 2016 notices catalyzed an industrial evolution. The surviving
operators restructured as offshore corporate entities (Curagao, Belize, Cyprus), pioneered Peer-to-Peer
(P2P) trading to bypass bot bans, and now process over 10 million monthly web visits and billions of
dollars in annual wagering handle while continuing to authenticate through Steam:

Monthly Traffic
Platform .
(Visits)
. 2.3M—9.0M/
CSGOEmpi
mo
re .
csgoempire Avg &+ min
g P duration; 80%
.com .
direct
2.74M — 3.5M /
CSGORoll  mo
csgoroll.co  Avg 9m 23s
m duration; 16%
bounce rate
500 Casino
(CSGO500) 220K — 425K /
500.casino  mo
/ ~105k unique
¢csgo500.co monthly visitors
m
. ~169,600 / mo
CSGOBig .
) Avg duration
csgobig.co
m 19m 12s; US
primary
~150K — 250K /

CSGOFast mo
csgofast.co
m language

audience

Global multi-

Estimated Turnover /
Volume

$1.5B — $2.5B Annual
Handle

>1,000,000 P2P skin
trades/mo; $6.4M active
liquid order floor

$1.0B — $2.0B Annual
Handle

Est. $100M—-$200M annual
corporate revenue from
house edge

$100k / week ($5.2M/yr) in
Royales

High-roller wagering
requirement: $400 wager
per $1 rakeback

Multi-Million Annual
Volume

Mystery boxes, roulette,
and case battles

Multi-Million Annual
Volume

High-velocity roulette and
crash games

Corporate Entity &
Jurisdiction

Moonrail Limited B.V.
(Curagao #148182)
Payments: JHOLT LTD
(Cyprus); Founder:
"Monarch" (Ossi Ketola)

Feral Holdings Limited
Headquartered in Belize
City, Belize (Reg #171519)

Perfect Storm B.V. (Curagao
#150536)

Curagao Gaming Control
Board license
OGL/2024/1354/0882

Operates via auxiliary proxy
routing

letmeinbig.com (reg 2023) &
csgobiglogin.com

Offshore operational entities
Routes Steam auth via
steam-login.authtofast.com

Key Regulatory Actions & Model

Pioneered 0% fee P2P item trading;
licensed Curagao OGL/2024/1183/0869

Banned by Australian ACMA (May 2023);
sponsored tier-1 team G2 Esports with
underage players

Banned by Swedish Spelinspektionen
(Nov 2023) for unlicensed targeting of
Swedish players

Target of July 2016 C&D; relaunched with
proxy auth architecture

Target of July 2016 C&D; never
discontinued operations; active in 2026


https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://x.com/CSGODouble
https://x.com/CSGODouble
https://x.com/csgo_massive
https://www.facebook.com/csgostrongfree/
https://www.facebook.com/CSNCOM/

Monthly Traffic Estimated Turnover / Corporate Entity &

Platform Key Regulatory Actions & Model

(Visits) Volume Jurisdiction

CSGOPoly ~300K — 500K / -

on mo Multi-Million Annual Second-wave target (Oct
g Volume 2016) Survived a full decade; continues skin
csgopolygo CIS and Eastern . ) Lo o
n.com / European Crypto & skin roulette, Pivoted to cryptocurrency liquidation via third-party APIs

) ‘p match betting with mirror domain plg.bet
plg.bet dominance

The Second Wave: Why Valve's C&D Targeted 43+ Sites in Total

On 17 October 2016, Valve's legal counsel formally disclosed to the Washington State Gambling
Commission that following the initial 23 notices on July 19, Valve had sent cease-and-desist letters to more
than 20 additional skin gambling sites (bringing the official total above 43). This second wave was
necessitated because the initial list inexplicably omitted the largest, most notorious gambling hubs in the
world:

¢ CSGOJackpot.com: The historic originator of skin jackpots, which handled hundreds of millions in
volume before shuttering under threat of federal indictment.

¢ CSGOShuffle.com: The site at the heart of the July 2016 streaming scandal, where Twitch streamer
PhantomLOrd secretly owned 33% of the company and was exposed rigging odds with house funds.

e The Macro Ecosystem (200+ Operators): According to industry research by Narus Advisors and
Eilers & Krejcik Gaming, over 200 distinct skin gambling sites operated in 2016, generating $5.01
Billion in wagering volume from 3.03 million active players. Valve's 43 letters addressed less than 20%
of the active market.

Official Government & Regulatory Investigations on Steam Skin Gambling

The skin gambling phenomenon is documented across multiple formal statutory inquiries, enforcement
actions, and government position papers:

1. Washington State Gambling Commission (WSGC) (2016-2018)

Issued formal Cease & Desist demand on 5 Oct 2016; published Legislative Briefing on 30 Jan 2018
documenting that skins are cash equivalents and reporting the $5.0B skin wagering volume.

WSGC Legislative Report PDF (Local Copy)_2
2. U.S. Federal Trade Commission (FTC) (Sept 2017, Docket C-4632)

First federal regulatory enforcement action involving skin gambling against CSGOLotto owners Trevor Martin
and Thomas Cassell for deceptive practices and undisclosed platform control.

FTC Decision & Consent Order ~
3. UK Gambling Commission (UKGC) Position Paper & Youth Audits

The Commission treats in-game items convertible to cash as money’s worth. Its 2018 survey found that 3%
of 11-16-year-olds said they had ever bet with in-game items (skins).

UKGC 2018 youth survey »
UKGC position on virtual currencies 2
4. Australian Senate Environment & Communications Inquiry (2018)

Federal Parliamentary report on "Gaming micro-transactions for chance-based items", evaluating Valve's loot
box mechanics, secondary market cashouts, and regulatory circumvention.

Parliament of Australia Inquiry 2



https://phishdestroy.io/steam_dossier/steam_tos_assets/wsgc-skins-gambling-briefing-2018.pdf
https://search.ftc.gov/legal-library/browse/cases-proceedings/162-3184-csgolotto-trevor-martin-thomas-cassell-matter
https://www.gamblingcommission.gov.uk/news/article/gambling-commission-publishes-new-report-on-children-and-gambling-trends
https://www.gamblingcommission.gov.uk/licensees-and-businesses/guide/page/digital-and-virtual-currencies
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Environment_and_Communications/Gamingmicro-transactions/Report

The outstanding demand

Publish the enforcement record: which gambling accounts and bots were disabled, which return
hosts were restricted, and which commercial services received permission. A public prohibition and
a homepage warning do not establish that the underlying operation was stopped.
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