/\ Official Takedown Notice

PHISHING ACTIVITY

REPORT

(%) REPORT DATE ® CASE REFERENCE &\ PRIORITY

2026-01-12 # CRITICAL / IMMEDIATE
PD-20260112-6398F2

To the Abuse & Security Team,

This is an official notification from the PhishDestroy Threat Intelligence
platform regarding confirmed malicious activity detected within your
network infrastructure. This report provides technical evidence of a
phishing campaign designed to defraud users and steal sensitive
credentials.

® HIGH-CONFIDENCE MALICIOUS ACTIVITY VERIFIED

. Technical Evidence & Forensic Data

Target Domain caivax.com

Resolved IP 104.21.23.244

Detection Time 17:57:06 UTC

Analysis Report View URLScan Forensic Report



https://urlscan.io/result/019bb357-7c8b-729b-b5f3-0587ec2902e3/

Threat Detection Sources

Behavioral Analysis Indicates Phishing

Threat . L . . . .
Domain exhibits characteristics consistent with credential
Assessment
harvesting and brand impersonation.
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58 Legal Policy Violations

Registrar: NICENIC International Group Co., Limited (Hong Kong (China))
Policy Violations: “Services may be used only for lawful purposes...
fraud, abuse and illegal activity prohibited. Violations may result in
immediate suspension.” + dedicated abuse handling and takedown
Applicable Laws: Crimes Ordinance Cap.200 (Fraud), Theft Ordinance
Cap.210 §16A (fraud by deception), Personal Data (Privacy) Ordinance
Cap.486



Mandatory Remediation

- Immediate Suspension: Deactivate the domain and hosting services
associated with this threat.

=< Account Audit: Review the registrant/client for additional patterns of
abuse.

- Notification: Inform the client of the policy violation and provide this
evidence.

Transparency & Compliance: A cryptographic record of this notice has been
published to the PhishDestroy Destroylist. Continued hosting of these assets
after notification may affect your network's global reputation and peering trust
scores.

Respectfully,
PhishDectroy

The PhishDestroy.io Security Team SECURED BY PHISHDESTROY THREAT

phishdestroy.io | INTELLIGENCE
abuse@phishdestroy.io REF: #PD-20260112-6398F2


https://github.com/phishdestroy/destroylist
https://phishdestroy.io
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