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Investigation Report — Final

After 10 years of stealing Monero private keys, the operation is destroyed. Three registrars acted within
days. The fourth — NameSilo — contacted the scammer, believed his story, and became his press
secretary.

March 27, 2026 PhishDestroy Research 12 min read

THE END OF XMRWALLET.COM

Investigation overview: The fall of xmrwallet[.Jcom and NameSilo's role in protecting the scammer.
$2M+

Estimated Stolen

10

Years Active

3/4

Registrars Suspended
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7

NameSilo Lies Proven
8
Theft PHP Endpoints

What xmrwallet[.lcom Actually Did

Since 2016, xmrwallet[.Jcom marketed itself as a free, open-source Monero wallet. Our live network
capture on February 18, 2026 proved it was doing something very different: stealing private Monero

view keys on every login and hijacking transactions server-side.

Screenshot 1— The theft mechanism: every wallet login transmitted the victim's private Monero view
key to the scammer's server via Base64 encoding.

Core Theft Mechanism

Not injected code — the core architecture . A session system across 8 PHP endpoints, transmitting the
victim's private view key 40+ times per session . When users sent XMR, their transaction was silently
discarded ( raw tx and hash.raw = 0 ) and replaced with the scammer's.

User opens wallet

View key exfiltrated (Base64)
TX hijacked server-side

XMR sent to scammer
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grd 1.1 PHP API Endpoints

| Endpoint | Purpose | Parame

| “avth.php® | Login/ereate wallet | address, viewkey, isnew, **tinsctamp

sion_id, **sescion_ke
|

|
|
| “gettronsactions.php” | Transaction histo

| "getoutputs.php” | Unspent output

| “updateauvtputs.php’ | Update key

| *petunspentoutputs.php” | Spendable dom_key** |

| *getrandomgutputs.phe” | Mixin =, outputindex, mixin
| “getfees.php” | Fee imation

| *petprice.php” | MMR/USD price | (none) |

| “submittransaction.php’ | Send XMR | sescion id, * ki . e, B _indo |

| " lopout.php’ | End sess | =zession_id |

=ifpld** = production-only parameters WOT in GitHub code.
gt 1.2 Paraseters Added in Production {Mot in GitHub)

n_key” ** = Sent with every authenticated reguest. Structure:

Decoded from captured traffic
- Part B: 97-byte encrypted blob (server-geénerated token from auth.php résponse)
“NDWHZIZZU..." + baseBd decode + " 450gATkiPWMDAXDIVITffeRbeGpebeTgcMdhPooy 2d5 inahulikevSSFrpIvifyMaUzgije
© + basefd decode = "B24dF1838286Fd34a330bdIbEClElaf I feccebBfhIeBiI1Tabd2a5 {p

=Impact:** Every API call transmits the wser's full Monero address and private view key. The server receives and stores th
sa'yerification”** — 192-char hex string sent during auth. Generated clisnt-side:

""" Java ipt
function sigressepe(message, privateSpendiiey) {
ns "monerowallet:” & timestamp using private spend key
Returns: publicSpendiey + R_encoded_he
const ve ation = publicSpendiey + signature;
return ve ation;

Impact: The server receives a ayptographic proof that the user po es the spend key. but more importantly. it receives the
message compenents that could potentially be used for key denvation.

Screenshot 2 — The 8 PHP endpoints documented in our GitHub evidence repository. Each endpoint
participates in the session_key/view_key exfiltration chain.

Six security vendors on VirusTotal flagged it as malicious. Fifteen documented victims across
Trustpilot, Sitejabber, and BitcoinTalk. One victim lost 590 XMR (~$177,000) in a single theft.
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www.xmrwallet.com

C Reanalyze More v

www.xmrwallet.com Croation Date Last Analysis Date G\
xmrwallet.com 9 years ago 37 minutes ago QJ

DETECTION DETAILS RELATIONS COMMUNITY 3

Security vendors' analysis @ Do you want to automate checks?
ADMINUSLabs (1) Malicious CyRadar

Fortinet (@) Phishing Lionic

Seclookup (1) Malicious Webroot

Abusix Acronis

AlLabs (MONITORAPP) AlienVault

Antiy-AVL : benkow.cc

Screenshot 3 — VirusTotal: 6/93 vendors flagged xmrwallet.com as malicious. Fortinet classified it as
“Phishing.”

s - N ' ' = g —

Very Likely Unsafe <

xmrwallet.com

Why does xmrwallet.com have a very low trust score?

ScamAdviser Trust Score 1

Last Update: 2 weeks ago

Screenshot 4 — ScamAdviser: Trust Score 1/100. “Very Likely Unsafe.”
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Three Registrars Did Their Job

We filed identical abuse reports with all four registrars hosting xmrwallet domains. Three acted

immediately:

Screenshot 5 — Three registrars locked the doors. NameSilo left theirs wide open for the scammer.

PublicDomainRegistry

xmrwallet.cc
Suspended
India - Days to act

WebNic

xmrwallet.biz
Suspended
Malaysia - Days to act

NICENIC

xmrwallet.net
DNS Dead
China - Weeks to act

NamesSilo

xmrwallet.com

Refused

USA - Defended scammer
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Three countries. Three independent conclusions.
India, Malaysia, China — reviewed the evidence, found fraud, suspended the domains. No questions
asked.

NameSilo Chose a Different Path

The fourth registrar — NameSilo, LLC (USA) — hosting the primary domain with the most evidence and
most victims — did the opposite. They contacted the scammer, believed his story, and published a
public statement defending him:

5 Post

NameSilo f -
@namesilo

Our Abuse team conducted an in-depth review into this case and it
seems that domain was compromised a few months ago (during which a
copy of the webpage was replaced with a crypto-drainer). Prior to that,
we had received no abuse reports related to this domain. After an
extensive investigation, our team found evidence of the compromise not
involving the regdistrant, and they immediately took steps to reverse it.
The registrant is also working to get the website delisted from VT
reports.

Are you able to confirm if the abuse you're seeing is recent or from this
initial hack? If you have any new evidence of abuse taking place, please
send it over to us (at support@namesilo.com if that's more preferable)
and we will re-open the investigation again.

2:08 PM - Mar 12, 2026 - 11.3K Views

Q= i )2 []1 K,
.. Relevant

Screenshot 6 — NameSilo's public statement on X (Twitter), March 12, 2026. Every claim in this post
was false.

"Our Abuse team conducted an in-depth review into this case and it seems that domain was
compromised a few months ago... After an extensive investigation, our team found evidence of
the compromise not involving the registrant... The registrant is also working to get the website
delisted from VT reports.”

— NameSilo, via X (Twitter)
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We analyzed this statement line by line. Every claim was false.

The Operator’'s Own Words

Before NameSilo intervened, the operator responded directly to our abuse report. His emails confirm
awareness and intent:

| wrote a reply, but I'm not sure if it was sent. Sending to a reply again.

This is the data we need to offer the service to users.
This is not grounds for a domain suspension.

This is not phishing, we've been running for over 8 years and built a strong community, we are recommended on a lot of
trusted websites.

Let me know if you have any other questions, thank you.

Screenshot 7 — Operator's response: “This is not phishing, we've been running for over 8 years.”

@ This sender's public key has not been trusted yet. Never show Trust key

B3 W | & (SN KR KR &

Hi,

Again to reiterate, this is the data we need to offer the service to users. This is not grounds for a domain suspension. This is
how the website is run.

Again, this is not phishing, we've been running for over 8 years and built a strong community, we are recommended on a lot of
trusted websites.

Just because the website is not built to some standards you are talking about doesn't mean we have stolen anything. You are
accusing without any proof. The way the website was built does not verify anything was stolen, so I'm not sure what you're
going to waste your time on.

If this is a legal matter, feel free to subpoena the domain registrar for my information to submit a complaint in the courts.

128.21KB °

PN imagel771426730071
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Screenshot 8 — Operator's second response: “This is the data we need to offer the service.”" The
“data” was the victim's private view key.

Seven Lies, Exposed

LIE #1: “The domain was compromised”
The theft mechanism is the core architecture — 8 PHP endpoints, Base64 key exfiltration, a 5.3-year
GitHub commit gap . This system was built over years, not injected in a hack.

LIE #2: "We had received no prior abuse reports”
Six VirusTotal vendors, Trustpilot complaints going back years, a BitcoinTalk warning thread, the
operator banned from r/Monero in 2018 . A single Google search would have shown this.

LIE #3: “Not involving the registrant”

The operator registered 4 escape domains across 4 registrars (prepaid 5-10 years each) before the
investigation was published. Deleted 21+ GitHub issues. Hired developers for a captcha system. That's
not a victim — that's an operation.

LIE #4: "They immediately took steps to reverse it"”
The theft code was running in production during NameSilo's statement . Zero GitHub commits
addressing any incident. Nothing was reversed.

LIE #5: "Working to get delisted from VirusTotal”
NameSilo praised the scammer for lobbying to remove Fortinet's “Phishing” detection — without
removing the phishing code . That's not good faith. That's suppressing security warnings.

LIE #6: “Is the abuse recent?”
Shifting the burden of proof to the reporter so they can close the case. The evidence was in the report.
Three peer registrars didn’'t need to ask.

LIE #7: "We will re-open the investigation”
"Re-open” implies it was once open. Their investigation consisted of calling the scammer and writing
down what he said. That's not an investigation — that's dictation.

Infrastructure Evidence
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Screenshot 9 — The domain escape network: 4 domains across 4 registrars, all pointing to the same

servers. Three neutralized.
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DATE

2026-83-18 H @

2026-83-86

2826-83-85

4

URL
xmrwallet.com/
cve.mitre.org

vww . xmrwallet.me

P

= 186.2.165.49

B8 18.65.39.102

= 185.129.100.248

2826-83-85 wwnw . mrwallet . net/ = 198.115.31.48

20826-83-05 v xmrwallet.me = 185.129.100.248

2026-83-85 www . xmrwallet. = 186.2.165.49

2026-83-85 xmrwallet.me = 185.129.106.248

2026-83-85 xmrwallet.net = 198.115.31.48

2826-83-85 www xmrwal let. - 158, -31.48

2626-83-85 www . xmrwallet. E185. .180.248

2026-83-85 www . xmrwallet. - 158, -31.48

2626-03-85 xmrwallet. net e 198 .31.48

2026-83-85 www mrwallet.me/ = 185. .188.248

2826-83-85 www mrwallet.net/ = 190.115.31.48

2026-83-83 xmrwallet. com/app . html%23/1login. html M= 186.2.165.49

2026-82-23 www . xmrwallet. com/ = 186.2.165.49

2826-82-22 walletxmr. com/ BN 172.67.283.111

2826-82-21 www . xmrwallet.cc/ ™ 185.129.168.

2026-82-21 www xmrwallet.cc/ == 185.129.100.

2826-82-21 www . xmrwallet.cc T 185.129.100.:

2626-82-21 xmrwallet.cc = 185.129.100.

2026-82-21 www xmrwal let.ccf = 185.129.168.:

2026-82-18 www . xmrwallet.app = 216.198.79.1

2826-82-18 www smrwallet.app/ =me4.29.17.1

Screenshot 10 — URLScan data: all xmrwallet domains (.com, .cc, .biz, .net, .me, .app) resolving to the

same infrastructure.

You enter address + uiewkey — both sent ta server in plaintext

address = 46EKQAF7104 XbISTyR By 76UnhsPX TalYeqCikIP

viewkey =

lsnew =G

session_key encodes your private key — re-sent on every request
Your key reashes the server on every astlon — 48+ times per session
Transactions hijacked server-side — ras_tx_and_hash.ras = O

4 Google trackers watch every move inside your mallet

Verify it yourself — 3 independent methods WERIFY

Screenshot 11— Our GitHub evidence repository with the complete network capture analysis. 109

requests, 43 view key transmissions documented in a single session.

ne: The Fall of xmrwallet

PhishDestroy
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xmrwallet[.]Jcom begins operation, marketing as “free open-source Monero wallet"”

2018

Operator banned from r/Monero . First victim reports appear on Trustpilot

Feb 4, 2026

Escape domain xmrwallet.cc registered (8yr prepaid) — before investigation published

Feb 13, 2026

Issue #35 published — full TX hijacking mechanism exposed

Feb 18, 2026

Issue #36 — live capture: 109 requests, 43 viewkey transmissions in single session

Feb 23, 2026

xmrwallet.cc SUSPENDED (PDR). xmrwallet.biz SUSPENDED (WebNic). Operator panic-deletes
Issues #35 & #36

Feb 26, 2026

More panic: xmrwallet.net and .me registered (10yr prepaid, same IPs as suspended domains)
Mar 8, 2026

xmrwallet.net DNS DEAD (NICENIC). 3 of 4 escape domains neutralized

Mar 2026

NameSilo publishes statement: “The registrant is the victim.” Helps suppress VirusTotal detections
Mar 27, 2026

Formal ICANN complaint filed (RAA Section 3.18). Evidence submitted to law enforcement. This report
published.

The Verdict

NameSilo didn't ignore the evidence. They read it, called the scammer, believed him, declared him
innocent, and helped suppress security warnings. Then asked the researchers to prove the abuse is
“recent.”

That's not negligence. That's a partnership.

The domain is down. The scam is over. But the fact that a US registrar chose to publicly fabricate a
cover story to shield a $2M crypto thief — that is something that will follow NameSilo for a very long
time. Their statement will be Exhibit A in every filing from this point forward.

If you vouch for the thief, you share his bill.

| Evidence & Resources

| Related Investigations

This investigation is based on publicly available evidence, live network captures, OSINT, public review
platforms, and NameSilo's own verbatim public statement. No unauthorized access was performed. Al
findings are independently reproducible.

PhishDestroy — Independent threat intelligence. Evidence-backed, reproducible, non-commercial. This report reproduces the referenced
investigation for offline and archival use. Full evidence and live data: phishdestroy.io - github.com/phishdestroy
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