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INNOVATION

We were asked to assist in a major case involving the theft of TON tokens and Telegram numbers,

uncovering a vast network of scammers targeting their own community.
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Exposing a Russian Scam Network Stealing TON Tokens & Telegram Numbers
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Russian-TON scam network diagram — domain infrastructure

OSINT investigation board — Russian-TON scam operators
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Russian-TON phishing kit code analysis

We were asked to assist in a major case involving theft of TON tokens and Telegram numbers.

What shocked us the most wasn't just the theft — but that a Russian scam group was targeting their

own Russian users. Our OSINT analysis revealed that many Telegram accounts traced directly to real

identities, exposing the Telegram fraud network and their social engineering tactics.

Findings from Inside the Scammer Chats

The internal group chats revealed:

Over 4,000 scammers operating openly

Clearly defined team roles

Databases of stolen TON addresses

Full links to Telegram handles and real names

They don't even try to hide.

Access the leaked spreadsheet here: Leaked Spreadsheet

Tools for OSINT and Anti-Scam Community

To help researchers and defenders, we developed a public interface to explore leaked scam logs and

Telegram groups:

Explore the tool here: Scam Logs Interface

This interface allows you to:

Filter by scam group

Extract IDs and link stolen amounts to timestamps

Track possible victims
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https://docs.google.com/spreadsheets/d/197KolORgHAv_W7Nai0yAIQugPUZPONr3sf1IdcbDU9s/edit?gid=1691335422
https://phishdestroy.github.io/ScamIntelLogs/


No Privacy for Boasting Scammers

Scammers who openly brag about theft and publish stolen data should not expect any privacy or

impunity.

This "Rublevka" leak is just one example — many more groups are out there. This cryptocurrency theft

investigation is ongoing, and if you're working on scam investigations, feel free to reach out for

collaboration.

Together, we can make the crypto and Telegram ecosystem safer by exposing and disrupting these

criminal networks.

#TON #TelegramScam #RussianScammers #CryptoScam #OSINT

Share This Article

Related Research

$100K Malvertising Recovery

Wallet access restored and $100K+ returned. Full breakdown with IOCs and lessons learned.

Crypto Security Essentials

Essential protection against drainers, fake support, and common wallet traps.

Scam Intelligence Dashboard

Exposing crypto scammer infrastructure, collecting evidence, and helping victims fight back.

#TON #Telegram #RussianScam #CryptoScam #Investigation

PhishDestroy — Independent threat intelligence. Evidence-backed, reproducible, non-commercial. This report reproduces the referenced

investigation for offline and archival use. Full evidence and live data: phishdestroy.io · github.com/phishdestroy
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