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What This Network Steals — Not Just Cryptocurrency

Critical: Multi-Vector Theft Operation

This is NOT a simple cryptocurrency scam. Gambler Panel's organized cybercrime infrastructure is

designed for comprehensive financial theft through multiple attack vectors simultaneously. This

affiliate fraud operation ensures every victim potentially loses cryptocurrency, bank card funds,

identity documents, AND personal data. The domain abuse infrastructure documented here constitutes

law enforcement evidence of a global criminal enterprise.

Cryptocurrency Theft

Direct crypto theft through fake "verification deposits" that are never returned. Victims are promised

withdrawals after depositing $50500 in BTC, ETH, USDT.

Fake withdrawal "verification" deposits

Escalating fee extraction VIP, taxes, insurance)

Multiple deposit cycles before blocking

Crypto Wallet Drainer

Built-in "Drainer" functionality in admin panel. When enabled, malicious scripts attempt to drain

connected crypto wallets entirely — stealing ALL funds, not just the deposit amount.

WalletConnect exploitation

Malicious transaction signing

Complete wallet drainage

Bank Card Fraud

Integration with 15+ payment processors allowing traditional credit/debit card payments. Victims' bank

cards are charged through legitimate-looking payment flows.

Simplex, MoonPay, Transak integration

Banxa, Mercuryo, Sardine processing

Chargebacks nearly impossible

Identity Document Theft
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Fake "KYC verification" harvests passports, driver's licenses, selfies, addresses. Documents are sold

on dark markets or used for further identity fraud.

Full document images collected

Selfie verification harvested

Personal data sold to criminals

Scam Method — Attack Chain

1

Social Media Advertising

Fake ads on TikTok, Instagram, Discord, YouTube featuring celebrity "endorsements" Elon Musk,

Ronaldo, Drake, etc.) promising $2,500+ free credit with promo codes. All celebrity associations are

completely fabricated.

Celebrity deepfake used as casino promotion lure on social media - AI generated, not real

2

Rigged Casino Interface

Professional-looking casino website with 100% rigged games . Admin panel has "Twist" control to

guarantee early wins. Victims see fake $5,00050,000 "winnings" — these are fictional database

numbers.

3
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Verification Deposit Trap

When victim attempts withdrawal, system demands $50100 "verification deposit" to unlock funds.

This is the first theft. Deposit is never returned, withdrawal never processes.

4

Escalating Extraction

After first deposit, panel generates cascading fake errors: VIP level requirement, AML verification fee,

tax payment, insurance deposit. Each "error" is a preset script designed to extract more money.

5

Identity Harvest & Block

"KYC verification" collects passports, IDs, selfies throughout the process. When victim stops paying,

account is blocked. Support operators gaslight until victim gives up. Stolen identity documents are

sold separately.

Direct Quote from Scam Documentation

"The sole and ultimate goal of the user you bring is to make a deposit. For each deposit, you receive

your commission automatically and instantly." — Gambler Panel Official Affiliate Guide

Scam Design Templates — 70+ Variations

Evidence: Professional Scam Infrastructure

The following screenshots show the variety of fake landing page designs available to affiliates. This

demonstrates the industrial scale and professional organization of this criminal operation. Every

design uses unauthorized celebrity images, stolen game brands, or adult content bait to lure victims.

Celebrity Impersonation

— Unauthorized use of famous people's images
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Elon Musk

Fake Tesla partnership

Elon Musk Alt

Alternative design

Lionel Messi

Fake endorsement
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Lionel Messi Alt

Alternative design

Cristiano Ronaldo

Fake endorsement
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Conor McGregor

Fake endorsement

Drake

Fake endorsement
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Kylian Mbappé

Fake endorsement

50 Cent

Fake endorsement
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Keanu Reeves

Fake endorsement

Kylie Jenner

Fake endorsement
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Selena Gomez

Fake endorsement

Angelina Jolie

Fake endorsement

Crypto CEO Impersonation

— Fake endorsements from exchange executives
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Changpeng Zhao

Fake Binance endorsement

Ben Zhou

Fake Bybit endorsement
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Star Xu

Fake OKX endorsement

Stolen Game Brands

— Unauthorized use of Pragmatic Play, Evolution Gaming, etc.

Sweet Bonanza

Stolen Pragmatic Play
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Sweet Bonanza Alt

Stolen Pragmatic Play

Gates of Olympus

Stolen Pragmatic Play

PhishDestroy Independent Threat Intelligence · phishdestroy.io Page 12 / 44



Olympus Theme

Stolen game brand

Zeus vs Hades

Stolen Pragmatic Play
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Hades Theme

Stolen game brand

The Dog House

Stolen Pragmatic Play
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Dog House Alt

Stolen Pragmatic Play

Sugar Rush

Stolen Pragmatic Play
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Sugar Rush Alt

Stolen Pragmatic Play

Sky Bounty

Stolen Pragmatic Play
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Plinko

Rigged game clone

Chicken Cross

Rigged game clone
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Coinflip

Rigged game

Dice

Rigged game
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Aviamasters

Crash game clone

Adult Content Bait

— Unauthorized use of adult brands to lure victims

Brazzers

Fake adult brand
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Brazzers 2

Fake adult brand

Brazzers 3

Fake adult brand
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Brazzers 4

Fake adult brand

Playboy

Fake adult brand
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Girl Template 1

Adult bait

Girl Template 2

Adult bait
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Girl Template 3

Adult bait

Girl Template 4

Adult bait

PhishDestroy Independent Threat Intelligence · phishdestroy.io Page 23 / 44



Girl Template 5

Adult bait

Girl Template 6

Adult bait

PhishDestroy Independent Threat Intelligence · phishdestroy.io Page 24 / 44



Adult Template 7

Adult bait

Adult Template 8

Adult bait

Generic Templates

— Mass deployment designs for rapid domain cycling
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Default

Standard template

Blue Theme

Generic casino
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Green Theme

Generic casino

Anime Theme

Anime-style bait
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Template Pack 1

Mass deployment

Template Pack 2

Mass deployment
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Template Pack 3

Mass deployment

Template Pack 4

Mass deployment
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Template Pack 5

Mass deployment

Template Pack 6

Mass deployment
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Template Pack 7

Mass deployment

Template Pack 8

Mass deployment

Evidence — Admin Panel & Scam Documentation

Source Authenticity

All screenshots below are captured directly from Gambler Panel's admin interface and official

documentation . These are not external allegations — this is evidence of criminals documenting their

own operations.
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Fraud Controls

— Admin panel settings for rigging games and stealing crypto

Main Panel Settings

"Twist" (rig games), "Drainer" toggle
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Fake Error Variables

VIP, AML, tax extraction scripts
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Scam Training Documentation

— Official guides teaching affiliates how to steal

Support Documentation

"Extract max deposits from user"
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Target Audience

Victim profiling guide

Psychological Exploitation

Exploiting gambling addiction
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"Your Task"

"Goal is to make a deposit"

Extraction Mechanisms
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Verification deposit theft

Traffic Sources

"Fraudulent traffic" accepted

Infrastructure Setup

— Domain registration and hosting guides
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Recommended Registrars

NameSilo, NiceNIC, Impreza
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SEO Manipulation

Google Search Console setup
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Mass Domain Deployment

Rapid scam site creation

Payment Systems

— Not just crypto: 15+ fiat payment processors
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Payment Processors 1

Coingate, Simplex, Ramp, Transak

Payment Processors 2

MoonPay, Mercuryo, Banxa
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Identity Theft & Theft Statistics

— KYC harvesting and documented theft amounts

Fake KYC Verification

Passport/ID harvesting
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$2.6M Stolen

12,114 victims documented

Critical Scale Information

The evidence above represents screenshots from only ONE affiliate panel . This is NOT the full

operation. Gambler Panel is a Scam-as-a-Service platform with thousands of active affiliates

worldwide, each operating their own domains with these same templates.

This is a global organized crime network with no jurisdictional boundaries. Operations are confirmed

in Russia, China, USA, EU, Southeast Asia, Middle East, Latin America, and Africa. There are NO safe

countries — this infrastructure targets victims everywhere.

1,200

Active Domains

20,000

Affiliates

$2.6M

Single Affiliate Theft

12,114

Documented Victims

Laws Violated — Multi-Jurisdictional Crimes

Legal Obligations for Service Providers

Domain registrars and hosting providers have legal and contractual obligations to act on documented

abuse. Ignoring this evidence creates potential liability for facilitating organized crime, wire fraud,

money laundering, and identity theft. ICANN RAA Section 3.18 requires investigation and action on

abuse reports.

Wire Fraud

Using electronic communications to defraud victims. Every fake casino transaction constitutes wire

fraud.

ë 18 U.S.C. § 1343 P Fraud Act 2006 H EU Fraud Directive

Identity Theft

Fake KYC harvests passports, IDs, selfies. Documentation includes guides for using stolen identities.

ë 18 U.S.C. § 1028 H GDPR Art. 83 � Universal

Payment Card Fraud

15+ payment processors charging victims' cards. Violates PCIDSS and card network rules.

ë 18 U.S.C. § 1029 PCIDSS Violation Card Network Rules

Copyright & Trademark

Unauthorized celebrity images and licensed game brands Pragmatic Play, Evolution Gaming).
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ë 17 U.S.C. § 501 H Copyright Directive � WIPO Treaties

Malware / Drainer

Built-in wallet drainer functionality. Android RATs referenced in documentation.

ë CFAA P Computer Misuse Act H NIS2 Directive

Money Laundering

Processing $2.6M+ through crypto wallets. Funds distributed "discreetly" to affiliates.

ë 18 U.S.C. § 1956 H AMLD6 FATF Standards

Recommended Actions

For Registrars

Suspend domain registration immediately. Implement ClientHold status. Report to ICANN. Preserve

WHOIS records for law enforcement.

For Hosting Providers

Terminate hosting service. Preserve server logs for criminal investigation. Report to relevant

cybercrime authorities.

For Payment Processors

Terminate merchant accounts. Report to card networks Visa, Mastercard). File Suspicious Activity

Report SAR.

For Law Enforcement

Full evidence package available. Contact PhishDestroy for comprehensive data including wallet

addresses, domain history, and victim reports.

Related Research

NiceNIC Registrar Investigation

Exposing IANA 3765 — the ICANN registrar powering global cybercrime with a phishing score of

1,141.74.

Registrars Enabling Global Scams

How ICANN registrars NameSilo, Webnic, and NiceNic keep scam infrastructure alive by ignoring

abuse.

Scam Intelligence Dashboard

Exposing crypto scammer infrastructure, collecting evidence, and helping victims fight back.

Impact Metrics

Our tracking numbers — 810K+ domains, 330K+ active threats.

#FakeCasino #GamblingScam #CrimeNetwork #Panel #Investigation

PhishDestroy — Independent threat intelligence. Evidence-backed, reproducible, non-commercial. This report reproduces the referenced

investigation for offline and archival use. Full evidence and live data: phishdestroy.io · github.com/phishdestroy
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